Evaluation Warning: The document was created with Spire.Doc for Python.
PS App（ 22.10.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	PS App

	版本
	22.10.0

	包名
	com.scee.psxandroid

	域名线索
	62条

	URL线索
	49条

	APP图标
	

	分析日期
	2025年8月2日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	PlayStation App_22.10.0_APKPure.apk

	文件大小
	53.53MB

	MD5值
	90cfd9ad99e024804f4e709b3c38db9c

	SHA1值
	5bf0546682a2aaab3514421a8ce6026e1d5783c7

	SHA256值
	0346d39721ba9de5bad352d06a8d21e89c4a45ac181cb65cd6950275a445ed20



3. APP基本信息
	类别
	内容

	App名称
	PS App

	包名
	com.scee.psxandroid

	主活动Activity
	com.scee.psxandroid.activity.TopActivity

	安卓版本名称
	22.10.0

	安卓版本
	22100002



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	mobile-pushcl.s.communication.playstation.net
	没有服务器地理信息. 

	.urbanairship.com
	没有服务器地理信息. 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	.youtube.com
	没有服务器地理信息. 

	remote-data.urbanairship.com
	IP: 34.144.204.212 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	ca.saccount.sony.com
	没有服务器地理信息. 

	play.google.com
	IP: 8.7.198.46 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	twitter.com
	IP: 128.242.240.85 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	www.npes.org
	IP: 172.67.183.61 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	plus.google.com
	IP: 168.143.171.93 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	asm.s.community.playstation.net
	没有服务器地理信息. 

	my.account.sony.com
	IP: 88.221.83.225 
所属国家: Belgium 
地区: Brussels Hoofdstedelijk Gewest 
城市: Brussels 

	aomedia.org
	IP: 199.59.150.49 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	notify.bugsnag.com
	IP: 35.186.205.6 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	combine.urbanairship.com
	IP: 34.107.195.75 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	wallet-api.urbanairship.com
	IP: 35.244.226.117 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	docs.bugsnag.com
	IP: 18.65.207.86 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	cws.conviva.com
	IP: 199.127.194.128 
所属国家: United States of America 
地区: California 
城市: Foster City 

	xerces.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	assets.adobedtm.com
	IP: 184.30.17.91 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	aomediacodec.github.io
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	docs.airship.com
	IP: 34.107.238.88 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	bfe-prod.playstation-cloud.com
	IP: 104.142.252.225 
所属国家: United States of America 
地区: California 
城市: Aliso Viejo 

	www.webrtc.org
	IP: 108.177.98.101 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	pings.conviva.com
	IP: 98.85.62.177 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	schemas.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	sessions.bugsnag.com
	IP: 35.190.88.7 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	schemas.android.com
	没有服务器地理信息. 

	developer.android.com
	IP: 192.178.163.101 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	overmind.datatheorem.com
	IP: 74.125.199.121 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	adrvdsstore.dl.playstation.net
	IP: 2.19.198.19 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	dashif.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	cn-assets.adobedtm.com.edgekey.net
	IP: 184.30.17.91 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	bugsnag.com
	IP: 3.173.219.36 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	www.facebook.com
	IP: 128.121.243.228 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	device-api.asnapieu.com
	IP: 130.211.7.30 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	remote-data.asnapieu.com
	IP: 34.96.96.216 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	cipa.jp
	IP: 118.82.81.189 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	e7808.dscg.akamaiedge.net
	IP: 184.30.17.91 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	crbug.com
	IP: 216.239.32.29 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	bclog.s.rds.s0.playstation.net
	没有服务器地理信息. 

	ns.adobe.com
	没有服务器地理信息. 

	bfe-uat1.cdn.pscloud.tv
	IP: 100.42.96.238 
所属国家: United States of America 
地区: California 
城市: Aliso Viejo 

	ns.useplus.org
	IP: 54.83.4.77 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	purl.org
	IP: 207.241.225.157 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	metropolis-709d8.firebaseio.com
	IP: 34.120.206.254 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	iptc.org
	IP: 3.64.29.21 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	device-api.urbanairship.com
	IP: 34.128.138.27 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.zetetic.net
	IP: 13.225.177.5 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	exoplayer.dev
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	.asnapieu.com
	没有服务器地理信息. 

	combine.asnapieu.com
	IP: 35.244.242.208 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	pinterest.com
	IP: 173.234.53.168 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	wallet-api.asnapieu.com
	IP: 34.96.86.174 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.ietf.org
	IP: 104.16.45.99 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	www.aiim.org
	IP: 199.60.103.225 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	developer.apple.com
	IP: 17.253.85.203 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 


4.2 URL线索
	URL信息
	Url所在文件

	https://plus.google.com/ 
	ac/o0.java 

	https://assets.adobedtm.com/%s.json 
	com/adobe/marketing/mobile/ConfigurationExtension.java 

	https://notify.bugsnag.com 
	com/bugsnag/android/EndpointConfiguration.java 

	https://sessions.bugsnag.com 
	com/bugsnag/android/EndpointConfiguration.java 

	https://bugsnag.com 
	com/bugsnag/android/Notifier.java 

	https://docs.bugsnag.com/platforms/android/anr-link-errors 
	com/bugsnag/android/AnrPlugin$performOneTimeSetup$1.java 

	https://docs.bugsnag.com/platforms/android/ndk-link-errors 
	com/bugsnag/android/NdkPlugin.java 

	https://docs.bugsnag.com/platforms/android/ndk-link-errors 
	com/bugsnag/android/NdkPlugin$performOneTimeSetup$1.java 

	https://github.com/bugsnag/bugsnag-js 
	com/bugsnag/android/BugsnagReactNativePlugin.java 

	https://docs.bugsnag.com/platforms/android/ 
	com/bugsnag/android/Client.java 

	https://docs.bugsnag.com/platforms/android/anr-link-errors 
	com/bugsnag/android/AnrPlugin.java 

	https://cws.conviva.com 
	com/conviva/api/ClientSettings.java 

	https://cws.conviva.com 
	com/conviva/api/Client.java 

	http://cws.conviva.com, 
	com/conviva/api/Client.java 

	https://pings.conviva.com/ping.ping 
	com/conviva/utils/Ping.java 

	https://docs.airship.com/platform/android/getting-started/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://device-api.urbanairship.com/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://combine.urbanairship.com/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://remote-data.urbanairship.com/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://wallet-api.urbanairship.com 
	com/urbanairship/AirshipConfigOptions.java 

	https://device-api.asnapieu.com/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://combine.asnapieu.com/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://remote-data.asnapieu.com/ 
	com/urbanairship/AirshipConfigOptions.java 

	https://wallet-api.asnapieu.com 
	com/urbanairship/AirshipConfigOptions.java 

	https://play.google.com/store/apps/details?id= 
	com/urbanairship/actions/RateAppAction.java 

	https://bfe-uat1.cdn.pscloud.tv/ 
	com/playstation/party/e.java 

	https://bfe-prod.playstation-cloud.com/ 
	com/playstation/party/e.java 

	https://m. 
	com/playstation/party/e.java 

	http://adrvdsstore.dl.playstation.net/adrvdsstore/versions/SnpAccountManager/versionInfo.xml 
	ci/b.java 

	https://developer.android.com/reference/com/google/android/play/core/assetpacks/model/AssetPackErrorCode.html 
	fd/a.java 

	https://google.com 
	lj/h.java 

	https://developer.android.com/reference/com/google/android/play/core/install/model/InstallErrorCode 
	id/a.java 

	https://mobile-pushcl.%s.communication.playstation.net 
	ph/g.java 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	s9/z0.java 

	https://overmind.datatheorem.com/trustkit/report 
	v3/b.java 

	http://schemas.android.com/apk/res/android 
	r/g.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	v9/u.java 

	https://x</LA_URL> 
	v9/t.java 

	https://x 
	v9/t.java 

	https://asm.%s.community.playstation.net/asm/v1/apps/me/baseUrls/ 
	oh/b.java 

	http://dashif.org/guidelines/last-segment-number 
	ua/c.java 

	http://ns.adobe.com/xap/1.0/ 
	x1/p.java 

	http://purl.org/dc/elements/1.1/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/rights/ 
	x1/p.java 

	http://ns.adobe.com/pdf/1.3/ 
	x1/p.java 

	http://ns.adobe.com/photoshop/1.0/ 
	x1/p.java 

	http://ns.adobe.com/tiff/1.0/ 
	x1/p.java 

	http://ns.adobe.com/png/1.0/ 
	x1/p.java 

	http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 
	x1/p.java 

	http://iptc.org/std/Iptc4xmpExt/2008-02-29/ 
	x1/p.java 

	http://ns.adobe.com/DICOM/ 
	x1/p.java 

	http://ns.useplus.org/ldf/xmp/1.0/ 
	x1/p.java 

	http://ns.adobe.com/iX/1.0/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/bj/ 
	x1/p.java 

	http://ns.adobe.com/xmp/note/ 
	x1/p.java 

	http://ns.adobe.com/pdfx/1.3/ 
	x1/p.java 

	http://www.npes.org/pdfx/ns/id/ 
	x1/p.java 

	http://www.aiim.org/pdfa/ns/schema 
	x1/p.java 

	http://www.aiim.org/pdfa/ns/property 
	x1/p.java 

	http://www.aiim.org/pdfa/ns/type 
	x1/p.java 

	http://www.aiim.org/pdfa/ns/field 
	x1/p.java 

	http://www.aiim.org/pdfa/ns/id/ 
	x1/p.java 

	http://www.aiim.org/pdfa/ns/extension/ 
	x1/p.java 

	http://ns.adobe.com/album/1.0/ 
	x1/p.java 

	http://ns.adobe.com/exif/1.0/ 
	x1/p.java 

	http://cipa.jp/exif/1.0/ 
	x1/p.java 

	http://ns.adobe.com/exif/1.0/aux/ 
	x1/p.java 

	http://ns.adobe.com/jpeg/1.0/ 
	x1/p.java 

	http://ns.adobe.com/jp2k/1.0/ 
	x1/p.java 

	http://ns.adobe.com/camera-raw-settings/1.0/ 
	x1/p.java 

	http://ns.adobe.com/StockPhoto/1.0/ 
	x1/p.java 

	http://ns.adobe.com/creatorAtom/1.0/ 
	x1/p.java 

	http://ns.adobe.com/asf/1.0/ 
	x1/p.java 

	http://ns.adobe.com/xmp/wav/1.0/ 
	x1/p.java 

	http://ns.adobe.com/bwf/bext/1.0/ 
	x1/p.java 

	http://ns.adobe.com/riff/info/ 
	x1/p.java 

	http://ns.adobe.com/xmp/1.0/Script/ 
	x1/p.java 

	http://ns.adobe.com/TransformXMP/ 
	x1/p.java 

	http://ns.adobe.com/swf/1.0/ 
	x1/p.java 

	http://ns.adobe.com/xmp/1.0/DynamicMedia/ 
	x1/p.java 

	http://ns.adobe.com/xmp/transient/1.0/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/t/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/t/pg/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/g/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/g/img/ 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/Font 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/Dimensions 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/ResourceEvent 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/ResourceRef 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/Version 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/Job 
	x1/p.java 

	http://ns.adobe.com/xap/1.0/sType/ManifestItem 
	x1/p.java 

	http://ns.adobe.com/xmp/Identifier/qual/1.0/ 
	x1/p.java 

	http://purl.org/dc/1.1/ 
	x1/f.java 

	http://purl.org/dc/elements/1.1/ 
	x1/f.java 

	http://purl.org/dc/elements/1.1/ 
	x1/o.java 

	http://ns.adobe.com/exif/1.0/ 
	x1/o.java 

	http://ns.adobe.com/xmp/1.0/DynamicMedia/ 
	x1/o.java 

	http://ns.adobe.com/xap/1.0/rights/ 
	x1/o.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	x1/o.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	x1/l.java 

	http://apache.org/xml/features/disallow-doctype-decl 
	x1/l.java 

	http://xml.org/sax/features/external-general-entities 
	x1/l.java 

	http://xerces.apache.org/xerces2-j/features.html 
	x1/l.java 

	http://xml.org/sax/features/external-parameter-entities 
	x1/l.java 

	http://apache.org/xml/features/nonvalidating/load-external-dtd 
	x1/l.java 

	https://ca.%saccount.sony.com/api/authn/v3/signOut 
	ui/i.java 

	https://ca.%saccount.sony.com/api/authz/v3/oauth/token 
	ui/i.java 

	https://ca.%saccount.sony.com/api/authz/v3/oauth/authorize 
	ui/i.java 

	https://ca.%saccount.sony.com/ 
	ui/i.java 

	https://aomedia.org/emsg/ID3 
	ka/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	ka/a.java 

	https://pinterest.com/pin/create/button/?url= 
	n1/k.java 

	https://www.facebook.com/sharer/sharer.php?u= 
	n1/b.java 

	https://www.facebook.com/sharer/sharer.php?u= 
	n1/c.java 

	https://plus.google.com/share?url= 
	n1/f.java 

	https://twitter.com/intent/tweet?text= 
	n1/r.java 

	https://play.google.com/store/apps/details?id=com.instagram.android 
	n1/g.java 

	https://play.google.com/store/apps/details?id=com.instagram.android 
	n1/h.java 

	https://*.urbanairship.com 
	uk/a.java 

	https://*.youtube.com 
	uk/a.java 

	https://*.asnapieu.com 
	uk/a.java 

	http://ns.adobe.com/xmp/note/ 
	t5/c.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	t5/c.java 

	http://ns.adobe.com/xmp/extension/\u0000 
	t5/c.java 

	https://my.account.sony.com/.well-known/assetlinks.json 
	摸瓜V1引擎 

	https://metropolis-709d8.firebaseio.com 
	摸瓜V1引擎 

	https://www.zetetic.net/sqlcipher/ 
	摸瓜V1引擎 

	https://www.zetetic.net/sqlcipher/license/ 
	摸瓜V1引擎 

	https://github.com/sqlcipher/android-database-sqlcipher 
	摸瓜V1引擎 

	notify.bugsnag.com 
	摸瓜V3引擎 

	cn-assets.adobedtm.com.edgekey.net 
	摸瓜V3引擎 

	remote-data.urbanairship.com 
	摸瓜V3引擎 

	assets.adobedtm.com 
	摸瓜V3引擎 

	e7808.dscg.akamaiedge.net 
	摸瓜V3引擎 

	sessions.bugsnag.com 
	摸瓜V3引擎 

	https://bclog.%s.rds.s0.playstation.net/v1/events 
	lib/arm64-v8a/libMirandaParty.so 

	https://crbug.com/1053756 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/abs-capture-time 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/video-content-type 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/video-timing 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/generic-frame-descriptor-00 
	lib/arm64-v8a/libSceWebRtc.so 

	https://aomediacodec.github.io/av1-rtp-spec/ 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/video-layers-allocation00 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/transport-wide-cc-02 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/playout-delay 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/color-space 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/video-frame-tracking-id 
	lib/arm64-v8a/libSceWebRtc.so 

	http://www.webrtc.org/experiments/rtp-hdrext/inband-cn 
	lib/arm64-v8a/libSceWebRtc.so 

	https://bfe-prod.playstation-cloud.com 
	lib/arm64-v8a/libpartycore.so 

	https://bfe-uat1.cdn.pscloud.tv 
	lib/arm64-v8a/libpartycore.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	appro@openssl.org 
	lib/arm64-v8a/libMirandaParty.so 

	appro@openssl.org 
	lib/arm64-v8a/libSceWebRtc.so 


4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=GB, ST=London, L=London, O=Digital Jigsaw, OU=Android Apps, CN=James Wilding 签名算法: rsassa_pkcs1v15 有效期自: 2010-12-01 10:53:39+00:00 有效期至: 2060-11-18 10:53:39+00:00 发行人: C=GB, ST=London, L=London, O=Digital Jigsaw, OU=Android Apps, CN=James Wilding 序列号: 0x4cf62933 哈希算法: sha1 md5值: 165eb649ca404cb1f24c58c4fed0b9c2 sha1值: ac8e2694519fd54d3a3f92086b629dca8fdffe89 sha256值: db4c389642cddc762f6c72b867b8fcd939e5b5dae4ac3763dbcdf62327d382f7 sha512值: 645acd5383c971d39c88b1ecfaa6929cdd4e09c79ab2dd89d4f8b67148dc98f6ed6ce577551c79f83211cde61c506ccc5dc723a7c5944530c2460aafeef4e107 公钥算法: rsa 密钥长度: 1024 指纹: 1bc36ba61507fa8cb13568a2beb481f79cde2ef8c101b14da6842f3e46608a0f

6. 硬编码敏感信息
	可能的敏感信息

	"firebase_database_url" : "https://metropolis-709d8.firebaseio.com" 

	"google_api_key" : "AIzaSyAkDygkBIP9omXIt-jU99p6UHOE_oEL7Vg" 

	"google_crash_reporting_api_key" : "AIzaSyAkDygkBIP9omXIt-jU99p6UHOE_oEL7Vg" 

	"library_android_database_sqlcipher_author" : "Zetetic, LLC" 

	"library_android_database_sqlcipher_authorWebsite" : "https://www.zetetic.net/sqlcipher/" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	com.android.vending.CHECK_LICENSE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.scee.psxandroid.activity.TopActivity
	Schemes: https://, 
Hosts: id.sonyentertainmentnetwork.com, store.playstation.com, 
Mime Types: text/plain, image/jpeg, image/jpg, image/png, image/bmp, image/x-ms-bmp, image/bitmap, image/gif, 
Path Prefixes: /id/PSsignin, 
Path Patterns: /..*-..*/concept/..*, /..*-..*/product/..*, /..*-..*/category/..*, /..*-..*/pages/..*, /sky, /sky/.*, 
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