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APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
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	APP名称
	百度输入法华为版

	版本
	8.2.39.939

	包名
	com.baidu.input_huawei

	域名线索
	96条

	URL线索
	84条
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	分析日期
	2025年6月22日

	分析平台
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2. APK文件基本信息
	类别
	内容

	文件名
	百度输入法华为版 v8.2.39.939(4119).apk

	文件大小
	59.95MB

	MD5值
	8f144236401f966368243192541041b6

	SHA1值
	a37508624ed767d6bd36246d3be76151a0655a85

	SHA256值
	41bb9f772be7a2402c17dea152658778074d37ce443277f39df7f1f45714048b



3. APP基本信息
	类别
	内容

	App名称
	百度输入法华为版

	包名
	com.baidu.input_huawei

	主活动Activity
	com.baidu.input.ImeAppMainActivity

	安卓版本名称
	8.2.39.939

	安卓版本
	4119



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	store.hispace.hicloud.com
	IP: 49.4.47.71 
所属国家: China 
地区: Beijing 
城市: Beijing 

	se.nuomi.com
	IP: 112.80.255.214 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	wappass.bdimg.com
	IP: 106.38.179.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ctserver.cnnic.cn
	IP: 218.241.105.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.connect.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store1.hispace.hicloud.com
	IP: 118.194.33.169 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	collect.ux.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	grs.dbankcloud.asia
	没有服务器地理信息. 

	log.certly.io
	没有服务器地理信息. 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	netlog.baidu.com
	IP: 182.61.200.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yuyin.baidu.com
	IP: 153.3.236.85 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	onekey2.cmpassport.com
	IP: 120.197.235.28 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ct.izenpe.com
	IP: 194.30.98.138 
所属国家: Spain 
地区: Pais Vasco 
城市: Derio 

	sdk.api.bjshcw.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	ct.googleapis.com
	IP: 142.251.43.10 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	passport.rdtest.baidu.com
	没有服务器地理信息. 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	bdinput-gateway-svc.beike.cn
	IP: 140.143.114.107 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app.nuomi.com
	IP: 153.37.235.12 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	bdbus-turbonet.baidu.com
	IP: 110.242.69.63 
所属国家: China 
地区: Hebei 
城市: Baoding 

	dwz.cn
	IP: 111.206.210.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nsclick.baidu.com
	IP: 111.206.208.242 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vop.baidu.com
	IP: 111.206.209.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	store3.hispace.hicloud.com
	IP: 23.72.21.110 
所属国家: United States of America 
地区: California 
城市: Pleasanton 

	mse.baidu.com
	IP: 180.101.49.124 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	audiotest.baidu.com
	IP: 180.101.49.122 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dptesths.baidu.com
	IP: 10.36.253.221 
所属国家: - 
地区: - 
城市: - 

	10.0.0.172
	IP: 10.0.0.172 
所属国家: - 
地区: - 
城市: - 

	open.weixin.qq.com
	IP: 175.24.219.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imehd.baidu.com
	IP: 180.101.49.137 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mime-sh.baidu.com
	IP: 220.181.33.128 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uil.cbs.baidu.com
	IP: 180.97.33.232 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	srf.baidu.com
	IP: 111.206.208.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	passport.qatest.baidu.com
	没有服务器地理信息. 

	mbrowser.baidu.com
	IP: 163.177.151.168 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	play.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	schemas.android.com
	没有服务器地理信息. 

	t10.nuomi.com
	没有服务器地理信息. 

	www.huawei.com
	IP: 42.81.61.107 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	market.android.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	olimenew.baidu.com
	IP: 111.206.209.248 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mime.baidu.com
	IP: 220.181.107.235 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ct.ws.symantec.com
	没有服务器地理信息. 

	bdlog-turbonet.baidu.com
	没有服务器地理信息. 

	dueros-voice.baidu.com
	IP: 110.242.68.241 
所属国家: China 
地区: Hebei 
城市: Baoding 

	baidu.com
	IP: 39.156.66.10 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store-at-dre.hispace.dbankcloud.com
	没有服务器地理信息. 

	pmime.baidu.com
	IP: 220.181.33.128 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdkss.shitu.baidu.com
	IP: 180.97.33.148 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	config2.cmpassport.com
	IP: 120.232.169.180 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ctlog.api.venafi.com
	没有服务器地理信息. 

	appsupport.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	upl.baidu.com
	IP: 110.242.68.242 
所属国家: China 
地区: Hebei 
城市: Baoding 

	store2.hispace.hicloud.com
	IP: 13.225.183.110 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	dl.cm.ksmobile.com
	IP: 27.185.201.154 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	mbd.baidu.com
	IP: 111.206.209.138 
所属国家: China 
地区: Beijing 
城市: Beijing 

	superman.cmcm.com
	IP: 27.185.201.164 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	www.baidu.com
	IP: 110.242.68.3 
所属国家: China 
地区: Hebei 
城市: Baoding 

	vega.ws.symantec.com
	没有服务器地理信息. 

	180.76.76.112
	IP: 180.76.76.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ct1.digicert-ct.com
	没有服务器地理信息. 

	ns.adobe.com
	没有服务器地理信息. 

	grs.dbankcloud.cn
	IP: 121.36.119.243 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	fusion.qq.com
	IP: 175.27.9.125 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	onekey.cmpassport.com
	IP: 120.197.235.28 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	httpsdns.baidu.com
	IP: 111.206.210.58 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.qplus.com
	没有服务器地理信息. 

	himg.bdimg.com
	IP: 101.28.131.48 
所属国家: China 
地区: Hebei 
城市: Handan 

	browserkernel.baidu.com
	IP: 110.242.68.206 
所属国家: China 
地区: Hebei 
城市: Baoding 

	openmobile.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fanyi.baidu.com
	IP: 110.242.68.186 
所属国家: China 
地区: Hebei 
城市: Baoding 

	bdconf-turbonet.baidu.com
	没有服务器地理信息. 

	log2.cmpassport.com
	IP: 36.138.255.61 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openapi.baidu.com
	IP: 220.181.107.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nop.nuomi.com
	IP: 153.37.235.12 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	metrics1.data.hicloud.com
	IP: 114.115.188.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	passport.baidu.com
	IP: 111.206.208.245 
所属国家: China 
地区: Beijing 
城市: Beijing 

	crbug.com
	IP: 216.239.32.29 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	vse.baidu.com
	IP: 110.242.68.241 
所属国家: China 
地区: Hebei 
城市: Baoding 

	store-drru.hispace.hicloud.com
	IP: 159.138.202.186 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	s.bdstatic.com
	IP: 101.28.131.48 
所属国家: China 
地区: Hebei 
城市: Handan 

	top.baidu.com
	IP: 180.97.104.135 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	long.open.weixin.qq.com
	IP: 109.244.217.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.com
	IP: 49.4.41.160 
所属国家: China 
地区: Beijing 
城市: Beijing 

	login.imgcache.qq.com
	IP: 182.254.59.182 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	wappass.baidu.com
	IP: 111.206.208.243 
所属国家: China 
地区: Beijing 
城市: Beijing 

	srfsug.baidu.com
	IP: 153.37.235.45 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	bdns.baidu.com
	IP: 110.242.69.63 
所属国家: China 
地区: Hebei 
城市: Baoding 

	qvse.baidu.com
	IP: 182.61.201.105 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.baidu.com
	IP: 110.242.68.9 
所属国家: China 
地区: Hebei 
城市: Baoding 


4.2 URL线索
	URL信息
	Url所在文件

	https://id6.me/auth/preauth.do 
	cn/com/chinatelecom/gateway/lib/c/a.java 

	https://collect.ux.21cn.com/collect/custom/accountMsg 
	cn/com/chinatelecom/gateway/lib/b/d.java 

	http://sdkss.shitu.baidu.com/cgi-bin/sdkstat.py 
	com/baidu/idl/statistics/Statistics.java 

	http://sdkss.shitu.baidu.com/cgi-bin/queryLicense.py 
	com/baidu/idl/license/License.java 

	http://sdkss.shitu.baidu.com/cgi-bin/queryLicense_new.py 
	com/baidu/idl/license/License.java 

	https://mbd.baidu.com/store 
	com/baidu/c4/b.java 

	https://)?([^/]*) 
	com/baidu/input/jsbridge/JSBridgeWebView.java 

	https://crbug.com/581399 
	com/baidu/turbonet/net/UrlRequest.java 

	https://app.nuomi.com 
	com/baidu/turbonet/net/TurbonetEngine.java 

	https://t10.nuomi.com 
	com/baidu/turbonet/net/TurbonetEngine.java 

	https://se.nuomi.com 
	com/baidu/turbonet/net/TurbonetEngine.java 

	https://nop.nuomi.com 
	com/baidu/turbonet/net/TurbonetEngine.java 

	https://dptesths.baidu.com/v2/group_resolve\ 
	com/baidu/turbonet/net/TurbonetEngine.java 

	https://180.76.76.112/v2/0010\ 
	com/baidu/turbonet/net/TurbonetEngine.java 

	http://bdbus-turbonet.baidu.com/bdbus/request\ 
	com/baidu/turbonet/net/TurbonetEngine.java 

	https://bdconf-turbonet.baidu.com/conf/get\ 
	com/baidu/turbonet/net/TurbonetEngine.java 

	http://www.baidu.com 
	com/baidu/turbonet/net/urlconnection/CronetURLStreamHandlerFactory.java 

	https://www.baidu.com 
	com/baidu/turbonet/net/urlconnection/CronetURLStreamHandlerFactory.java 

	https://fanyi.baidu.com/?from=baiduinput&aldtype=85 
	com/baidu/kh/x.java 

	http://10.0.0.172 
	com/baidu/c2/a.java 

	https://audiotest.baidu.com/v2 
	com/baidu/speech/BuildConfig.java 

	http://yuyin.baidu.com/voice?osname=voiceopen&action=usereventflow& 
	com/baidu/speech/utils/analysis/Analysis.java 

	https://qvse.baidu.com 
	com/baidu/speech/utils/quic/QuicEngine.java 

	https://vse.baidu.com 
	com/baidu/speech/utils/quic/QuicEngine.java 

	https://upl.baidu.com/slp/gather_stream 
	com/baidu/speech/sigproc/audupload/BDSOriAudUploadMakerMulti.java 

	https://upl.baidu.com/slp/gather 
	com/baidu/speech/sigproc/audupload/BDSOriAudUploadMaker.java 

	http://vop.baidu.com/v2 
	com/baidu/speech/core/ASREngine.java 

	https://upl.baidu.com//words/add 
	com/baidu/speech/asr/SlotControl.java 

	https://dueros-voice.baidu.com/dcs_event 
	com/baidu/speech/asr/DcsControl.java 

	https://vse.baidu.com/v2 
	com/baidu/speech/asr/SpeechEventManager.java 

	https://vse.baidu.com/v2 
	com/baidu/speech/asr/SpeechConstant.java 

	https://vse.baidu.com/echo.fcgi 
	com/baidu/speech/asr/SpeechConstant.java 

	http://market.android.com/search?q= 
	com/baidu/nn/e.java 

	https://market.android.com/search?q= 
	com/baidu/nn/e.java 

	http://market.android.com/details?id= 
	com/baidu/nn/e.java 

	https://market.android.com/details?id= 
	com/baidu/nn/e.java 

	http://play.google.com/store/search?q= 
	com/baidu/nn/e.java 

	https://play.google.com/store/search?q= 
	com/baidu/nn/e.java 

	http://play.google.com/store/apps/details?id= 
	com/baidu/nn/e.java 

	https://play.google.com/store/apps/details?id= 
	com/baidu/nn/e.java 

	https://browserkernel.baidu.com/kw?type=engine 
	com/baidu/e3/d.java 

	https://mbrowser.baidu.com/api/update/kernel?version= 
	com/baidu/h2/e.java 

	https://browserkernel.baidu.com/logstat/stat/log 
	com/baidu/pn/d.java 

	https://browserkernel.baidu.com/log/config.json 
	com/baidu/pn/d.java 

	https://browserkernel.baidu.com/kw?type=engine 
	com/baidu/webkit/sdk/dumper/ZeusLogUploader.java 

	https://httpsdns.baidu.com/ 
	com/baidu/webkit/net/BdNetEngine.java 

	https://httpsdns.baidu.com/v6/0008/?label=browser&type=ipv4&group=ipv6_11_16 
	com/baidu/webkit/internal/daemon/HttpDnsCache.java 

	https://browserkernel.baidu.com/newpac31/videoproxy.conf.txt 
	com/baidu/webkit/internal/daemon/VideoPacDownload.java 

	https://browserkernel.baidu.com/config/t5config?cmd=1& 
	com/baidu/webkit/internal/daemon/CloudSettings.java 

	http://browserkernel.baidu.com/config/t5config?cmd=1& 
	com/baidu/webkit/internal/daemon/CloudSettings.java 

	https://httpsdns.baidu.com/v6/0008 
	com/baidu/webkit/internal/daemon/HttpDnsCacheForHost.java 

	https://m.baidu.com/static/searchbox/common/prelink.html?word= 
	com/baidu/webkit/internal/daemon/QuicPreConnect.java 

	https://browserkernel.baidu.com/config/t5config?cmd=1& 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/timing_txt/browser7_7.searchbox8_3.js.encrypt 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/fakebaidu 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://httpsdns.baidu.com/v6/0008 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/adblock/magicfilter.js? 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/ml_model/ 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/newpac31/spdy.conf.txt 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/kw?r_en=true&type= 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/skeleton/collect_link.js? 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://browserkernel.baidu.com/integration.php 
	com/baidu/webkit/internal/blink/WebSettingsGlobalBlink.java 

	https://vse.baidu.com/v2 
	com/baidu/speeche2e/SpeechConstant.java 

	https://vse.baidu.com/echo.fcgi 
	com/baidu/speeche2e/SpeechConstant.java 

	https://audiotest.baidu.com/ 
	com/baidu/speeche2e/utils/analysis/AnalysisUpload.java 

	https://audiotest.baidu.com/slp/upload_monitor?log_sn= 
	com/baidu/speeche2e/utils/analysis/AnalysisUpload.java 

	https://upl.baidu.com/slp/upload_normal 
	com/baidu/speeche2e/utils/upload/UploadSingleton.java 

	https://vse.baidu.com 
	com/baidu/speeche2e/utils/quic/QuicEngine.java 

	https://qvse.baidu.com 
	com/baidu/speeche2e/utils/quic/QuicEngine.java 

	http://vop.baidu.com/v2 
	com/baidu/speeche2e/core/ASREngine.java 

	https://vse.baidu.com/v2 
	com/baidu/speeche2e/asr/SpeechEventManagerInner.java 

	https://upl.baidu.com//words/add 
	com/baidu/speeche2e/asr/SlotControl.java 

	http://vop.baidu.com/v2 
	com/baidu/speeche2e/asr/WakeUpControl.java 

	https://dueros-voice.baidu.com/dcs_event 
	com/baidu/speeche2e/asr/DcsControl.java 

	https://s.bdstatic.com 
	com/baidu/sapi2/SapiWebView.java 

	https://baidu.com 
	com/baidu/sapi2/SapiWebView.java 

	https://himg.bdimg.com/sys/portrait/item/ 
	com/baidu/sapi2/SapiWebView.java 

	http://himg.bdimg.com/sys/portrait/item/ 
	com/baidu/sapi2/SapiWebView.java 

	https://himg.bdimg.com/sys/portrait/item/ 
	com/baidu/sapi2/SapiAccount.java 

	https://wappass.baidu.com/v6/securitySettings/deviceManage?adapter=3 
	com/baidu/sapi2/CoreViewRouter.java 

	http://himg.bdimg.com/sys/portrait/item/%s.jpg?%s 
	com/baidu/sapi2/d.java 

	https://himg.bdimg.com/sys/portrait/item/%s.jpg?%s 
	com/baidu/sapi2/d.java 

	https://openapi.baidu.com/oauth/2.0/token 
	com/baidu/sapi2/utils/h.java 

	https://baidu.com 
	com/baidu/sapi2/utils/ParamsUtil.java 

	https://www. 
	com/baidu/sapi2/utils/SapiUtils.java 

	https://wappass.baidu.com/v6/changeAccount 
	com/baidu/sapi2/activity/SwitchAccountActivity.java 

	https://wappass.bdimg.com 
	com/baidu/pass/biometrics/base/utils/PassBioEnv.java 

	https://passport.baidu.com 
	com/baidu/pass/biometrics/base/utils/PassBioEnv.java 

	https://passport.qatest.baidu.com 
	com/baidu/pass/biometrics/base/utils/PassBioEnv.java 

	http://passport.rdtest.baidu.com 
	com/baidu/pass/biometrics/base/utils/PassBioEnv.java 

	https://wappass.baidu.com/static/activity/yy-agreement.html 
	com/baidu/pass/biometrics/base/utils/PassBioEnv.java 

	https://nsclick.baidu.com/v.gif 
	com/baidu/pass/biometrics/base/utils/LiveStatService.java 

	https://wappass.bdimg.com/static/appsapi/appdistribute/android.txt 
	com/baidu/pass/biometrics/face/liveness/PassFaceRecogManager.java 

	https://github.com/google/guava/issues/5269 
	com/baidu/lr/g.java 

	http://schemas.android.com/apk/res-auto 
	com/baidu/yq/a.java 

	https://browserkernel.baidu.com/log/config_browser.json 
	com/baidu/rn/h.java 

	https://browserkernel.baidu.com/logstat/stat/log 
	com/baidu/rn/h.java 

	http://sdk.api.bjshcw.com/stat 
	com/baidu/xp/c.java 

	https://log2.cmpassport.com:9443/log/logReport 
	com/cmic/sso/sdk/d/q.java 

	https://onekey2.cmpassport.com/unisdk 
	com/cmic/sso/sdk/d/q.java 

	http://onekey.cmpassport.com/unisdk 
	com/cmic/sso/sdk/d/q.java 

	https://config2.cmpassport.com/client/uniConfig 
	com/cmic/sso/sdk/b/c/a.java 

	https://config2.cmpassport.com/client/uniConfig 
	com/cmic/sso/sdk/b/a/a.java 

	https://www.huawei.com/auth/account/nonincludegranted 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/base.profile/accesstoken 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/base.profile/serviceauthcode 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/base.profile 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/country 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/games 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/shipping.address 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/age.range 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/homezone 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/age.groupflag 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/mobile.flag 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/mobile.number 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/realname.anonymous 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://openmobile.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/share/QQShare.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/share/QzoneShare.java 

	https://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://login.imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://cgi.qplus.com/report/report 
	com/tencent/open/utils/k.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/f.java 

	https://huatuocode.huatuo.qq.com 
	com/tencent/open/a/d.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	http://github.com/square/leakcanary 
	Mogua Engine V1 

	https://srf.baidu.com/privacy/huawei/en/index.html 
	Mogua Engine V1 

	http://srf.baidu.com/?ad_test=1&platform=qzone 
	Mogua Engine V1 

	http://srf.baidu.com/?ad_test=1&platform=system 
	Mogua Engine V1 

	https://store-at-dre.hispace.dbankcloud.com/hwmarket/api/ 
	Mogua Engine V1 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V1 

	http://www.baidu.com/ 
	Mogua Engine V1 

	https://www.baidu.com/ 
	Mogua Engine V1 

	https://m.baidu.com/s?tn=bmbadr&pu=%2Csz%401320_480%2Cosname%40baidubrowser%2Ccua%40768_1184_android_4.5.0.0_320%2Ccut%40Nexus-4_4.2.2_17_LGE%2Cctv%402%2Ccfrom%401002264t%2Ccen%40cuid_cua_cut%2Ccsrc%40app_box_txt&from=1002264t&word= 
	Mogua Engine V1 

	https://m.baidu.com/s? 
	Mogua Engine V1 

	http://uil.cbs.baidu.com/sug/rich?wiseonly=1&wd= 
	Mogua Engine V1 

	http://top.baidu.com 
	Mogua Engine V1 

	https://m.baidu.com/app 
	Mogua Engine V1 

	https://bdinput-gateway-svc.beike.cn 
	Mogua Engine V1 

	https://imehd.baidu.com/static/activitysrc/2020cmgame/index.html 
	Mogua Engine V1 

	https://mime-sh.baidu.com/static/activitysrc/2020cmgame/index.html 
	Mogua Engine V1 

	https://mime.baidu.com/ 
	Mogua Engine V1 

	https://pmime.baidu.com/ 
	Mogua Engine V1 

	https://srf.baidu.com/privacy/huawei/index.html 
	Mogua Engine V1 

	http://dwz.cn 
	Mogua Engine V1 

	http://dwz.cn/create.php 
	Mogua Engine V1 

	https://mime-sh.baidu.com/ 
	Mogua Engine V1 

	https://vse.baidu.com/v2 
	Mogua Engine V1 

	https://audiotest.baidu.com/v2 
	Mogua Engine V1 

	http://srf.baidu.com/?ad_test=1&platform=weibo 
	Mogua Engine V1 

	https://srf.baidu.com/privacy/huawei/german/index.html 
	Mogua Engine V1 

	https://store-at-dre.hispace.dbankcloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/36/d4/gangqinkuai2.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/pianotiles2/v2019051701/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/cf/93/diaodiaole.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/deepseafishing/v2019050901/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/quanminxingzuqiu.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/football/v2019051001/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/huanlecaizi.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/idiom/v2019051301/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/87/cd/huanlexiaonongchang.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/farm/v2019051701/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/02/10/chiji.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/bumper/v2019050901/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/6a/a3/hanghaichuanqi.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/sailinglegend/v2019050901/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/da/61/sky.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/rollingsky/v2019051001/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/22/d3/xiaoxingxing.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/eliminatestars/v2019051002/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/01/1a/tiaowudexian.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/dancingline/v2019051001/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/85/87/jingdian.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/brickesnballs_old/v2019051401/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/e3/66/liujiao.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/game_2048/v2019051001/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/a6/88/eluosi.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/tetris/v2019050602/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/78/4b/zhuankuai.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/brickesnballs/v2019051003/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/a0/5d/quweixiaoxiaole.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/funxiao/v2019050901/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/0e/f6/guanlangaoshou1.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/basketball/v2019051002/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/1b/eb/huanle1010.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/game_1010/v2019050901/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/jiemichaoren.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/decipher/v2019051301/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/chongzhuangmizhen.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/mazedash/v2019050902/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/zuiqiangdataowang.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/planego/v2019050901/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/tanchisheduiduipeng.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/snakeblock/v2019051401/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/ab/53/kaixinduiduilenew.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/fundui/v2019050901/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/4b/f8/xunmifeixiang.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/flyme/v2019051001/index.html 
	Mogua Engine V2 

	https://dl.cm.ksmobile.com/static/res/62/08/wujinpiaoyi.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/slingshot/v2019051401/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/xingxingwangzhe.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/eliminatestars2/v2019051401/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/shaoleidazuozhan.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/minesweeper/v2019040403/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/onestoke.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/onestroke/v2019051401/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/kuailepinpin.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/brickspuzzle/v2019051401/index.html 
	Mogua Engine V2 

	https://superman.cmcm.com/gamemoney/icon/huanleqiuqiu.png 
	Mogua Engine V2 

	https://superman.cmcm.com/h5game/3dball/v2019050801/index.html 
	Mogua Engine V2 

	https://grs.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.cn 
	Mogua Engine V2 

	https://grs.dbankcloud.eu 
	Mogua Engine V2 

	https://grs.dbankcloud.asia 
	Mogua Engine V2 

	https://store1.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store2.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store3.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://store-drru.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	http://ns.adobe.com/xap/1.0/ 
	lib/armeabi-v7a/libstatic-webp.so 

	https://vse.baidu.com/echo.fcgi 
	lib/armeabi-v7a/libBaiduSpeechSDK.so 

	https://mse.baidu.com/echo.fcgi 
	lib/armeabi-v7a/libBaiduSpeechSDK.so 

	https://vop.baidu.com/echo.fcgi 
	lib/armeabi-v7a/libBaiduSpeechSDK.so 

	https://openapi.baidu.com/oauth/2.0/token 
	lib/armeabi-v7a/libBaiduSpeechSDK.so 

	http://upl.baidu.com/auth.php 
	lib/armeabi-v7a/libBaiduSpeechSDK.so 

	http://olimenew.baidu.com/py? 
	lib/armeabi-v7a/libiptcore.so 

	http://srfsug.baidu.com/py? 
	lib/armeabi-v7a/libiptcore.so 

	http://bdlog-turbonet.baidu.com/nativelog 
	lib/armeabi-v7a/libturbonet.so 

	https://ct.googleapis.com/pilot/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ct.googleapis.com/aviator/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ct1.digicert-ct.com/log/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ct.googleapis.com/rocketeer/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ct.ws.symantec.com/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ctlog.api.venafi.com/ 
	lib/armeabi-v7a/libturbonet.so 

	https://vega.ws.symantec.com/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ctserver.cnnic.cn/ 
	lib/armeabi-v7a/libturbonet.so 

	https://ct.izenpe.com/ 
	lib/armeabi-v7a/libturbonet.so 

	https://log.certly.io/ 
	lib/armeabi-v7a/libturbonet.so 

	http://netlog.baidu.com/upload.php?cuid=%s 
	lib/armeabi-v7a/libturbonet.so 

	http://bdlog-turbonet.baidu.com/log 
	lib/armeabi-v7a/libturbonet.so 

	https://bdns.baidu.com/v2/group_resolve 
	lib/armeabi-v7a/libturbonet.so 

	http://wpad/wpad.dat 
	lib/armeabi-v7a/libturbonet.so 

	http://sQUIC 
	lib/armeabi-v7a/libturbonet.so 

	https://bdbus-turbonet.baidu.com/bdbus/request 
	lib/armeabi-v7a/libturbonet.so 

	https://bdconf-turbonet.baidu.com/conf/get 
	lib/armeabi-v7a/libturbonet.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	__@__com.baidu 
	com/baidu/hi/k0.java 


4.4 手机号线索
	手机号
	所在文件

	17179869188 
	com/baidu/cl/m.java 

	17179882497 
	com/baidu/cl/m.java 

	17179882497 
	com/baidu/cl/k.java 

	17179869188 
	com/baidu/cl/k.java 
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6. 硬编码敏感信息
	可能的敏感信息

	"accessibility_edit_key_end_select" : "结束选择" 

	"appsflyer_dev_key" : "BZuZHUbBxQ2PTtArgcmYo3" 

	"changed_input_type_by_hard_key" : "%1$s输入" 

	"common_password" : "密码" 

	"common_username" : "用户名" 

	"custom_theme_key_alpha" : "按键透明度" 

	"custom_theme_key_color" : "按键颜色" 

	"custom_theme_key_shape" : "按键样式" 

	"custom_theme_key_title" : "按键" 

	"hard_key_board_init_tips" : "蓝牙键盘已连接" 

	"hard_key_board_pc_not_show_status" : "蓝牙键盘在PC模式下无法切换" 

	"hardkey_bh_tip" : "笔画输入只支持U、I、O、P、J、K、L" 

	"mm_auther" : "作者：" 

	"pref_key_91SYN" : "91SYN" 

	"pref_key_APP_CIKU_TAB_RED_POINT" : "app_ciku_tab_red_point" 

	"pref_key_APP_CIKU_TAB_VISIBLE" : "app_ciku_tab_visible" 

	"pref_key_APP_EMOJI_TAB_VISIBLE" : "app_emoji_tab_visible" 

	"pref_key_APP_RECOMMAND" : "APP_RECOMMAND" 

	"pref_key_APP_SKIN_TAB_VISIBLE" : "app_skin_tab_visible" 

	"pref_key_APP_TAB_PRIORITY_BASE" : "app_tab_priority_base" 

	"pref_key_APP_TAB_VERSION" : "app_tab_version" 

	"pref_key_APP_TAB_VISIBLE_BASE" : "app_tab_visible_base" 

	"pref_key_ARROWCTRL" : "ARROWCTRL" 

	"pref_key_AUTOUP" : "AUTOUP" 

	"pref_key_AUTO_ADD_PUNC" : "AUTO_ADD_PUNC" 

	"pref_key_BACKUPSETTINGS5_2" : "BACKUPSETTINGS5_2" 

	"pref_key_BDPHONE" : "BDPHONE" 

	"pref_key_BDT4" : "BDT4" 

	"pref_key_BHCUT" : "BHCUT" 

	"pref_key_BIG5" : "BIG5" 

	"pref_key_CANDSIZE" : "CANDSIZE" 

	"pref_key_CANDWORDSIZE" : "CANDWORDSIZE" 

	"pref_key_CELLMAN" : "CELLMAN" 

	"pref_key_CIKUAUTOIMPORT" : "CIKUAUTOIMPORT" 

	"pref_key_CIKUBACKUPRECOVER" : "CIKUBACKUPRECOVER" 

	"pref_key_CIKULIST" : "CIKULIST" 

	"pref_key_CIKULISTCLEAN" : "CIKULISTCLEAN" 

	"pref_key_CIKULISTPREF" : "CIKULISTPREF" 

	"pref_key_CIKULISTPREF2" : "CIKULISTPREF2" 

	"pref_key_CIKULISTPREF20" : "CIKULISTPREF20" 

	"pref_key_CIKULISTPREF3" : "CIKULISTPREF3" 
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	"prefs_key_popup_show_up_start_x_scale_settings" : "Key popup show up start X scale" 

	"prefs_key_popup_show_up_start_y_scale_settings" : "Key popup show up start Y scale" 

	"sailor_ssl_certificate" : "安全证书" 

	"sailor_view_certificate" : "查看证书" 

	"sapi_common_loading_timeout" : "网络连接失败，请稍后重试" 

	"sapi_login_fail" : "登录失败" 

	"sapi_login_success" : "登录成功" 

	"sapi_sdk_account_center_cancel" : "取消" 

	"sapi_sdk_account_center_day" : "日" 

	"sapi_sdk_account_center_month" : "月" 

	"sapi_sdk_account_center_ok" : "确定" 

	"sapi_sdk_account_center_please_relogin" : "请重新登录" 

	"sapi_sdk_account_center_set_time_cancle" : "取消" 

	"sapi_sdk_account_center_set_time_ok" : "确定" 

	"sapi_sdk_account_center_year" : "年" 

	"sapi_sdk_cancel" : "取消" 

	"sapi_sdk_common_loading_timeout" : "Network connection failed. Please try again later" 

	"sapi_sdk_explain_camera_agree" : "同意并继续" 

	"sapi_sdk_explain_camera_content" : " 您可以通过刷脸核验服务使用面部信息来完成身份核验，为此您需要允许我们使用“摄像头”权限。点击“同意”，即表示您同意向百度提供本人面部信息用于开启刷脸核验服务并确认您已阅读刷脸核验规则说明。" 

	"sapi_sdk_explain_camera_defuse" : "不同意" 

	"sapi_sdk_explain_camera_detail" : "刷脸核验规则说明。" 

	"sapi_sdk_explain_camera_title" : "刷脸目的告知" 

	"sapi_sdk_face_login_switch_disable" : "您已成功关闭刷脸登录" 

	"sapi_sdk_face_login_switch_enable" : "您已成功开启刷脸登录" 

	"sapi_sdk_facebook_logging" : "Authorizing" 

	"sapi_sdk_glory_login_fail" : "授权荣耀帐号登录失败" 

	"sapi_sdk_google_loging" : "Authorizing" 

	"sapi_sdk_huawei_login_fail" : "授权华为帐号登录失败" 

	"sapi_sdk_login_content_close" : "关闭" 

	"sapi_sdk_login_content_des_back" : "返回" 

	"sapi_sdk_ok" : "确定" 

	"sapi_sdk_pmn_cancel" : "关闭" 

	"sapi_sdk_pmn_ok" : "继续" 

	"sapi_sdk_sms_get_check_code" : "获取验证码" 

	"sapi_sdk_sms_re_get_check_code" : "重新获取" 

	"sapi_sdk_sms_second" : " 秒" 

	"skin_default_author" : "百度输入法华为版" 

	"sliding_key_input_preview" : "Show slide indicator" 

	"sliding_key_input_preview_summary" : "Display visual cue while sliding from Shift or Symbol keys" 

	"toast_backkey" : "再按一次返回收起面板" 

	"user_name" : "用户名" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"changed_input_type_by_hard_key" : "%1$s input" 

	"hard_key_board_init_tips" : "Bluetooth keyboard has been connected" 

	"hard_key_board_pc_not_show_status" : "Bluetooth can not be switched in PC mode" 

	"hardkey_bh_tip" : "Only support U、I、O、P、J、K、L" 

	"mm_auther" : "Author：" 

	"sapi_common_loading_timeout" : "Connect failed，Please retry later" 

	"sapi_login_fail" : "Login failed" 

	"sapi_login_success" : "Login Success" 

	"toast_backkey" : "Press again to exit input" 

	"user_name" : "Username" 

	"sapi_sdk_common_loading_timeout" : "网络不给力，请稍后重试" 

	"sapi_sdk_facebook_logging" : "授权facebook帐号登录中" 

	"sapi_sdk_google_loging" : "授权google帐号登录中" 

	"sapi_sdk_common_loading_timeout" : "ネットワークが見つかりません\nネットワークの接続状況を確認してください" 

	"sapi_sdk_facebook_logging" : "ログイン中" 

	"sapi_sdk_google_loging" : "ログイン中" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.REAL_GET_TASKS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	com.huawei.mms.permission.RECEIVE_VERIFICATION_SMS_NOTIFICATION_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	com.baidu.input_huawei.permission.REGISTERRECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.input_huawei.permission.SEND
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.input_huawei.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.input_huawei.permission.vibrator.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.input_huawei.permission.vibrator.ACCESS_WRITE
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.input_huawei.permission.Productivity
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.RECEIVE_SMS
	危险
	接收短信
	允许应用程序接收和处理 SMS 消息。恶意应用程序可能会监视您的消息或将其删除而不向您显示

	android.permission.READ_SMS
	危险
	阅读短信或彩信
	允许应用程序读取存储在您的手机或 SIM 卡上的 SMS 消息。恶意应用程序可能会读取您的机密信息

	com.huawei.hwid.permission.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.permission.MANAGE_FOLD_SCREEN
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.input_huawei.permission.PLUGININTERFACESERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.baidu.input_huawei.permission.sofire.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.baidu.input_huawei.ImeUserExperienceActivity
	Schemes: remote://, baiduinput://, 
Hosts: input.baidu.com, 


	com.baidu.input.ImeSchemeActivity
	Schemes: baiduinputoem://, baiduinputpublic://, 
Hosts: openinputsettings, inputsettings, opendictionarysettings, dictionarysettings, opencategorydictionarylatest, categorydictionarylatest, opennewwordexpress, newwordexpress, categorydictionary, opencategorydictionary, opensuperskin, superskin, openemojishopfacetype, emojishopfacetype, openemojishopimagetype, emojishopimagetype, openskincategory, skincategory, openskincategorypreviewitem, skincategorypreviewitem, openskindetail, openskinbannerpreviewitem, skinbannerpreviewitem, skinbanner, openskinbanner, openoperationactivity, operationactivity, openinput.baidu.com, input.baidu.com, openwebview, openprebrowser, openschema, openscheme, opensysbrowser, openpackage, opencmgame, 


	com.baidu.sapi2.activity.GrantWebActivity
	Schemes: openapp://, 
Hosts: com.baidu.input_huawei, 
Paths: /passport/grantweb, 
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