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嘉立创下单助手（ 1.19.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	嘉立创下单助手

	版本
	1.19.0

	包名
	com.szjlc.mobile

	域名线索
	71条

	URL线索
	51条

	APP图标
	

	分析日期
	2025年7月18日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	嘉立创下单助手_1.19.0_202412241935.apk

	文件大小
	23.1MB

	MD5值
	8bd57df650a5e9001f84e00bc7438ae1

	SHA1值
	10ee53cf9c3150208923c7270b24394993dba80a

	SHA256值
	d20900b69a7ae9a801b36e969965fa0e911e735645685259ecd9331026fef76b



3. APP基本信息
	类别
	内容

	App名称
	嘉立创下单助手

	包名
	com.szjlc.mobile

	主活动Activity
	io.dcloud.PandoraEntry

	安卓版本名称
	1.19.0

	安卓版本
	24



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	grs.dbankcloud.asia
	IP: 49.4.35.251 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	service.dcloud.net.cn
	IP: 110.40.169.99 
所属国家: China 
地区: Beijing 
城市: Beijing 

	prod-m-smt.jlc.com
	IP: 192.168.10.44 
所属国家: - 
地区: - 
城市: - 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	en.wikipedia.org
	IP: 199.59.148.20 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	viewerkit.forface3d.com
	IP: 27.221.120.223 
所属国家: China 
地区: Shandong 
城市: Jinan 

	prod-m-layout.jlc.com
	IP: 192.168.10.44 
所属国家: - 
地区: - 
城市: - 

	beian.miit.gov.cn
	IP: 119.39.205.85 
所属国家: China 
地区: Hunan 
城市: Zhuzhou 

	apis.map.qq.com
	IP: 116.130.223.114 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m-smt.jlc.com
	IP: 39.108.109.47 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	m-3dp.jlc.com
	IP: 120.78.164.219 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	prod-m.jlc.com
	IP: 192.168.10.44 
所属国家: - 
地区: - 
城市: - 

	jlc.com
	IP: 120.78.221.231 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m-fa-h5.jlc.com
	IP: 120.79.42.34 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m3w.cn
	IP: 60.221.17.183 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	sfupdate.sz-jlc.com
	IP: 27.221.120.225 
所属国家: China 
地区: Shandong 
城市: Jinan 

	manual.sensorsdata.cn
	IP: 111.161.79.233 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.google.com
	IP: 157.240.17.35 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	eco.taobao.com
	IP: 59.82.121.55 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	msv6.wosms.cn
	IP: 123.125.99.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 114.247.154.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	er.dcloud.net.cn
	IP: 43.142.57.168 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.weixin.qq.com
	IP: 116.128.170.42 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	data-drcn.push.dbankcloud.com
	IP: 49.4.40.58 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	wap.cmpassport.com
	IP: 112.33.111.233 
所属国家: China 
地区: Anhui 
城市: Hefei 

	er.dcloud.io
	没有服务器地理信息. 

	grs.dbankcloud.cn
	IP: 49.4.35.251 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	schemas.android.com
	没有服务器地理信息. 

	m.jlc.com
	IP: 116.136.189.182 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	prod-m-3dp.jlc.com
	没有服务器地理信息. 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	dypnsapi.aliyuncs.com
	IP: 106.11.45.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	prod-m-fa-h5.jlc.com
	没有服务器地理信息. 

	passport.jlc.com
	IP: 116.196.152.184 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	ask.dcloud.net.cn
	IP: 116.131.226.108 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	ns.adobe.com
	没有服务器地理信息. 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jlc-cnc.com
	IP: 120.77.41.123 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	static.jlc.com
	IP: 218.11.1.248 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	metrics1-drcn.dt.dbankcloud.cn
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	datasink.jlc.com
	IP: 116.130.221.25 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sanweihou.com
	IP: 120.78.221.231 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	quilljs.com
	IP: 172.66.40.163 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	cn.register.xmpush.xiaomi.com
	IP: 221.194.179.52 
所属国家: China 
地区: Hebei 
城市: Langfang 

	m-layout.jlc.com
	IP: 39.108.109.47 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	prod.jlc.com
	IP: 192.168.10.44 
所属国家: - 
地区: - 
城市: - 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 220.196.132.78 
所属国家: China 
地区: Jiangsu 
城市: Zhenjiang 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	prod-m-fa.jlc.com
	IP: 192.168.10.44 
所属国家: - 
地区: - 
城市: - 

	m-fa.jlc.com
	IP: 27.221.120.225 
所属国家: China 
地区: Shandong 
城市: Jinan 

	card.e.189.cn
	IP: 222.93.107.242 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	m.jlcfa.com
	IP: 123.125.216.227 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.jlc.com
	IP: 116.196.152.184 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	verify.cmpassport.com
	IP: 112.33.110.6 
所属国家: China 
地区: Anhui 
城市: Hefei 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 


4.2 URL线索
	URL信息
	Url所在文件

	http://wap.cmpassport.com/resources/html/contract.html 
	com/cmic/sso/sdk/view/LoginAuthActivity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/namespace-prefixes 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-general-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/string-interning 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlNewPullParserSecurity.java 

	https://eco.taobao.com/router/rest 
	com/mobile/auth/BuildConfig.java 

	https://wap.cmpassport.com/resources/html/contract.html 
	com/mobile/auth/gatewayauth/Constant.java 

	https://e.189.cn/sdk/agreement/detail.do?hidetop=true 
	com/mobile/auth/gatewayauth/Constant.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/mobile/auth/gatewayauth/Constant.java 

	https://msv6.wosms.cn/html/oauth/protocol2.html 
	com/mobile/auth/gatewayauth/Constant.java 

	https://dypnsapi.aliyuncs.com/? 
	com/mobile/auth/gatewayauth/detectnet/e.java 

	https://dypnsapi.aliyuncs.com/? 
	com/mobile/auth/gatewayauth/network/RequestUtil.java 

	https://id6.me/auth/preauth.do 
	com/mobile/auth/c/k.java 

	https://card.e.189.cn/auth/preauth.do 
	com/mobile/auth/c/k.java 

	https://card.e.189.cn/auth/preauth.do 
	com/mobile/auth/c/b.java 

	https://id6.me/auth/preauth.do 
	com/mobile/auth/c/b.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	com/mobile/auth/b/d.java 

	https://verify.cmpassport.com/h5/getMobile 
	com/nirvana/tools/logger/UaidTracker.java 

	https://nisportal.10010.com:9001/api 
	com/nirvana/tools/logger/UaidTracker.java 

	https://en.wikipedia.org/wiki/Hostname 
	com/sensorsdata/analytics/android/sdk/SensorsDataAPI.java 

	https://manual.sensorsdata.cn/sa/latest/flutter-22257963.html\ 
	com/sensorsdata/analytics/android/sdk/visual/utils/AlertMessageUtils.java 

	https://manual.sensorsdata.cn/sa/latest/tech_sdk_client_web_use-7545346.html\ 
	com/sensorsdata/analytics/android/sdk/visual/utils/AlertMessageUtils.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fh.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fw.java 

	https://%1$s/gslb/?ver=5.0 
	com/xiaomi/push/ch.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fx.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/ex.java 

	http://10.38.162.35:9085 
	com/xiaomi/push/service/q.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/q.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/ax.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	io/dcloud/common/util/ExifInterface.java 

	https://m3w.cn/s/ 
	io/dcloud/common/util/ShortCutUtil.java 

	https://ask.dcloud.net.cn/article/282 
	io/dcloud/common/constant/DOMException.java 

	https://api.weixin.qq.com/sns/auth?access_token=%s&openid=%s 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://api.weixin.qq.com/sns/oauth2/access_token?appid=%s&secret=%s&code=%s&grant_type=authorization_code 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://api.weixin.qq.com/sns/userinfo?access_token=%s&openid=%s&lang=zh_CN 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://api.weixin.qq.com/sns/oauth2/refresh_token?appid=%s&grant_type=refresh_token&refresh_token=%s 
	io/dcloud/feature/oauth/weixin/WeiXinOAuthService.java 

	https://er.dcloud.io/sc 
	io/dcloud/feature/gg/dcloud/ADHandler.java 

	https://er.dcloud.net.cn/sc 
	io/dcloud/feature/gg/dcloud/ADHandler.java 

	https://ask.dcloud.net.cn/article/35058 
	io/dcloud/feature/audio/AudioRecorderMgr.java 

	https://ask.dcloud.net.cn/article/35627 
	io/dcloud/e/b/a.java 

	https://ask.dcloud.net.cn/article/35877 
	io/dcloud/e/b/a.java 

	https://er.dcloud.io/rv 
	io/dcloud/e/c/h/c.java 

	https://er.dcloud.net.cn/rv 
	io/dcloud/e/c/h/c.java 

	https://ask.dcloud.net.cn/article/283 
	io/dcloud/g/b.java 

	https://ask.dcloud.net.cn/article/287 
	io/dcloud/share/IFShareApi.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	https://ask.dcloud.net.cn/article/36199 
	摸瓜V1引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://grs.platform.dbankcloud.ru 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 

	https://metrics1-drcn.dt.dbankcloud.cn:443 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.dt.dbankcloud.ru:6447 
	摸瓜V2引擎 

	https://data-drcn.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dra.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://apis.map.qq.com/uri/v1/routeplan?type=drive&to= 
	摸瓜V2引擎 

	https://www.google.com/maps/?daddr= 
	摸瓜V2引擎 

	https://www.google.com/maps/ 
	摸瓜V2引擎 

	https://apis.map.qq.com/jsapi?qt=translate&type=1&points=$ 
	摸瓜V2引擎 

	https://service.dcloud.net.cn/uniapp/feedback.html 
	摸瓜V2引擎 

	https://github.com/uuidjs/uuid 
	摸瓜V2引擎 

	https://m.jlc.com 
	摸瓜V2引擎 

	https://passport.jlc.com 
	摸瓜V2引擎 

	https://sanweihou.com 
	摸瓜V2引擎 

	https://jlc-cnc.com 
	摸瓜V2引擎 

	https://m.jlcfa.com 
	摸瓜V2引擎 

	https://passport.jlc.com$ 
	摸瓜V2引擎 

	https://prod-m.jlc.com 
	摸瓜V2引擎 

	https://jlc.com 
	摸瓜V2引擎 

	https://prod.jlc.com 
	摸瓜V2引擎 

	https://m-fa.jlc.com 
	摸瓜V2引擎 

	https://prod-m-fa.jlc.com 
	摸瓜V2引擎 

	https://m-layout.jlc.com 
	摸瓜V2引擎 

	https://prod-m-layout.jlc.com 
	摸瓜V2引擎 

	https://m-fa-h5.jlc.com 
	摸瓜V2引擎 

	https://prod-m-fa-h5.jlc.com 
	摸瓜V2引擎 

	https://m-smt.jlc.com 
	摸瓜V2引擎 

	https://prod-m-smt.jlc.com 
	摸瓜V2引擎 

	https://datasink.jlc.com/datacollect/dataAccess/logs 
	摸瓜V2引擎 

	https://datasink.jlc.com/sa?token=$ 
	摸瓜V2引擎 

	https://sfupdate.sz-jlc.com/ota/getVersionInfo?productCode=$ 
	摸瓜V2引擎 

	https://static.jlc.com/video/home_modal.mp4 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/home/into-jlc.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/home/device.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/home/func.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/jlc-logo.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/station-group/alone-banner-bg.png 
	摸瓜V2引擎 

	https://m.jlc.com/pages/about/embed 
	摸瓜V2引擎 

	https://m.jlc.com/pages/bbs/source-page?_embed=1 
	摸瓜V2引擎 

	https://m.jlc.com/pages/factory-live/embed 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/arrow-right.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/invoice.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/address.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/smt.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/steel-mesh.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/cnc.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/urethanecasting.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/sheet-metal.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/3dp.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/fa.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/wait-pay.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/wait-examine.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/wait-send.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/sent-out.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/producing.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/smt-private-lib.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/smt-mail.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/smt-catalog.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/pcb-layout.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/wait-design.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/wait-confirm.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/top-bg.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/default-avatar.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/setting.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/amount.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/data-arrow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/coupon.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/bean.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/arrow-right-blue.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/all-order.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/notice.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/password/bear.png 
	摸瓜V2引擎 

	https://prod-m-3dp.jlc.com 
	摸瓜V2引擎 

	https://m-3dp.jlc.com 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/file.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/3d-viewer.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/password.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/exam.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/complaint.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/factory-live.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/my/home.svg 
	摸瓜V2引擎 

	https://beian.miit.gov.cn/ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-icon/$ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_load_ing.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_img_loading.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_load_error.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_rename.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_move.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-black.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_del.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_folder.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_more.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/clear.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-tips-more-border.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-tips-more.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-tips-arrow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-pic.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/safe.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/safe-close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/arrow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-btn.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/popup-close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share-lock.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_folder.png 
	摸瓜V2引擎 

	https://m.jlc.com$ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/back.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/empty.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_breadcrumb.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/search.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_table.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_slt.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_edit.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/safe-arrow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/wx-share.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/share.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_move_tab.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_del_tab.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_add.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_ipt_clear.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/icon_remove.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/success.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/expired.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/num-limit.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/file-manage/file-share/deleted.svg 
	摸瓜V2引擎 

	https://m.jlc.com/pages/callback-transfer/index?scene=$ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/wallet/pingan-bank.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/wallet/icbc-bank.svg 
	摸瓜V2引擎 

	https://m.jlc.com/portal/t7i746.html 
	摸瓜V2引擎 

	https://m.jlc.com/pages-common/wallet/bank-card-ocr/index 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/ISOIEC-2022.jpg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/ISOIEC-2019.jpg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/notice.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/mp-notify-setting-guide.jpg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/signed-in-icon.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/reward-checked.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/question-yellow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/bean.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/dice.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/small-coupon.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/sign-in-close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/question-brown.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/exchange-popup-close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/exchange-arrow.svg 
	摸瓜V2引擎 

	https://m.jlc.com/pages-common/integral/delivery-guide 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/screenshot.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/bean-white.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/share-cover.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/detail.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/ledger-arrow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/ledger-arrow-red.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/vop-detail-back.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/vop-detail-to-top.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/vop-detail-info-title.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/integral/vop-detail-info-pic.png 
	摸瓜V2引擎 

	https://m.jlc.com/pages-common/user-say/embed 
	摸瓜V2引擎 

	https://www.jlc.com/portal/emoji/dist 
	摸瓜V2引擎 

	https://www.jlc.com/ssr/img/notice.7720546.png 
	摸瓜V2引擎 

	https://jlc.com/'),t 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/end.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/coupon-popup-head.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/close-with-circle.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/bean.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/wechat.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/refresh.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/arrow-right.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/sign-in-success.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/bean-with-bg.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/18-year/to-arrow.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/app/images/update/logo.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/web/images/activity/head1.svg 
	摸瓜V2引擎 

	https://m.jlc.com/mobile/index.html 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/web/images/activity/approachFactory.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/web/images/activity/factory$ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/web/images/activity/technologySalon.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/web/images/activity/technology$ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/marketing/icon_end.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/marketing/icon_close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/default-avatar.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/arrow-right.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/star.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/pricing.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/coupon.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/tips-close.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/share.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/business-card/wechat.svg 
	摸瓜V2引擎 

	https://viewerkit.forface3d.com?params=$ 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/previewer/share-cover.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/previewer/top-bg.png 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/previewer/upload.svg 
	摸瓜V2引擎 

	https://static.jlc.com/image/public/jlc-mobile-app/images/previewer/share-tips-bg.png 
	摸瓜V2引擎 

	https://quilljs.com/ 
	摸瓜V2引擎 

	https://quilljs.com 
	摸瓜V2引擎 

	https://passport.jlc.com/privacy'> 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	jhruby.web@gmail.com 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 

	14105380379 
	摸瓜V1引擎 



5. 签名证书
APK已签名 v1 签名: False v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=cn, ST=gd, L=sz, O=jlc, OU=jlc, CN=jlc 签名算法: rsassa_pkcs1v15 有效期自: 2023-10-24 09:03:28+00:00 有效期至: 2123-09-30 09:03:28+00:00 发行人: C=cn, ST=gd, L=sz, O=jlc, OU=jlc, CN=jlc 序列号: 0x40ed5723 哈希算法: sha256 md5值: 6a18b1f1dcafb7548ff08a46c2e668fc sha1值: e5173a27c11401536530de4698456c59168b45ad sha256值: 6a4b1bc5b255e0912fb5511d1d0ac9154731a0a9182469fba6449cb93f7d4f1b sha512值: 179eed4921a9174c853ba02c74caaa71b12b8e445211ded01339ea2af5df9ef843e79e74e0a851adc0b2c04517371a89a5a3eea1c68427138057735984cff651 公钥算法: rsa 密钥长度: 2048 指纹: db9b0939aed35b3468b105130f5faa7e02125be47ce44c3519b165476865e008

6. 硬编码敏感信息
	可能的敏感信息

	"WX_SECRET" : "1f24b1eeb23ecc7d920415f1ea9dbe61" 

	"dcloud_appkey" : "cdd7fd5b97e29775b6e09780aba4dc18" 

	"dcloud_common_user_refuse_api" : "the user denies access to the API" 

	"dcloud_feature_oauth_weixin_plugin_description" : "wechat" 

	"dcloud_io_without_authorization" : "not authorized" 

	"dcloud_oauth_authentication_failed" : "failed to obtain authorization to log in to the authentication service" 

	"dcloud_oauth_empower_failed" : "the Authentication Service operation to obtain authorized logon failed" 

	"dcloud_oauth_logout_tips" : "not logged in or logged out" 

	"dcloud_oauth_oauth_not_empower" : "oAuth authorization has not been obtained" 

	"dcloud_oauth_token_failed" : "failed to get token" 

	"dcloud_permissions_reauthorization" : "reauthorize" 

	"dcloud_tips_certificate" : "certificate" 

	"dcloud_common_user_refuse_api" : "用户拒绝该API访问" 

	"dcloud_feature_oauth_weixin_plugin_description" : "微信" 

	"dcloud_io_without_authorization" : "没有获得授权" 

	"dcloud_oauth_authentication_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_empower_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_logout_tips" : "未登录或登录已注销" 

	"dcloud_oauth_oauth_not_empower" : "尚未获取oauth授权" 

	"dcloud_oauth_token_failed" : "获取token失败" 

	"dcloud_permissions_reauthorization" : "重新授权" 

	"dcloud_tips_certificate" : "证书" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.INSTALL_PACKAGES
	系统需要
	直接安装应用程序
	允许应用程序安装新的或更新的 Android 包。恶意应用程序可以使用它来添加具有任意强大权限的新应用程序

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.szjlc.mobile.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.szjlc.mobile.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.szjlc.mobile.permission.JPUSH_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.android.launcher.permission.CHANGE_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.szjlc.mobile.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	io.dcloud.PandoraEntry
	Schemes: jlcmobileapp://, 


	io.dcloud.PandoraEntryActivity
	Schemes: ://, 
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