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么么直播（ 9.45.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	么么直播

	版本
	9.45.0

	包名
	com.memezhibo.android

	域名线索
	234条

	URL线索
	183条

	APP图标
	

	分析日期
	2025年6月26日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	memezhibo.apk

	文件大小
	166.39MB

	MD5值
	8bc3a15bee3c4a082317f1f8742e7509

	SHA1值
	598ca3b89bb33d3a34c61ec497b5efe88064d850

	SHA256值
	bbe70e09b4257975e8ed36224f51334f70261274dd2460182ab0e1559d78b446



3. APP基本信息
	类别
	内容

	App名称
	么么直播

	包名
	com.memezhibo.android

	主活动Activity
	com.memezhibo.android.activity.MainActivity

	安卓版本名称
	9.45.0

	安卓版本
	9945



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	party.memeyule.com
	IP: 42.62.80.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	account.xiaomi.com
	IP: 111.202.1.104 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.cn
	IP: 49.4.45.231 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	render.alipay.com
	IP: 27.221.78.204 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	img.sobot.com
	IP: 175.17.20.210 
所属国家: China 
地区: Jilin 
城市: Changchun 

	dll.aawyw.com
	IP: 222.134.1.28 
所属国家: China 
地区: Shandong 
城市: Binzhou 

	image.cnamedomain.com
	没有服务器地理信息. 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	open.weixin.qq.com
	IP: 220.196.132.78 
所属国家: China 
地区: Jiangsu 
城市: Zhenjiang 

	idmb.register.xmpush.global.xiaomi.com
	IP: 20.219.205.9 
所属国家: India 
地区: Maharashtra 
城市: Pune 

	support.rongcloud.cn
	IP: 47.94.17.51 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	app.sumeme.com
	IP: 111.202.6.33 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pre-verify-cloud.alibaba-inc.com
	IP: 203.119.238.140 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	c-adash.m.taobao.com
	IP: 59.82.39.13 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	www.ccil.org
	IP: 142.250.217.115 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	pipeline.qiniu.com
	没有服务器地理信息. 

	mum.alibabachengdun.com
	IP: 110.253.189.133 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	appgallery.cloud.huawei.com
	IP: 121.36.118.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-cryolite.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grey-cryolite.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 1.189.99.73 
所属国家: China 
地区: Heilongjiang 
城市: Harbin 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	dev-api.memeyule.com
	没有服务器地理信息. 

	msg.cmpassport.com
	IP: 120.232.74.115 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	dev-lava.memeyule.com
	没有服务器地理信息. 

	register.xmpush.global.xiaomi.com
	IP: 47.237.96.1 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	api.memeyule.com
	IP: 42.62.80.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grey-flint.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.global.xiaomi.net
	IP: 34.36.192.126 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	grey-spark.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imgcache.qq.com
	IP: 119.188.209.186 
所属国家: China 
地区: Shandong 
城市: Zaozhuang 

	www.geetest.com
	IP: 101.72.227.133 
所属国家: China 
地区: Hebei 
城市: Langfang 

	wap.cmpassport.com
	IP: 120.232.169.168 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	itsdata.map.baidu.com
	IP: 111.206.209.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-spark.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	login.sina.com.cn
	IP: 116.133.8.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nav2-cn.ronghub.com
	IP: 106.14.104.186 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	grey-act.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-ws.memeyule.com
	IP: 112.64.24.110 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	test-mon.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-hybrid.memeyule.com
	没有服务器地理信息. 

	h5.gaopwl.com
	没有服务器地理信息. 

	link.trackingio.com
	IP: 52.80.119.185 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pull-aliyun.memeyule.com
	IP: 124.165.124.243 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	issuetracker.google.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	flint.memeyule.com
	IP: 42.62.80.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.com
	IP: 60.28.200.159 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grey-pay.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	test-flint.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-img.sumeme.com
	IP: 210.22.151.242 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	grey-user.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img.show.dongting.com
	没有服务器地理信息. 

	pay.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	graph.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	cryolite.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipay.com
	IP: 203.209.250.8 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-im.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cro-dualstack.cn-hangzhou.aliyuncs.com
	IP: 101.37.132.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wappaygw.alipay.com
	IP: 116.142.234.146 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-game.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grey.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	datareportapi.datagrand.com
	IP: 39.97.20.233 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dev-cryolite.memeyule.com
	没有服务器地理信息. 

	cdn-mum.alibabachengdun.com
	IP: 116.142.235.233 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ws.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-sa.memeyule.com
	没有服务器地理信息. 

	ttus.ttpod.com
	没有服务器地理信息. 

	open.t.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	test-gs.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dev-amber.memeyule.com
	没有服务器地理信息. 

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 125.39.196.199 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	resolver.msg.xiaomi.net
	IP: 110.43.0.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	en.wikipedia.org
	IP: 31.13.94.37 
所属国家: Argentina 
地区: Ciudad Autonoma de Buenos Aires 
城市: Buenos Aires 

	square.github.io
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	dev-ws.memeyule.com
	没有服务器地理信息. 

	dev-pay.memeyule.com
	没有服务器地理信息. 

	ofloc.map.baidu.com
	IP: 111.206.209.193 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	cfg.imtt.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cs.android.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	game.memeyule.com
	IP: 124.95.190.114 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	open.weibo.cn
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-pay.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grey-amber.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	upload.api.weibo.com
	IP: 116.133.8.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.account.xiaomi.com
	IP: 120.52.181.14 
所属国家: China 
地区: Hebei 
城市: Langfang 

	dev-act.2339.com
	没有服务器地理信息. 

	grey-games.memeyule.com
	没有服务器地理信息. 

	grey-lava.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gs.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	malog.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	lkme.cc
	IP: 43.137.70.64 
所属国家: China 
地区: Beijing 
城市: Beijing 

	video.sumeme.com
	IP: 123.117.132.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	restapi.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sw2.memeyule.com
	没有服务器地理信息. 

	img-album.sumeme.com
	IP: 123.117.132.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	grey-pebble.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	norma-external-collect.meizu.com
	没有服务器地理信息. 

	user.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	manual.sensorsdata.cn
	IP: 125.39.43.214 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grey-ws.memeyule.com
	没有服务器地理信息. 

	im.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-games.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	squ.re
	IP: 67.199.248.13 
所属国家: United States of America 
地区: New York 
城市: New York City 

	grey-party.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uri6.com
	IP: 54.223.51.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	playready.directtaps.net
	IP: 13.107.253.49 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	img.sumeme.com
	IP: 61.54.87.137 
所属国家: China 
地区: Henan 
城市: Luoyang 

	dev-pebble.memeyule.com
	没有服务器地理信息. 

	cn.register.xmpush.xiaomi.com
	IP: 123.125.102.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn.ronghub.com
	IP: 123.117.132.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	grey-m.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	223.6.6.6
	IP: 223.6.6.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	spark.memeyule.com
	IP: 42.62.80.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img-photo.sumeme.com
	IP: 115.54.23.132 
所属国家: China 
地区: Henan 
城市: Xinxiang 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ws.gaopwl.com
	IP: 42.62.80.54 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-h5.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adash.m.taobao.com
	IP: 59.82.39.13 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	loggw-exsdk.alipay.com
	IP: 110.76.6.66 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-party.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	service.weibo.com
	IP: 116.133.8.19 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ten.sobot.com
	IP: 111.206.147.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mpush-api.aliyun.com
	IP: 106.11.243.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.baidu.com
	IP: 110.242.70.57 
所属国家: China 
地区: Hebei 
城市: Baoding 

	log.trackingio.com
	IP: 52.80.89.130 
所属国家: China 
地区: Beijing 
城市: Beijing 

	stats.cn.ronghub.com
	IP: 39.106.1.81 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oss-cn-hangzhou.aliyuncs.com
	IP: 118.31.219.232 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	loc.map.baidu.com
	IP: 111.206.209.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-user.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-lava.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.tbs.qq.com
	IP: 124.95.231.218 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	cv-tob.bytedance.com
	IP: 106.74.132.33 
所属国家: China 
地区: Shandong 
城市: Jinan 

	market.m.taobao.com
	IP: 125.39.155.58 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	dev-party.memeyule.com
	没有服务器地理信息. 

	h5.2339.com
	IP: 111.202.6.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dll.kuwyw.com
	IP: 222.134.1.29 
所属国家: China 
地区: Shandong 
城市: Binzhou 

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	games.memeyule.com
	IP: 42.62.80.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	test-api.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.asia
	IP: 49.4.35.251 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	grey-api.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mp.weixin.qq.com
	IP: 140.207.121.14 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	common-sign.duliday.com
	IP: 116.62.168.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api.sobot.com
	IP: 203.107.41.32 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-common-sign.duliday.com
	IP: 47.97.254.195 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dev-user.memeyule.com
	没有服务器地理信息. 

	lava.memeyule.com
	IP: 42.62.80.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	analytics.oceanengine.com
	IP: 106.74.132.32 
所属国家: China 
地区: Shandong 
城市: Jinan 

	tbs.imtt.qq.com
	IP: 211.93.212.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	www.qiniu.com
	IP: 175.17.21.215 
所属国家: China 
地区: Jilin 
城市: Changchun 

	mobilegw.dl.alipaydev.com
	IP: 110.75.132.25 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test.m.2339.com
	没有服务器地理信息. 

	dev.to
	IP: 151.101.66.217 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.union.memeyule.com
	没有服务器地理信息. 

	gist.github.com
	IP: 8.7.198.45 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	h.trace.qq.com
	IP: 113.56.189.162 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	mon.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.2339.com
	IP: 42.56.65.80 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	play.google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	metrics.dt.dbankcloud.ru
	IP: 159.138.204.140 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	api.weibo.cn
	IP: 114.250.44.218 
所属国家: China 
地区: Beijing 
城市: Beijing 

	8.8.8.8
	IP: 8.8.8.8 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	grey-h5.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.weixin.qq.com
	IP: 116.128.170.42 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	log.reyun.com
	IP: 52.81.6.23 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nav.cn.ronghub.com
	IP: 47.94.172.98 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	onepass.geetest.com
	IP: 180.188.25.23 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	android.googlesource.com
	IP: 173.194.202.82 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.smpte-ra.org
	IP: 52.20.185.129 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	pms.mb.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.weibo.com
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dev-h5.2339.com
	没有服务器地理信息. 

	www.google.com
	IP: 199.16.158.8 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	feedback.cn.ronghub.com
	IP: 47.93.244.185 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oapi.dingtalk.com
	IP: 106.11.40.32 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	daup.map.baidu.com
	IP: 110.242.74.236 
所属国家: China 
地区: Hebei 
城市: Baoding 

	lf-event-manager.oceanengine.com
	IP: 221.204.216.76 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	test-malog.memeyule.com
	没有服务器地理信息. 

	open.e.189.cn
	IP: 42.123.76.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	act.gaopwl.com
	没有服务器地理信息. 

	m.imeme.tv
	IP: 104.21.112.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	schemas.android.com
	没有服务器地理信息. 

	api.map.baidu.com
	IP: 111.206.208.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-amber.memeyule.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.m.taobao.com
	IP: 101.72.202.199 
所属国家: China 
地区: Hebei 
城市: Langfang 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	dev-spark.memeyule.com
	没有服务器地理信息. 

	account.preview.n.xiaomi.net
	IP: 10.38.161.65 
所属国家: - 
地区: - 
城市: - 

	test-act.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pebble.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	beian.miit.gov.cn
	IP: 112.84.222.56 
所属国家: China 
地区: Jiangsu 
城市: Huai'an 

	test.2339.com
	IP: 42.62.80.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.2339.com
	IP: 111.202.6.33 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	mcgw.alipay.com
	IP: 116.142.234.146 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	code.google.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	amber.memeyule.com
	IP: 42.62.80.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	act.2339.com
	IP: 111.202.6.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sa.memeyule.com
	IP: 42.62.110.164 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-pebble.memeyule.com
	没有服务器地理信息. 

	dev-games.memeyule.com
	没有服务器地理信息. 

	schemas.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	fr.register.xmpush.global.xiaomi.com
	IP: 98.64.182.160 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	www.wjx.cn
	IP: 101.37.42.250 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	static.geetest.com
	IP: 123.6.105.16 
所属国家: China 
地区: Henan 
城市: Zhengzhou 


4.2 URL线索
	URL信息
	Url所在文件

	http://api. 
	android/taobao/windvane/config/GlobalConfig.java 

	https://h5. 
	android/taobao/windvane/config/GlobalConfig.java 

	http://h5. 
	android/taobao/windvane/config/GlobalConfig.java 

	https://nisportal.10010.com:9001/api?appid=1554778161154 
	a/a/a/a/a/a/d.java 

	https://msg.cmpassport.com/h5/getMobile 
	a/a/a/a/a/a/b.java 

	https://id6.me/gw/preuniq.do 
	a/a/a/a/a/a/c.java 

	https://analytics.oceanengine.com/sdk/app/ 
	a/a/b/a/b/b.java 

	https://lf-event-manager.oceanengine.com/obj/oceanus-project/android_sdk_conf.json 
	a/a/b/a/a/a.java 

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/api/d/g.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	cn/com/chinatelecom/account/api/d/g.java 

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/sdk/android/oss/common/OSSConstants.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://adash.m.taobao.com/rest/abtest 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://c-adash.m.taobao.com/rest/gc 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://adash.m.taobao.com/rest/sur 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	https://market.m.taobao.com/app/msd/m-rp-h5/cloud.html 
	com/alibaba/security/realidentity/RPVerify.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/security/realidentity/build/ca.java 

	https://market.m.taobao.com/app/msd/m-rp-h5/cloud.html 
	com/alibaba/security/realidentity/build/j.java 

	http://oss.aliyuncs.com 
	com/alibaba/security/realidentity/build/dd.java 

	http://127.0.0.1 
	com/alibaba/security/realidentity/build/dd.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/security/realidentity/build/dd.java 

	http://image.cnamedomain.com'! 
	com/alibaba/security/realidentity/build/dd.java 

	https://ip. 
	com/alibaba/security/realidentity/build/bv.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/security/realidentity/build/bv.java 

	http://image.cnamedomain.com'! 
	com/alibaba/security/realidentity/build/bv.java 

	https://cro-dualstack.cn-hangzhou.aliyuncs.com 
	com/alibaba/security/realidentity/http/BaseHttpManager.java 

	http://pre-verify-cloud.alibaba-inc.com 
	com/alibaba/security/realidentity/http/BaseHttpManager.java 

	https://mum.alibabachengdun.com/repTd.json?e=2040&pn= 
	com/alibaba/wireless/security/framework/SGApmMonitorManager.java 

	http://cdn-mum.alibabachengdun.com/sg7sX1/rYxU/pDDw/ 
	com/alibaba/wireless/security/framework/SGApmMonitorManager.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/m/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/m/a.java 

	https://mobilegw.dl.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/m/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/m/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/m/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/m/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/m/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/n/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://api.map.baidu.com/sdkcs/verify 
	com/baidu/lbsapi/auth/LBSAuthManager.java 

	https://loc.map.baidu.com/indoorlocbuildinginfo.php 
	com/baidu/location/indoor/a.java 

	https://loc.map.baidu.com/cfgs/indoorloc/indoorroadnet 
	com/baidu/location/indoor/mapversion/b/a.java 

	https://ofloc.map.baidu.com/locnu 
	com/baidu/location/b/v.java 

	https://loc.map.baidu.com/cc.php 
	com/baidu/location/b/g.java 

	https://itsdata.map.baidu.com/long-conn-gps/sdk.php 
	com/baidu/location/b/i.java 

	https://loc.map.baidu.com/cfgs/loc/commcfgs 
	com/baidu/location/b/a.java 

	http://loc.map.baidu.com/sdk.php 
	com/baidu/location/h/n.java 

	http://loc.map.baidu.com/user_err.php 
	com/baidu/location/h/n.java 

	http://loc.map.baidu.com/oqur.php 
	com/baidu/location/h/n.java 

	https://loc.map.baidu.com/tcu.php 
	com/baidu/location/h/n.java 

	http://loc.map.baidu.com/rtbu.php 
	com/baidu/location/h/n.java 

	http://loc.map.baidu.com/iofd.php 
	com/baidu/location/h/n.java 

	http://loc.map.baidu.com/wloc 
	com/baidu/location/h/n.java 

	https://loc.map.baidu.com/sdk_ep.php 
	com/baidu/location/h/n.java 

	https://loc.map.baidu.com/sdk.php 
	com/baidu/location/h/n.java 

	https://daup.map.baidu.com/cltr/rcvr 
	com/baidu/location/h/n.java 

	http://%s/%s 
	com/baidu/location/e/c.java 

	https://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/c.java 

	https://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/g.java 

	http://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/h.java 

	https://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/k.java 

	https://loc.map.baidu.com/cfgs/loc/commcfgs 
	com/baidu/location/c/e.java 

	https://loc.map.baidu.com/gpsz 
	com/baidu/location/c/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/geocoding/v3/ 
	com/baidu/geofence/a/b.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/geocoding/v3/? 
	com/baidu/geofence/a/b.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/place/v2/search 
	com/baidu/geofence/a/f.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/place/v2/search? 
	com/baidu/geofence/a/f.java 

	https://cv-tob.bytedance.com/v1/api/sdk/tob_license/getlicense 
	com/bytedance/labcv/core/license/EffectLicenseHelper.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/cmic/gen/sdk/view/GenLoginAuthActivity.java 

	https://onepass.geetest.com 
	com/geetest/onelogin/v3.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/geetest/onelogin/w2.java 

	https://onepass.geetest.com 
	com/geetest/onelogin/x5.java 

	https://id6.me/auth/preauth.do 
	com/geetest/onelogin/m3.java 

	http://www.geetest.com/first_page 
	com/geetest/sdk/views/GT3GeetestButton.java 

	https://static.geetest.com/static/appweb/app3-index.html 
	com/geetest/sdk/dialog/views/WebviewBuilder.java 

	https://onepass.geetest.com 
	com/geetest/onepassv2/bean/a.java 

	http://www.smpte-ra.org/schemas/2052-1/2010/smpte-tt 
	com/googlecode/mp4parser/authoring/tracks/SMPTETTTrackImpl.java 

	https://)([\\s\\S]+) 
	com/huawei/hms/scankit/p/d3.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java 

	https://api-push.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.in.meizu.com/garcia/api/client/ 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/client/log/upload 
	com/meizu/cloud/pushsdk/platform/a/a.java 

	https://api-push.meizu.com/garcia/api/server/getPublicKey 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.in.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://api-push.meizu.com 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://norma-external-collect.meizu.com/android/exchange/getpublickey.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://norma-external-collect.meizu.com/push/android/external/add.do 
	com/meizu/cloud/pushsdk/constants/PushConstants.java 

	https://img-photo.sumeme.com/anchor/gif/anchor_card_tag_ 
	com/meme/room/multiroom/pk/PKRankFragment.java 

	https://img-photo.sumeme.com/anchor/gif/anchor_card_tag_ 
	com/meme/room/multiroom/view/AnchorInfoView.java 

	https://h5.2339.com/app/help?id=10431 
	com/meme/room/multiroom/roomswar/BetweenRoomsPKView.java 

	http://www.2339.com 
	com/memezhibo/android/activity/ThridLoginActivity.java 

	http://test-hybrid.memeyule.com/ 
	com/memezhibo/android/activity/HybridWebViewActivity.java 

	http://www.2339.com 
	com/memezhibo/android/activity/EntryMobileLoginActivity.java 

	https://www.2339.com/notice/351 
	com/memezhibo/android/activity/mobile/room/view/RoomStarVideoView.java 

	https://www.2339.com/mobile/notice/10241 
	com/memezhibo/android/activity/mobile/room/view/RoomControllerView.java 

	https://www.2339.com/mobile/notice/10314 
	com/memezhibo/android/activity/mobile/room/view/RoomPkView.java 

	http://video.sumeme.com/znl/xclc.mp4 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	https://video.sumeme.com/znl/ky.png 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	http://video.sumeme.com/znl/wh.mp4 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	https://video.sumeme.com/znl/wh.png 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	http://video.sumeme.com/znl/mfd1.mp4 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	https://video.sumeme.com/znl/mfd1.png 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	http://video.sumeme.com/znl/mfd2.mp4 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	https://video.sumeme.com/znl/mfd2.png 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	http://video.sumeme.com/znl/gb1.mp4 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	https://video.sumeme.com/znl/gb1.jpg 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	http://video.sumeme.com/znl/gb2.mp4 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	https://video.sumeme.com/znl/gb2.jpg 
	com/memezhibo/android/activity/youngthMode/YoungthModeEntryActivity.java 

	http://www.2339.com/notice/104?f=3g 
	com/memezhibo/android/activity/settings/ToolsWebActivity.java 

	https://beian.miit.gov.cn 
	com/memezhibo/android/activity/settings/AboutActivity.java 

	http://img.show.dongting.com/7/7/1383227235399.jpg 
	com/memezhibo/android/cloudapi/FamilyAPI.java 

	https://api.weixin.qq.com 
	com/memezhibo/android/cloudapi/UserSystemAPI.java 

	https://datareportapi.datagrand.com 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-api.memeyule.com/ 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api/v1 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api/v2 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api/v3 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api/v4 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api/v5 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-cryolite.memeyule.com/api/v6 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-games.memeyule.com/api 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-act.2339.com 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-lava.memeyule.com/api/v1 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-lava.memeyule.com/api/v2 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-party.memeyule.com/api 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-pay.memeyule.com/api/v1 
	com/memezhibo/android/cloudapi/config/APIConfig.java 

	https://dev-pay.memeyule.com/api/v2 
	com/memezhibo/android/cloudapi/config/APIConfig.java 
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	https://github.com/android/platform_frameworks_base/commit 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=173689 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=173788 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=173789 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/27db46850b708070452c0ce49daf5f79503fbde6 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/7a96f3c917e0001ee739b65da37b2fadec7d7765 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=152173 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/jankovd/891d96f476f7a9ce24e2 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=188551 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://android.googlesource.com/platform/frameworks/base/+/5b734f2430e9f26c769d6af8ea5645e390fcf5af%5E%21/ 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://code.google.com/p/android/issues/detail?id=198852 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/android/platform_frameworks_base/commit/e0bef71662d81caaaa0d7214fb0bef5d39996a69 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://android.googlesource.com/platform/frameworks/base/+/193520e3dff5248ddcf8435203bf99d2ba667219%5E%21/core/java/android/view/accessibility/AccessibilityNodeInfo.java 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/aosp-mirror/platform_frameworks_base/commit/86b326012813f09d8f1de7d6d26c986a909d 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://issuetracker.google.com/issues/112792715 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/1210 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://issuetracker.google.com/issues/129250419 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://cs.android.com/android/_/android/platform/frameworks/base/+/89608118192580ffca026b5dacafa637a556d578\nFixed 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://cs.android.com/android/_/android/platform/frameworks/base/+/1f771846c51148b7cb6283e6dc82a216ffaa5353\nRelated 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://dev.to/pyricau/beware-packagemanager-leaks-223g 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/cypressious/91c4fb1455470d803a602838dfcd5774 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/jankovd/a210460b814c04d500eb12025902d60d 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/32 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/177 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/1819 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/696 
	com/networkbench/agent/impl/kshark/AndroidReferenceMatchers.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/SVGAParser.java 

	https://223.6.6.6/dns-query 
	com/qiniu/android/storage/GlobalConfiguration.java 

	https://8.8.8.8/dns-query 
	com/qiniu/android/storage/GlobalConfiguration.java 

	https://www.qiniu.com 
	com/qiniu/android/storage/GlobalConfiguration.java 

	https://www.baidu.com 
	com/qiniu/android/storage/GlobalConfiguration.java 

	https://www.google.com 
	com/qiniu/android/storage/GlobalConfiguration.java 

	https://pipeline.qiniu.com 
	com/qiniu/android/bigdata/Configuration.java 

	https://log.reyun.com/receive/pkginfo 
	com/reyun/tracking/utils/c.java 

	https://log.trackingio.com/ 
	com/reyun/tracking/utils/c.java 

	https://link.trackingio.com/dpquery 
	com/reyun/tracking/utils/s.java 

	https://uri6.com/tkio/attributionquery?os=android&appkey= 
	com/reyun/tracking/utils/u.java 

	https://en.wikipedia.org/wiki/Hostname 
	com/sensorsdata/analytics/android/sdk/SensorsDataAPI.java 

	https://manual.sensorsdata.cn/sa/latest/flutter-22257963.html\ 
	com/sensorsdata/analytics/android/sdk/visual/utils/AlertMessageUtils.java 

	https://manual.sensorsdata.cn/sa/latest/tech_sdk_client_web_use-7545346.html\ 
	com/sensorsdata/analytics/android/sdk/visual/utils/AlertMessageUtils.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/BaseSsoHandler.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/auth/AccessTokenKeeper.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	https://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	https://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/GuestParamInterception.java 

	http://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/GuestParamInterception.java 

	https://img.sobot.com/mobile/multilingual/android/3_0_6/ 
	com/sobot/chat/ZCSobotApi.java 

	https://api.sobot.com/ 
	com/sobot/chat/api/apiUtils/SobotBaseUrl.java 

	https://img.sobot.com/console/common/face/user.png 
	com/sobot/chat/utils/ChatUtils.java 

	https://openmobile.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	https://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	https://imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	https://imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://mp.weixin.qq.com/publicpoc/opensdkconf?action=GetShareConf&appid=%s&sdkVersion=%s&buffer=%s 
	com/tencent/mm/opensdk/openapi/WXAPiSecurityHelper.java 

	https://imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://appsupport.qq.com/cgi-bin/appstage/mstats_batch_report 
	com/tencent/open/b/h.java 

	https://h.trace.qq.com/kv 
	com/tencent/open/b/b.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/k.java 

	https://openmobile.qq.com/ 
	com/tencent/open/utils/HttpUtils.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/k.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/o.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://tbs.imtt.qq.com/plugin/DebugPlugin_v2.tbs 
	com/tencent/smtt/utils/d.java 

	https://mpush-api.aliyun.com/v2.0/a/audid/req/ 
	com/ta/a/b/h.java 

	http://account.preview.n.xiaomi.net 
	com/xiaomi/account/openauth/AuthorizeHelper.java 

	https://account.xiaomi.com 
	com/xiaomi/account/openauth/AuthorizeHelper.java 

	https://open.account.xiaomi.com 
	com/xiaomi/account/openauth/AuthorizeApi.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gc.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/gn.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gu.java 

	https://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/cv.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gv.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fq.java 

	https://resolver.msg.global.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://login.sina.com.cn/visitor/signin 
	com/weibo/ssosdk/WeiboSsoSdk.java 

	http://xmlpull.org/v1/doc/features.html 
	com/youngfeng/snake/config/SnakeConfigReader.java 

	https://feedback.cn.ronghub.com 
	io/rong/common/dlog/LogEntity.java 

	https://feedback.cn.ronghub.com 
	io/rong/common/rlog/RLogConfig.java 

	http://restapi.amap.com/v3/staticmap?location= 
	io/rong/imkit/plugin/location/AMapLocationActivity.java 

	http://restapi.amap.com/v3/staticmap?location= 
	io/rong/imkit/plugin/location/AMapLocationActivity2D.java 

	http://support.rongcloud.cn/kb/Mjc2 
	io/rong/imkit/widget/adapter/MessageListAdapter.java 

	https://stats.cn.ronghub.com 
	io/rong/imlib/BuildConfig.java 

	https://stats.cn.ronghub.com/active.json 
	io/rong/imlib/RongIMClient.java 

	http://%s/active.json 
	io/rong/imlib/RongIMClient.java 

	https://feedback.cn.ronghub.com 
	io/rong/imlib/navigation/NavigationCacheHelper.java 

	https://nav2-cn.ronghub.com/navi.json 
	io/rong/imlib/navigation/NavigationClient.java 

	http://nav2-cn.ronghub.com/navi.json 
	io/rong/imlib/navigation/NavigationClient.java 

	https://nav.cn.ronghub.com/navi.json 
	io/rong/imlib/navigation/NavigationClient.java 

	http://%s/navi.json 
	io/rong/imlib/navigation/NavigationClient.java 

	http://nav.cn.ronghub.com/navi.json 
	io/rong/imlib/navigation/NavigationClient.java 

	http://%s/%s 
	io/rong/imlib/navigation/NavigationClient.java 

	http://%s 
	io/rong/imlib/httpdns/HttpDnsClient.java 

	http://%s/ 
	io/rong/rtlog/upload/RtLogTimingUploadConfig.java 

	http://%s/ 
	io/rong/rtlog/upload/RtLogUploadManager.java 

	http://nav.cn.ronghub.com/navipush.json 
	io/rong/push/common/PushConst.java 

	http://%s/%s 
	io/rong/push/core/PushNaviClient.java 

	http://www.ccil.org/ 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/xml-1.1 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/external-general-entities 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/external-parameter-entities 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/is-standalone 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/lexical-handler/parameter-entities 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/properties/lexical-handler 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/namespace-prefixes 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/namespaces 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/resolve-dtd-uris 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/string-interning 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/unicode-normalization-checking 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/use-attributes2 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/use-entity-resolver2 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/use-locator2 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/validation 
	org/ccil/cowan/tagsoup/Parser.java 

	http://xml.org/sax/features/xmlns-uris 
	org/ccil/cowan/tagsoup/Parser.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	http://playready.directtaps.net/pr/svc/rightsmanager.asmx 
	tv/danmaku/ijk/media/exo/demo/SmoothStreamingTestMediaDrmCallback.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	tv/danmaku/ijk/media/exo/demo/SmoothStreamingTestMediaDrmCallback.java 

	https://www.2339.com/mobile/notice/10239 
	摸瓜V1引擎 

	https://h5.2339.com/app/help?id=10096 
	摸瓜V1引擎 

	https://h5.2339.com/app/help?id=10027 
	摸瓜V1引擎 

	https://play.google.com/store/apps/details?id= 
	摸瓜V1引擎 

	https://appgallery.cloud.huawei.com 
	摸瓜V1引擎 

	http://m.imeme.tv/activity/2016/pay.html 
	摸瓜V1引擎 

	http://m.2339.com/privilege/recommend 
	摸瓜V1引擎 

	http://' 
	摸瓜V2引擎 

	https://cdn.ronghub.com/sight_msg.png' 
	摸瓜V2引擎 

	https://cdn.ronghub.com/lbs_msg.png'></div><div 
	摸瓜V2引擎 

	https://img-photo.sumeme.com/gif/ 
	摸瓜V2引擎 

	http://dll.aawyw.com/app/memeEmoji/tabIcon/emojitab2.png 
	摸瓜V2引擎 

	http://dll.aawyw.com/app/memeEmoji/tabIcon/emojitab3.png 
	摸瓜V2引擎 

	http://dll.aawyw.com/app/memeEmoji/tabIcon/emojitab4.png 
	摸瓜V2引擎 

	https://metrics1.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics.dt.dbankcloud.ru 
	摸瓜V2引擎 

	https://data-drcn.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dra.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://metrics1.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.dt.dbankcloud.ru:6447 
	摸瓜V2引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://grs.platform.dbankcloud.ru 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	this@micvideodialog.rootlayout 
	com/memezhibo/android/activity/mobile/room/view/MicVideoDialog.java 

	x5tbs@tencent.com 
	com/tencent/smtt/sdk/X5Downloader.java 


4.4 手机号线索
	手机号
	所在文件

	16004341506 
	com/device/tkO000O0000OOoO/tkO0000O000000oO.java 

	16584216580 
	com/device/tkO000O0000OOoO/tkO0000O000000oO.java 

	15555215554 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215556 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215558 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215560 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215562 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215564 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215566 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215568 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215570 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215572 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215574 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215576 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215578 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215580 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215582 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215584 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	17452092945 
	com/memezhibo/android/utils/constant/KeyConfig.java 

	19222222222 
	com/memezhibo/android/widget/dialog/UserProfileInfoDialogFragment.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: CN=meme 签名算法: rsassa_pkcs1v15 有效期自: 2014-06-20 05:49:33+00:00 有效期至: 2039-06-14 05:49:33+00:00 发行人: CN=meme 序列号: 0x6d88a230 哈希算法: sha256 md5值: 1b72110c26cb834602d3d70de2dc0d50 sha1值: 3c2d485930f4b08db41cca3c4baef5bb5c938d7f sha256值: 4d5dde706a44a8b94412eb1dc199345c6c8aa796f7acaa8fea9cf14d60bc6818 sha512值: a785cdff4c4c4fb9bb49ff6fcb9d4fc5199f9ad57c9fda5338c4929c93b0677177b032e7252f5e0465b5e77510b0b95362ca66fee61c7a05ab297caec9087a01 公钥算法: rsa 密钥长度: 2048 指纹: 45d3ee923e1b815708db1f49d510ab07390ff7500ac481a828368fa9e29db55e

6. 硬编码敏感信息
	可能的敏感信息

	"gt_one_login_auth_btn" : "一键登录" 

	"api" : "么么直播" 

	"aws" : "拍摄" 

	"query_conversation_by_primary_key" : "SELECT * FROM tb_conversation_list WHERE uid = #uid# AND cid = #cid#;" 

	"rc_authorities_fileprovider" : ".FileProvider" 

	"rc_conversation_list_my_private_conversation" : "我的私人会话" 

	"rc_emoji_hear_no_monkey" : "不听" 

	"rc_emoji_see_no_monkey" : "不看" 

	"sobot_ding_cai_sessionoff" : "会话结束，无法反馈" 

	"aws" : "拍摄" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.memezhibo.android.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.memezhibo.android.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	org.simalliance.openmobileapi.SMARTCARD
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.NFC
	正常
	控制近场通信
	允许应用程序与近场通信 (NFC) 标签,卡和读卡器进行通信

	android.permission.INTERACT_ACROSS_USERS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.webkit.permission.PLUGIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	com.memezhibo.android.permission.ACCESS_DOWNLOAD_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	com.memezhibo.android.permission.ACCESS_DOWNLOAD_MANAGER_ADVANCED
	未知
	Unknown permission
	Unknown permission from android reference

	com.memezhibo.android.permission.SEND_DOWNLOAD_COMPLETED_INTENTS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.SYSTEM_OVERLAY_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	com.xiaomi.permission.AUTH_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission._AUDIO_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	getui.permission.GetuiService.com.memezhibo.android
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SET_DEBUG_APP
	危险
	启用应用程序调试
	允许一个应用程序打开另一个应用程序的调试。恶意应用程序可以使用它来杀死其他应用程序

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa.SECURITY_ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	oplus.permission.settings.LAUNCH_FOR_EXPORT
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.identifier.permission.OAID_STATE_DIALOG
	未知
	Unknown permission
	Unknown permission from android reference

	cn.cyberidentity.certification.AUTH
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NOTIFICATION_POLICY
	正常
	
	希望访问通知策略的应用程序的标记权限。

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.memezhibo.android.permission.RONG_ACCESS_RECEIVER
	未知
	Unknown permission
	Unknown permission from android reference

	com.memezhibo.android.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.memezhibo.android.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.apps.photos.permission.GOOGLE_PHOTOS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.memezhibo.android.activity.MainActivity
	Schemes: mmzblink://, https://, http://, memeshow://, huaweipush://, 
Hosts: linkedme, lkme.cc, entry_activity, com.memezhibo.android, 
Path Prefixes: /CQD, 


	com.memezhibo.android.activity.UserZoneActivity
	Schemes: mmshow-userzone://, 


	com.memezhibo.android.activity.shop.MountCenterActivity
	Schemes: mmshow-mount://, 


	com.memezhibo.android.activity.shop.MemberCenterActivity
	Schemes: mmshow-member://, 


	com.memezhibo.android.payplatform.PayActivity
	Schemes: mmshow-pay://, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent101118713://, 


	com.memezhibo.android.activity.MiddleActivity
	Schemes: meme://, 
Hosts: 2339.com, 
Paths: /channellink, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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