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CUCU（ 2.26.31版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	CUCU

	版本
	2.26.31

	包名
	cn.weli.sweet

	域名线索
	198条

	URL线索
	190条

	APP图标
	

	分析日期
	2025年6月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	cu_wechat.apk

	文件大小
	180.16MB

	MD5值
	8a9e2b779b46c2afff9fc0298c23fa80

	SHA1值
	71376c66c1a05a089bda5154516659e3b97ce2c4

	SHA256值
	eea61169f77cea050e1c58effcf4bd1803fa760cbd9fe6114d6ef196570faeda



3. APP基本信息
	类别
	内容

	App名称
	CUCU

	包名
	cn.weli.sweet

	主活动Activity
	cn.weli.peanut.SplashActivity

	安卓版本名称
	2.26.31

	安卓版本
	22631



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	kyc1.qcloud.com
	IP: 106.55.218.89 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	toblog-alink.ctobsnssdk.com
	IP: 42.236.86.170 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	tobapplog.volceapplog.com
	IP: 221.192.166.233 
所属国家: China 
地区: Hebei 
城市: Baoding 

	fqs.sudcdn.cloud
	IP: 104.18.48.199 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	v0.api.upyun.com
	IP: 218.28.104.157 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	developer.umeng.com
	IP: 59.82.29.248 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dev-fqs.sud.ltd
	IP: 61.49.23.102 
所属国家: China 
地区: Beijing 
城市: Beijing 

	databyterangers.com.cn
	没有服务器地理信息. 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cgi.qplus.com
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	tinker-file.obs.cn-north-4.myhuaweicloud.com
	IP: 49.4.112.92 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	alink.volceapplog.com
	IP: 219.154.251.59 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	log-report.rtc.volcvideo.com
	IP: 42.56.93.210 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	log-report.rtcplus.com
	IP: 96.7.229.151 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	api.weibo.com
	IP: 123.125.107.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	log-peanut.feidemai.net
	IP: 43.250.33.131 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlog.umeng.com
	IP: 223.109.148.180 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	pslog.umeng.com
	IP: 59.82.29.249 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sysdk.cl2009.com
	IP: 101.133.104.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	aka.ms
	IP: 104.99.49.220 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	mclient.alipay.com
	IP: 218.24.90.223 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	schemas.microsoft.com
	IP: 13.107.253.49 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	tobapplog.ctobsnssdk.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	idasc-kyc.tencentcloudapi.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdkrules.live.126.net
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	sim-fqs.sudcdn.cloud
	IP: 104.18.54.192 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	tinker-file.cn-bj.ufileos.com
	IP: 117.50.123.8 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	wannos.127.net
	IP: 45.127.129.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	nosup-hz1.127.net
	IP: 122.156.129.73 
所属国家: China 
地区: Heilongjiang 
城市: Heihe 

	sissi.pingxx.com
	IP: 118.31.129.67 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	acs.amazonaws.com
	没有服务器地理信息. 

	test-peanut-api.wemogu.net
	IP: 43.250.33.131 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sim-fqs.sud.ltd
	IP: 221.204.51.23 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	weather.weilitoutiao.net
	IP: 120.46.210.213 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	idasc-kyc-test.tencentcloudapi.com
	IP: 123.207.114.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	v5-coldy.douyinvod.com
	IP: 218.12.73.144 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	ulogs.umengcloud.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	developer.android.com
	IP: 142.250.107.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	change-api.netease.im
	IP: 220.197.34.84 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	license.vod2.myqcloud.com
	IP: 116.196.151.15 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	analytics.oceanengine.com
	IP: 116.136.186.207 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	ns.adobe.com
	没有服务器地理信息. 

	klink.volceapplog.com
	IP: 125.39.61.75 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.jdpay.com
	IP: 111.202.65.19 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fat-fqs.sudden.ltd
	IP: 61.49.23.102 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	hw-img.wemogu.net
	IP: 111.202.6.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	kyccdn.tencentcloudapi.com
	IP: 116.196.151.15 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	default.url
	没有服务器地理信息. 

	y15l.cn
	IP: 111.202.6.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	open.weibo.cn
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xerces.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	fs.cl2009.com
	IP: 47.101.5.82 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	auth.wosms.cn
	IP: 124.64.196.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 110.43.0.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ccs.umeng.com
	IP: 110.253.189.200 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	test-h5.wemogu.com
	IP: 114.116.229.50 
所属国家: China 
地区: Beijing 
城市: Beijing 

	splash-ads.unitychina.cn
	IP: 116.196.151.15 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	rose-img.weli010.cn
	IP: 218.28.104.157 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mgp.sud.tech
	没有服务器地理信息. 

	cn.register.xmpush.xiaomi.com
	IP: 221.194.179.52 
所属国家: China 
地区: Hebei 
城市: Langfang 

	sim-fqs.sudden.ltd
	IP: 123.125.244.90 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	offmsg.umeng.com
	IP: 59.82.31.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	videocloud.byteplusapi.com
	IP: 96.7.229.159 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	otheve.beacon.qq.com
	IP: 113.56.189.125 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	appr.tc
	没有服务器地理信息. 

	h.trace.qq.com
	IP: 113.56.189.162 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	fat-fqs.sudcdn.cloud
	IP: 104.18.54.192 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	wlkk-img.weilitoutiao.net
	IP: 218.28.104.157 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	wappass.baidu.com
	IP: 110.242.70.196 
所属国家: China 
地区: Hebei 
城市: Baoding 

	errlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	sy.cl2m.cn
	IP: 106.14.53.48 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	dev-fqs.sudden.ltd
	IP: 61.49.23.102 
所属国家: China 
地区: Beijing 
城市: Beijing 

	applog.snssdk.com
	IP: 42.236.86.166 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	service.weibo.com
	IP: 123.125.107.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ddi.shuzilm.cn
	IP: 8.131.249.152 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	gslb.live.netease.im
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	audid.umeng.com
	IP: 36.143.252.104 
所属国家: China 
地区: Beijing 
城市: Beijing 

	shouyin.yeepay.com
	IP: 123.60.244.236 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api.weixin.qq.com
	IP: 116.128.184.169 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	utoken.umeng.com
	IP: 223.109.148.171 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	img1000.static.suishenyun.net
	IP: 111.202.6.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	v2-client.suishenyun.cn
	IP: 120.46.210.213 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	check-ipv4.netease.im
	IP: 220.197.34.90 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	check.unity.cn
	IP: 42.192.32.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	m.baifubao.com
	没有服务器地理信息. 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	open.douyin.com
	IP: 116.136.186.205 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nrtc.netease.im
	IP: 220.197.34.71 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	mobilegw.alipay.com
	IP: 203.209.250.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	alogus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	marketing.etouch.cn
	IP: 121.36.14.90 
所属国家: China 
地区: Beijing 
城市: Beijing 

	webtest.netease.im
	IP: 111.124.202.79 
所属国家: China 
地区: Guizhou 
城市: Zunyi 

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	log-api.oceanengine.com
	IP: 106.74.132.29 
所属国家: China 
地区: Shandong 
城市: Jinan 

	m.jdpay.com
	IP: 111.202.65.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sweet-api.wemogu.net
	IP: 43.250.33.131 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	h5.wemogu.com
	IP: 221.204.54.69 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	check-ipv6.netease.im
	没有服务器地理信息. 

	dashif.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	plbslog.umeng.com
	IP: 36.156.202.68 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	grs.dbankcloud.asia
	IP: 121.36.116.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imgcache.qq.com
	IP: 123.6.33.233 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	test-peanut.weli010.cn
	IP: 114.116.229.50 
所属国家: China 
地区: Beijing 
城市: Beijing 

	peanut-oss.weli010.cn
	IP: 111.202.6.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	peanut-datakit.wekoi.cn
	IP: 124.70.79.128 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	open.e.189.cn
	IP: 42.123.76.87 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics1-drcn.dt.dbankcloud.cn
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	msg.cmpassport.com
	IP: 112.33.111.188 
所属国家: China 
地区: Anhui 
城市: Hefei 

	netpay.cmbchina.com
	IP: 58.33.159.101 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	169.254.169.254
	IP: 169.254.169.254 
所属国家: - 
地区: - 
城市: - 

	ok.yeepay.com
	IP: 111.202.6.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5pay.jd.com
	IP: 111.206.228.124 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ustatic.ufile.ucloud.com.cn
	没有服务器地理信息. 

	abt-online.netease.im
	IP: 220.197.34.89 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	upload-images.jianshu.io
	IP: 61.48.83.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.baidu.com
	IP: 110.242.70.57 
所属国家: China 
地区: Hebei 
城市: Baoding 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	ichannel.snssdk.com
	IP: 111.202.5.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	sdkstats.live.netease.im
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	grs.dbankcloud.com
	IP: 60.28.200.159 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	thirdwx.qlogo.cn
	IP: 58.251.60.146 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	appcashier.95516.com
	IP: 220.194.105.87 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	neptune-api.volces.com
	IP: 125.39.61.75 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.baifubao.com
	没有服务器地理信息. 

	msg.umengcloud.com
	IP: 110.253.188.231 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	render.alipay.com
	IP: 124.95.153.221 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	v2-client-meili.suishenyun.cn
	没有服务器地理信息. 

	121.15.180.66
	IP: 121.15.180.66 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	h5-cutest.huancaihz.com
	IP: 116.142.235.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lbs.netease.im
	IP: 220.197.34.89 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	mcgw.alipay.com
	IP: 111.202.5.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apmplus.volces.com
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	statistic.live.netease.im
	IP: 220.197.34.75 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	mobiletest.yeepay.com
	IP: 58.83.141.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	game-dist.huancaihz.com
	IP: 61.48.83.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aspect-upush.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	loggw-exsdk.alipay.com
	IP: 119.42.231.59 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	h5.m.taobao.com
	IP: 125.39.155.58 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	sss.umeng.com
	IP: 59.82.31.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	abtest.volceapplog.com
	IP: 125.39.61.78 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	commons.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	statistics.pingxx.com
	IP: 121.43.73.154 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	kycwa.tencentcloudapi.com
	IP: 42.193.129.244 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tdid.m.qq.com
	IP: 60.29.239.156 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ucc.umeng.com
	IP: 203.119.145.45 
所属国家: China 
地区: Beijing 
城市: Beijing 

	peanut-oss.wemogu.net
	IP: 111.202.6.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	greenrobot.org
	IP: 85.13.163.69 
所属国家: Germany 
地区: Thuringen 
城市: Friedersdorf 

	statistic.live.126.net
	IP: 220.197.34.75 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	vcloud.163.com
	IP: 220.197.34.93 
所属国家: China 
地区: Sichuan 
城市: Leshan 

	kyc1-test.qcloud.com
	IP: 123.207.114.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	peanut.weli010.cn
	IP: 111.202.6.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	toblog.volceapplog.com
	IP: 60.222.11.202 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	schemas.android.com
	没有服务器地理信息. 

	fat-fqs.sud.ltd
	IP: 61.49.23.102 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	toblog.ctobsnssdk.com
	IP: 211.90.25.204 
所属国家: China 
地区: Hebei 
城市: Handan 

	fqs.sudden.ltd
	IP: 116.196.151.15 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	wappaygw.alipay.com
	IP: 111.202.5.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	peanut-oss.cn-bj.ufileos.com
	IP: 117.50.123.23 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	wap.cmpassport.com
	IP: 112.33.111.233 
所属国家: China 
地区: Anhui 
城市: Hefei 

	errnewlog.umeng.com
	IP: 223.109.148.142 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	data-drcn.push.dbankcloud.com
	IP: 49.4.40.58 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	open.weixin.qq.com
	IP: 220.196.132.78 
所属国家: China 
地区: Jiangsu 
城市: Zhenjiang 

	tinker-file.0bbm.cn
	IP: 111.202.6.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errnewlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	mobilegw.dl.alipaydev.com
	IP: 110.75.132.25 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.snssdk.com
	IP: 42.56.93.211 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	ulogs.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	fqs.sud.ltd
	IP: 61.49.23.102 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 


4.2 URL线索
	URL信息
	Url所在文件

	http://commons.apache.org/proper/commons-compress/zip.html 
	ak0/a.java 

	http://xml.org/sax/features/namespaces 
	bc0/b.java 

	http://xml.org/sax/features/namespace-prefixes 
	bc0/b.java 

	http://xml.org/sax/features/validation 
	bc0/b.java 

	http://xml.org/sax/features/external-general-entities 
	bc0/b.java 

	http://xml.org/sax/features/external-parameter-entities 
	bc0/b.java 

	http://xml.org/sax/features/string-interning 
	bc0/b.java 

	http://xmlpull.org/v1/doc/features.html 
	bc0/c.java 

	http://xml.org/sax/features/namespaces 
	bc0/a.java 

	http://xml.org/sax/features/validation 
	bc0/a.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	cn/com/chinatelecom/account/r.java 

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/r.java 

	https://tinker-file.0bbm.cn/tinkerhost.json 
	cn/etouch/config/ClientConfigHelper.java 

	https://tinker-file.cn-bj.ufileos.com/tinkerhost.json 
	cn/etouch/config/ClientConfigHelper.java 

	https://tinker-file.obs.cn-north-4.myhuaweicloud.com/tinkerhost.json 
	cn/etouch/config/ClientConfigHelper.java 

	http://wlkk-img.weilitoutiao.net/ 
	cn/weli/im/bean/IMConfig.java 

	https://log-peanut.feidemai.net 
	cn/weli/peanut/MainApplication.java 

	https://upload-images.jianshu.io/upload_images/16623634-dd2b82b615b125ae?imageMogr2/auto-orient/strip 
	cn/weli/peanut/bean/VipInfoFunc.java 

	https://api.weibo.com/oauth2/default.html 
	cn/weli/peanut/module/user/profile/ui/AnchorAuthActivity.java 

	https://peanut-oss.wemogu.net/client/normalImg/common/cppk/cppk_bg.mp4 
	cn/weli/peanut/module/voiceroom/VideoGiftViewActivity.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/fit_call_Pro_BMP.pag 
	cn/weli/peanut/module/voiceroom/ktv/view/KtvSingerAvatarView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/fit_call_Pro_BMP.pag 
	cn/weli/peanut/module/voiceroom/chorus/ui/view/ChorusCenterSeatView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/rob_song_next_phase.pag 
	cn/weli/peanut/module/voiceroom/rob/view/RobSongNextPhaseView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/rob_song_unmanned_phase.pag 
	cn/weli/peanut/module/voiceroom/rob/view/RobSongUnmannedPhaseView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/rob_song_default_tip.pag 
	cn/weli/peanut/module/voiceroom/rob/view/RobSongDefaultView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/rob_song_update_style.pag 
	cn/weli/peanut/module/voiceroom/rob/view/RobSongUpdateStyleView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/rob_song_bd_button.pag 
	cn/weli/peanut/module/voiceroom/rob/view/RobSongSingPhaseView.java 

	https://peanut-oss.wemogu.net/client/animation/common/2.15.0/fit_callHD_BMP.pag 
	cn/weli/peanut/module/voiceroom/rob/view/RobSongSingPhaseView.java 

	https://peanut-oss.wemogu.net/client/normalImg/common/cppk/first_wing.pag 
	cn/weli/peanut/module/voiceroom/cp/g.java 

	https://hw-img.wemogu.net/img/20250111/0d819c56f1a96a39fa0a01c60c70762f.png 
	cn/weli/peanut/module/ai/bean/AIMusicBaseInfo.java 

	https://peanut-oss.wemogu.net/client/normalImg/common/aimusic/guide_tone.pag 
	cn/weli/peanut/module/ai/ui/MyTimbreListActivity.java 

	https://peanut-oss.wemogu.net/client/normalImg/common/aimusic/guide_tone.pag 
	cn/weli/peanut/module/ai/ui/detail/AIMusicDetailActivity.java 

	https://peanut-oss.cn-bj.ufileos.com/audio/10014316/20220801/b587452b504fb39b4aa6027491e9c2d4.aac 
	cn/weli/peanut/module/debug/DebugActivity.java 

	https://test-peanut.weli010.cn/peanut_h5/eggMic.html?is_full_screen=1&popup=1&ratio=1.56 
	cn/weli/peanut/module/debug/DebugActivity.java 

	https://h5-cutest.huancaihz.com/ 
	cn/weli/peanut/module/debug/DebugActivity.java 

	https://h5-cutest.huancaihz.com/?lb=1&rc=1 
	cn/weli/peanut/module/debug/DebugActivity.java 

	https://www.baidu.com 
	cn/weli/peanut/module/debug/DebugActivity.java 

	http://rose-img.weli010.cn/c16e008bff7869876d99ea391330c0d1.png 
	cn/weli/peanut/module/debug/DebugActivity.java 

	http://ustatic.ufile.ucloud.com.cn/rose_latest.apk 
	cn/weli/peanut/module/debug/DebugActivity.java 

	https://mgp.sud.tech/ 
	ch0/d.java 

	http://xml.apache.org/xslt 
	ch0/d.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.dl.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/l/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/l/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/m/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://apmplus.volces.com/monitor/collect/c/cloudcontrol/file 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/settings/get 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/exception 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/logcollect 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/crash 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/exception/dump_collection 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/native_bin_crash 
	com/apm/lite/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/session 
	com/apm/lite/runtime/ConfigManager.java 

	https://analytics.oceanengine.com/sdk/app/ 
	com/bytedance/ads/convert/utils/NetWorkUtils.java 

	https://analytics.oceanengine.com/sdk/app/ 
	com/bytedance/ads/convert/utils/EventReporterV2.java 

	https://analytics.oceanengine.com/sdk/app/ 
	com/bytedance/ads/convert/utils/EventReporter.java 

	https://log-api.oceanengine.com 
	com/bytedance/applog/UriConfig.java 

	https://log.snssdk.com/service/2/device_register/ 
	com/bytedance/applog/util/UriConstants.java 

	https://log.snssdk.com/service/2/device_update 
	com/bytedance/applog/util/UriConstants.java 

	https://ichannel.snssdk.com/service/2/app_alert_check/ 
	com/bytedance/applog/util/UriConstants.java 

	https://log.snssdk.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://applog.snssdk.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://log.snssdk.com/service/2/log_settings/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog-alink.ctobsnssdk.com/service/2/attribution_data 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog-alink.ctobsnssdk.com/service/2/alink_data 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/device_register/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/device_update 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/app_alert_check/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://tobapplog.ctobsnssdk.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/profile/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/log_settings/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.ctobsnssdk.com/service/2/abtest_config/ 
	com/bytedance/applog/util/UriConstants.java 

	https://klink.volceapplog.com/service/2/device_register/ 
	com/bytedance/applog/util/UriConstants.java 

	https://klink.volceapplog.com/service/2/device_update 
	com/bytedance/applog/util/UriConstants.java 

	https://klink.volceapplog.com/service/2/app_alert_check/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.volceapplog.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://tobapplog.volceapplog.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.volceapplog.com/service/2/profile/ 
	com/bytedance/applog/util/UriConstants.java 

	https://toblog.volceapplog.com/service/2/log_settings/ 
	com/bytedance/applog/util/UriConstants.java 

	https://abtest.volceapplog.com/service/2/abtest_config/ 
	com/bytedance/applog/util/UriConstants.java 

	https://alink.volceapplog.com/service/2/attribution_data 
	com/bytedance/applog/util/UriConstants.java 

	https://alink.volceapplog.com/service/2/alink_data 
	com/bytedance/applog/util/UriConstants.java 

	https://databyterangers.com.cn 
	com/bytedance/bdtracker/s3.java 

	https://nisportal.10010.com:9001/api 
	com/bytedance/ad/common/uaid/identity/ChinaUnicomUAIDFetcher.java 

	https://nisportal.10010.com:9001/api?appid=1554778161154 
	com/bytedance/ad/common/uaid/identity/ChinaUnicomUAIDFetcher.java 

	https://msg.cmpassport.com/h5/getMobile 
	com/bytedance/ad/common/uaid/identity/ChinaMobileUAIDFetcher.java 

	https://id6.me/gw/preuniq.do 
	com/bytedance/ad/common/uaid/identity/ChinaTelecomUAIDFetcher.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/cmic/gen/sdk/view/GenLoginAuthActivity.java 

	https://errnewlogos.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errnewlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errnewlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/f/c.java 

	https://v5-coldy.douyinvod.com/cb2a333881da4555770e2b9080180449/67ea6548/video/tos/cn/tos-cn-ve-15/oQHxCRBggIVrCgABvePBSGNC0RtrG6geAAoLf7/?a=1128&ch=0&cr=0&dr=0&cd=0%7C0%7C0%7C0&cv=1&br=864&bt=864&cs=0&ds=3&ft=MgtpHQQqUuIf_oZmo0OW_QYaUqiX66ENoVJEsfA1.bPD-Ipz&mime_type=video_mp4&qs=0&rc=ZzdkZWY0ZGU0M2hlZTw0N0BpMzhlNW45cnBxeTMzNGkzM0BjXzYzYC8uNi4xMF9hXjJhYSNgcWthMmQ0ZGhgLS1kLTBzcw%3D%3D&btag=c0010e000ad000&cquery=100y&dy_q=1743410848&feature_id=fea919893f650a8c49286568590446ef&l=2025033116472893A6D4E19BDC7E0A975C 
	com/devbrackets/android/exomedia/ui/widget/VideoView.java 

	https://gslb.live.netease.im/getpullurl 
	com/netease/gslb/core/c.java 

	https://gslb.live.netease.im/getvodpullurl 
	com/netease/gslb/core/c.java 

	https://appr.tc 
	com/netease/gslb/core/c.java 

	http://webtest.netease.im/nrtcproxy/nrtc/getSdkConfig.action 
	com/netease/lava/nertc/foreground/Authenticate.java 

	https://nrtc.netease.im/nrtc/getSdkConfig.action 
	com/netease/lava/nertc/foreground/Authenticate.java 

	https://vcloud.163.com/xhr/vod/sdk/previewSnapshot/get 
	com/netease/neliveplayer/NEMediaPlayer.java 

	https://vcloud.163.com/app/vod/encrypt/getKey 
	com/netease/neliveplayer/proxy/config/NEPlayerConfig.java 

	https://sdkrules.live.126.net/sdk/h265WhiteList/query 
	com/netease/neliveplayer/proxy/config/NEPlayerConfig.java 

	https://statistic.live.netease.im/sdkstats/report/type=4?version=1 
	com/netease/neliveplayer/proxy/config/NEPlayerConfig.java 

	https://sdkstats.live.netease.im/sdklog/uploadsdklog 
	com/netease/neliveplayer/proxy/config/NEPlayerConfig.java 

	https://statistic.live.126.net/statics/report/vod/sdk/initurl 
	com/netease/neliveplayer/f/c.java 

	https://statistic.live.126.net/dispatcher/req 
	com/netease/nimlib/d/b.java 

	https://statistic.live.126.net/ 
	com/netease/nimlib/d/b/d/b.java 

	https://statistic.live.126.net/ 
	com/netease/nimlib/net/a/d/a.java 

	https://abt-online.netease.im/v1/api/abt/client/getExperimentInfo 
	com/netease/nimlib/a/b.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/nimlib/g/e.java 

	https://check-ipv4.netease.im/ 
	com/netease/nimlib/g/e.java 

	https://check-ipv6.netease.im/ 
	com/netease/nimlib/g/e.java 

	https://wannos.127.net/lbs 
	com/netease/nimlib/g/g.java 

	https://nosup-hz1.127.net 
	com/netease/nimlib/g/g.java 

	https://change-api.netease.im/change-api/sdk/task/action/batch 
	com/netease/yunxin/artemis/ArtemisTask/YXArtemisPullTask.java 

	http://xml.org/sax/features/external-general-entities 
	com/jamesmurty/utils/BaseXMLBuilder.java 

	http://xerces.apache.org/xerces-j/features.html 
	com/jamesmurty/utils/BaseXMLBuilder.java 

	http://xerces.apache.org/xerces2-j/features.html 
	com/jamesmurty/utils/BaseXMLBuilder.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/jamesmurty/utils/BaseXMLBuilder.java 

	http://acs.amazonaws.com/groups/global/AllUsers 
	com/obs/services/internal/Constants.java 

	http://acs.amazonaws.com/groups/global/AuthenticatedUsers 
	com/obs/services/internal/Constants.java 

	http://acs.amazonaws.com/groups/s3/LogDelivery 
	com/obs/services/internal/Constants.java 

	http://169.254.169.254 
	com/obs/services/internal/security/EcsSecurityUtils.java 

	http://apache.org/xml/features/disallow-doctype-decl 
	com/obs/services/internal/utils/ServiceUtils.java 

	http://apache.org/xml/features/nonvalidating/load-external-dtd 
	com/obs/services/internal/utils/ServiceUtils.java 

	http://xml.org/sax/features/external-general-entities 
	com/obs/services/internal/utils/ServiceUtils.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/obs/services/internal/utils/ServiceUtils.java 

	https://log-report.rtc.volcvideo.com 
	com/pandora/live/player/TTVeLivePlayerSDK.java 

	https://log-report.rtcplus.com 
	com/pandora/live/player/TTVeLivePlayerSDK.java 

	https://videocloud.byteplusapi.com 
	com/pandora/ttlivestrategy/TTLiveStrategySDK.java 

	https://neptune-api.volces.com 
	com/pandora/ttlivestrategy/TTLiveStrategySDK.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/WebActivity.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/web/WebActivity.java 

	http://127.0.0.1 
	com/ss/videoarch/liveplayer/medialoader/MediaLoaderWrapper.java 

	https://statistics.pingxx.com/report 
	com/pingplusplus/android/PingppDataCollection.java 

	https://netpay.cmbchina.com/netpayment/BaseHttp.dll?H5PayJsonSDK 
	com/pingplusplus/android/b.java 

	http://121.15.180.66:801/netpayment/BaseHttp.dll?H5PayJsonSDK 
	com/pingplusplus/android/b.java 

	https://sissi.pingxx.com/mock.php?ch_id=%s&channel=%s 
	com/pingplusplus/android/j.java 

	https://sissi.pingxx.com/mock.php?ch_id=%s&channel=%s&or_id=%s 
	com/pingplusplus/android/j.java 

	https://www.jdpay.com/ 
	com/pingplusplus/android/n/b.java 

	https://h5pay.jd.com/jdpay/payResult? 
	com/pingplusplus/android/n/b.java 

	https://m.jdpay.com/wepay/web/pay 
	com/pingplusplus/android/n/b.java 

	http://shouyin.yeepay.com/nc-cashier-wap/wap/query/result 
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	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/bcea0287ae97a4d5449d9b858582d154.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/efb7ad87e17004cff18aa157714e4ace.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/8e361409408bbd35390634aff133522a.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/96be66226feef6c20e22a1589c1b5c55.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/034b98fb82556b3b31bc24e73d9640bd.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/aab42dcf358f8376850e577404183cdd.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/ba7d7558a0cf3043faa381ef571a991f.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/4dd26d5a888efc089f93b5daf4a67122.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/397c0d539b4cc879089f6181453e1c7d.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/57dc8935a147f5a6a1189b29d12a1f1b.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/0bbe81887300cdb62227f31ec96295fd.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/ede23272c518f48eb4b3cd7f79300dcd.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/d4d6d0667b805a07f510ae69178a0434.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/ea2374ef4328ce1df18f0f93c9e7a652.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/179383cf5bb5f773c74f430141cbfae8.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/c566533517c87943721d37e9375ba291.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/7240436491c72e7b4bb150ef03a48559.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/e570baeefaee56ebf578899440041f8d.png 
	摸瓜V2引擎 

	https://peanut.weli010.cn/peanut_h5/blindBox.html?is_full_screen=1&popup=2&wp=0.93&ratio=1.686&current=0 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/3805c05c7c6ad0ed2c87b7f7d777bc56.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/ac86274dc83230e70acfac490266b89a.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/c8edc4233575803402e692ef484ca3c7.png 
	摸瓜V2引擎 

	https://peanut.weli010.cn/peanut_h5/blindBox.html?is_full_screen=1&popup=2&wp=0.93&ratio=1.686&current=1 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/ae141570af0f5aa33277e8ed84acb91c.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/0d74e18f21a164a21916ab093bf8c4e3.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/15e090b03f4b1b1341453ad266951f1e.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/f0ee836955ee50d2cfea769577d9e947.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/16acf37e7706c5d8aaa5234466f4657a.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/6e845efe77e9d8a26d5cdc747f4c902b.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/40eaa32734aeb370f3152f67b0762798.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/1628fee898b3861d5bf0c24aefd46df3.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/08e564cf0d57816ec46323c89895c9f9.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/89f54b80b7a1a4fa59db9d204b747387.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/5fa0bb938d1d27cf9a0335736c7ee9bf.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/e3fddf867c2cb7384115ef9b17703b56.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/6b62faa1c8884969721d994ba0e39c43.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/f56f704223234e209ad27a1961f5db2b.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/042feec46d5abf120c1e25b4873b31a9.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/4ed946065e4fff754c012eff86429a1d.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/f7bed46dc1ded2cf7aaf44fb6aac125d.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/3581784dc9bb892c3f45505c01d5592a.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/55edd9ec78d05e61dff02f55a1aed347.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/4636fe235bed3a904961c8ace9842e07.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/b2f466b3be95d6b8f114c20e9b665807.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/19a60e03dafd487e06a525ef4205f85f.png 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/c149d0a11b910b80062dadaec2a9ce22.svga 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/ea8b8beda37c7649e2f3a68fb1bbaa0c.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/26acaf315d146541313de2e1bd9a5e3c.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/eca05aad22a8273101c1dca2075f9da8.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/7f6aa980e7c1856bfdcad20f4a86ed2e.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/6ee126ad9b809e0078de2b2a53e15861.png 
	摸瓜V2引擎 

	https://peanut.weli010.cn/peanut_h5/gift_box.html?is_full_screen=1&popup=2&wp=0.93&ratio=1.686&id=239 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/87a84f09d08900945f4c5e45b4d9e81f.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/6bb90a2e9c5999c326d678b65abf8c20.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/fd4cb2ea9eb7dfd922c7ff9d4f9333d1.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/152fd7ab9614263591d81c21a30de191.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/3a75b5abf6c61a78b24fcfd924ca7028.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/9ec13dbfc52790cc42bf4f67dcf035ef.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/8706f0fe27f3a93035dd4a13d9a83d40.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/2d50c90fc40430f1080d189e2fcbe8aa.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/b7a8b10967605dc18dbd16e67e530fe4.svga 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/51e79487b44d5e0be9d74c88a249a0f3.png 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/8bdf7ac3a07b508faa7ae526271e86e7.svga 
	摸瓜V2引擎 

	https://data-drcn.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dra.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://metrics1-drcn.dt.dbankcloud.cn:443 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.dt.dbankcloud.ru:6447 
	摸瓜V2引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://grs.platform.dbankcloud.ru 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 

	http://wlkk-img.weilitoutiao.net/ 
	摸瓜V2引擎 

	https://wlkk-img.weilitoutiao.net/ 
	摸瓜V2引擎 

	http://peanut-oss.weli010.cn/img/ 
	摸瓜V2引擎 

	https://peanut-oss.weli010.cn/img/ 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/2e52e1dc5ac9d868e9983bd3fd8ced1c/ 
	摸瓜V2引擎 

	http://img1000.static.suishenyun.net/ 
	摸瓜V2引擎 

	https://thirdwx.qlogo.cn/mmopen/vi_32/ 
	摸瓜V2引擎 

	https://thirdwx.qlogo.cn/mmopen/ 
	摸瓜V2引擎 

	https://peanut-oss.wemogu.net/86b76262799c40048366bc0550779109.svga 
	摸瓜V2引擎 

	https://peanut-oss.wemogu.net/bc97751c0dbb4b9ea7710b59fdc5c796.svga 
	摸瓜V2引擎 

	https://peanut-oss.wemogu.net/9680385e95ee4aa692edc0d78efe62ac.svga 
	摸瓜V2引擎 

	https://id6.me/gw/presdk.do 
	lib/arm64-v8a/libCtaApiLib.so 

	https://v2-client-meili.suishenyun.cn/meili/api 
	lib/arm64-v8a/libEcalendarLib.so 

	https://v2-client.suishenyun.cn/api 
	lib/arm64-v8a/libEcalendarLib.so 

	https://aka.ms/csspeech-concurrent-limit 
	lib/arm64-v8a/libMicrosoft.CognitiveServices.Speech.core.so 

	https://([^\.]+)\..+/issuetoken 
	lib/arm64-v8a/libMicrosoft.CognitiveServices.Speech.core.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	xxx@email.elided 
	com/tencent/liteav/base/PiiElider.java 

	img_loding@3x.png 
	摸瓜V2引擎 

	椭圆形3@3x.png 
椭圆形2@3x.png 
心@3x.png 
星形2@3x.png 
心2@3x.png 
星形@3x.png 
蝴蝶结@3x.png 
盖子@3x.png 
光@3x.png 
主体@3x.png 
222@3x.png 
111@3x.png 
	摸瓜V2引擎 

	椭圆形@2x.png 
	摸瓜V2引擎 

	mus_icon_zd_sc@2x.png 
	摸瓜V2引擎 

	3@3x.png 
1@3x.png 
2@3x.png 
	摸瓜V2引擎 

	4-3@3x.png 
4-1@3x.png 
4-2@3x.png 
	摸瓜V2引擎 

	3@2x.png 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	14159265359 
	com/ss/texturerender/effect/vr/GLPanoramaFilter.java 

	14159265359 
	com/ss/texturerender/effect/vr/GLPanorama180To360Filter.java 

	14222222222 
	com/tencent/turingcam/lpjAh.java 

	17512775099 
	q90/b.java 

	19222222222 
	p4/e.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: CN=weli 签名算法: rsassa_pkcs1v15 有效期自: 2021-11-17 08:58:51+00:00 有效期至: 2046-11-11 08:58:51+00:00 发行人: CN=weli 序列号: 0x9537fb3 哈希算法: sha256 md5值: c8782d9bfa7272242d6c4e984b8cf9c1 sha1值: be3f87cc34f67a78495dcee4912962bfaeb4dff4 sha256值: eda7eb0035879ed7db7d8567d8b7c891ed0949b739954e5ffa0a6d2cc7c69b4d sha512值: 3c650d5979a380936c2e4e7cdabc2b76fc62c30a5703f6947d127265442dd8969cc5f83f64524728b297a91578423dba3d412a4d24499ae13b0e6d5252f6cb8c 公钥算法: rsa 密钥长度: 2048 指纹: 86b3bb4896993f21fc03d80fc9ed430ba9d85e2dc327e1ff5f3875493c5bdf5b

6. 硬编码敏感信息
	可能的敏感信息

	"channel_private" : "设置私密频道" 

	"dear_user" : "尊敬的用户" 

	"got_authentication" : "已获得认证章" 

	"guild_user" : "公会成员" 

	"login_by_password" : "使用密码登录" 

	"other_authentication" : "其他认证" 

	"secret_content" : "%1$s 萌新驾到，请多关照！" 

	"teenager_setting_password" : "设置密码" 

	"toast_apply_seat_must_author_manager" : "该麦位仅限管理员或房主可上麦哦" 

	"toast_author_is_publish" : "主持人已公开结果" 

	"toast_modify_pwd_success" : "密码修改成功，下次可以使用手机号+新的密码登录" 

	"toast_please_choose_at_user" : "请选择要@的人" 

	"toast_please_choose_report_user" : "请选择要举报的人" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.GET_TOP_ACTIVITY_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	cn.weli.sweet.permission.RECEIVE_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	android.permission.FOREGROUND_SERVICE_MEDIA_PROJECTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SENSOR_ENABLE
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.providers.media.MediaProvider
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.READ_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.WRITE_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	cn.weli.sweet.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.weli.sweet.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	cn.weli.sweet.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	cn.weli.sweet.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.permission.READ_SDID_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tencent.tauth.AuthActivity
	Schemes: \ 1108217181://, 


	cn.weli.peanut.push.UriSchemeProcessActivity
	Schemes: wlpeanut://, 


	cn.weli.peanut.push.MfrMessageActivity
	Schemes: agoo://, 
Hosts: cn.weli.sweet, 
Paths: /thirdpush, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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