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JavDB（ 1.9.18版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	JavDB

	版本
	1.9.18

	包名
	xxx.pornhub.fuck

	域名线索
	13条

	URL线索
	16条

	APP图标
	

	分析日期
	2025年7月1日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	base(1).apk

	文件大小
	36.38MB

	MD5值
	8978079603beffd597777ed8192f0176

	SHA1值
	7fec4a22e96281d339f8fb49843f290c7e3ca0a4

	SHA256值
	76391a324655aa28f918bc309e34a12c9e5a6f70c47385f9e2283a8aa4bd490b



3. APP基本信息
	类别
	内容

	App名称
	JavDB

	包名
	xxx.pornhub.fuck

	主活动Activity
	xxx.pornhub.fuck.MainActivity

	安卓版本名称
	1.9.18

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	www.slf4j.org
	IP: 83.173.251.158 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	img.pokemondb.net
	IP: 172.66.40.165 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	developer.android.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	api.rollbar.com
	IP: 35.201.81.77 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	aomedia.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	dashif.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	ns.adobe.com
	没有服务器地理信息. 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	developer.apple.com
	IP: 17.253.107.202 
所属国家: Denmark 
地区: Hovedstaden 
城市: Ballerup 

	assets.pokemon.com
	IP: 18.65.185.28 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 


4.2 URL线索
	URL信息
	Url所在文件

	https://aomedia.org/emsg/ID3 
	i2/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	i2/a.java 

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/PlatformPlugin.java 

	https://developer.android.com/reference/javax/net/ssl/SSLSocket 
	io/flutter/plugins/videoplayer/VideoPlayerPlugin.java 

	http://ns.adobe.com/xap/1.0/ 
	y1/a.java 

	http://127.0.0.1:8080 
	q6/d.java 

	http://dashif.org/guidelines/last-segment-number 
	u2/d.java 

	http://dashif.org/guidelines/trickmode 
	u2/d.java 

	http://www.w3.org/ns/ttml 
	f3/c.java 

	http://127.0.0.1:8080 
	o6/g.java 

	http://www.slf4j.org/codes.html 
	m6/c.java 

	https://api.rollbar.com/api/1/item/ 
	com/rollbar/notifier/sender/SyncSender.java 

	https://github.com/richtr/NoSleep.js/issues/15 
	Mogua Engine V2 

	https://developer.mozilla.org/en-US/docs/Web/API/WakeLockSentinel/released) 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/001.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/002.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/003.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/004.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/005.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/006.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/007.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/008.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/009.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/010.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/011.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/012.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/013.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/014.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/015.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/016.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/017.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/018.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/019.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/020.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/021.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/022.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/023.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/024.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/025.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/026.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/027.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/028.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/029.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/030.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/031.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/032.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/033.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/034.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/035.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/036.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/037.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/038.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/039.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/040.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/041.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/042.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/043.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/044.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/045.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/046.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/047.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/048.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/049.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/050.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/051.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/052.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/053.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/054.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/055.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/056.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/057.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/058.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/059.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/060.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/061.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/062.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/063.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/064.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/065.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/066.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/067.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/068.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/069.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/070.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/071.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/072.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/073.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/074.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/075.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/076.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/077.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/078.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/079.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/080.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/081.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/082.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/083.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/084.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/085.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/086.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/087.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/088.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/089.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/090.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/091.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/092.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/093.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/094.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/095.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/096.png 
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	https://assets.pokemon.com/assets/cms2/img/pokedex/full/097.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/098.png 
	Mogua Engine V2 

	https://assets.pokemon.com/assets/cms2/img/pokedex/full/099.png 
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	https://assets.pokemon.com/assets/cms2/img/pokedex/full/100.png 
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	Mogua Engine V2 
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	https://img.pokemondb.net/sprites/items/sweet-heart.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/swift-wing.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tamato-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tanga-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tapunium-z.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/terrain-extender.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/thick-club.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/thunder-stone.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/timer-ball.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tiny-mushroom.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-dragon.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-psychic.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-poison.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-ice.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-fighting.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-fire.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-dark.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-grass.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-rock.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-electric.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-ground.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-bug.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-ghost.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-steel.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tm-fairy.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tmv-pass.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tough-candy.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tough-candy-l.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tough-candy-xl.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/toxic-orb.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/toxic-plate.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/twisted-spoon.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/tyranitarite.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/ultra-ball.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/ultranecrozium-z.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/up-grade.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/venusaurite.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/wacan-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/water-gem.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/water-memory.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/water-stone.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/waterium-z.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/watmel-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/wave-incense.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/weakness-policy.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/wepear-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/whipped-dream.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/white-apricorn.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/white-flute.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/white-herb.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/wide-lens.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/wiki-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/wise-glasses.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-accuracy.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-accuracy-2.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-accuracy-3.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-accuracy-6.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-attack.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-attack-2.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-attack-3.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-attack-6.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-defense.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-defense-2.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-defense-3.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-defense-6.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-atk.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-atk-2.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-atk-3.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-atk-6.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-def.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-def-2.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-def-3.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-sp-def-6.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-speed.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-speed-2.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-speed-3.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/x-speed-6.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/yache-berry.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/yellow-apricorn.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/yellow-flute.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/yellow-nectar.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/yellow-scarf.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/yellow-shard.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/zap-plate.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/zinc.png 
	Mogua Engine V2 

	https://img.pokemondb.net/sprites/items/zoom-lens.png 
	Mogua Engine V2 

	http://www.w3.org/XML/1998/namespace 
	lib/arm64-v8a/libflutter.so 

	http://www.w3.org/2000/xmlns/ 
	lib/arm64-v8a/libflutter.so 

	https://www.w3.org/Style/CSS/Test/Fonts/Ahem/). 
	lib/arm64-v8a/libflutter.so 

	https://github.com/flutter/flutter/issues. 
	lib/arm64-v8a/libflutter.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	ffmpeg-devel@ffmpeg.org 
	lib/x86/libijkplayer.so 

	appro@openssl.org 
	lib/arm64-v8a/libflutter.so 


4.4 手机号线索
	手机号
	所在文件

	17512775099 
	o3/a.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 
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6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.USE_BIOMETRIC
	正常
	
	允许应用使用设备支持的生物识别模式。



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	xxx.pornhub.fuck.MainActivity
	Schemes: dvkft4://, 
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