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爱书音（ 4.3.6版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	爱书音

	版本
	4.3.6

	包名
	com.tingshu.ishuyin

	域名线索
	54条

	URL线索
	61条

	APP图标
	

	分析日期
	2025年6月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	asy.apk

	文件大小
	53.2MB

	MD5值
	80cc957d35cd4917f666f325ab218ef5

	SHA1值
	19a89090809623cb720c7522fe2f9c8547aa33a7

	SHA256值
	0a02a9e0a97ce06dc91c97d6f751803859c9634a37dd0c7b62fb38986bd40531



3. APP基本信息
	类别
	内容

	App名称
	爱书音

	包名
	com.tingshu.ishuyin

	主活动Activity
	com.tingshu.ishuyin.MainActivity

	安卓版本名称
	4.3.6

	安卓版本
	4036



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	utoken.umeng.com
	IP: 223.109.148.171 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	openrcv.baidu.com
	IP: 111.206.209.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	developer.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	aspect-upush.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	task.tanx.com
	IP: 59.82.133.12 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.id3.org
	IP: 206.189.160.222 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	et.tanx.com
	IP: 203.119.238.243 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	i.pravatar.cc
	IP: 172.67.154.150 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	cnlogs.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	alogus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	www.example.com
	IP: 92.122.244.34 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	www.jsdelivr.com
	IP: 172.67.208.113 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	hmma.baidu.com
	IP: 110.242.68.195 
所属国家: China 
地区: Hebei 
城市: Baoding 

	211.151.146.65
	IP: 211.151.146.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dsp.shenshiads.com
	没有服务器地理信息. 

	c.bidtoolads.com
	IP: 39.96.185.90 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ucc.umeng.com
	IP: 203.119.169.175 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.esmadrid.com
	IP: 79.127.211.129 
所属国家: Czechia 
地区: Zlinsky kraj 
城市: Roznov pod Radhostem 

	dxp.baidu.com
	IP: 110.242.68.94 
所属国家: China 
地区: Hebei 
城市: Baoding 

	mp.weixin.qq.com
	IP: 140.207.176.25 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	track.shenshiads.com
	IP: 106.14.217.195 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	union.baidu.com
	IP: 111.206.208.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pslog.umeng.com
	IP: 59.82.29.248 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	prod.rrhn.com
	IP: 47.104.250.58 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	engine.tuifish.com
	IP: 47.110.6.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	content-api.shenshiads.com
	IP: 180.188.25.55 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	img.alicdn.com
	IP: 119.167.132.243 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	adxtool.sigmob.cn
	IP: 39.106.166.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	dc.sigmob.cn
	IP: 112.126.7.24 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.sigmob.com
	IP: 39.106.48.234 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	adservice.sigmob.cn
	IP: 101.200.125.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	datax.baidu.com
	没有服务器地理信息. 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	source.unsplash.com
	IP: 35.71.131.46 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	static01.kuaichuanad.com
	IP: 221.211.234.63 
所属国家: China 
地区: Heilongjiang 
城市: Jiamusi 

	open.weixin.qq.com
	IP: 140.207.121.14 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	resolve.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	musicbrainz.org
	IP: 142.132.240.1 
所属国家: Germany 
地区: Sachsen 
城市: Falkenstein 

	developer.android.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ulogs.umengcloud.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	videoproxy.tanx.com
	IP: 106.11.23.108 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ulogs.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	cpro.baidustatic.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	o.go2yd.com
	IP: 120.92.100.122 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opehs.tanx.com
	IP: 203.119.238.243 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	alogsus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	opensource.org
	IP: 172.67.26.198 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	https://github.com/danikula/AndroidVideoCache/issues/88. 
	com/alimm/tanx/core/view/player/cache/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/43. 
	com/alimm/tanx/core/view/player/cache/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues. 
	com/alimm/tanx/core/view/player/cache/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/134. 
	com/alimm/tanx/core/view/player/cache/videocache/Pinger.java 

	http://%s:%d/%s 
	com/alimm/tanx/core/view/player/cache/videocache/Pinger.java 

	http://%s:%d/%s 
	com/alimm/tanx/core/view/player/cache/videocache/HttpProxyCacheServer.java 

	https://img.alicdn.com/imgextra/i3/O1CN01yaPRML1GyyqsOZP7R_!!6000000000692-1-tps-1200-432.gif 
	com/alimm/tanx/core/orange/OrangeManager.java 

	https://videoproxy.tanx.com 
	com/alimm/tanx/core/request/C.java 

	http://videoproxy.tanx.com 
	com/alimm/tanx/core/request/C.java 

	https://et.tanx.com 
	com/alimm/tanx/core/request/C.java 

	https://task.tanx.com 
	com/alimm/tanx/core/request/C.java 

	http://task.tanx.com 
	com/alimm/tanx/core/request/C.java 

	https://opehs.tanx.com 
	com/alimm/tanx/core/request/C.java 

	http://opehs.tanx.com 
	com/alimm/tanx/core/request/C.java 

	http://et.tanx.com 
	com/alimm/tanx/core/request/C.java 

	https://videoproxy.tanx.com/tanx_task 
	com/alimm/tanx/core/request/C.java 

	http://videoproxy.tanx.com/tanx_task 
	com/alimm/tanx/core/request/C.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/mob-adIcon_2x.png 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	http://union.baidu.com/ 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/mob-adIcon_2x.png 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	http://union.baidu.com/ 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	http://211.151.146.65:8080/wlantest/shanghai_sun/mock_ad_server_intersitial_video.json 
	com/baidu/mobads/sdk/internal/ds.java 

	http://union.baidu.com 
	com/baidu/mobads/sdk/internal/ap.java 

	http://datax.baidu.com/xs.gif 
	com/baidu/mobstat/y.java 

	https://datax.baidu.com/xs.gif 
	com/baidu/mobstat/y.java 

	http://dxp.baidu.com/upgrade 
	com/baidu/mobstat/y.java 

	https://dxp.baidu.com/upgrade 
	com/baidu/mobstat/y.java 

	https://hmma.baidu.com/auto.gif 
	com/baidu/mobstat/Config.java 

	http://hmma.baidu.com/app.gif 
	com/baidu/mobstat/Config.java 

	https://hmma.baidu.com/app.gif 
	com/baidu/mobstat/Config.java 

	http://openrcv.baidu.com/1010/bplus.gif 
	com/baidu/mobstat/r.java 

	https://openrcv.baidu.com/1010/bplus.gif 
	com/baidu/mobstat/r.java 

	https://dc.sigmob.cn/log 
	com/czhj/sdk/common/models/Config.java 

	https://github.com/danikula/AndroidVideoCache/issues/88. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/43. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/134. 
	com/danikula/videocache/Pinger.java 

	http://%s:%d/%s 
	com/danikula/videocache/Pinger.java 

	http://%s:%d/%s 
	com/danikula/videocache/HttpProxyCacheServer.java 

	http://track.shenshiads.com/track/init 
	com/kc/openset/OSETSDK.java 

	http://track.shenshiads.com/track/user 
	com/kc/openset/OSETSDK.java 

	http://track.shenshiads.com/track/content/tt/open 
	com/kc/openset/OSETNews.java 

	http://track.shenshiads.com/track/content/tt/open 
	com/kc/openset/news/NewsFragment.java 

	http://content-api.shenshiads.com/content/toutiao 
	com/kc/openset/news/NewsTypeFragment.java 

	http://dsp.shenshiads.com/event/show 
	com/kc/openset/sdk/dsp/banner/ODBannerView.java 

	http://dsp.shenshiads.com/event/show 
	com/kc/openset/sdk/dsp/dialog/a.java 

	http://dsp.shenshiads.com/event/show 
	com/kc/openset/sdk/dsp/information/ODInformation.java 

	http://static01.kuaichuanad.com/upload/20220221/1bd77fc5f982095ac4d96bb53f34f362.mp4 
	com/kc/openset/sdk/mat/a.java 

	https://engine.tuifish.com/index/activity?appKey=36cYig9mbhQdFcbYJQgdaKACmVnL\\u0026adslotId=376287\\u0026uk_a1=__IMEI__\\u0026uk_a2=__IMEI2__\\u0026uk_a3=__MUID__\\u0026uk_b1=__IDFA__\\u0026uk_b2=__IDFA2__\\u0026uk_c1=__OAID__\\u0026uk_c2=__OAID2__ 
	com/kc/openset/sdk/mat/a.java 

	http://track.shenshiads.com/track/content/ks/open 
	com/kc/openset/vc/base/ODHomeBaseFragment.java 

	http://o.go2yd.com/open-api/op1194/recommend_channel?appid= 
	com/kc/openset/ydnews/YDNewsTypeFragment.java 

	http://prod.rrhn.com/ 
	com/kc/openset/activity/OSETIntegralWallWebViewActivity.java 

	http://content-api.shenshiads.com/weather 
	com/kc/openset/activity/OSETWeatherDetailsActivity.java 

	https://developer.android.com/reference/javax/net/ssl/SSLSocket 
	com/lazyarts/vikram/cached_video_player/CachedVideoPlayerPlugin.java 

	http://www.example.com 
	com/pichillilorenzo/flutter_inappwebview/chrome_custom_tabs/CustomTabsHelper.java 

	https://adservice.sigmob.cn/s/config 
	com/sigmob/sdk/base/k.java 

	https://adservice.sigmob.cn/s/config? 
	com/sigmob/sdk/base/l.java 

	https://adservice.sigmob.cn/extconfig? 
	com/sigmob/sdk/base/l.java 

	https://adservice.sigmob.cn/ad/v4 
	com/sigmob/sdk/base/l.java 

	https://c.bidtoolads.com/s/config 
	com/sigmob/sdk/base/l.java 

	https://adxtool.sigmob.cn/debug/feedback 
	com/sigmob/sdk/base/l.java 

	https://adservice.sigmob.cn/hb/v2/ad 
	com/sigmob/sdk/base/l.java 

	https://dc.sigmob.cn/log 
	com/sigmob/sdk/base/l.java 

	http://127.0.0.1 
	com/sigmob/sdk/mraid/o.java 

	https://m.sigmob.com 
	com/sigmob/sdk/mraid/b.java 

	http://%s:%d/%s 
	com/sigmob/sdk/videocache/n.java 

	http://%s:%d/%s 
	com/sigmob/sdk/videocache/h.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://astat.bugly.qcloud.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/c.java 

	https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/c.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://mp.weixin.qq.com/publicpoc/opensdkconf?action=GetShareConf&appid=%s&sdkVersion=%s&buffer=%s 
	com/tencent/mm/opensdk/openapi/WXAPiSecurityHelper.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/l.java 

	https://aspect-upush.umeng.com/occa/v1/event/report 
	com/umeng/analytics/pro/aq.java 

	https://cnlogs.umeng.com/ext_event 
	com/umeng/analytics/pro/aq.java 

	https://resolve.umeng.com/resolve 
	com/umeng/analytics/pro/bt.java 

	https://ucc.umeng.com/v2/inn/fetch 
	com/umeng/analytics/pro/ar.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://developer.umeng.com/docs/119267/detail/118637 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://utoken.umeng.com 
	com/umeng/umzid/ZIDManager.java 

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/PlatformPlugin.java 

	https://developer.android.com/reference/javax/net/ssl/SSLSocket 
	io/flutter/plugins/videoplayer/VideoPlayerPlugin.java 

	http://www.id3.org/dummy/ufid.html 
	org/jaudiotagger/tag/id3/framebody/FrameBodyUFID.java 

	http://musicbrainz.org 
	org/jaudiotagger/tag/id3/framebody/FrameBodyUFID.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	https://img.alicdn.com/imgextra/i3/O1CN01yaPRML1GyyqsOZP7R_!!6000000000692-1-tps-1200-432.gif 
	摸瓜V2引擎 

	https://github.com/Tencent/vConsole) 
	摸瓜V2引擎 

	http://opensource.org/licenses/MIT 
	摸瓜V2引擎 

	https://github.com/Tencent/vConsole 
	摸瓜V2引擎 

	https://github.com/Tencent/vConsole.git 
	摸瓜V2引擎 

	https://i.pravatar.cc/300?u=e52552f4-835d-4dbe-ba77-b076e659774d 
	摸瓜V2引擎 

	https://source.unsplash.com/WBGjg0DsO_g/1920x1280 
	摸瓜V2引擎 

	https://www.esmadrid.com/sites/default/files/documentos/madrid_imprescindible_2016_ing_web_0.pdf 
	摸瓜V2引擎 

	https://www.jsdelivr.com/using-sri-with-dynamic-files 
	摸瓜V2引擎 

	https://github.com/apvarun/toastify-js 
	摸瓜V2引擎 

	https://github.com/richtr/NoSleep.js/issues/15 
	摸瓜V2引擎 

	https://developer.mozilla.org/en-US/docs/Web/API/WakeLockSentinel/released) 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	danikula@gmail.com 
	com/alimm/tanx/core/view/player/cache/videocache/HttpUrlSource.java 

	danikula@gmail.com 
	com/danikula/videocache/HttpUrlSource.java 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=ZH, L=china, OU=ishuyin, CN=ishuyin 签名算法: rsassa_pkcs1v15 有效期自: 2018-12-20 15:54:58+00:00 有效期至: 2117-11-26 15:54:58+00:00 发行人: C=ZH, L=china, OU=ishuyin, CN=ishuyin 序列号: 0x3a2afd0d 哈希算法: sha256 md5值: 3b03363d9051317874aa6edc9d9740b0 sha1值: 2d531cfeff6f99e3d1191a9d73696761de090c9e sha256值: 40fe2fda05c5439df96f9bedcd20dd59f89b149d43400125fd91e4d33a84f410 sha512值: 73c7b08deff6980e9c50d40c42915df75320008dbda9c5515d5223b8da169506cf6ead359e56e41862ff6682f69b2c688662a864d4b0795d549f3448b9cf2fd8 公钥算法: rsa 密钥长度: 2048 指纹: dc64a98e4b1d9062528e66abed83788147f7def2c05dd00d7bf3164f5de41c04

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.START_FOREGROUND_SERVICES_FROM_BACKGROUND
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.START_ACTIVITIES_FROM_BACKGROUND
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	com.tingshu.ishuyin.permission.JOPERATE_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.tingshu.ishuyin.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.tingshu.ishuyin.permission.JPUSH_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.android.launcher.permission.CHANGE_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tingshu.ishuyin.MainActivity
	Schemes: asy://, 
Hosts: app, 
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