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抖音短视频（ 9.9.2002版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	抖音短视频

	版本
	9.9.2002

	包名
	com.ss.android.ugc.aweme

	域名线索
	181条

	URL线索
	261条

	APP图标
	

	分析日期
	2025年6月18日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	【公众号：软件室】抖音9.9TV版(1).apk

	文件大小
	31.0MB

	MD5值
	7ed9bfa4bba14d6c583f48bf4870a394

	SHA1值
	ba2f0ff2961aa0a9689a90f48d0e049dd4bf19c3

	SHA256值
	dc7f1651bb2924ed3c1dab9a338b57fa5fda40ba6c88e58d9c5e61376eb6c191



3. APP基本信息
	类别
	内容

	App名称
	抖音短视频

	包名
	com.ss.android.ugc.aweme

	主活动Activity
	com.ss.android.ugc.aweme.carplay.main.CarPlayMainActivity

	安卓版本名称
	9.9.2002

	安卓版本
	9902002



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	aweme-swan-hl.snssdk.com.queniurc.com
	IP: 111.202.5.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lh3.googleusercontent.com
	IP: 142.250.217.97 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	webcast.amemv.com.bytedns1.com
	IP: 125.39.135.110 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	lf3-webcastcdn-tos.huoshanstatic.com
	IP: 218.11.15.210 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	aweme-swan.snssdk.com
	IP: 222.138.194.13 
所属国家: China 
地区: Henan 
城市: Luoyang 

	aweme-hl.snssdk.com
	IP: 61.182.131.160 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	aweme-eagle.snssdk.com
	IP: 116.196.134.220 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	aweme-hl.snssdk.com.bytedns1.com
	IP: 42.56.93.210 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	nativeapp.toutiao.com
	IP: 101.72.221.224 
所属国家: China 
地区: Hebei 
城市: Langfang 

	dm.toutiao.com.bytedns1.com
	IP: 111.202.5.198 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf-webcast-sourcecdn-tos.bytegecko.com
	IP: 61.182.141.147 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	s.toutiao.com
	IP: 60.222.11.199 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	security.snssdk.com.w.kunluncan.com
	IP: 111.202.5.198 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf1-webcastcdn-tos.huoshanstatic.com
	IP: 61.182.142.22 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	link.wtturl.cn
	IP: 106.74.132.29 
所属国家: China 
地区: Shandong 
城市: Jinan 

	www.chengzijianzhan.com
	IP: 116.136.186.204 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	media.tenor.com
	IP: 108.160.167.30 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.douyin.com.queniuyk.com
	IP: 218.11.15.113 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	mssdk.bytedance.com
	IP: 60.222.11.199 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mon.snssdk.com.xi.zwtianshangm.com
	IP: 106.74.132.30 
所属国家: China 
地区: Shandong 
城市: Jinan 

	sf1-ttcdn-tos.pstatp.com
	IP: 218.11.15.214 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	api-eagle.amemv.com
	IP: 121.30.176.177 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	tnc3-aliec2.snssdk.com.queniurc.com
	IP: 106.74.132.32 
所属国家: China 
地区: Shandong 
城市: Jinan 

	rtcpc-access-sg.tiktokv.com
	IP: 154.85.102.32 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	aweme.snssdk.com.xi.zwtianshangm.com
	IP: 60.222.11.204 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	api.amemv.com.queniukw.com
	IP: 42.56.93.210 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	lf9-webcastcdn-tos.toutiaostatic.com
	IP: 111.49.87.135 
所属国家: China 
地区: Ningxia Huizu 
城市: Yinchuan 

	dualstack.apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hotsoon.snssdk.com
	IP: 125.39.135.110 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	tnc3-bjlgy.snssdk.com.queniukw.com
	IP: 106.74.132.31 
所属国家: China 
地区: Shandong 
城市: Jinan 

	is.snssdk.com.queniukw.com
	IP: 125.39.135.111 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ib.snssdk.com
	IP: 111.202.5.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-eagle.amemv.com.bytedns1.com
	IP: 121.30.176.177 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mssdk.bytedance.com.w.cdngslb.com
	IP: 60.222.11.201 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mon.snssdk.com
	IP: 119.167.232.195 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	iu.snssdk.com.w.kunluncan.com
	IP: 219.154.251.56 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	thanos-api-boe.bytedance.net
	IP: 10.225.4.248 
所属国家: - 
地区: - 
城市: - 

	tnc3-aliec2.zijieapi.com
	IP: 125.39.135.218 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	lf.snssdk.com.bytedns1.com
	IP: 125.39.135.106 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ffh.jinritemai.com
	IP: 116.196.143.218 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	tnc3-aliec2.zijieapi.com.queniukw.com
	IP: 125.39.135.217 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	dpprofile.snssdk.com
	IP: 42.56.93.207 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	applog.snssdk.com
	IP: 106.74.132.33 
所属国家: China 
地区: Shandong 
城市: Jinan 

	cloudapi.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	rtc-sg.tiktokv.com
	IP: 192.133.77.145 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	streamingtool.douyin.com
	IP: 219.154.251.58 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	cgicol.amap.com
	IP: 110.253.189.211 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	lf9-webcastcdn-tos.douyinstatic.com
	IP: 180.97.252.66 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	webcast.huoshan.com
	IP: 60.222.11.203 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	www.google.com.hk
	IP: 157.240.17.35 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	l7-online-self-max.s.dsa.cdnbuild.net
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	s3.bytecdn.cn
	IP: 218.11.15.215 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	aweme.snssdk.com.bytedns1.com
	IP: 61.182.131.173 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	dm.bytedance.com
	IP: 219.154.251.60 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	i.isnssdk.com
	IP: 71.18.133.128 
所属国家: United States of America 
地区: California 
城市: Palo Alto 

	webcast.ixigua.com
	IP: 219.154.251.58 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	dns.google.com
	IP: 8.8.4.4 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	lf1-webcastcdn-tos.toutiaostatic.com
	IP: 123.126.74.240 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tnc3-alisc1.snssdk.com.queniusz.com
	IP: 123.6.21.191 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	www.douyin.com
	IP: 61.182.131.190 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	tnc3-aliec2.snssdk.com.w.cdngslb.com
	IP: 219.154.251.56 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	tnc3-bjlgy.snssdk.com
	IP: 60.222.11.204 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	security.snssdk.com.queniukw.com
	IP: 111.202.5.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aweme-swan.snssdk.com.w.kunluncan.com
	IP: 60.222.11.141 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	tosv.byted.org
	没有服务器地理信息. 

	api.amemv.com.bytedns1.com
	IP: 116.196.143.218 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	sf6-ttcdn-tos.pstatp.com
	IP: 103.251.162.46 
所属国家: China 
地区: Qinghai 
城市: Xining 

	i.snssdk.com
	IP: 111.202.5.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	delete.com
	IP: 76.223.67.189 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	tnc3-alisc1.snssdk.com.w.cdngslb.com
	IP: 61.182.131.173 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	bytedance.com
	IP: 122.14.229.7 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.douyin.com.w.kunluncan.com
	IP: 218.11.15.114 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	api-eagle.amemv.com.gtm.byte008.com
	IP: 121.30.176.176 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	api.amemv.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	adiu.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	lbs.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	mon.toutiaocloud.com
	IP: 60.222.11.199 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	lf.snssdk.com.queniuum.com
	IP: 125.39.135.106 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	dig.bdurl.net
	IP: 101.36.166.17 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.snssdk.com.w.kunlunhuf.com
	IP: 116.136.186.208 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	coverage-data-center.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	mon.toutiaocloud.net
	IP: 106.74.132.29 
所属国家: China 
地区: Shandong 
城市: Jinan 

	api.amemv.com.xi.zwtianshangm.com
	IP: 118.212.142.81 
所属国家: China 
地区: Jiangxi 
城市: Nanchang 

	bugs.llvm.org
	IP: 54.67.122.174 
所属国家: United States of America 
地区: California 
城市: San Jose 

	dm.bytedance.com.queniusz.com
	IP: 60.222.11.199 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	tnc3-bjlgy.snssdk.com.w.cdngslb.com
	IP: 219.154.251.57 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	rtc-access-sg.tiktokv.com
	IP: 208.101.60.87 
所属国家: United States of America 
地区: California 
城市: San Jose 

	aweme-swan-hl.snssdk.com.w.kunluncan.com
	IP: 111.202.5.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.snssdk.com.bytedns1.com
	IP: 42.56.93.207 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	effect.snssdk.com
	IP: 61.182.131.161 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	p3-webcast.douyinpic.com
	IP: 218.11.15.215 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	dm.toutiao.com.queniuyk.com
	IP: 111.202.5.200 
所属国家: China 
地区: Beijing 
城市: Beijing 

	is.snssdk.com.xi.zwtianshangm.com
	IP: 125.39.135.110 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	rtc-logger-va.tiktokv.com
	IP: 75.126.135.131 
所属国家: United States of America 
地区: California 
城市: San Jose 

	lf1-webcastcdn-tos.douyinstatic.com
	IP: 175.19.127.126 
所属国家: China 
地区: Jilin 
城市: Changchun 

	dm.toutiao.com.w.cdngslb.com
	IP: 111.202.5.198 
所属国家: China 
地区: Beijing 
城市: Beijing 

	security.snssdk.com.bytedns1.com
	IP: 111.202.5.201 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apiinit.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tnc3-aliec2.snssdk.com
	IP: 106.74.132.30 
所属国家: China 
地区: Shandong 
城市: Jinan 

	board.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	p1-webcast.douyinpic.com
	IP: 106.74.11.153 
所属国家: China 
地区: Shandong 
城市: Jinan 

	ichannel.snssdk.com.bytedns1.com
	IP: 111.202.5.201 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wb.amap.com
	IP: 110.253.188.148 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	connectivitycheck.gstatic.com
	IP: 203.208.50.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yuntuapi.amap.com
	没有服务器地理信息. 

	mon.toutiao.com
	IP: 60.222.11.203 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	e25684.api1.akamaiedge.net
	IP: 23.210.26.173 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	aweme.snssdk.com
	IP: 61.182.131.173 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	schemas.android.com
	没有服务器地理信息. 

	p9.douyinpic.com
	IP: 116.196.139.8 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	ichannel.snssdk.com
	IP: 111.202.5.197 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tnc3-alisc1.snssdk.com
	IP: 60.222.11.199 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	log.snssdk.com.queniuyk.com
	IP: 106.74.132.32 
所属国家: China 
地区: Shandong 
城市: Jinan 

	aweme-swan-hl.snssdk.com.bytedns1.com
	IP: 111.202.5.197 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.bytedance.com
	IP: 219.154.251.56 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	mssdk.bytedance.com.bytedns1.com
	IP: 42.56.93.210 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	sub1.bgp.netarch-aliec2-edge-lb.l.bytedns.net
	IP: 106.14.23.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	dashif.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	aweme-swan-hl.snssdk.com
	IP: 111.202.5.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dm.bytedance.com.w.cdngslb.com
	IP: 123.6.21.190 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	is.snssdk.com.bytedns1.com
	IP: 125.39.135.111 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	lf.snssdk.com.xi.zwtianshangm.com
	IP: 125.39.135.111 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	p3.douyinpic.com
	IP: 116.136.165.118 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	thanos.zijieapi.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	rtlog.snssdk.com
	IP: 123.6.21.190 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	webcast.amemv.com
	IP: 125.39.135.106 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	lf3-cdn-tos.draftstatic.com
	IP: 222.138.194.18 
所属国家: China 
地区: Henan 
城市: Luoyang 

	aweme-hl.snssdk.com.xi.zwtianshangm.com
	IP: 42.56.93.210 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	aweme-swan.snssdk.com.queniuuf.com
	IP: 60.221.194.232 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	webcast-i.amemv.com
	IP: 219.154.251.60 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	log.snssdk.com
	IP: 106.74.132.30 
所属国家: China 
地区: Shandong 
城市: Jinan 

	monsetting.toutiao.com
	IP: 116.196.143.219 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	fex.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	www.gstatic.com
	IP: 203.208.43.66 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p6.douyinpic.com
	IP: 125.39.194.60 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	openmp.llvm.org
	IP: 54.67.122.174 
所属国家: United States of America 
地区: California 
城市: San Jose 

	p1-webcast-dycdn.byteimg.com
	IP: 106.74.11.128 
所属国家: China 
地区: Shandong 
城市: Jinan 

	security.snssdk.com
	IP: 111.202.5.201 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dm.bytedance.com.bytedns1.com
	IP: 106.74.132.29 
所属国家: China 
地区: Shandong 
城市: Jinan 

	dm.toutiao.com
	IP: 111.202.5.199 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sub2.bgp.netarch-aliec2-edge-lb.l.bytedns.net
	IP: 8.133.123.141 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.cac.gov.cn
	IP: 112.84.222.28 
所属国家: China 
地区: Jiangsu 
城市: Huai'an 

	dualstack-restsdk.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	encrypted-tbn0.gstatic.com
	IP: 142.251.33.78 
所属国家: Canada 
地区: Ontario 
城市: Toronto 

	www.douyin.com.bytedns1.com
	IP: 61.182.131.231 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	lf.snssdk.com
	IP: 125.39.135.106 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	aweme-eagle.snssdk.com.xi.zwtianshangm.com
	IP: 112.132.36.195 
所属国家: China 
地区: Anhui 
城市: Wuhu 

	rtapplog.snssdk.com
	IP: 116.196.143.217 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	m5.amap.com
	IP: 106.11.43.74 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tv.ixigua.com
	IP: 116.196.143.222 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	mssdk.bytedance.com.queniukw.com
	IP: 116.196.143.221 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	webcast.amemv.com.edgekey.net
	IP: 23.210.26.173 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	lf3-webcastcdn-tos.douyinstatic.com
	IP: 218.11.15.212 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	dig-ec.bdurl.net
	IP: 47.106.88.76 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	mon.snssdk.com.bytedns1.com
	IP: 111.161.204.189 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	tnc3-aliec2.zijieapi.com.w.kunluncan.com
	IP: 125.39.135.218 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	aweme-eagle.snssdk.com.bytedns1.com
	IP: 116.196.134.220 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	bytedance.feishu.cn
	IP: 106.74.132.33 
所属国家: China 
地区: Shandong 
城市: Jinan 

	aweme.snssdk.com.queniukw.com
	IP: 123.6.22.124 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	iu.snssdk.com
	IP: 123.6.21.190 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	iu.snssdk.com.queniurc.com
	IP: 116.196.143.220 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	jsb.snssdk.com
	IP: 116.136.186.207 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	data.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	c.tenor.com
	IP: 202.160.128.14 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	bgp.netarch-aliec2-edge-lb.l.bytedns.net
	IP: 8.133.123.138 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ichannel.snssdk.com.c.dsa.cdnbuild.net
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	restsdk.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	aweme-hl.snssdk.com.queniuiq.com
	IP: 116.196.135.207 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	iu.snssdk.com.bytedns1.com
	IP: 116.196.136.75 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	lh3-dz.googleusercontent.com
	IP: 142.250.217.97 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	aweme-eagle.snssdk.com.queniukw.com
	IP: 116.196.143.221 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	direct.aweme-core-lb-v3.lf.bytelb.net
	IP: 221.194.131.108 
所属国家: China 
地区: Beijing 
城市: Beijing 

	exoplayer.dev
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	p3-webcast-dycdn.byteimg.com
	IP: 218.11.15.215 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	lianmengapi.snssdk.com
	IP: 123.6.21.185 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	is.snssdk.com
	IP: 111.161.204.210 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mon.snssdk.com.queniurc.com
	IP: 42.56.93.209 
所属国家: China 
地区: Liaoning 
城市: Shenyang 


4.2 URL线索
	URL信息
	Url所在文件

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/chat_room_invite_anim_v2.webp 
	com/bytedance/android/live/liveinteract/videotalk/ui/VideoCameraRoomWindowManagerV2.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/pk_task/banner/index.html 
	com/bytedance/android/live/liveinteract/chatroom/chatroom/LinkPkTaskWidget.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/pk_mvp_rank/index.html 
	com/bytedance/android/live/liveinteract/chatroom/chatroom/LinkPKMvpWidget.java 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/pk_task_intro/index.html?show_task=true 
	com/bytedance/android/live/liveinteract/chatroom/chatroom/LinkPKWidget.java 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/pk_task_intro/index.html 
	com/bytedance/android/live/liveinteract/chatroom/chatroom/LinkPKWidget.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/audio_preview_effect.webp 
	com/bytedance/android/live/liveinteract/chatroom/chatroom/interact/PkPreviewWindow.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_list_random_emoji_twice.webp 
	com/bytedance/android/live/liveinteract/chatroom/chatroom/interact/PkRandomView.java 

	https://i.snssdk.com/api/suggest_words/ 
	com/bytedance/android/live/liveinteract/plantform/api/LinkApi.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ktv_seat_talk_effect.webp 
	com/bytedance/android/live/liveinteract/voicechat/shortvideo/ShortVideoLinkerListView.java 

	http://schemas.android.com/apk/res/android 
	com/bytedance/android/live/core/widget/LiveTextView.java 

	http://schemas.android.com/apk/res/android 
	com/bytedance/android/live/core/widget/LiveEditText.java 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/guard_list/index.html?room_id=%s&anchor_id=%s&user_id=%s&source=%s&is_first_consume=%s 
	com/bytedance/android/live/room/discovery/guard/GuardWidget.java 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/guard/index.html?room_id=%s&anchor_id=%s&user_id=%s&source=%s&is_first_consume=%s 
	com/bytedance/android/live/room/discovery/guard/GuardWidget.java 

	https://webcast.amemv.com 
	com/bytedance/android/live/feed/follow/LiveSkyLightApi.java 

	http://lf3-webcastcdn-tos.huoshanstatic.com/obj/live-android/ttlive_video_talk_all_hotsoon_bg.png 
	com/bytedance/android/livesdk/chatroom/LivePlayFragment.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/hdr_guide_4.webp 
	com/bytedance/android/livesdk/chatroom/vs/hdr/VSVideoHDRWidget.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/hdr_success_4.webp 
	com/bytedance/android/livesdk/chatroom/vs/hdr/VSVideoHDRWidget.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/animate_roomcat_gift.webp 
	com/bytedance/android/livesdk/chatroom/ui/RoomcatWidget.java 

	https://hotsoon.snssdk.com/hotsoon/in_app/common_live/game_guess/?room_id=%s&anchor_id=%s&user_id=%s 
	com/bytedance/android/livesdk/chatroom/viewmodule/GameQuizWidget.java 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/fans_intro/index.html?show_rule=true 
	com/bytedance/android/livesdk/chatroom/viewmodule/RoomPushWidget.java 

	https://aweme.snssdk.com/data/life/live/card/using/ 
	com/bytedance/android/livesdk/chatroom/viewmodule/toolbar_behavior/GetUsingCardApi.java 

	https://cloudapi.bytedance.net/faas/services/tt9128t2acv5z2sx85/invoke/sendMsgToPeople 
	com/bytedance/android/livesdk/chatroom/debug/DebugTestInfoWidget.java 

	https://lianmengapi.snssdk.com/live/promotions/ 
	com/bytedance/android/livesdk/chatroom/commerce/ECLiteEntranceApi.java 

	https://p3-webcast.douyinpic.com/img/webcast/audio_bg_default_normal_avatar.webp 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://s3.bytecdn.cn/ies/venus/webcast_activity/douyin/task_gift/main/index.html?web_bg_color=%2300FFFFFF 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/fansclub_2020/fansclub_lightup_page/index.html?height=5000&web_bg_color=%2300000000 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/chiji_pk/banner/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/fansclub_2020/fansclub_user/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/fansclub_2020/fansclub_user/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/fansclub_2020/fansclub_anchor/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/fansclub_2020/fansclub_anchor/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/comment_report/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/report_live/main/index.html 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://aweme.snssdk.com/insights/lite/add-component?hide_nav_bar=1&replace_url=1 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/icon_call_link_douyin_v3.webp 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf1-webcastcdn-tos.toutiaostatic.com/obj/live-android/ttlive_pk_top_bg_denoise2.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_pk_top_bg_denoise2.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_pk_bottom_bg.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf1-webcastcdn-tos.toutiaostatic.com/obj/live-android/ttlive_pk_bottom_bg_denoise2.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_pk_bottom_bg_denoise2.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_pk_top_bg.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_equal_room_top_bg.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_equal_room_bottom_bg.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/roomnoticeguidance_1.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	http://p1-webcast.douyinpic.com/obj/live-android/ttlive_media_intro_help_example.png 
	com/bytedance/android/livesdk/config/LiveSettingKeys.java 

	http://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_description_cover_new.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_start_new2.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round1_new2.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round2_new2.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round3_new3.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round_win2.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round_tie2.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round_lose2.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_win_score_zero.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_win_score_one.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_win_score_two.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_tie_score_zero.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_tie_score_one.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_tie_score_two.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_lose_score_zero.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_lose_score_one.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_lose_score_two.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/closure_live/index.html?path=live_take_banpopup 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/obs_intro/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/live_notice/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/fansclub_popup/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/fansclub_2020/fansclub_popup/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://s3.bytecdn.cn/ies/live/webcast_lynx_huoshan/h5/pages/fansclub_vs/popup/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://s3.bytecdn.cn/ies/live/webcast_lynx_douyin/h5/pages/fansclub_vs/popup/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/red_packet/index.html?web_bg_color=%23ff16171c&appType=toutiao&radius=8&background_color=16171c&height=470&type=popup&gravity=bottom 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/popularity_card/popularity_card_effective/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/popularity_card/popularity_card_effective/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/fansclub_anchor/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/fansclub_audience_home/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/fansclub_audience_rank/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://p3.douyinpic.com/aweme-client-static-resource/ranklist_fans_club_di.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://p3.douyinpic.com/aweme-client-static-resource/ranklist_fans_club_guang.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/fansclub_notice/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://p1-webcast-dycdn.byteimg.com/obj/webcast/f7ef69280b67297c5469bd2bd92bf543.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/pk_mvp_rank/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.huoshan.com/falcon/webcast_huoshan/page/game_rules_draw/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/K_icon_huoshan.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/certification/index.html?enter_from=recharge&hide_nav_bar=1&__live_platform__=webcast 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/certification/index.html?hide_nav_bar=1&__live_platform__=webcast 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://streamingtool.douyin.com/api/invoke/download 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://ffh.jinritemai.com/falcon/e_commerce/webcast/flash_purchase_categories_select?is_half_screen=1&is_commerce_url=1&height=480&type=popup&gravity=bottom&web_bg_color=%23ffffff&show_from=right 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/hdr_guide_4.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/hdr_success_4.webp 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://s3.bytecdn.cn/ies/webcast-activity/views/common/proxyPage/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/oppo_permission_guide_douyin.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://webcast.amemv.com/falcon/webcast_douyin/page/account_live_report/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://s3.bytecdn.cn/ies/live/webcast_native_lynx_douyin/pages/pk_eastereggs/template.js 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/webcast/mono/lynx/webcast_native_lynx_huoshan/pages/pk/topbanner/template.js 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/webcast/mono/lynx/webcast_native_lynx_douyin/pages/pk/topbanner/template.js 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	http://sf1-ttcdn-tos.pstatp.com/obj/live-android/ttlive_friend_ktv_bg.png 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://aweme.snssdk.com/falcon/poi_live/anchorman/poi_anchorman/add-component/index.html 
	com/bytedance/android/livesdk/config/LiveConfigSettingKeys.java 

	https://cloudapi.bytedance.net/faas/services/tt9128t2acv5z2sx85/invoke/alertPropOffLine/ 
	com/bytedance/android/livesdk/gift/platform/core/api/GiftRetrofitApi.java 

	http://www.cac.gov.cn/2017-08/25/c_1121541842.htm 
	com/bytedance/android/livesdk/interactivity/comment/CommentWidget.java 

	https://board.bytedance.net/api/json/message/ 
	com/bytedance/android/livesdk/interactivity/seek/SeekMessageClient.java 

	https://lianmengapi.snssdk.com/live/coupon/getcurrent/ 
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	http://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_new_gift_guide_bg_landscape.png 
	摸瓜V3引擎 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/webcast/mono/lynx/webcast_native 
	摸瓜V3引擎 

	connectivitycheck.gstatic.com 
	摸瓜V3引擎 

	https://webcast.amemv.com/falcon/webcast_douyin/page/live_notice/index.html 
	摸瓜V3引擎 

	https://aweme.snssdk.com/aweme/in_app/agreement/ 
	摸瓜V3引擎 

	e25684.api1.akamaiedge.net 
	摸瓜V3引擎 

	aweme.snssdk.com 
	摸瓜V3引擎 

	https://aweme.snssdk.com/aweme/v1/user/ 
	摸瓜V3引擎 

	ichannel.snssdk.com 
	摸瓜V3引擎 

	https://aweme.snssdk.com/luckycat/aweme/v1/ 
	摸瓜V3引擎 

	tnc3-alisc1.snssdk.com 
	摸瓜V3引擎 

	log.snssdk.com.queniuyk.com 
	摸瓜V3引擎 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/audio_bg_3_animated_1.webp 
	摸瓜V3引擎 

	aweme-swan-hl.snssdk.com.bytedns1.com 
	摸瓜V3引擎 

	mssdk.bytedance.com.bytedns1.com 
	摸瓜V3引擎 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_round_tie2.webp 
	摸瓜V3引擎 

	sub1.bgp.netarch-aliec2-edge-lb.l.bytedns.net 
	摸瓜V3引擎 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/city_map_bg.png 
	摸瓜V3引擎 

	aweme-swan-hl.snssdk.com 
	摸瓜V3引擎 

	dm.bytedance.com.w.cdngslb.com 
	摸瓜V3引擎 

	is.snssdk.com.bytedns1.com 
	摸瓜V3引擎 

	https://webcast.amemv.com/falcon/webcast_douyin/page/popularity_card/popularity_card_effective/index 
	摸瓜V3引擎 

	lf.snssdk.com.xi.zwtianshangm.com 
	摸瓜V3引擎 

	https://i.snssdk.com 
	摸瓜V3引擎 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_win_score_zero.p 
	摸瓜V3引擎 

	webcast.amemv.com 
	摸瓜V3引擎 

	https://hotsoon.snssdk.com/falcon/live_inroom/page/closure_live/index.html?path=live_take_banpopup 
	摸瓜V3引擎 

	https://security.snssdk.com/api/plugin/config/v3/ 
	摸瓜V3引擎 

	https://aweme.snssdk.com/magic/page/ejs/5ca204b709a5900217b1f018?appType=douyin 
	摸瓜V3引擎 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	摸瓜V3引擎 

	aweme-hl.snssdk.com.xi.zwtianshangm.com 
	摸瓜V3引擎 

	https://board.bytedance.net/api/json/message/ 
	摸瓜V3引擎 

	aweme-swan.snssdk.com.queniuuf.com 
	摸瓜V3引擎 

	https://aweme.snssdk.com/aweme/v1/user/following/list/ 
	摸瓜V3引擎 

	https://log.snssdk.com/monitor/collect/c/exception 
	摸瓜V3引擎 

	log.snssdk.com 
	摸瓜V3引擎 

	www.gstatic.com 
	摸瓜V3引擎 

	https://aweme.snssdk.com/2/user/info/ 
	摸瓜V3引擎 

	dm.bytedance.com.bytedns1.com 
	摸瓜V3引擎 

	security.snssdk.com 
	摸瓜V3引擎 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_ktv_sing_mode_item_audio_bg.png 
	摸瓜V3引擎 

	dm.toutiao.com 
	摸瓜V3引擎 

	sub2.bgp.netarch-aliec2-edge-lb.l.bytedns.net 
	摸瓜V3引擎 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/hdr_success_4.webp 
	摸瓜V3引擎 

	encrypted-tbn0.gstatic.com 
	摸瓜V3引擎 

	www.douyin.com.bytedns1.com 
	摸瓜V3引擎 

	lf.snssdk.com 
	摸瓜V3引擎 

	aweme-eagle.snssdk.com.xi.zwtianshangm.com 
	摸瓜V3引擎 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_tie_score_zero.p 
	摸瓜V3引擎 

	https://lf3-webcastcdn-tos.douyinstatic.com/obj/live-android/ttlive_ktv_sing_mode_item_video_bg.png 
	摸瓜V3引擎 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-foundation-service/ttlive_dynamic_header_light_ 
	摸瓜V3引擎 

	http://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/pk_operational_play_bo3_win_score_two.pn 
	摸瓜V3引擎 

	mssdk.bytedance.com.queniukw.com 
	摸瓜V3引擎 

	webcast.amemv.com.edgekey.net 
	摸瓜V3引擎 

	https://webcast.amemv.com/falcon/webcast_douyin/page/fansclub_2020/fansclub_anchor/index.html 
	摸瓜V3引擎 

	https://aweme.snssdk.com/aweme/v1/commit/item/digg/ 
	摸瓜V3引擎 

	dig-ec.bdurl.net 
	摸瓜V3引擎 

	mon.snssdk.com.bytedns1.com 
	摸瓜V3引擎 

	tnc3-aliec2.zijieapi.com.w.kunluncan.com 
	摸瓜V3引擎 

	aweme-eagle.snssdk.com.bytedns1.com 
	摸瓜V3引擎 

	aweme.snssdk.com.queniukw.com 
	摸瓜V3引擎 

	c.tenor.com 
	摸瓜V3引擎 

	iu.snssdk.com 
	摸瓜V3引擎 

	iu.snssdk.com.queniurc.com 
	摸瓜V3引擎 

	bgp.netarch-aliec2-edge-lb.l.bytedns.net 
	摸瓜V3引擎 

	https://s3.bytecdn.cn/ies/venus/webcast_activity/douyin/task_gift/main/index.html?web_bg_color=%2300 
	摸瓜V3引擎 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-foundation-service/ttlive_dynamic_header.png 
	摸瓜V3引擎 

	ichannel.snssdk.com.c.dsa.cdnbuild.net 
	摸瓜V3引擎 

	https://mon.toutiao.com/monitor/collect/batch/ 
	摸瓜V3引擎 

	https://webcast.ixigua.com/falcon/webcast_xigua/page/fansclub_audience_rank/index.html 
	摸瓜V3引擎 

	aweme-hl.snssdk.com.queniuiq.com 
	摸瓜V3引擎 

	iu.snssdk.com.bytedns1.com 
	摸瓜V3引擎 

	lh3-dz.googleusercontent.com 
	摸瓜V3引擎 

	aweme-eagle.snssdk.com.queniukw.com 
	摸瓜V3引擎 

	https://aweme.snssdk.com/falcon/poi_live/anchorman/poi_anchorman/add-component/index.html 
	摸瓜V3引擎 

	https://lf1-webcastcdn-tos.douyinstatic.com/obj/live-android/audio_bg_3_static.png 
	摸瓜V3引擎 

	direct.aweme-core-lb-v3.lf.bytelb.net 
	摸瓜V3引擎 

	tnc3-aliec2.snssdk.com.queniurc.com 
	摸瓜V3引擎 

	mon.snssdk.com.queniurc.com 
	摸瓜V3引擎 

	https://bytedance.feishu.cn/docx/doxcndIt3CMCHkqQPnhqYsEeiib 
	lib/armeabi-v7a/libhprof-analyzer.so 

	https://bugs.llvm.org/. 
	lib/armeabi-v7a/liblens.so 

	http://openmp.llvm.org/ 
	lib/armeabi-v7a/liblens.so 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	lib/armeabi-v7a/libmetasec_ml.so 

	https://monsetting.toutiao.com/monitor/appmonitor/v2/settings 
	lib/armeabi-v7a/libmetasec_ml.so 

	https://mon.snssdk.com/monitor/collect 
	lib/armeabi-v7a/libmetasec_ml.so 

	https://mon.toutiao.com/monitor/collect 
	lib/armeabi-v7a/libmetasec_ml.so 

	https://mon.toutiaocloud.com/monitor/collect 
	lib/armeabi-v7a/libmetasec_ml.so 

	https://mon.toutiaocloud.net/monitor/collect 
	lib/armeabi-v7a/libmetasec_ml.so 

	https://dns.google.com/resolve?name= 
	lib/armeabi-v7a/libsscronet.so 

	http://s 
	lib/armeabi-v7a/libsscronet.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	this@vsdanmakuinputwidget.datacenter 
	com/bytedance/android/livesdk/chatroom/vs/interactionmsg/danmaku/VSDanmakuInputWidget.java 

	framework@boot.oat 
	com/bytedance/common/profilesdk/core/CompileOptionsProvider.java 

	ive_title_background@2x.png 
	f/a/a/a/a/a/a/b/a/f.java 

	this@toprefetchresponse.body 
	f/a/a/b/b/a/y1/p.java 

	this@shallowtomap.keyset 
	f/a/a/b/b/a/a2/e.java 

	this@shallowtomap.keyset 
	f/a/a/b/b/a/a2/h.java 

	this@shallowtomap.keyset 
	f/a/a/c/l/h.java 

	this@shallowtomap.keyset 
	f/a/a/c/l/k.java 

	this@toprefetchresponse.body 
	f/a/a/c/n/n/z.java 

	this@tostringlist.getstring 
this@totypedmap.keys 
	f/a/b/b/c/h/g/h/m.java 

	this@lynxtabbarview.mcontext 
	f/a/b/o/a0/f.java 

	yyyy-mm-dd@hh-mm-ss.sss 
	f/a/k/l0/g.java 

	this@theaterlistfragment.requirevie 
	f/b/a/a/a/g/a/q/k/r.java 

	feedback@douyin.com 
	摸瓜V1引擎 

	见面礼按钮@2x.png 
小红包1@2x.png 
	摸瓜V2引擎 

	app@calculator.apk 
	lib/armeabi-v7a/libdxo10.so 

	arm64@boot-framework.oat 
arm@boot-framework.oat 
	lib/armeabi-v7a/libreparo.so 


4.4 手机号线索
	手机号
	所在文件

	16222222222 
	com/loc/l.java 

	17179869184 
	f/a/d/n0/e.java 

	17179869184 
	f/a/e/j/c.java 

	17179869184 
	f/a/e/j/a.java 

	17512775099 
	f/m/b/c/a.java 

	15000000596 
	摸瓜V2引擎 

	15000000596 
	摸瓜V2引擎 

	15000000596 
	摸瓜V2引擎 
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6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.READ_SYNC_SETTINGS
	正常
	读取同步设置
	允许应用程序读取同步设置,例如是否为联系人启用同步

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.ss.android.ugc.aweme.carplay.main.CarPlayMainActivity
	Schemes: snssdk2955://, 


	com.ss.android.ugc.aweme.app.AdsAppActivity
	Schemes: snssdk1128://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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