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AnyDesk（ 7.1.8版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	AnyDesk

	版本
	7.1.8

	包名
	com.anydesk.anydeskandroid

	域名线索
	8条

	URL线索
	9条

	APP图标
	

	分析日期
	2025年6月22日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	anydesk.apk

	文件大小
	20.42MB

	MD5值
	7c949f97a7b422230ee38f6e824ebd06

	SHA1值
	0a4d03d030446e439cc9bfee28849e1315c45270

	SHA256值
	585de84378f227f9fabb44ea282c54097c05fa56ea992bc028c3853e2ef17b28



3. APP基本信息
	类别
	内容

	App名称
	AnyDesk

	包名
	com.anydesk.anydeskandroid

	主活动Activity
	com.anydesk.anydeskandroid.gui.activity.MainActivity

	安卓版本名称
	7.1.8

	安卓版本
	70108



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	relay-4cbf8fdb.net.anydesk.com
	IP: 141.95.65.94 
所属国家: France 
地区: Hauts-de-France 
城市: Roubaix 

	help.anydesk.com
	IP: 159.69.88.100 
所属国家: Germany 
地区: Bayern 
城市: Gunzenhausen 

	relay-7360779b.net.anydesk.com
	IP: 89.187.179.162 
所属国家: United States of America 
地区: New York 
城市: New York City 

	my.anydesk.com
	IP: 51.83.35.189 
所属国家: France 
地区: Hauts-de-France 
城市: Roubaix 

	www.openssl.org
	IP: 34.49.79.89 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.example.com
	IP: 93.184.215.14 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	boot.net.anydesk.com
	IP: 195.181.174.173 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	play.google.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 


4.2 URL线索
	URL信息
	Url所在文件

	https://help.anydesk.com/ 
	com/anydesk/anydeskandroid/t.java 

	https://www.example.com 
	com/anydesk/anydeskandroid/d0.java 

	https://play.google.com/store/apps/ 
	com/anydesk/anydeskandroid/gui/activity/WebViewActivity.java 

	https://my.anydesk.com/password-generator 
	摸瓜V1引擎 

	http://schemas.android.com/apk/res/androidAAm16 
	摸瓜V3引擎 

	relay-4cbf8fdb.net.anydesk.com 
	摸瓜V3引擎 

	relay-7360779b.net.anydesk.com 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/android99m5 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/androidWWm12.008 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res-auto 
	摸瓜V3引擎 

	http://schemas.android.com/aapt 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/android((m8.5 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/android 
	摸瓜V3引擎 

	boot.net.anydesk.com 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/android;;m4 
	摸瓜V3引擎 

	www.googleapis.com 
	摸瓜V3引擎 

	http://schemas.android.com/apk/res/android22m11.36 
	摸瓜V3引擎 

	https://help.anydesk.com/ 
	摸瓜V3引擎 

	http://www.openssl.org/support/faq.html 
	lib/arm64-v8a/libadext.so 

	http://www.openssl.org/support/faq.html 
	lib/armeabi-v7a/libadext.so 

	http://www.openssl.org/support/faq.html 
	lib/x86/libadext.so 

	http://www.openssl.org/support/faq.html 
	lib/x86_64/libadext.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	info@domain.com 
reports@anydesk.com 
	com/anydesk/anydeskandroid/gui/fragment/SupportFragment.java 


4.4 手机号线索
	手机号
	所在文件

	15222222222 
	com/anydesk/anydeskandroid/gui/element/n.java 

	16222222222 
	com/anydesk/anydeskandroid/gui/element/n.java 

	17222222222 
	com/anydesk/anydeskandroid/gui/element/n.java 

	18222222222 
	com/anydesk/anydeskandroid/gui/element/n.java 

	19222222222 
	com/anydesk/anydeskandroid/gui/element/n.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=DE, ST=BW, L=Stuttgart, O=philandro Software GmbH, CN=philandro Software GmbH 签名算法: rsassa_pkcs1v15 有效期自: 2016-10-17 13:46:38+00:00 有效期至: 2057-11-11 13:46:38+00:00 发行人: C=DE, ST=BW, L=Stuttgart, O=philandro Software GmbH, CN=philandro Software GmbH 序列号: 0x5318c934 哈希算法: sha256 md5值: 3c5c98a01c21c8bdf40460c644871cdf sha1值: 91d3f68e3e90260358dc3491ee34ec1b6cf51fe8 sha256值: 74dc8452007ccdfefc366b65ad5361a255745d1f962a3565e6cf0f78762db316 sha512值: 9fa70fb2baa84c5cb1ff3b9a201662ad809d7eca9f281f540ec9f40f25180105527c8729122c60b03d2bb363211e8c5de25f5714809e5807f225c7fd080fb8eb 公钥算法: rsa 密钥长度: 4096 指纹: 96ec6aa04ced0611cdd7e81f8a131d34ec6cefcf8cca9929a1b1916b8bfd33e4

6. 硬编码敏感信息
	可能的敏感信息

	"restriction_description.ac.defaults.ad.anynet.proxy.user" : "Proxy-User" 

	"restriction_description.ac.defaults.ad.features.two_factor_auth" : "Disable/enable two factor authentication" 

	"restriction_description.ac.defaults.ad.license.register_key" : "License key" 

	"restriction_description.ac.defaults.ad.security.allow_logon_token" : "Allow other computers to save login information for this computer. When activated, other computers may save authentication data for this desk. All following connections can then be established without re-typing the password. The password itself is not saved on the computer using this feature." 

	"restriction_description.ac.defaults.ad.security.permission_profiles._default.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._default.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._default.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._full_access.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._screen_sharing.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._unattended_access.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._unattended_access.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles._unattended_access.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.changeable_in_accept_window.record_session" : "Defines if the user can change this permission during a session across all profiles. However, this key has lower priority than the ones for a specific profile. (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.enable_previous_session" : "Disable/Enable previous session profile. If disabled, no "previous session" profile will appear in the accept panel. (0: Disabled, 1: Enabled)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.permissions.record_session" : "Set permission for remote users to record sessions for all profiles. However, this key has lower priority than the ones for a specific profile. (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile1.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile1.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile1.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile10.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile10.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile10.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile2.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile2.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile2.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile3.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile3.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile3.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile4.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile4.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile4.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile5.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile5.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile5.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile6.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile6.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile6.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile7.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile7.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile7.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile8.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile8.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile8.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile9.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile9.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.defaults.ad.security.permission_profiles.profile9.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.defaults.ad.security.record_session" : "Permission (interactive access) for remote users to record the session (Deprecated - replaced by permission profiles)" 

	"restriction_description.ac.defaults.ad.security.uaccess.record_session" : "Permission (unattended access) for remote users to record the session (Deprecated - replaced by permission profiles)" 

	"restriction_description.ac.defaults.ad.session.remember_settings" : "Disable/enable session settings" 

	"restriction_description.ac.overrides.ad.anynet.proxy.user" : "Proxy-User" 

	"restriction_description.ac.overrides.ad.features.two_factor_auth" : "Disable/enable two factor authentication" 

	"restriction_description.ac.overrides.ad.license.register_key" : "License key" 

	"restriction_description.ac.overrides.ad.security.allow_logon_token" : "Allow other computers to save login information for this computer. When activated, other computers may save authentication data for this desk. All following connections can then be established without re-typing the password. The password itself is not saved on the computer using this feature." 

	"restriction_description.ac.overrides.ad.security.permission_profiles._default.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._default.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._default.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._full_access.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._screen_sharing.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._unattended_access.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._unattended_access.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles._unattended_access.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.changeable_in_accept_window.record_session" : "Defines if the user can change this permission during a session across all profiles. However, this key has lower priority than the ones for a specific profile. (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.enable_previous_session" : "Disable/Enable previous session profile. If disabled, no "previous session" profile will appear in the accept panel. (0: Disabled, 1: Enabled)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.permissions.record_session" : "Set permission for remote users to record sessions for all profiles. However, this key has lower priority than the ones for a specific profile. (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile1.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile1.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile1.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile10.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile10.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile10.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile2.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile2.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile2.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile3.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile3.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile3.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile4.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile4.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile4.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile5.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile5.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile5.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile6.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile6.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile6.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile7.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile7.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile7.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile8.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile8.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile8.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile9.changeable_in_accept_window.record_session" : "Defines if the user can change this permission of this profile during a session (0: not changeable, 1: changeable)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile9.permissions.record_session" : "Set permission in this profile for remote users to record sessions (0: Permission not granted, 1: Permission granted)" 

	"restriction_description.ac.overrides.ad.security.permission_profiles.profile9.pwd" : "Defines the hash of the unattended access password for this specific profile. Please note that both a valid hash and salt, is required for the password to work. See https://my.anydesk.com/password-generator" 

	"restriction_description.ac.overrides.ad.security.record_session" : "Permission (interactive access) for remote users to record the session (Deprecated - replaced by permission profiles)" 

	"restriction_description.ac.overrides.ad.security.uaccess.record_session" : "Permission (unattended access) for remote users to record the session (Deprecated - replaced by permission profiles)" 

	"restriction_description.ac.overrides.ad.session.remember_settings" : "Disable/enable session settings" 

	"restriction_title.ac.defaults.ad.anynet.proxy.user" : "defaults.ad.anynet.proxy.user" 

	"restriction_title.ac.defaults.ad.features.two_factor_auth" : "defaults.ad.features.two_factor_auth" 

	"restriction_title.ac.defaults.ad.license.register_key" : "defaults.ad.license.register_key" 

	"restriction_title.ac.defaults.ad.security.allow_logon_token" : "defaults.ad.security.allow_logon_token" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._default.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles._default.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._default.permissions.record_session" : "defaults.ad.security.permission_profiles._default.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._default.pwd" : "defaults.ad.security.permission_profiles._default.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._full_access.pwd" : "defaults.ad.security.permission_profiles._full_access.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._screen_sharing.pwd" : "defaults.ad.security.permission_profiles._screen_sharing.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._unattended_access.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles._unattended_access.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._unattended_access.permissions.record_session" : "defaults.ad.security.permission_profiles._unattended_access.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles._unattended_access.pwd" : "defaults.ad.security.permission_profiles._unattended_access.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.enable_previous_session" : "defaults.ad.security.permission_profiles.enable_previous_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.permissions.record_session" : "defaults.ad.security.permission_profiles.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile1.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile1.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile1.permissions.record_session" : "defaults.ad.security.permission_profiles.profile1.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile1.pwd" : "defaults.ad.security.permission_profiles.profile1.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile10.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile10.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile10.permissions.record_session" : "defaults.ad.security.permission_profiles.profile10.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile10.pwd" : "defaults.ad.security.permission_profiles.profile10.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile2.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile2.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile2.permissions.record_session" : "defaults.ad.security.permission_profiles.profile2.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile2.pwd" : "defaults.ad.security.permission_profiles.profile2.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile3.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile3.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile3.permissions.record_session" : "defaults.ad.security.permission_profiles.profile3.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile3.pwd" : "defaults.ad.security.permission_profiles.profile3.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile4.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile4.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile4.permissions.record_session" : "defaults.ad.security.permission_profiles.profile4.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile4.pwd" : "defaults.ad.security.permission_profiles.profile4.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile5.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile5.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile5.permissions.record_session" : "defaults.ad.security.permission_profiles.profile5.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile5.pwd" : "defaults.ad.security.permission_profiles.profile5.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile6.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile6.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile6.permissions.record_session" : "defaults.ad.security.permission_profiles.profile6.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile6.pwd" : "defaults.ad.security.permission_profiles.profile6.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile7.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile7.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile7.permissions.record_session" : "defaults.ad.security.permission_profiles.profile7.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile7.pwd" : "defaults.ad.security.permission_profiles.profile7.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile8.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile8.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile8.permissions.record_session" : "defaults.ad.security.permission_profiles.profile8.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile8.pwd" : "defaults.ad.security.permission_profiles.profile8.pwd" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile9.changeable_in_accept_window.record_session" : "defaults.ad.security.permission_profiles.profile9.changeable_in_accept_window.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile9.permissions.record_session" : "defaults.ad.security.permission_profiles.profile9.permissions.record_session" 

	"restriction_title.ac.defaults.ad.security.permission_profiles.profile9.pwd" : "defaults.ad.security.permission_profiles.profile9.pwd" 

	"restriction_title.ac.defaults.ad.security.record_session" : "defaults.ad.security.record_session" 

	"restriction_title.ac.defaults.ad.security.uaccess.record_session" : "defaults.ad.security.uaccess.record_session" 

	"restriction_title.ac.defaults.ad.session.remember_settings" : "defaults.ad.session.remember_settings" 

	"restriction_title.ac.overrides.ad.anynet.proxy.user" : "overrides.ad.anynet.proxy.user" 

	"restriction_title.ac.overrides.ad.features.two_factor_auth" : "overrides.ad.features.two_factor_auth" 

	"restriction_title.ac.overrides.ad.license.register_key" : "overrides.ad.license.register_key" 

	"restriction_title.ac.overrides.ad.security.allow_logon_token" : "overrides.ad.security.allow_logon_token" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._default.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles._default.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._default.permissions.record_session" : "overrides.ad.security.permission_profiles._default.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._default.pwd" : "overrides.ad.security.permission_profiles._default.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._full_access.pwd" : "overrides.ad.security.permission_profiles._full_access.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._screen_sharing.pwd" : "overrides.ad.security.permission_profiles._screen_sharing.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._unattended_access.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles._unattended_access.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._unattended_access.permissions.record_session" : "overrides.ad.security.permission_profiles._unattended_access.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles._unattended_access.pwd" : "overrides.ad.security.permission_profiles._unattended_access.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.enable_previous_session" : "overrides.ad.security.permission_profiles.enable_previous_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.permissions.record_session" : "overrides.ad.security.permission_profiles.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile1.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile1.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile1.permissions.record_session" : "overrides.ad.security.permission_profiles.profile1.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile1.pwd" : "overrides.ad.security.permission_profiles.profile1.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile10.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile10.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile10.permissions.record_session" : "overrides.ad.security.permission_profiles.profile10.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile10.pwd" : "overrides.ad.security.permission_profiles.profile10.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile2.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile2.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile2.permissions.record_session" : "overrides.ad.security.permission_profiles.profile2.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile2.pwd" : "overrides.ad.security.permission_profiles.profile2.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile3.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile3.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile3.permissions.record_session" : "overrides.ad.security.permission_profiles.profile3.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile3.pwd" : "overrides.ad.security.permission_profiles.profile3.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile4.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile4.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile4.permissions.record_session" : "overrides.ad.security.permission_profiles.profile4.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile4.pwd" : "overrides.ad.security.permission_profiles.profile4.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile5.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile5.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile5.permissions.record_session" : "overrides.ad.security.permission_profiles.profile5.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile5.pwd" : "overrides.ad.security.permission_profiles.profile5.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile6.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile6.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile6.permissions.record_session" : "overrides.ad.security.permission_profiles.profile6.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile6.pwd" : "overrides.ad.security.permission_profiles.profile6.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile7.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile7.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile7.permissions.record_session" : "overrides.ad.security.permission_profiles.profile7.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile7.pwd" : "overrides.ad.security.permission_profiles.profile7.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile8.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile8.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile8.permissions.record_session" : "overrides.ad.security.permission_profiles.profile8.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile8.pwd" : "overrides.ad.security.permission_profiles.profile8.pwd" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile9.changeable_in_accept_window.record_session" : "overrides.ad.security.permission_profiles.profile9.changeable_in_accept_window.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile9.permissions.record_session" : "overrides.ad.security.permission_profiles.profile9.permissions.record_session" 

	"restriction_title.ac.overrides.ad.security.permission_profiles.profile9.pwd" : "overrides.ad.security.permission_profiles.profile9.pwd" 

	"restriction_title.ac.overrides.ad.security.record_session" : "overrides.ad.security.record_session" 

	"restriction_title.ac.overrides.ad.security.uaccess.record_session" : "overrides.ad.security.uaccess.record_session" 

	"restriction_title.ac.overrides.ad.session.remember_settings" : "overrides.ad.session.remember_settings" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	com.samsung.android.knox.permission.KNOX_REMOTE_CONTROL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.sec.MDM_REMOTE_CONTROL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.FOREGROUND_SERVICE_MEDIA_PROJECTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_SPECIAL_USE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_DATA_SYNC
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INJECT_EVENTS
	合法
	按键和控制按钮
	允许应用程序将其自己的输入事件（按键等）传递给其他应用程序。恶意应用程序可以利用它来接管电话

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.USE_BIOMETRIC
	正常
	
	允许应用使用设备支持的生物识别模式。

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.anydesk.anydeskandroid.gui.activity.MainActivity
	Schemes: anydesk://, file://, content://, 
Hosts: *, 
Mime Types: application/anydesk, 
Path Patterns: .*\\.anydesk, .*\\..*\\.anydesk, .*\\..*\\..*\\.anydesk, .*\\..*\\..*\\..*\\.anydesk, .*\\..*\\..*\\..*\\..*\\.anydesk, .*\\..*\\..*\\..*\\..*\\..*\\.anydesk, .*\\..*\\..*\\..*\\..*\\..*\\..*\\.anydesk, 
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