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迅捷文字识别（ 6.14.0.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	迅捷文字识别

	版本
	6.14.0.1

	包名
	com.hudun.androidimageocr

	域名线索
	34条

	URL线索
	340条

	APP图标
	

	分析日期
	2025年4月30日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	迅捷文字识别.apk

	文件大小
	106.81MB

	MD5值
	75a9fe2687f9275f4c261a22dcf37067

	SHA1值
	a9f0dd855cfeb074005a892d30efca7e13400aca

	SHA256值
	a0b71f8a523c55b026a7c9c6d0ea86a3bc28c5c16eeb58ccbb3cfcffb0a884a1



3. APP基本信息
	类别
	内容

	App名称
	迅捷文字识别

	包名
	com.hudun.androidimageocr

	主活动Activity
	com.hudun.androidimageocr.ui.activity.SplashActivity

	安卓版本名称
	6.14.0.1

	安卓版本
	61401



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	mst01.is.autonavi.com
	IP: 59.82.31.137 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	restsdk.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	lbs.amap.com
	IP: 59.82.31.149 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	en.wikipedia.org
	IP: 199.59.148.206 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	tbsrecovery.imtt.qq.com
	IP: 220.194.120.36 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nls-meta.cn-shanghai.aliyuncs.com
	IP: 8.132.220.1 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	schemas.openxmlformats.org
	没有服务器地理信息. 

	mobilegw.alipay.com
	IP: 203.209.245.129 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	open.weixin.qq.com
	IP: 223.167.82.219 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wappaygw.alipay.com
	IP: 60.28.247.248 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mdc.html5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	java.sun.com
	IP: 23.59.252.82 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mpsapi.amap.com
	IP: 203.119.169.143 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m5.amap.com
	IP: 59.82.112.99 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.thaiopensource.com
	IP: 119.81.18.13 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	tbs.imtt.qq.com
	IP: 123.6.40.14 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mclient.alipay.com
	IP: 61.182.131.243 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	manual.sensorsdata.cn
	IP: 117.50.17.96 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	greenrobot.org
	IP: 85.13.163.69 
所属国家: Germany 
地区: Thuringen 
城市: Friedersdorf 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	schemas.microsoft.com
	IP: 13.107.253.49 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	jinshuju.net
	IP: 52.83.39.254 
所属国家: China 
地区: Ningxia Huizu 
城市: Yinchuan 

	relaxng.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	cfg.imtt.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 


4.2 URL线索
	URL信息
	Url所在文件

	http://nls-meta.cn-shanghai.aliyuncs.com/pop/2018-05-18/tokens 
	com/alibaba/idst/token/HttpRequest.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/autonavi/amap/mapcore/Inner_3dMap_location.java 

	http://restsdk.amap.com/rest/lbs/dem/data?z=%d&x=%d&y=%d&type=2 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://mst01.is.autonavi.com/appmaptile?z=%d&x=%d&y=%d&lang=zh_cn&size=1&scale=1&style=6 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://mpsapi.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/dom/BijectiveNsMap.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/dom/BijectiveNsMap.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/dom/OutputElementBase.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/dom/DOMWriterImpl.java 

	http://www.w3.org/XML/1998/namespace' 
	com/fasterxml/aalto/dom/DOMWriterImpl.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/dom/DOMWriterImpl.java 

	http://www.w3.org/XML/1998/namespace' 
	com/fasterxml/aalto/impl/ErrorConsts.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/impl/ErrorConsts.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/impl/ErrorConsts.java 

	http://java.sun.com/xml/stream/properties/implementation-name 
	com/fasterxml/aalto/impl/CommonConfig.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/in/FixedNsContext.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/in/FixedNsContext.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/in/NsBinding.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/in/NsBinding.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/in/XmlScanner.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/in/XmlScanner.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/out/NsBinder.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/out/NsBinder.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/out/OutputElement.java 

	http://www.w3.org/XML/1998/namespace 
	com/fasterxml/aalto/out/StreamWriterBase.java 

	http://www.w3.org/2000/xmlns/ 
	com/fasterxml/aalto/out/StreamWriterBase.java 

	http://xml.org/sax/features/ 
	com/fasterxml/aalto/sax/SAXFeature.java 

	http://xml.org/sax/properties/ 
	com/fasterxml/aalto/sax/SAXProperty.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/MasterContentsDocumentImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/MastersDocumentImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/MastersTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/PageContentsDocumentImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/ConnectsTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/PagesDocumentImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/PageContentsTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/PagesTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/CellTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/ShapesTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/StyleSheetsTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/SheetTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/SectionTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/VisioDocumentDocument1Impl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/TextTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/RowTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/VisioDocumentTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/DocumentSettingsTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/PageTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/MasterTypeImpl.java 

	http://schemas.microsoft.com/office/visio/2012/main 
	com/microsoft/schemas/office/visio/x2012/main/impl/ShapeSheetTypeImpl.java 

	http://schemas.microsoft.com/office/2006/keyEncryptor/certificate 
	com/microsoft/schemas/office/x2006/encryption/CTKeyEncryptor.java 

	http://schemas.microsoft.com/office/2006/keyEncryptor/password 
	com/microsoft/schemas/office/x2006/encryption/CTKeyEncryptor.java 

	http://schemas.microsoft.com/office/2006/encryption 
	com/microsoft/schemas/office/x2006/encryption/impl/EncryptionDocumentImpl.java 

	http://schemas.microsoft.com/office/2006/encryption 
	com/microsoft/schemas/office/x2006/encryption/impl/CTEncryptionImpl.java 

	http://schemas.microsoft.com/office/2006/encryption 
	com/microsoft/schemas/office/x2006/encryption/impl/CTKeyEncryptorsImpl.java 

	http://schemas.microsoft.com/office/2006/keyEncryptor/certificate 
	com/microsoft/schemas/office/x2006/encryption/impl/CTKeyEncryptorImpl.java 

	http://schemas.microsoft.com/office/2006/keyEncryptor/password 
	com/microsoft/schemas/office/x2006/encryption/impl/CTKeyEncryptorImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	com/microsoft/schemas/vml/impl/CTTextboxImpl.java 

	https://en.wikipedia.org/wiki/Hostname 
	com/sensorsdata/analytics/android/sdk/SensorsDataAPI.java 

	https://manual.sensorsdata.cn/sa/latest/flutter-22257963.html\ 
	com/sensorsdata/analytics/android/sdk/visual/utils/AlertMessageUtils.java 

	https://manual.sensorsdata.cn/sa/latest/tech_sdk_client_web_use-7545346.html\ 
	com/sensorsdata/analytics/android/sdk/visual/utils/AlertMessageUtils.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/l.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://tbs.imtt.qq.com/plugin/DebugPlugin_v2.tbs 
	com/tencent/smtt/utils/d.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/o.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/o.java 

	https://tbsrecovery.imtt.qq.com/getconfig 
	com/tencent/smtt/utils/o.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/rxjava3/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/rxjava3/exceptions/OnErrorNotImplementedException.java 

	http://java.sun.com/xml/stream/properties/report-cdata-event 
	org/codehaus/stax2/XMLInputFactory2.java 

	http://www.w3.org/XML/1998/namespace 
	org/codehaus/stax2/ri/EmptyNamespaceContext.java 

	http://www.w3.org/2000/xmlns/ 
	org/codehaus/stax2/ri/EmptyNamespaceContext.java 

	http://www.w3.org/2000/xmlns/ 
	org/codehaus/stax2/ri/evt/NamespaceEventImpl.java 

	http://www.w3.org/XML/1998/namespace 
	org/codehaus/stax2/ri/evt/MergedNsContext.java 

	http://www.w3.org/2000/xmlns/ 
	org/codehaus/stax2/ri/evt/MergedNsContext.java 

	http://www.w3.org/XML/1998/namespace 
	org/codehaus/stax2/validation/XMLValidationSchema.java 

	http://relaxng.org/ns/structure/0.9 
	org/codehaus/stax2/validation/XMLValidationSchema.java 

	http://www.thaiopensource.com/trex 
	org/codehaus/stax2/validation/XMLValidationSchema.java 

	http://www.w3.org/2001/XMLSchema 
	org/codehaus/stax2/validation/XMLValidationSchema.java 

	http://www.w3.org/XML/1998/namespace 
	org/codehaus/stax2/validation/XMLValidationSchemaFactory.java 

	http://www.w3.org/2001/XMLSchema 
	org/codehaus/stax2/validation/XMLValidationSchemaFactory.java 

	https://greenrobot.org/greendao/documentation/database-encryption/ 
	org/greenrobot/greendao/database/DatabaseOpenHelper.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTAxDataSourceImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTChartImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTChartSpaceImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTLayoutImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTHeaderFooterImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTCatAxImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTLegendImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTDateAxImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTMarkerImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTNumDataSourceImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTLineChartImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTNumDataImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTManualLayoutImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTLineSerImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTNumRefImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTNumValImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTPrintSettingsImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTScalingImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTPieChartImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTSerTxImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTPieSerImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTStrValImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTStrRefImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTStrDataImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTScatterChartImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTTxImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/ChartSpaceDocumentImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTTitleImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTScatterSerImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTValAxImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/chart 
	org/openxmlformats/schemas/drawingml/x2006/chart/impl/CTPlotAreaImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/main 
	org/openxmlformats/schemas/drawingml/x2006/main/impl/CTBaseStylesImpl.java 
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	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPPrDefaultImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPTabImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTProofErrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPictureImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRPrDefaultImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFtnEdnImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFtnEdnImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPPrBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTBodyImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTBodyImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtBlockImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtCellImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTCommentImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTCommentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHdrFtrImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHdrFtrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtDocPartImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtEndPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTParaRPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHyperlinkImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHyperlinkImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSignedHpsMeasureImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTShdImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSmartTagPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRowImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRowImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTStringImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSpacingImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSymImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTStylesImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTabStopImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTabsImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentCellImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentCellImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblBordersImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblGridColImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblGridBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblCellMarImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSectPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblGridImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentBlockImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentBlockImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblPrExBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTStyleImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblPrExImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblWidthImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblPrBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTextAlignmentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcBordersImpl.java 

	http://www.w3.org/XML/1998/namespace 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTextImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTrackChangeImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentRunImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcPrBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTVMergeImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTVerticalAlignRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTUnderlineImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTVerticalJcImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CommentsDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/DocumentDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTZoomImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/EndnotesDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/FootnotesDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/FtrDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/NumberingDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/HdrDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTrPrBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcPrInnerImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/SettingsDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/StylesDocumentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTrPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSimpleFieldImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSimpleFieldImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRunTrackChangeImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRunTrackChangeImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSmartTagRunImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSmartTagRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTxbxContentImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTxbxContentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSettingsImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSettingsImpl.java 

	http://schemas.openxmlformats.org/schemaLibrary/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSettingsImpl.java 

	http://schemas.openxmlformats.org/package/2006/digital-signature 
	org/openxmlformats/schemas/xpackage/x2006/digitalSignature/impl/RelationshipReferenceDocumentImpl.java 

	http://schemas.openxmlformats.org/package/2006/digital-signature 
	org/openxmlformats/schemas/xpackage/x2006/digitalSignature/impl/CTSignatureTimeImpl.java 

	http://schemas.openxmlformats.org/package/2006/digital-signature 
	org/openxmlformats/schemas/xpackage/x2006/digitalSignature/impl/SignatureTimeDocumentImpl.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	https://jinshuju.net/f/QIxVQl 
	Mogua Engine V1 


4.3 邮箱线索
4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 
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6. 硬编码敏感信息
	可能的敏感信息

	"pls_input_pwd_decrypt" : "文档已加密" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度



10. 应用内通信
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