Evaluation Warning: The document was created with Spire.Doc for Python.
趣夜（ 1.0.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	趣夜

	版本
	1.0.0

	包名
	com.ongghhbpdbyov.ndkqvnfhnyykj

	域名线索
	53条

	URL线索
	63条

	APP图标
	

	分析日期
	2025年6月1日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	sfmxphse.apk

	文件大小
	16.49MB

	MD5值
	7339e05e9e447ca5432724345dafcab7

	SHA1值
	c4a90ff956a792ca656db549df88e856ac6cb0c5

	SHA256值
	36c740276dda02d6072b88f78a0994fa5d5cda087172ef050c151c3f3387113f



3. APP基本信息
	类别
	内容

	App名称
	趣夜

	包名
	com.ongghhbpdbyov.ndkqvnfhnyykj

	主活动Activity
	com.ongghhbpdbyov.ndkqvnfhnyykj.ui.activity.DQISIXZP

	安卓版本名称
	1.0.0

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	ulogs.umeng.com
	IP: 223.109.148.177 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	baidu.com
	IP: 110.242.68.66 
所属国家: China 
地区: Hebei 
城市: Baoding 

	ulogs.umengcloud.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	ws-i.org
	IP: 166.78.156.91 
所属国家: United States of America 
地区: Illinois 
城市: Chicago 

	jvnet.org
	IP: 99.83.176.46 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	182.92.20.189
	IP: 182.92.20.189 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	developer.umeng.com
	IP: 59.82.31.92 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mcgw.alipay.com
	IP: 111.202.5.209 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	mobilegw.alipay.com
	IP: 203.209.255.248 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	jaxb.dev.java.net
	IP: 137.254.56.48 
所属国家: United States of America 
地区: California 
城市: Belmont 

	ouplog.umeng.com
	IP: 47.246.110.93 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	pslog.umeng.com
	IP: 59.82.29.162 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.sun.com
	IP: 23.214.168.202 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mdc.html5.qq.com
	IP: 116.130.223.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wappaygw.alipay.com
	IP: 111.202.5.210 
所属国家: China 
地区: Beijing 
城市: Beijing 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	aria.laoyuyu.me
	没有服务器地理信息. 

	plbslog.umeng.com
	IP: 36.156.202.75 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	tsis.jpush.cn
	IP: 110.41.23.105 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	230ac9464aeedcbb.xn--wlro6f4r421r.net
	IP: 120.79.194.101 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	tbsrecovery.imtt.qq.com
	IP: 60.28.172.40 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	aaid.umeng.com
	IP: 223.109.148.139 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	java.sun.com
	IP: 2.21.22.129 
所属国家: Switzerland 
地区: Zurich 
城市: Glattbrugg 

	schemas.android.com
	没有服务器地理信息. 

	mclient.alipay.com
	IP: 116.142.235.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	graph.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	alogsus.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	errlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	cfg.imtt.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	loggw-exsdk.alipay.com
	IP: 110.76.6.92 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.tbs.qq.com
	IP: 124.95.231.218 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	soft.tbs.imtt.qq.com
	IP: 119.167.147.86 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	bjuser.jpush.cn
	IP: 122.9.2.222 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	render.alipay.com
	IP: 124.95.153.222 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	alogus.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	230ac9464aeedcbb.xn--fvwq55a42b.com
	IP: 47.94.219.154 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	gitee.com
	IP: 180.76.199.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	issuetracker.google.com
	IP: 142.250.69.174 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	h5.m.taobao.com
	IP: 101.72.202.199 
所属国家: China 
地区: Hebei 
城市: Langfang 

	errlog.umeng.com
	IP: 223.109.148.129 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 


4.2 URL线索
	URL信息
	Url所在文件

	https://issuetracker.google.com/issues/116541301 
	android/databinding/ViewDataBinding.java 

	http://182.92.20.189:9099/ 
	cn/jiguang/a/a/c/i.java 

	http://bjuser.jpush.cn/v1/appawake/status 
	cn/jiguang/d/i/c.java 

	https://tsis.jpush.cn 
	cn/jiguang/c/a.java 

	http://schemas.android.com/apk/res/android 
	com/alimuzaffar/lib/pin/PinEntryEditText.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/cons/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/cons/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/data/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://aria.laoyuyu.me/aria_doc/start/any_java.html 
	com/arialyy/aria/core/Aria.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/a/i/c.java 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/a/d/a.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/a/d/a.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SegmentTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/CommonTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SlidingTabLayout.java 

	http://baidu.com 
	com/ongghhbpdbyov/ndkqvnfhnyykj/common/ServerRouterUtil.java 

	http://.)([^:]*?)(.png+ 
	com/ongghhbpdbyov/ndkqvnfhnyykj/common/http/HttpCallback.java 

	https://graph.qq.com/oauth2.0/me?access_token= 
	com/ongghhbpdbyov/ndkqvnfhnyykj/common/http/CommonHttpUtil.java 

	https://gitee.com/izywei/HealthLive/raw/master/token.json 
	com/ongghhbpdbyov/ndkqvnfhnyykj/ui/fragment/ULTCFWBP.java 

	https://230ac9464aeedcbb.xn--wlro6f4r421r.net/zqq.json 
	com/ongghhbpdbyov/ndkqvnfhnyykj/net/RetrofitFactory.java 

	https://230ac9464aeedcbb.xn--fvwq55a42b.com 
	com/ongghhbpdbyov/ndkqvnfhnyykj/net/RetrofitFactory.java 

	http://.)([^:]*?)(.png+ 
	com/ongghhbpdbyov/ndkqvnfhnyykj/net/conv/DecodeResponseBodyConverter.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/SVGAParser.java 

	http://xml.apache.org/xslt 
	com/orhanobut/logger/LoggerPrinter.java 

	http://java.sun.com/xml/ns/jaxb 
	com/sun/xml/bind/v2/WellKnownNamespace.java 

	http://ws-i.org/profiles/basic/1.1/xsd 
	com/sun/xml/bind/v2/WellKnownNamespace.java 

	http://java.sun.com/xml/stream/properties/implementation-name 
	com/sun/xml/bind/v2/runtime/unmarshaller/StAXStreamConnector.java 

	http://jaxb.dev.java.net/array 
	com/sun/xml/bind/v2/model/util/ArrayInfoUtil.java 

	http://javax.xml.XMLConstants/property/accessExternalDTD 
	com/sun/xml/bind/v2/util/XmlFactory.java 

	http://javax.xml.XMLConstants/property/accessExternalSchema 
	com/sun/xml/bind/v2/util/XmlFactory.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	com/sun/xml/bind/v2/util/XmlFactory.java 

	http://ws-i.org/profiles/basic/1.1/swaref.xsd 
	com/sun/xml/bind/v2/schemagen/XmlSchemaGenerator.java 

	http://xml.org/sax/properties/declaration-handler 
	com/sun/xml/fastinfoset/sax/Properties.java 

	http://xml.org/sax/properties/lexical-handler 
	com/sun/xml/fastinfoset/sax/Properties.java 

	http://xml.org/sax/features/namespaces 
	com/sun/xml/fastinfoset/sax/Features.java 

	http://xml.org/sax/features/namespace-prefixes 
	com/sun/xml/fastinfoset/sax/Features.java 

	http://xml.org/sax/features/string-interning 
	com/sun/xml/fastinfoset/sax/Features.java 

	http://jvnet.org/fastinfoset/parser/properties/external-vocabularies 
	com/sun/xml/fastinfoset/sax/SAXDocumentParser.java 

	http://jvnet.org/fastinfoset/parser/properties/registered-encoding-algorithms 
	com/sun/xml/fastinfoset/sax/SAXDocumentParser.java 

	http://jvnet.org/fastinfoset/parser/properties/buffer-size 
	com/sun/xml/fastinfoset/sax/SAXDocumentParser.java 

	http://www.sun.com/xml/sax-events\ 
	com/sun/xml/fastinfoset/tools/SAXEventSerializer.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/m.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/m.java 

	https://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/m.java 

	https://tbsrecovery.imtt.qq.com/getconfig 
	com/tencent/smtt/utils/m.java 

	https://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/d.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/l.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/i.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ouplog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://aaid.umeng.com/api/postZdata 
	com/umeng/umzid/ZIDManager.java 

	https://aaid.umeng.com/api/updateZdata 
	com/umeng/umzid/ZIDManager.java 

	https://errlogos.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://errlog.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	com/uc/crashsdk/a/h.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/uc/crashsdk/a/h.java 

	https://errlogos.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://errlog.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	http://jvnet.org/fastinfoset/parser/properties/buffer-size 
	org/jvnet/fastinfoset/FastInfosetParser.java 

	http://jvnet.org/fastinfoset/parser/properties/external-vocabularies 
	org/jvnet/fastinfoset/FastInfosetParser.java 

	http://jvnet.org/fastinfoset/parser/properties/force-stream-close 
	org/jvnet/fastinfoset/FastInfosetParser.java 

	http://jvnet.org/fastinfoset/parser/properties/registered-encoding-algorithms 
	org/jvnet/fastinfoset/FastInfosetParser.java 

	http://jvnet.org/fastinfoset/parser/properties/string-interning 
	org/jvnet/fastinfoset/FastInfosetParser.java 

	http://jvnet.org/fastinfoset/parser/properties/buffer-size 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/parser/properties/external-vocabularies 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/serializer/feature/ignore/comments 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/serializer/feature/ignore/DTD 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/serializer/feature/ignore/processingInstructions 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/serializer/feature/ignore/whiteSpaceTextContent 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/parser/properties/registered-encoding-algorithms 
	org/jvnet/fastinfoset/FastInfosetSerializer.java 

	http://jvnet.org/fastinfoset/sax/properties/encoding-algorithm-content-handler 
	org/jvnet/fastinfoset/sax/FastInfosetReader.java 

	http://jvnet.org/fastinfoset/sax/properties/primitive-type-content-handler 
	org/jvnet/fastinfoset/sax/FastInfosetReader.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	https://github.com/vinc3m1 
	摸瓜V1引擎 

	https://github.com/vinc3m1/RoundedImageView 
	摸瓜V1引擎 

	https://github.com/vinc3m1/RoundedImageView.git 
	摸瓜V1引擎 


4.3 邮箱线索
4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=BG31B2CP5Y, ST=BG31B2CP5Y, L=BG31B2CP5Y, O=BG31B2CP5Y, OU=BG31B2CP5Y, CN=BG31B2CP5Y 签名算法: rsassa_pkcs1v15 有效期自: 2025-05-29 08:36:09+00:00 有效期至: 2026-09-06 08:36:09+00:00 发行人: C=BG31B2CP5Y, ST=BG31B2CP5Y, L=BG31B2CP5Y, O=BG31B2CP5Y, OU=BG31B2CP5Y, CN=BG31B2CP5Y 序列号: 0x35c6622b 哈希算法: sha256 md5值: 04b51aa6617b61afe9e3c7c421e07bb6 sha1值: f6c66c9625c21fe342b52a45fda53d015ea7cf17 sha256值: a119debbf47c75ebb0143b8e3408a54941088fdf508629b7e3b6eefad4ca86f1 sha512值: fc682087458c3429214b32f3990608dedc17840ef31bbf3f30472df5fc648c48ac6742c9f6e6a32b7630a81112c19cf1ed947bf3d5bebc81b9a7088d6c522df2 公钥算法: rsa 密钥长度: 1024 指纹: 48d9b4af908ee56f74a8619af5a9df61b129ce9715cdac6ca4cfa3d7269791db

6. 硬编码敏感信息
	可能的敏感信息

	"changepwd_success" : "修改密码成功" 

	"edit_password" : "修改密码" 

	"library_roundedimageview_author" : "Vince Mi" 

	"library_roundedimageview_authorWebsite" : "https://github.com/vinc3m1" 

	"live_input_password" : "请输入房间密码" 

	"modify_pwd" : "修改登陆密码" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.NETWORK_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.SYSTEM_OVERLAY_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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