Evaluation Warning: The document was created with Spire.Doc for Python.
Infinite Graffiti（ 1.0.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Infinite Graffiti

	版本
	1.0.0

	包名
	com.poor.handwriting

	域名线索
	86条

	URL线索
	77条

	APP图标
	

	分析日期
	2025年4月24日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	InfiniteGraffiti.apk

	文件大小
	75.6MB

	MD5值
	6e79a00f4d048af3797c6b2be55f608c

	SHA1值
	f9a456dcd780f53a9d3151198d1ef87469dbd844

	SHA256值
	5c844a08847243e37351e810547289c3c3bcfccce717d0e29a0a067a4ce2a7fb



3. APP基本信息
	类别
	内容

	App名称
	Infinite Graffiti

	包名
	com.poor.handwriting

	主活动Activity
	com.infinite.graffiti.SplashActivity

	安卓版本名称
	1.0.0

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	init.supersonicads.com
	IP: 65.9.42.128 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	live.chartboost.com
	IP: 13.94.30.232 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	gist.github.com
	IP: 203.98.7.65 
所属国家: New Zealand 
地区: Auckland 
城市: Auckland 

	gdpr.us.adjust.com
	IP: 185.151.204.70 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	scar.unityads.unity3d.com
	IP: 34.110.167.12 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	exoplayer.dev
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	log.sgsnssdk.com
	IP: 2.19.197.26 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	outcome-crash-report.supersonicads.com
	IP: 13.32.50.128 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	subscription.us.adjust.com
	IP: 185.151.204.70 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	subscription.adjust.net.in
	IP: 185.151.204.34 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	log.adapter.mintoo.top
	IP: 120.92.86.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	subscription.adjust.world
	IP: 185.151.204.44 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	vungle.com
	IP: 141.193.213.10 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	www.applovin.com
	IP: 141.193.213.20 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	outcome-arm-ext-med-ext.sonic-us.supersonicads.com
	IP: 13.35.121.25 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	download.safedk.com
	IP: 52.217.137.61 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	rt.applovin.com
	IP: 34.149.159.73 
所属国家: United States of America 
地区: Texas 
城市: Houston 

	d.applovin.com
	IP: 34.110.179.88 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	app.us.adjust.com
	IP: 185.151.204.70 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	subscription.eu.adjust.com
	IP: 185.151.204.60 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	vastproxy.brand.inmobi.com
	IP: 20.33.3.185 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	market.android.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.adjust.com
	IP: 185.151.204.101 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	www.corp.aarki.com
	没有服务器地理信息. 

	edge.safedk.com
	IP: 34.120.62.227 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.twitter.com
	IP: 31.13.76.99 
所属国家: Korea (Republic of) 
地区: Seoul-teukbyeolsi 
城市: Seoul 

	www.molocoads.com
	IP: 52.199.221.217 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	schemas.microsoft.com
	IP: 13.107.213.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	app.adjust.net.in
	IP: 185.151.204.30 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	schemas.android.com
	没有服务器地理信息. 

	gdpr.adjust.world
	IP: 185.151.204.40 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	developer.android.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	a.applovin.com
	IP: 34.149.159.73 
所属国家: United States of America 
地区: Texas 
城市: Houston 

	ns.adobe.com
	没有服务器地理信息. 

	config.safedk.com
	没有服务器地理信息. 

	a.applvn.com
	IP: 104.16.70.81 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sf16-static.i18n-pglstatp.com
	IP: 23.217.118.151 
所属国家: Mexico 
地区: Veracruz de Ignacio de la Llave 
城市: Nogales 

	p16-sign-sg.tiktokcdn.com
	IP: 23.206.250.64 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	assets.applovin.com
	IP: 34.120.175.182 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	d.applvn.com
	IP: 104.16.70.81 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ms.applovin.com
	IP: 34.149.108.182 
所属国家: United States of America 
地区: Texas 
城市: Houston 

	small-res.archlygame.com
	IP: 104.21.16.97 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	play.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	googleads.g.doubleclick.net
	IP: 220.181.174.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app.eu.adjust.com
	IP: 185.151.204.60 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	chartboo.st
	IP: 34.86.247.41 
所属国家: United States of America 
地区: District of Columbia 
城市: Washington 

	gdpr.eu.adjust.com
	IP: 185.151.204.60 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	api16-endcard-pack-sg.pangle.io
	IP: 23.44.51.160 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	config.ads.vungle.com
	IP: 18.180.45.184 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	dash.applovin.com
	IP: 34.111.30.212 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	monetization-support.applovin.com
	IP: 34.110.151.135 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	subscription.tr.adjust.com
	IP: 195.244.54.5 
所属国家: Turkey 
地区: Izmir 
城市: Izmir 

	webview.unityads.unity3d.com
	IP: 23.217.118.50 
所属国家: Mexico 
地区: Veracruz de Ignacio de la Llave 
城市: Nogales 

	prod-a.applovin.comhttps
	没有服务器地理信息. 

	gdpr.adjust.com
	IP: 185.151.204.51 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	gdpr.adjust.net.in
	IP: 185.151.204.51 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	schemas.applovin.com
	没有服务器地理信息. 

	gdpr.tr.adjust.com
	IP: 195.244.54.5 
所属国家: Turkey 
地区: Izmir 
城市: Izmir 

	developer.apple.com
	IP: 17.253.85.203 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	api.taboola.com
	IP: 151.101.109.44 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	whatwg.org
	IP: 165.227.248.76 
所属国家: United States of America 
地区: New Jersey 
城市: Clifton 

	vid.applovin.com
	IP: 34.160.64.118 
所属国家: United States of America 
地区: Texas 
城市: Houston 

	app.adjust.com
	IP: 185.151.204.8 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	api2.safedk.com
	IP: 35.207.26.124 
所属国家: United States of America 
地区: South Carolina 
城市: North Charleston 

	www.youtube.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	api16-access-sg.pangle.io
	IP: 23.44.51.170 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	lf-hs-sg.ibytedtos.com
	IP: 184.30.30.16 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	rt.applvn.com
	IP: 104.16.70.81 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.samsungapps.com
	IP: 52.18.136.34 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	www.amazon.com
	IP: 99.84.57.213 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sf16-scmcdn-sg.ibytedtos.com
	IP: 23.217.118.148 
所属国家: Mexico 
地区: Veracruz de Ignacio de la Llave 
城市: Nogales 

	app.tr.adjust.com
	IP: 195.244.54.6 
所属国家: Turkey 
地区: Izmir 
城市: Izmir 

	subscription.adjust.com
	IP: 185.151.204.52 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	www.pangleglobal.com
	IP: 23.44.51.120 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	api.vungle.com
	IP: 35.79.205.212 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	app.adjust.world
	IP: 185.151.204.41 
所属国家: United States of America 
地区: Arizona 
城市: Phoenix 

	privacy.vungle.com
	IP: 23.7.31.49 
所属国家: Australia 
地区: Victoria 
城市: Melbourne 

	ms.applvn.com
	IP: 104.16.70.81 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	aomedia.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	ssp-events.chartboost.com
	IP: 18.206.79.112 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	log-mva.isnssdk.com
	IP: 23.35.110.153 
所属国家: Japan 
地区: Osaka 
城市: Osaka 

	da.chartboost.com
	IP: 34.86.243.129 
所属国家: United States of America 
地区: District of Columbia 
城市: Washington 

	outcome-ssp.supersonicads.com
	IP: 108.138.246.93 
所属国家: United States of America 
地区: Washington 
城市: Seattle 


4.2 URL线索
	URL信息
	Url所在文件

	https://small-res.archlygame.com/InfiniteGraffiti_gw_android/Version.json 
	com/infinite/graffiti/MainActivity.java 

	http://log.adapter.mintoo.top/gamelog 
	com/infinite/graffiti/sdk/util/AdLogUtil.java 

	https://scar.unityads.unity3d.com/v1/capture-scar-signals 
	com/unity3d/services/ads/gmascar/utils/ScarConstants.java 

	https://app.adjust.com 
	com/adjust/sdk/Constants.java 

	https://gdpr.adjust.com 
	com/adjust/sdk/Constants.java 

	https://subscription.adjust.com 
	com/adjust/sdk/Constants.java 

	https://github.com/adjust/android_sdk 
	com/adjust/sdk/ActivityHandler.java 

	https://app.adjust.world 
	com/adjust/sdk/network/UrlStrategy.java 

	https://app.eu.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://app.adjust.net.in 
	com/adjust/sdk/network/UrlStrategy.java 

	https://app.tr.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://app.us.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://gdpr.adjust.world 
	com/adjust/sdk/network/UrlStrategy.java 

	https://gdpr.eu.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://gdpr.adjust.net.in 
	com/adjust/sdk/network/UrlStrategy.java 

	https://gdpr.tr.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://gdpr.us.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://subscription.adjust.world 
	com/adjust/sdk/network/UrlStrategy.java 

	https://subscription.eu.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://subscription.adjust.net.in 
	com/adjust/sdk/network/UrlStrategy.java 

	https://subscription.tr.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://subscription.us.adjust.com 
	com/adjust/sdk/network/UrlStrategy.java 

	https://config.safedk.com/ 
	com/safedk/android/SafeDK.java 

	https://edge.safedk.com 
	com/safedk/android/SafeDK.java 

	https://www.youtube.com/watch?v= 
	com/safedk/android/utils/j.java 

	https://play.google.com/store/apps/details?id= 
	com/safedk/android/utils/j.java 

	https://www.amazon.com/gp/mas/dl/android?p= 
	com/safedk/android/utils/j.java 

	https://www.samsungapps.com/appquery/appDetail.as?appId= 
	com/safedk/android/utils/j.java 

	http://play.google.com/store/apps/details?id= 
	com/safedk/android/utils/j.java 

	https://www.youtube.com/watch?v=%s 
	com/safedk/android/utils/j.java 

	https://edge.safedk.com/v1/events 
	com/safedk/android/analytics/AppLovinBridge.java 

	https://edge.safedk.com/v1/image_uploaded 
	com/safedk/android/analytics/AppLovinBridge.java 

	https://edge.safedk.com/v1/resolved 
	com/safedk/android/analytics/AppLovinBridge.java 

	https://play.google.com/store/apps/details?id=%s 
	com/safedk/android/analytics/brandsafety/h.java 

	https://dummyurl 
	com/safedk/android/analytics/brandsafety/InterstitialFinder.java 

	http://vastproxy.brand.inmobi.com/g/ 
	com/safedk/android/analytics/brandsafety/creatives/discoveries/e.java 

	https://googleads.g.doubleclick.net/dbm/ad?dbm_c= 
	com/safedk/android/analytics/brandsafety/creatives/discoveries/b.java 

	https://googleads.g.doubleclick.net/xbbe/pixel?d 
	com/safedk/android/analytics/brandsafety/creatives/discoveries/b.java 

	https://www\\.youtube\\.com/watch\\?v(\\\\x3d)(.*?)(\\\\x26) 
	com/safedk/android/analytics/brandsafety/creatives/discoveries/b.java 

	https://privacy.vungle.com/ 
	com/safedk/android/analytics/brandsafety/creatives/discoveries/l.java 

	https://webview.unityads.unity3d.com/webview/ 
	com/safedk/android/internal/SafeDKWebAppInterface.java 

	https://edge.safedk.com 
	com/safedk/android/internal/d.java 

	https://api2.safedk.com 
	com/safedk/infra/BaseWrapperProperties.java 

	http://download.safedk.com/android/ 
	com/safedk/infra/communication/downloads/DownloadManager.java 

	https://config.ads.vungle.com/api/v5/ 
	com/vungle/warren/VungleApiClient.java 

	https://api.vungle.com/ 
	com/vungle/warren/VungleApiClient.java 

	https://vungle.com/privacy/ 
	com/vungle/warren/ui/presenter/LocalAdPresenter.java 

	http://schemas.applovin.com/android/1.0 
	com/applovin/adview/AppLovinAdView.java 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	com/applovin/exoplayer2/aw.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	com/applovin/exoplayer2/d/p.java 

	https://x 
	com/applovin/exoplayer2/d/o.java 

	https://x</LA_URL> 
	com/applovin/exoplayer2/d/o.java 

	https://exoplayer.dev/issues/cleartext-not-permitted 
	com/applovin/exoplayer2/k/t.java 

	http://www.w3.org/ns/ttml 
	com/applovin/exoplayer2/i/g/c.java 

	https://aomedia.org/emsg/ID3 
	com/applovin/exoplayer2/g/b/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	com/applovin/exoplayer2/g/b/a.java 

	http://ns.adobe.com/xap/1.0/ 
	com/applovin/exoplayer2/e/d/a.java 

	https://ms.applovin.com/1.0/sdk/error 
	com/applovin/impl/sdk/t.java 

	http://developer.android.com/google/play-services/setup.html. 
	com/applovin/impl/sdk/utils/d.java 

	https://ms.applovin.com/ 
	com/applovin/impl/sdk/c/a.java 

	https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/a.java 

	https://assets.applovin.com/gdpr/flow_v1/gdpr-flow-1.html 
	com/applovin/impl/sdk/c/b.java 

	https://vid.applovin.com/,https://stage-vid.applovin.com/,https://pdn.applovin.com/,https://stage-pdn.applovin.com/,https://img.applovin.com/,https://stage-img.applovin.com/,https://d.applovin.com/,https://assets.applovin.com/,https://stage-assets.applovin.com/,https://cdnjs.cloudflare.com/,http://vid.applovin.com/,http://stage-vid.applovin.com/,http://pdn.applovin.com/,http://stage-pdn.applovin.com/,http://img.applovin.com/,http://stage-img.applovin.com/,http://d.applovin.com/,http://assets.applovin.com/,http://stage-assets.applovin.com/,http://cdnjs.cloudflare.com/,http://u.appl.vn/,https://u.appl.vn/,https://res.applovin.com/,https://res1.applovin.com/,https://res2.applovin.com/,https://res3.applovin.com/,http://res.applovin.com/,http://res1.applovin.com/,http://res2.applovin.com/,http://res3.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://prod-a.applovin.com,https://rt.applovin.com/4.0/pix, 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applvn.com/4.0/pix,https://ms.applovin.com/,https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://a.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://a.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://d.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://d.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applovin.com/1.0/sdk/error 
	com/applovin/impl/sdk/c/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/sdk/c/b.java 

	https://dash.applovin.com/documentation/mediation/unity/getting-started/integration 
	com/applovin/impl/sdk/c/b.java 

	http://www.corp.aarki.com/privacy,https://www.adcolony.com/consumer-privacy/,https://www.adikteev.com/privacy-policy-eng,http://www.adtheorent.com/privacy-policy,https://www.affle.com/privacy-policy,https://www.affle.com/privacy-policy,https://www.amazon.com/gp/help/customer/display.html?nodeId=468496,https://www.appier.com/privacy-policy/,https://www.appnexus.com/en/company/privacy-policy,https://www.appodeal.com/privacy-policy/,https://www.beeswax.com/privacy.html,https://www.bidease.com/privacy-policy,http://www.bidence.com/page/pp,https://www.bigabid.com/Legal/,https://www.adsbigo.com/privacy.html,http://www.blis.com/privacy/,https://www.pangleglobal.com/privacy,https://www.cartaholdings.co.jp/en/privacy-policy/,https://www.answers.chartboost.com/en-us/articles/200780269,https://www.clearpier.com/privacy-policy/,https://www.criteo.com/privacy/,https://www.criteo.com/privacy/,https://www.dataseat.com/privacy-policy,https://www.legal.epsilon.com/us/NA-products-privacy-policy,https://www.nend.net/privacy/sdkpolicy,https://www.fyber.com/services-privacy-statement/,https://www.privacy-policy.cyberagent.ai/,https://www.policies.google.com/privacy,http://www.igaworks.com/en/rule_user.html,https://www.inmobi.com/privacy-policy/,https://www.adpf-info.i-mobile.co.jp/privacy_en/,https://www.is.com/privacy-policy/,https://www.jampp.com/privacy-policy-terms-and-conditions,https://www.jungroup.com/pp/,http://www.lifestreet.com/privacy/,https://www.liftoff.io/privacy-policy/,https://www.terms2.line.me/creators_privacy_policy,https://www.linkedin.com/legal/privacy-policy/,https://www.loopme.com/end-user-privacy-policy/,http://www.mediasmart.io/privacy-policy/,https://www.facebook.com/privacy/explanation/,https://www.legal.my.com/us/mytarget/privacy/,https://www.mintegral.com/en/privacy/ 
	com/applovin/impl/sdk/c/b.java 

	http://www.molocoads.com/private-policy.html,https://www.motiv-i.com/en/privacy/,https://www.ogury.com/privacy-policy/,https://www.persona.ly/privacy_dsp,https://www.opera.com/privacy,http://www.permodo.com/de/privacy.html,https://www.pubmatic.com/legal/privacy/,https://www.kayzen.io/data-privacy-policy,https://www.remerge.io/privacy-policy.html,https://www.revx.io/privacy-policy,https://www.rtbhouse.com/privacy-center/services-privacy-policy/,https://www.sharethrough.com/privacy-center/advertising-platform-privacy-notice,https://www.simpli.fi/simpli-fi-services-privacy-policy/,https://www.smaato.com/privacy/,https://www.smadex.com/end-user-privacy-policy,https://www.snap.com/en-US/privacy/privacy-policy,https://www.stackadapt.com/privacy,https://www.start.io/policy/privacy-policy-site/,https://www.tapjoy.com/legal/general/privacy-policy/,https://www.taurusx.com/privacy-policy.html,https://www.rubiconproject.com/privacy-policy/,https://www.thetradedesk.com/general/privacy-policy,http://www.tpmn.io/en/privacy.html,https://www.appreciate.mobi/page.html 
	com/applovin/impl/sdk/c/b.java 

	https://www.twitter.com/privacy,http://www.ubimo.com/privacy/,https://www.uni-corn.net/privacy.html,https://www.unity3d.com/legal/privacy-policy,https://www.valassis.com/legal/privacy-policy/,https://www.pubnative.net/privacy-notice/,https://www.vungle.com/privacy/,http://www.widerplanet.com/policy/privacy,https://www.wildlifestudios.com/policy-center/privacy-policy/wildlife-studios-privacy-policy/,https://www.groundtruth.com/privacy-policy/,https://www.legal.yahoo.com/us/en/yahoo/privacy/index.html,https://www.yandex.com/legal/confidential/,https://www.youappi.com/privacy-policy,https://www.zucks.co.jp/en/privacy/ 
	com/applovin/impl/sdk/c/b.java 

	https://www.adjust.com/terms/privacy-policy/,https://www.appsflyer.com/legal/privacy-policy/,https://www.branch.io/policies/privacy-policy/,https://www.doubleverify.com/privacy/,https://www.integralads.com/privacy-policy/,https://www.justtrack.io/privacy-policy/,https://www.kochava.com/kochava-collective/collective-data-privacy-policy/,https://www.singular.net/privacy-policy/,https://www.tenjin.com/privacy/ 
	com/applovin/impl/sdk/c/b.java 

	https://www.applovin.com/privacy/ 
	com/applovin/impl/sdk/nativeAd/AppLovinNativeAdImpl.java 

	https://monetization-support.applovin.com/hc/en-us/articles/236114328-How-can-I-expose-verbose-logging-for-the-SDK> 
	com/applovin/impl/sdk/e/n.java 

	https://play.google.com/store/apps/details?id= 
	com/applovin/impl/mediation/debugger/c/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/mediation/debugger/ui/c/b.java 

	https://applovin.com. 
	com/applovin/impl/mediation/debugger/ui/b/a.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/mediation/debugger/ui/b/b.java 

	https://developer.android.com/training/articles/security-config 
	com/applovin/impl/mediation/debugger/b/c/c.java 

	https://api.taboola.com/ 
	com/applovin/impl/mediation/b/b/a.java 

	http://schemas.android.com/apk/res/android 
	com/applovin/mediation/ads/MaxAdView.java 

	http://whatwg.org/html/common-microsyntaxes.html 
	com/mbridge/msdk/c/b/b.java 

	http://whatwg.org/html/webappapis.html 
	com/mbridge/msdk/c/b/b.java 

	https://gist.github.com/atk/1020396\n 
	com/mbridge/msdk/c/b/b.java 

	http://whatwg.org/C 
	com/mbridge/msdk/c/b/b.java 

	https://play.google.com/ 
	com/mbridge/msdk/click/a.java 

	http://www.w3.org/ns/ttml 
	com/mbridge/msdk/playercommon/exoplayer2/text/ttml/TtmlDecoder.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	com/mbridge/msdk/playercommon/exoplayer2/drm/HttpMediaDrmCallback.java 

	https://play.google.com/store/apps/details?id= 
	com/mbridge/msdk/foundation/tools/ab.java 

	https://play.google.com/ 
	com/mbridge/msdk/foundation/tools/ab.java 

	https://play.google.com/store/apps/details?id= 
	com/mbridge/msdk/foundation/webview/a.java 

	https://play.google.com 
	com/mbridge/msdk/mbsignalcommon/windvane/WindVaneWebView.java 

	https://sf16-static.i18n-pglstatp.com/obj/ad-pattern-sg/static/images/ 
	com/bytedance/sdk/component/adexpress/dynamic/c/h.java 

	https://www.pangleglobal.com/ 
	com/bytedance/sdk/openadsdk/TTAdConstant.java 

	https://log.sgsnssdk.com/service/2/app_log/ 
	com/bytedance/sdk/openadsdk/n/aa.java 

	https://log-mva.isnssdk.com/service/2/app_log/ 
	com/bytedance/sdk/openadsdk/n/aa.java 

	https://sf16-static.i18n-pglstatp.com/obj/ad-pattern-sg/renderer/package_sg.json 
	com/bytedance/sdk/openadsdk/n/aa.java 

	https://sf16-static.i18n-pglstatp.com/obj/ad-pattern-va/renderer/package_va.json 
	com/bytedance/sdk/openadsdk/n/aa.java 

	https://p16-sign-sg.tiktokcdn.com/v0201/fd71964ced204df586b63b9d8fa3198a 
	com/bytedance/sdk/openadsdk/component/reward/j.java 

	https://api16-endcard-pack-sg.pangle.io/union/endcard/1695802627329057/?rit=901121365&req_id=68ebda22-9cbd-423f-98ce-78f571b6308bu5599&ad_sdk_version=3.6.0.0&os=android&lang=zh&union_imei=702f89a658bd1f189c6e8e24587cd9ce&app_version=%E8%A1%A5%E5%85%85%E4%B8%AD&app_name=&developer_name=%E8%A1%A5%E5%85%85%E4%B8%AD%EF%BC%8C%E5%8F%AF%E4%BA%8E%E5%BA%94%E7%94%A8%E5%AE%98%E7%BD%91%E6%9F%A5%E7%9C%8B&is_dsp=False&lpt=1&style_id=1535776&comment_num=92&like_num=109&share_num=96\ 
	com/bytedance/sdk/openadsdk/component/reward/j.java 

	https://sf16-scmcdn-sg.ibytedtos.com/obj/goofy-sg/ad/pangle/homepage/_next/static/assets/images/reward.c7cdf2f9.mp4\ 
	com/bytedance/sdk/openadsdk/component/reward/j.java 

	https://lf-hs-sg.ibytedtos.com/obj/union-platform-i18n/union_platform_gdpr_607_en.html 
	com/bytedance/sdk/openadsdk/core/settings/n.java 

	https://sf16-scmcdn-sg.ibytedtos.com/goofy/bytecom/resource/tetris/oversea_pi.01f77b3a.js 
	com/bytedance/sdk/openadsdk/core/settings/e.java 

	http://xmlpull.org/v1/doc/features.html 
	com/bytedance/sdk/openadsdk/core/g/a/a/e.java 

	https://api16-access-sg.pangle.io/api/ad/union/sdk/get_ads/?aid=1371&device_platform=android&version_code=4250 
	com/bytedance/sdk/openadsdk/core/e/b.java 

	https://api16-access-sg.pangle.io/api/ad/union/sdk/get_ads/?aid=1371&device_platform=android&version_code=4250 
	com/bytedance/sdk/openadsdk/core/e/c.java 

	https://play.google.com/store/apps/details?id= 
	com/com/bytedance/overseas/sdk/a/b.java 

	https://da.chartboost.com 
	com/chartboost/sdk/impl/h.java 

	https://ssp-events.chartboost.com/track/sdk 
	com/chartboost/sdk/impl/q5.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/v.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/n3.java 

	https://market.android.com/ 
	com/chartboost/sdk/impl/m1.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/m3.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/b0.java 

	http://chartboo.st/publishing 
	com/chartboost/sdk/impl/a.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/t1.java 

	https://live.chartboost.com 
	com/chartboost/sdk/internal/Model/a.java 

	https://outcome-crash-report.supersonicads.com/reporter 
	com/ironsource/environment/e.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/utils/j.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/utils/b.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/utils/l.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/utils/l.java 

	https://init.supersonicads.com/sdk/v 
	com/ironsource/mediationsdk/server/ServerURL.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/impressionData/a.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=2 
	com/ironsource/mediationsdk/a/e.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/a/f.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	devsupport@applovin.com 
	safedkwrapper/p/w.java 

	devsupport@applovin.com 
	com/safedk/gradleplugin/Messages.java 


4.4 手机号线索
	手机号
	所在文件

	19700101000 
	com/bytedance/sdk/component/f/c/e.java 
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6. 硬编码敏感信息
	可能的敏感信息

	"dyStrategy.privateAddress" : "privateAddress" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.applovin.array.apphub.permission.BIND_APPHUB_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.infinite.graffiti.MainActivity
	Schemes: n39xmd://, 
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