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Tixcash Wallet（ 1.1.8.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Tixcash Wallet

	版本
	1.1.8.0

	包名
	Tixcash日本最新版.apk

	域名线索
	3条

	URL线索
	6条

	APP图标
	

	分析日期
	2025年5月29日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	Tixcash日本最新版.apk

	文件大小
	7.76MB

	MD5值
	6bba8603ee75ff52c99c9e9a0fbcd5e6

	SHA1值
	68c977699fe7d28d59d91bf3f5e905ec454c5719

	SHA256值
	b59d100bcc9a18a0f39006567336575177d73c80fbd20c04aab915f657b59aff



3. APP基本信息
	类别
	内容

	App名称
	Tixcash Wallet

	包名
	Tixcash日本最新版.apk

	主活动Activity
	[]

	安卓版本名称
	1.1.8.0

	安卓版本
	37



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	explorer.tixcah.org
	没有服务器地理信息. 

	www.slf4j.org
	IP: 83.173.251.158 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	199.85.209.53
	IP: 199.85.209.53 
所属国家: United States of America 
地区: Georgia 
城市: Atlanta 


4.2 URL线索
	URL信息
	Url所在文件

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	https://explorer.tixcah.org/transaction/ 
	com/eletac/tronwallet/block_explorer/TransactionViewerActivity.java 

	http://199.85.209.53:3010/tixcash/v1/referals 
	com/eletac/tronwallet/wallet/CreateWalletActivity.java 

	http://199.85.209.53:3010/tixcash/v1/referals?address= 
	com/eletac/tronwallet/wallet/ReferalFragment.java 

	http://199.85.209.53:3010/tixcash/v1/referals/stake/ 
	com/eletac/tronwallet/wallet/confirm_transaction/ConfirmTransactionActivity.java 


4.3 邮箱线索
4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: CN=Android Debug, O=Android, C=US 签名算法: rsassa_pkcs1v15 有效期自: 2023-05-04 21:04:03+00:00 有效期至: 2053-04-26 21:04:03+00:00 发行人: CN=Android Debug, O=Android, C=US 序列号: 0x1 哈希算法: sha1 md5值: 45b19d0103259f18ac8162109e186301 sha1值: f398273590aa7b9c98f9ec63cfe9ed4a5dbae724 sha256值: f7daddf0f2af0a9830a14400637845fa8511e514d71912f0e1d74276331a888b sha512值: bb40a2931d2ff91598794851f6e1c0669cd1c865a5a42767a9c371f4862132cf65fb2aa7b697581a1331a53f69edb69cdc80bf86b71e8c5d4eb961ec0f691436 公钥算法: rsa 密钥长度: 2048 指纹: ac8bb5c7e9ad4275d9fc833885c4e6e582c23b5eb3fc7bdea8d6f90e15a98ed1

6. 硬编码敏感信息
	可能的敏感信息

	"_1_token_equals" : "1 Token =" 

	"address_key" : "address_key" 

	"assets_key" : "assets_key" 

	"balance_key" : "balance_key" 

	"bandwidth_key" : "bandwidth_key" 

	"frozen_key" : "frozen_key" 

	"generate_address_and_private_key" : "Generate Address and Private Key" 

	"inv_private_key_dialog_title" : "Invalid Private Key" 

	"ip_key" : "ip" 

	"ip_sol_key" : "ip_sol" 

	"is_watch_only_setup_key" : "is_watch_only_setup_key" 

	"latest_operation_time_key" : "latest_operation_time_key" 

	"mdtp_deleted_key" : "%1$s deleted" 

	"name_key" : "name_key" 

	"net_free_limit_key" : "net_free_limit_key" 

	"net_free_used_key" : "net_free_used_key" 

	"net_limit_key" : "net_limit_key" 

	"net_used_key" : "net_used_key" 

	"password" : "Password" 

	"port_key" : "port" 

	"port_sol_key" : "port_sol" 

	"preference_account_file_key" : "com.eletac.tronwallet.wallet_account_preferences" 

	"preference_file_key" : "com.eletac.tronwallet.wallet_preferences" 

	"priv_key" : "priv_key" 

	"private_key" : "Private Key" 

	"private_key_info" : "Your private key is needed to sign transactions and access your assets" 

	"pub_key" : "pub_key" 

	"pwd_key" : "pwd_key" 

	"secret_account_info" : "Secret Account Info" 

	"selected_wallet_key" : "selected_wallet_key" 

	"token" : "Token" 

	"token_amount" : "Token Amount" 

	"token_colon" : "Token:" 

	"token_creation" : "Token Creation" 

	"token_participation" : "Token Participation" 

	"token_transfer" : "Token Transfer" 

	"token_vote" : "Token Vote" 

	"votes_key" : "votes_key" 

	"wallet_address_key" : "wallet_address_key" 

	"wallet_name_key" : "wallet_name_key" 

	"wallets_key" : "wallets_key" 

	"wrong_password" : "Wrong Password" 

	"mdtp_deleted_key" : "%1$s suprimit" 

	"mdtp_deleted_key" : "%1$s er slettet" 

	"mdtp_deleted_key" : "%1$s حذف شد" 

	"mdtp_deleted_key" : "%1$sを削除しました" 

	"mdtp_deleted_key" : "%1$s er slettet" 

	"mdtp_deleted_key" : "%1$s gelöscht" 

	"mdtp_deleted_key" : "%1$s uitgevee" 

	"mdtp_deleted_key" : "Изтрихте %1$s" 

	"mdtp_deleted_key" : "ลบ %1$s แล้ว" 

	"mdtp_deleted_key" : "%1$s poistettiin" 

	"mdtp_deleted_key" : "%1$s को हटा दिया गया" 

	"mdtp_deleted_key" : "Đã xóa %1$s" 

	"mdtp_deleted_key" : "%1$s odstránené" 

	"mdtp_deleted_key" : "%1$s видалено" 

	"mdtp_deleted_key" : "%1$s διαγράφηκε" 

	"mdtp_deleted_key" : "%1$s verwijderd" 

	"mdtp_deleted_key" : "%1$s usunięte" 

	"mdtp_deleted_key" : "%1$s je izbrisana" 

	"mdtp_deleted_key" : "Tinanggal ang %1$s" 

	"mdtp_deleted_key" : "%1$s ተሰርዟል" 

	"mdtp_deleted_key" : "%1$s dihapus" 

	"mdtp_deleted_key" : "%1$s 삭제됨" 

	"mdtp_deleted_key" : "%1$s a fost șters" 

	"mdtp_deleted_key" : "تم حذف %1$s" 

	"mdtp_deleted_key" : ""%1$s" supprimé" 

	"mdtp_deleted_key" : "Izbrisan je znak %1$s" 

	"mdtp_deleted_key" : "Избрисали сте %1$s" 

	"mdtp_deleted_key" : "%1$s silindi" 

	"mdtp_deleted_key" : "%1$s smazáno" 

	"mdtp_deleted_key" : "%1$s eliminado" 

	"mdtp_deleted_key" : "%1$s eliminato" 

	"mdtp_deleted_key" : "Ištrinta: %1$s" 

	"mdtp_deleted_key" : "%1$s excluído" 

	"mdtp_deleted_key" : "A(z) %1$s érték törölve" 

	"mdtp_deleted_key" : "Цифра %1$s удалена" 

	"mdtp_deleted_key" : "I-%1$s isusiwe" 

	"mdtp_deleted_key" : "%1$s tika dzēsts" 

	"mdtp_deleted_key" : "%1$s har tagits bort" 

	"mdtp_deleted_key" : "%1$s נמחק" 

	"mdtp_deleted_key" : "%1$s kimefutwa" 

	"mdtp_deleted_key" : "« %1$s » a été supprimé" 

	"mdtp_deleted_key" : "%1$s ຖືກລຶບແລ້ວ" 

	"mdtp_deleted_key" : "%1$s deleted" 

	"mdtp_deleted_key" : "%1$s মুছে ফেলা হয়েছে" 

	"mdtp_deleted_key" : "%1$s on kustutatud" 

	"mdtp_deleted_key" : "%1$s წაიშალა" 

	"mdtp_deleted_key" : "%1$s жок кылынды" 

	"mdtp_deleted_key" : "បាន​លុប %1$s" 

	"mdtp_deleted_key" : "已刪除 %1$s" 

	"mdtp_deleted_key" : "%1$s මකා දමන ලදි" 

	"mdtp_deleted_key" : "Избришано: %1$s" 

	"mdtp_deleted_key" : "%1$s حذف ہوگیا" 

	"mdtp_deleted_key" : "%1$s ջնջված" 

	"mdtp_deleted_key" : "%1$s ကို ဖျက်ပြီး" 

	"_1_token_equals" : "1 通证=" 

	"generate_address_and_private_key" : "生成地址和私钥" 

	"inv_private_key_dialog_title" : "无效的私钥" 

	"is_watch_only_setup_key" : "is_watch_only_setup_key" 

	"mdtp_deleted_key" : "已删除 %1$s" 

	"password" : "密码" 

	"private_key" : "私钥" 

	"private_key_info" : "您需要使用私钥来签署交易并访问您的资产" 

	"secret_account_info" : "秘密账户信息" 

	"selected_wallet_key" : "selected_wallet_key" 

	"token" : "通证" 

	"token_amount" : "通证数额" 

	"token_colon" : "通证：" 

	"token_creation" : "创建通证" 

	"token_participation" : "通证参与" 

	"token_transfer" : "通证转账" 

	"token_vote" : "通证投票" 

	"wallet_address_key" : "wallet_address_key" 

	"wallet_name_key" : "wallet_name_key" 

	"wallets_key" : "wallets_key" 

	"wrong_password" : "密码错误" 

	"mdtp_deleted_key" : "%1$s நீக்கப்பட்டது" 

	"mdtp_deleted_key" : "%1$s తొలగించబడింది" 

	"mdtp_deleted_key" : "%1$s ഇല്ലാതാക്കി" 

	"mdtp_deleted_key" : "%1$s deleted" 

	"mdtp_deleted_key" : "%1$s ಅಳಿಸಲಾಗಿದೆ" 

	"mdtp_deleted_key" : "%1$s हटविली" 

	"mdtp_deleted_key" : "%1$s устсан" 

	"mdtp_deleted_key" : "%1$s हटाइयो" 

	"mdtp_deleted_key" : "Eliminouse %1$s" 

	"mdtp_deleted_key" : "%1$s ezabatu da" 

	"mdtp_deleted_key" : "%1$s eytt" 

	"mdtp_deleted_key" : "%1$s borrado" 

	"mdtp_deleted_key" : "%1$s eliminado" 

	"mdtp_deleted_key" : "已刪除 %1$s" 

	"mdtp_deleted_key" : "%1$s dipadamkan" 

	"mdtp_deleted_key" : "%1$s жойылды" 

	"mdtp_deleted_key" : "%1$s o‘chirildi" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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