Evaluation Warning: The document was created with Spire.Doc for Python.
淫母巴士（ 1.0.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	淫母巴士

	版本
	1.0.0

	包名
	com.example.aiyifan_app_new

	域名线索
	18条

	URL线索
	23条

	APP图标
	

	分析日期
	2025年7月7日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	aiyifanpz_1.0.0_77376804.apk

	文件大小
	53.98MB

	MD5值
	6905e7a1d20c9fd2531e8dbc7ad72bbb

	SHA1值
	bed05d05887736aeabfb24a5fb6b18a47c210c8c

	SHA256值
	8ad8e9ff64d0d499daa078a2105e7cd722502c1da7ee793c3040f07b7d7d4c62



3. APP基本信息
	类别
	内容

	App名称
	淫母巴士

	包名
	com.example.aiyifan_app_new

	主活动Activity
	com.example.ai_yi_fan_app.MainActivity

	安卓版本名称
	1.0.0

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	g.co
	IP: 142.250.99.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.flutter.dev
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.unicode.org
	IP: 64.182.27.164 
所属国家: United States of America 
地区: Texas 
城市: Dallas 

	dashif.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	schemas.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	ns.adobe.com
	没有服务器地理信息. 

	dartbug.com
	IP: 216.239.32.21 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	aomedia.org
	IP: 108.160.166.137 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	default.url
	没有服务器地理信息. 

	flutter.dev
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	d2lgwc7z6isgs3.cloudfront.net
	IP: 3.165.84.227 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	developer.apple.com
	IP: 17.253.85.201 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	developer.android.com
	IP: 74.125.199.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	docs.flutter.dev
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	tx-bj-ldy-1324672756.cos.ap-beijing.myqcloud.com
	IP: 218.12.98.47 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	developer.mozilla.org
	IP: 34.111.97.67 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 


4.2 URL线索
	URL信息
	Url所在文件

	https://developer.android.com/guide/topics/media/issues/player-accessed-on-wrong-thread 
	c1/a0.java 

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/d.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	h1/p.java 

	https://x</LA_URL> 
	h1/o.java 

	https://default.url 
	h1/o.java 

	https://developer.android.com/guide/topics/media/issues/cleartext-not-permitted 
	a1/o.java 

	http://g.co/dev/packagevisibility. 
	a1/u.java 

	https://docs.flutter.dev/deployment/android 
	f5/c.java 

	http://dashif.org/thumbnail_tile 
	g1/d.java 

	http://dashif.org/guidelines/thumbnail_tile 
	g1/d.java 

	http://dashif.org/guidelines/trickmode 
	g1/d.java 

	http://dashif.org/guidelines/last-segment-number 
	g1/d.java 

	http://ns.adobe.com/xap/1.0/ 
	i2/a.java 

	https://github.com/Baseflow/flutter-permission-handler/issues 
	e4/f.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	o0/a.java 

	https://aomedia.org/emsg/ID3 
	l2/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	l2/a.java 

	https://aomedia.org/emsg/ID3 
	摸瓜V2引擎 

	https://github.com/richtr/NoSleep.js/issues/15 
	摸瓜V2引擎 

	https://developer.mozilla.org/en-US/docs/Web/API/WakeLockSentinel/released) 
	摸瓜V2引擎 

	http://www.unicode.org/copyright.html 
	lib/arm64-v8a/libflutter.so 

	https://docs.flutter.dev/release/breaking-changes/android-surface-plugins 
	lib/arm64-v8a/libflutter.so 

	https://github.com/flutter/flutter/issues. 
	lib/arm64-v8a/libflutter.so 

	https://dartbug.com/52121. 
	lib/arm64-v8a/libflutter.so 

	http://%.*s 
	lib/arm64-v8a/libmpv.so 

	https://%.*s 
	lib/arm64-v8a/libmpv.so 

	http://dashif.org/guidelines/last-segment-number 
	lib/arm64-v8a/libmpv.so 

	https://developer.mozilla.org/en-US/docs/Web/HTTP/Status 
	lib/armeabi-v7a/libapp.so 

	https://d2lgwc7z6isgs3.cloudfront.net/sgsp.json 
	lib/armeabi-v7a/libapp.so 

	https://api.flutter.dev/flutter/material/Scaffold/of.html 
	lib/armeabi-v7a/libapp.so 

	https://tx-bj-ldy-1324672756.cos.ap-beijing.myqcloud.com/tata_ldy.json 
	lib/armeabi-v7a/libapp.so 

	https://flutter.dev/docs/release/breaking-changes/network-policy-ios-android. 
	lib/armeabi-v7a/libapp.so 

	http://www.unicode.org/copyright.html 
	lib/armeabi-v7a/libflutter.so 

	https://docs.flutter.dev/release/breaking-changes/android-surface-plugins 
	lib/armeabi-v7a/libflutter.so 

	https://github.com/flutter/flutter/issues. 
	lib/armeabi-v7a/libflutter.so 

	https://dartbug.com/52121. 
	lib/armeabi-v7a/libflutter.so 

	http://%.*s 
	lib/armeabi-v7a/libmpv.so 

	https://%.*s 
	lib/armeabi-v7a/libmpv.so 

	http://dashif.org/guidelines/last-segment-number 
	lib/armeabi-v7a/libmpv.so 

	http://%.*s 
	lib/x86/libmpv.so 

	https://%.*s 
	lib/x86/libmpv.so 

	http://dashif.org/guidelines/last-segment-number 
	lib/x86/libmpv.so 

	https://api.flutter.dev/flutter/material/Scaffold/of.html 
	lib/x86_64/libapp.so 

	http://www.unicode.org/copyright.html 
	lib/x86_64/libflutter.so 

	https://docs.flutter.dev/release/breaking-changes/android-surface-plugins 
	lib/x86_64/libflutter.so 

	https://github.com/flutter/flutter/issues. 
	lib/x86_64/libflutter.so 

	https://dartbug.com/52121. 
	lib/x86_64/libflutter.so 

	http://%.*s 
	lib/x86_64/libmpv.so 

	https://%.*s 
	lib/x86_64/libmpv.so 

	http://dashif.org/guidelines/last-segment-number 
	lib/x86_64/libmpv.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	appro@openssl.org 
	lib/arm64-v8a/libflutter.so 

	dyjm2016@gmail.com 
_assetmanifestbin@50287047.fromstanda 
_double@0150898.fromintege 
_growablelist@0150898._literal 
_growablelist@0150898.withcapaci 
_growablelist@0150898._literal6 
mainmanagermodelimpl@869443758.fromjson 
_receiveportimpl@1026248.fromrawrec 
storationinformation@284124995.fromserial 
_list@0150898._ofarray 
_timer@1026248.periodic 
_growablelist@0150898._literal2 
_bigintimpl@0150898.from 
_list@0150898.empty 
_nativesocket@16069316.normal 
_imagefilter@17065589.fromcolorf 
_invocationmirror@0150898._withtype 
authenticationscheme@15463476.fromstring 
_uri@0150898.file 
_growablelist@0150898._literal1 
_future@5048458.immediatee 
cturedetailmodelimpl@865118080.fromjson 
_growablelist@0150898._literal4 
_growablelist@0150898._ofgrowabl 
_growablelist@0150898.of 
_nativesocket@16069316.listen 
_link@16069316.fromrawpat 
_list@0150898.of 
_list@0150898.generate 
_httpparser@15463476.requestpar 
stationimpl@868157351.fromjson 
_future@5048458.zonevalue 
_typeerror@0150898._create 
_pointerpanzoomdata@425213599.fromupdate 
_imagefilter@17065589.composed 
_list@0150898._ofgrowabl 
_list@0150898._ofefficie 
_growablelist@0150898._ofarray 
_growablelist@0150898._literal3 
_growablelist@0150898._ofother 
_compressednode@42137193.single 
ngstreamsubscription@5048458.zoned 
_timer@1026248._internal 
_growablelist@0150898._literal5 
_bytebuffer@8027147._new 
_hashcollisionnode@42137193.fromcollis 
_httpparser@15463476.responsepa 
_list@0150898._ofother 
_future@5048458.immediate 
_colorfilter@17065589.srgbtoline 
_future@5048458.value 
_assertionerror@0150898._create 
_directory@16069316.fromrawpat 
_colorfilter@17065589.lineartosr 
_uri@0150898.directory 
_imagefilter@17065589.blur 
_growablelist@0150898._literal8 
_growablelist@0150898.generate 
_uri@0150898.notsimple 
_growablelist@0150898._literal7 
_growablelist@0150898._ofefficie 
	lib/armeabi-v7a/libapp.so 

	appro@openssl.org 
	lib/x86_64/libflutter.so 


4.4 手机号线索
	手机号
	所在文件

	17512775099 
	k4/a.java 



5. 签名证书
APK已签名 v1 签名: False v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=Your Country, ST=Your State, L=Your City, O=Your Company, OU=Your Org, CN=Your Name 签名算法: rsassa_pkcs1v15 有效期自: 2025-03-28 09:29:03+00:00 有效期至: 2050-03-22 09:29:03+00:00 发行人: C=Your Country, ST=Your State, L=Your City, O=Your Company, OU=Your Org, CN=Your Name 序列号: 0xc9c0b142b8eeea5f 哈希算法: sha384 md5值: 80137defc79a9d46da66fc53ba7d69e0 sha1值: b51a85cf5120151b136bf6219c76838e243e63e7 sha256值: 19b54f49602849fa5f13f3da028ae3144b2e27bfe9d2dad8e25be251cc51472f sha512值: ca4f45076fe383fdc5422a25c97cf8fc36561920e85f724cff391d02b6aa3c013a2e63b2015dbef08323edb641eb491b2c17d8cbe258b095742932bced647b9f 公钥算法: rsa 密钥长度: 2048 指纹: 5b1013dd37a5ae701c9c963b41e8946603f7a2bf83975de2a0d32a5d51314b8e

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.example.aiyifan_app_new.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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