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DeepSeek（ 1.0.7版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	DeepSeek

	版本
	1.0.7

	包名
	com.deepseek.chat

	域名线索
	27条

	URL线索
	34条

	APP图标
	

	分析日期
	2025年2月22日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	base.apk

	文件大小
	8.66MB

	MD5值
	651342b9cb58aab9e32fbdf521f44539

	SHA1值
	a1be7770b5b32baaf55eca26cc3e1cff209fefad

	SHA256值
	673fcda77a54f48f14cced7fc48f98542bdf141cfec8d8056df6fcda5e1d594a



3. APP基本信息
	类别
	内容

	App名称
	DeepSeek

	包名
	com.deepseek.chat

	主活动Activity
	com.deepseek.chat.MainActivity

	安卓版本名称
	1.0.7

	安卓版本
	36



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	issuetracker.google.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	schemas.android.com
	没有服务器地理信息. 

	goo.gle
	IP: 67.199.248.12 
所属国家: United States of America 
地区: New York 
城市: New York City 

	mon.snssdk.com
	IP: 122.189.220.167 
所属国家: China 
地区: Hubei 
城市: Yichang 

	klink.volceapplog.com
	IP: 125.39.43.214 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	accounts.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	gator.volces.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	ns.adobe.com
	没有服务器地理信息. 

	download.deepseek.com
	IP: 101.73.66.115 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	youtrack.jetbrains.com
	IP: 63.33.88.220 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	open.weixin.qq.com
	IP: 116.128.169.212 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	ktor.io
	IP: 18.64.123.19 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	toblog.volceapplog.com
	IP: 123.6.22.123 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	platform.deepseek.com
	IP: 60.204.2.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	www.slf4j.org
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	chat.deepseek.com
	IP: 60.204.2.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	abtest.volceapplog.com
	IP: 125.39.43.215 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	databyterangers.com.cn
	没有服务器地理信息. 

	apmplus.volces.com
	IP: 123.6.9.94 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mp.weixin.qq.com
	IP: 140.207.191.167 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	fp-it-tracker.fengkongcloud.com
	IP: 60.28.204.232 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	tab.volces.com
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	castatic-dev.fengkongcloud.com
	IP: 81.70.118.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tobapplog.volceapplog.com
	IP: 125.39.155.15 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	captcha.fengkongcloud.cn
	IP: 125.38.5.9 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	castatic.fengkongcloud.com
	IP: 221.204.73.106 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 


4.2 URL线索
	URL信息
	Url所在文件

	https://databyterangers.com.cn/simulator/mobile/log 
	Bb/e.java 

	https://youtrack.jetbrains.com/issue/KT-55980 
	Ea/r.java 

	https://issuetracker.google.com/issues/297974033 
	A/AbstractC0016d.java 

	https://issuetracker.google.com/issues/300280216 
	A/AbstractC0016d.java 

	https://chat.deepseek.com/feedback 
	N7/A.java 

	https://download.deepseek.com/app?utm_source=android_app 
	N7/A.java 

	http://castatic.fengkongcloud.com/pr/v1.0.4/assets/GT-Walsheim-Pro-Bold.ttf\ 
	N7/F.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	S1/g.java 

	https://chat.deepseek.com/feedback 
	U7/C0632h.java 

	https://download.deepseek.com/app?utm_source=android_app 
	B7/d.java 

	https://chat.deepseek.com/feedback 
	B7/g.java 

	https://goo.gle/compose-feedback 
	Z/C0780c.java 

	https://chat.deepseek.com 
	S7/d.java 

	https://apmplus.volces.com/monitor/collect/c/cloudcontrol/file 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/native_bin_crash 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/settings/get 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/core_dump_collect 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/crash_portrait 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/exception 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/logcollect 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/crash 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/exception/dump_collection 
	com/apm/insight/runtime/ConfigManager.java 

	https://apmplus.volces.com/monitor/collect/c/rapheal_file_collect 
	com/apm/insight/runtime/ConfigManager.java 

	https://castatic-dev.fengkongcloud.com/pr/v1.0.3/index.html\ 
	com/ishumei/sdk/captcha/O0000O000000oO.java 

	https://castatic.fengkongcloud.com/pr/v1.0.4/index.html 
	com/ishumei/sdk/captcha/SmCaptchaWebView.java 

	https://captcha.fengkongcloud.cn/ca/v1/log 
	com/ishumei/sdk/captcha/O000O00000oO/O000O00000OoO.java 

	https://fp-it-tracker.fengkongcloud.com/v3/tracker 
	com/ishumei/sdk/captcha/O000O00000oO/O000O00000oO.java 

	http://fp-it-tracker.fengkongcloud.com/v3/tracker 
	com/ishumei/sdk/captcha/O000O00000oO/O000O00000oO.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid= 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid= 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://mp.weixin.qq.com/publicpoc/opensdkconf?action=GetShareConf&appid= 
	com/tencent/mm/opensdk/openapi/WXAPiSecurityHelper.java 

	https://apmplus.volces.com/monitor/collect/c/cloudcontrol/get 
	b5/AbstractC0971a.java 

	https://apmplus.volces.com/monitor/collect/c/cloudcontrol/file 
	b5/AbstractC0971a.java 

	https://apmplus.volces.com/monitor/collect/c/logcollect 
	b5/AbstractC0971a.java 

	https://databyterangers.com.cn 
	n/U0.java 

	http://schemas.android.com/apk/res/android 
	p1/AbstractC1807b.java 

	https://gator.volces.com/service/2/device_register/ 
	pb/p0.java 

	https://gator.volces.com/service/2/device_update 
	pb/p0.java 

	https://gator.volces.com/service/2/app_alert_check/ 
	pb/p0.java 

	https://gator.volces.com 
	pb/p0.java 

	https://gator.volces.com/service/2/log_settings/ 
	pb/p0.java 

	https://gator.volces.com/service/2/profile/ 
	pb/p0.java 

	https://tab.volces.com/service/2/abtest_config/ 
	pb/p0.java 

	https://klink.volceapplog.com/service/2/device_register/ 
	s6/AbstractC2077b.java 

	https://klink.volceapplog.com/service/2/device_update 
	s6/AbstractC2077b.java 

	https://klink.volceapplog.com/service/2/app_alert_check/ 
	s6/AbstractC2077b.java 

	https://toblog.volceapplog.com/service/2/app_log/ 
	s6/AbstractC2077b.java 

	https://tobapplog.volceapplog.com/service/2/app_log/ 
	s6/AbstractC2077b.java 

	https://toblog.volceapplog.com/service/2/log_settings/ 
	s6/AbstractC2077b.java 

	https://abtest.volceapplog.com/service/2/abtest_config/ 
	s6/AbstractC2077b.java 

	https://toblog.volceapplog.com/service/2/profile/ 
	s6/AbstractC2077b.java 

	https://platform.deepseek.com/downloads/DeepSeek%20Terms%20of%20Use.html 
	v8/k.java 

	https://chat.deepseek.com/downloads/DeepSeek%E7%94%A8%E6%88%B7%E5%8D%8F%E8%AE%AE.html 
	v8/k.java 

	https://platform.deepseek.com/downloads/DeepSeek%20Privacy%20Policy.html 
	v8/k.java 

	https://chat.deepseek.com/downloads/DeepSeek%E9%9A%90%E7%A7%81%E6%94%BF%E7%AD%96.html 
	v8/k.java 

	https://chat.deepseek.com/downloads/third-party-info-sharing-list.html 
	v8/k.java 

	https://chat.deepseek.com/downloads/app-permissions.html 
	v8/k.java 

	https://chat.deepseek.com/feedback 
	v8/k.java 

	https://apmplus.volces.com/apm/device_register 
	u2/h.java 

	https://apmplus.volces.com/monitor/collect/c/session 
	u2/h.java 

	https://platform.deepseek.com/downloads/DeepSeek%20Terms%20of%20Use.html 
	C0/c.java 

	https://chat.deepseek.com/downloads/DeepSeek%E7%94%A8%E6%88%B7%E5%8D%8F%E8%AE%AE.html 
	C0/c.java 

	https://platform.deepseek.com/downloads/DeepSeek%20Privacy%20Policy.html 
	C0/c.java 

	https://chat.deepseek.com/downloads/DeepSeek%E9%9A%90%E7%A7%81%E6%94%BF%E7%AD%96.html 
	C0/c.java 

	https://chat.deepseek.com/feedback 
	C0/c.java 

	https://chat.deepseek.com/feedback) 
	C0/c.java 

	https://ktor.io/docs/http-client-engines.html 
	G9/h.java 

	https://www.slf4j.org/codes.html 
	uc/d.java 

	https://accounts.google.com/o/oauth2/revoke?token= 
	Z8/c.java 

	https://ktor.io/docs/faq.html 
	H9/d.java 

	https://platform.deepseek.com/downloads/DeepSeek%20Terms%20of%20Use.html 
	H8/b.java 

	https://chat.deepseek.com/downloads/DeepSeek%E7%94%A8%E6%88%B7%E5%8D%8F%E8%AE%AE.html 
	H8/b.java 

	https://platform.deepseek.com/downloads/DeepSeek%20Privacy%20Policy.html 
	H8/b.java 

	https://chat.deepseek.com/downloads/DeepSeek%E9%9A%90%E7%A7%81%E6%94%BF%E7%AD%96.html 
	H8/b.java 

	https://mon.snssdk.com/monitor/collect/c/cloudcontrol/file 
	Y4/a.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	u0013android@android.com0 
u0013android@android.com 
	a9/j.java 


4.4 手机号线索
	手机号
	所在文件

	15222222222 
	t/C2123v.java 

	16222222222 
	t/C2123v.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=cn, ST=zhejiang, L=hangzhou, O=DeepSeek, OU=DeepSeek, CN=DeepSeek 签名算法: rsassa_pkcs1v15 有效期自: 2024-11-04 02:29:09+00:00 有效期至: 2052-03-22 02:29:09+00:00 发行人: C=cn, ST=zhejiang, L=hangzhou, O=DeepSeek, OU=DeepSeek, CN=DeepSeek 序列号: 0x478ea09c194ed805 哈希算法: sha256 md5值: 1e1d1800a35927e71b85f5dbd35536e7 sha1值: ca2378d73740d0010d2c4bce7eef948b32fef14b sha256值: c6893c5368f7b5122fecdafc6c4ecf49e0b3dc4e42bd166cdb646907788c7ffa sha512值: 1f1b5f60e77021476f2af5c8e580c8ad55d7416181e0a80eeaea9d9c797ba388cfbafd631ebded3b19c525ee107e642b6aca75fe91f3fd33ab2ce0f3011496b2 公钥算法: rsa 密钥长度: 2048 指纹: eee074aa68a0841c680738cba2b8fd2ca0a1a41945908077704355e6b34d9f80

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.deepseek.chat.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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