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西游乐消消（ 1.0.4版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	西游乐消消

	版本
	1.0.4

	包名
	com.jinke.xiyoulexiaoxiao

	域名线索
	24条

	URL线索
	43条

	APP图标
	

	分析日期
	2025年7月18日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	西游乐消消tap端.apk

	文件大小
	13.76MB

	MD5值
	62ab3544f26b4da4f0c06d64523a38a8

	SHA1值
	e47ed8c6e23d60c40ca7fd4302ef65dce2990f85

	SHA256值
	acbff7e5420245d9d15a7c77b8322a31a4ab109c09da227c3776e19fce989714



3. APP基本信息
	类别
	内容

	App名称
	西游乐消消

	包名
	com.jinke.xiyoulexiaoxiao

	主活动Activity
	com.jinke.demand.FirstActivity

	安卓版本名称
	1.0.4

	安卓版本
	12



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	s.s.s
	没有服务器地理信息. 

	api-t.kylinmobi.net
	IP: 124.238.241.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	tds-public-config-sh.oss-cn-shanghai.aliyuncs.com
	IP: 106.14.228.107 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	upload.qiniu.com
	IP: 115.231.27.135 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tds.taptap-api.com
	没有服务器地理信息. 

	www.taptap.com
	IP: 39.107.195.45 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.xdrnd.com
	IP: 47.100.242.246 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.mycard520.com.tw
	IP: 220.130.127.97 
所属国家: Taiwan (Province of China) 
地区: Taipei 
城市: Taipei 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Vaud 
城市: Lausanne 

	openapi.taptap.com
	IP: 39.107.195.214 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	l.taptap.io
	IP: 104.18.30.71 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	talkingtomgame.jinkejoy.com
	IP: 52.83.192.246 
所属国家: China 
地区: Ningxia 
城市: Zhongwei 

	l.taptap.com
	IP: 39.107.197.32 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	game-permission.jinkejoy.com
	IP: 222.141.4.35 
所属国家: China 
地区: Henan 
城市: Luoyang 

	test.mycard520.com.tw
	IP: 40.83.124.36 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	api.kylinmobi.net
	IP: 124.238.241.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	www.tap.io
	IP: 104.18.29.116 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ttf-cdn.jinkejoy.com
	IP: 111.225.213.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	tds-tapsdk.cn.tapapis.com
	IP: 203.107.32.241 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	open.api.xdrnd.com
	IP: 47.101.131.115 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	app-router.com
	IP: 106.75.81.168 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openapi.tap.io
	IP: 104.18.29.116 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	https://github.com/TooTallNate/Java-WebSocket/wiki/Lost-connection-detection 
	org/java_websocket/AbstractWebSocket.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	http://www.w3.org/XML/1998/namespace 
	defpackage/H.java 

	http://www.w3.org/2000/xmlns/ 
	defpackage/H.java 

	https://app-router.com 
	cn/leancloud/core/AppRouter.java 

	http://upload.qiniu.com 
	cn/leancloud/upload/QiniuAccessor.java 

	https://api-t.kylinmobi.net 
	com/jinkejoy/main/Constant.java 

	https://api-t.kylinmobi.net/v1/commonServer/getConfigData 
	com/jinkejoy/main/Constant.java 

	https://api.kylinmobi.net 
	com/jinkejoy/lib_billing/BuildConfig.java 

	https://api.kylinmobi.net 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/create_order 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/getIapConfigData 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/pay/getsign 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/platform_login 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/SDK/virtualPay 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/select_pay 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/order/update_status 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/huaWeiOnline/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/huaWeiSingle/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/lenovoOnline/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/360Online/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/360Single/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/commonServer/pay/IntegratedPayment/my_card_pay 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://www.mycard520.com.tw/MyCardPay 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://test.mycard520.com.tw/MyCardPay 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/oppoSingle/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/commonServer/pay/IntegratedPayment/payermax 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/commonServer/app-config/get-pay-mode-config 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/JinKe/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/samsungOnline/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/commonServer/pay/IntegratedPayment/travel 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/ucOnline/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/ucSingle/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v2/order/query 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/vivoSingle/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/WifiOnline/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://api.kylinmobi.net/v1/commonServer/GameFanOnline/verifyOrder/ 
	com/jinkejoy/lib_billing/common/util/Constant.java 

	https://openapi.taptap.com/ 
	com/taptap/sdk/RegionType.java 

	https://www.taptap.com/ 
	com/taptap/sdk/RegionType.java 

	https://openapi.tap.io/ 
	com/taptap/sdk/RegionType.java 

	https://www.tap.io/ 
	com/taptap/sdk/RegionType.java 

	https://www.xdrnd.com/ 
	com/taptap/sdk/ui/l.java 

	https://api.kylinmobi.net/ 
	com/jkjoy/utils/a.java 

	https://api.kylinmobi.net/hot-update 
	com/jkjoy/utils/a.java 

	https://api.kylinmobi.net/v2/events/ 
	com/jkjoy/a/a.java 

	https://l.taptap.com/5d1NGyET 
	com/tds/common/utils/TapGameUtil.java 

	https://l.taptap.io/GNYwFaZr 
	com/tds/common/utils/TapGameUtil.java 

	https://l.taptap.com/5d1NGyET?subc1=%s 
	com/tds/common/utils/TapGameUtil.java 

	https://l.taptap.io/GNYwFaZr?subc1=%s 
	com/tds/common/utils/TapGameUtil.java 

	https://openapi.taptap.com/ 
	com/tds/common/oauth/RegionType.java 

	https://www.taptap.com/ 
	com/tds/common/oauth/RegionType.java 

	https://openapi.tap.io/ 
	com/tds/common/oauth/RegionType.java 

	https://www.tap.io/ 
	com/tds/common/oauth/RegionType.java 

	https://www.xdrnd.com/ 
	com/tds/common/oauth/views/AuthorizeWebContainer.java 

	https://github.com/TooTallNate/Java-WebSocket/wiki/Lost-connection-detection 
	com/tds/common/websocket/conn/AbstractWebSocket.java 

	https://tds.taptap-api.com/tool/check_ip_region 
	com/tds/common/region/TdsRegionHelper.java 

	https://api.kylinmobi.net 
	com/jinke/privacy/agreement/BuildConfig.java 

	https://api.kylinmobi.net 
	com/jinke/demand/FirstActivity.java 

	http://ttf-cdn.jinkejoy.com/eula_pg.html 
	com/jinke/demand/agreement/JkPrivacyAgreementSDK.java 

	http://ttf-cdn.jinkejoy.com/privacy_pg.html 
	com/jinke/demand/agreement/JkPrivacyAgreementSDK.java 

	http://ttf-cdn.jinkejoy.com/childrenprivacy_pg.html 
	com/jinke/demand/agreement/JkPrivacyAgreementSDK.java 

	http://ttf-cdn.jinkejoy.com/ 
	com/jinke/demand/agreement/PrivacyAgreementImp.java 

	https://api.kylinmobi.net/v2/commonServer/app-config/get-agreement-config/ 
	com/jinke/demand/agreement/PrivacyAgreementImp.java 

	http://ttf-cdn.jinkejoy.com/personal_information_pg.html 
	com/jinke/demand/agreement/util/Constant.java 

	http://ttf-cdn.jinkejoy.com/childrenPrivacy.html 
	com/jinke/demand/agreement/util/Constant.java 

	http://ttf-cdn.jinkejoy.com/eula.html 
	com/jinke/demand/agreement/util/Constant.java 

	https://game-permission.jinkejoy.com/agreement_auth 
	com/jinke/demand/agreement/util/Constant.java 

	http://ttf-cdn.jinkejoy.com/privacy.html 
	com/jinke/demand/agreement/util/Constant.java 

	http://ttf-cdn.jinkejoy.com/information_shared_with_3rd_parties_pg.html 
	com/jinke/demand/agreement/util/Constant.java 

	http://ttf-cdn.jinkejoy.com/ 
	com/jinke/demand/agreement/util/Constant.java 

	https://api.kylinmobi.net/v2/commonServer/app-config/get-apply-permission-content-config/ 
	com/jinke/demand/agreement/util/GetPermissionApplyConfigUtil.java 

	http://ttf-cdn.jinkejoy.com/eula_pg.html 
	com/jinke/demand/agreement/view/PrivacyAgreementViewV2.java 

	http://ttf-cdn.jinkejoy.com/childrenprivacy_pg.html 
	com/jinke/demand/agreement/view/PrivacyAgreementViewV2.java 

	http://ttf-cdn.jinkejoy.com/privacy_pg.html 
	com/jinke/demand/agreement/view/PrivacyAgreementViewV2.java 

	https://ttf-cdn.jinkejoy.com/privacy_4.html 
	com/jinke/demand/agreement/view/PrivacyAgreementView.java 

	https://tds-tapsdk.cn.tapapis.com 
	com/tapsdk/antiaddiction/BuildConfig.java 

	https://tds-tapsdk.cn.tapapis.com 
	com/tapsdk/antiaddiction/AntiAddictionImpl.java 

	https://tds-public-config-sh.oss-cn-shanghai.aliyuncs.com/antiaddiction-settings.json 
	com/tapsdk/antiaddiction/AntiAddictionImpl.java 

	https://tds-tapsdk.cn.tapapis.com 
	com/tapsdk/antiaddiction/constants/Constants.java 

	https://openapi.taptap.com 
	com/tapsdk/antiaddictionui/constant/Constants.java 

	https://open.api.xdrnd.com 
	com/tapsdk/antiaddictionui/constant/Constants.java 

	https://ttf-cdn.jinkejoy.com/childrenPrivacy.html 
	com/outfit7/talkingfriends/jinke/n.java 

	https://ttf-cdn.jinkejoy.com/privacy.html 
	com/outfit7/talkingfriends/jinke/m.java 

	https://ttf-cdn.jinkejoy.com/eula.html 
	com/outfit7/talkingfriends/jinke/l.java 

	https://talkingtomgame.jinkejoy.com/ 
	com/outfit7/talkingfriends/jinke/real/RealNameActivity.java 


4.3 邮箱线索
4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=86, ST=guangdong, L=guangzhou, O=jinkewenhua, OU=jinkewenhua, CN=jinke 签名算法: rsassa_pkcs1v15 有效期自: 2019-04-12 07:23:25+00:00 有效期至: 2044-04-05 07:23:25+00:00 发行人: C=86, ST=guangdong, L=guangzhou, O=jinkewenhua, OU=jinkewenhua, CN=jinke 序列号: 0xfaeddb7 哈希算法: sha256 md5值: 2add741e82d8b2663f911847b3c877b3 sha1值: 29432c9c0efb3819ba6b3778fc1567597760d608 sha256值: 9931afd2f7eaa23d4686f7b1b92f02898933dab8558f8ae01529ae752746ca5f sha512值: 636f7573ed35b491908d3cdd7b3d2a4d5bc178667c867383dadf34b5a3c75d28767e2e89ff76a52d0a8f3e15fbe41e5dfc452efa0cdc627d3c7e685400228798 公钥算法: rsa 密钥长度: 2048 指纹: 9d030d465200f30db2f105560386373646a4b2720b7d6df080f06e6a822635d8

6. 硬编码敏感信息
	可能的敏感信息

	"antiaddictionui_dialog_tap_authorization_title" : "TapTap 快速认证服务" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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