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蛋花免费小说（ 5.9.1.32版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	蛋花免费小说

	版本
	5.9.1.32

	包名
	com.eggflower.read

	域名线索
	176条

	URL线索
	277条

	APP图标
	

	分析日期
	2025年7月18日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	蛋花免费小说.apk

	文件大小
	50.67MB

	MD5值
	60945de624dfb34b8f91f33a013508f8

	SHA1值
	ef9a6c6aabb235dd133a3da360a63ba2706b9b23

	SHA256值
	e98bc420d412b0de17c3be5c7f975b650b8d53e08ed7c4ef51a2cf6c4c399e02



3. APP基本信息
	类别
	内容

	App名称
	蛋花免费小说

	包名
	com.eggflower.read

	主活动Activity
	com.dragon.read.pages.splash.SplashActivity

	安卓版本名称
	5.9.1.32

	安卓版本
	59132



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	app-alpha.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	mon.snssdk.com
	IP: 218.12.86.36 
所属国家: China 
地区: Hebei 
城市: Baoding 

	store.hispace.hicloud.com
	IP: 49.4.47.241 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	zlink.ugsdk.cn
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.toutiaoapi.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	lf3-beecdn.bytetos.com
	IP: 221.204.47.232 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	toblog-alink.ctobsnssdk.com
	IP: 123.125.216.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ohayoo.cn
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics1.data.hicloud.com
	IP: 218.12.91.83 
所属国家: China 
地区: Hebei 
城市: Baoding 

	grs.dbankcloud.com
	IP: 113.201.107.90 
所属国家: China 
地区: Shaanxi 
城市: Baoji 

	log.snssdk.com
	IP: 121.29.30.204 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	p9-reading.byteimg.com
	IP: 221.194.180.11 
所属国家: China 
地区: Hebei 
城市: Langfang 

	grs.dbankcloud.asia
	IP: 119.8.176.236 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	p1-reading.byteimg.com
	IP: 101.28.249.31 
所属国家: China 
地区: Hebei 
城市: Handan 

	www.douyin.com
	IP: 125.38.11.239 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.sina.com
	IP: 123.126.45.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	soulkiller.bytedance.net
	IP: 10.14.104.66 
所属国家: - 
地区: - 
城市: - 

	cloudapi.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	lf3-reading.fqnovelpic.com
	IP: 218.61.164.173 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	api.fqnovel.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	timon.zijieapi.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.ccil.org
	IP: 172.217.163.51 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	imagex-settings-sg.volcimagex.net
	IP: 104.109.129.179 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	open-boe.douyin.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ic.snssdk.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vcs.zijieapi.com
	IP: 61.162.174.89 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	lf3-sourcecdn-tos.pstatp.com
	IP: 61.182.131.225 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	mon.zijieapi.com
	IP: 1.24.81.58 
所属国家: China 
地区: Nei Mongol 
城市: Baotou 

	open.weibo.cn
	IP: 123.126.45.166 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.toutiao13.com
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	is.snssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	6osurvos.fn.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	test-aweme.snssdk.com
	IP: 10.8.7.222 
所属国家: - 
地区: - 
城市: - 

	ns.adobe.com
	没有服务器地理信息. 

	bsync-goapi-boe.bytedance.net
	IP: 10.225.4.245 
所属国家: - 
地区: - 
城市: - 

	developer.huawei.com
	IP: 121.22.232.169 
所属国家: China 
地区: Hebei 
城市: Qinhuangdao 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	verify.snssdk.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.ibm.com
	IP: 23.13.189.250 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	dns.google.com
	IP: 8.8.8.8 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	lf3-static.bytednsdoc.com
	IP: 119.167.188.204 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	ad.zijieapi.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	rtlog.snssdk.com
	IP: 61.182.131.161 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	praisewindow.ugsdk.cn
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tosv.byted.org
	没有服务器地理信息. 

	lf-ecom-gr-sourcecdn.bytegecko.com
	IP: 1.24.81.110 
所属国家: China 
地区: Nei Mongol 
城市: Baotou 

	vcs-boe.bytedance.net
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	scc.bytedance.com
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	i-boe.snssdk.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	tmaportal.snssdk.com
	IP: 61.48.83.239 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.m.taobao.com
	IP: 125.39.103.206 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	p29-tt.byteimg.com
	IP: 116.136.204.230 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	p3-piu.byteimg.com
	IP: 175.174.16.222 
所属国家: China 
地区: Liaoning 
城市: Benxi 

	rc-boe.snssdk.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	render.alipay.com
	IP: 101.72.250.103 
所属国家: China 
地区: Hebei 
城市: Langfang 

	mobilegw.dl.alipaydev.com
	IP: 110.75.132.25 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	schemas.android.com
	没有服务器地理信息. 

	wappaygw.alipay.com
	IP: 61.48.83.216 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 111.202.1.240 
所属国家: China 
地区: Beijing 
城市: Beijing 

	unpkg.byted-static.com
	IP: 116.136.204.232 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	lf3-reading.fqnovelstatic.com
	IP: 218.61.164.175 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	security.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	polaris.zijieapi.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	rc.snssdk.com
	IP: 123.125.216.210 
所属国家: China 
地区: Beijing 
城市: Beijing 

	zlink.toutiao.com
	IP: 123.125.216.216 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dispatch-api-online.vemarsdev.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ib.snssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dycloud.volces.com
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imgcache.qq.com
	IP: 61.49.23.182 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 113.56.189.162 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	apps.bytesfield-b.com
	IP: 123.125.216.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	lf-sourcecdn-tos.bytegecko.com
	IP: 112.132.34.225 
所属国家: China 
地区: Anhui 
城市: Wuhu 

	developer.toutiao.com
	IP: 121.29.30.202 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	hotsoon.snssdk.com
	IP: 101.72.227.63 
所属国家: China 
地区: Hebei 
城市: Langfang 

	databyterangers.com.cn
	没有服务器地理信息. 

	aweme.snssdk.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bsync.snssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mon.toutiaocloud.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	apmplus.volces.com
	IP: 121.17.255.229 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	imagex-settings-boe.byted.org
	没有服务器地理信息. 

	mcgw.alipay.com
	IP: 61.48.83.216 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open-client.douyin.com
	IP: 123.125.216.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.e.189.cn
	IP: 42.123.76.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipay.com
	IP: 203.209.245.129 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	bytedance.feishu.cn
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	coverage-data-center.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	zhanzhang.toutiao.com
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.qplus.com
	没有服务器地理信息. 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	applog.snssdk.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.samsung.com
	IP: 111.161.120.36 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	qa.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	p1-luckycatopen.byteimg.com
	IP: 60.221.184.20 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	api.weibo.com
	IP: 123.126.45.166 
所属国家: China 
地区: Beijing 
城市: Beijing 

	loggw-exsdk.alipay.com
	IP: 110.76.6.65 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	imagex-settings.volcimagex.net
	IP: 123.125.216.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p26-tt.byteimg.com
	IP: 218.12.77.101 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	lf.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	isub.snssdk.com
	IP: 123.125.216.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	service.weibo.com
	IP: 123.125.107.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf-cdn-tos.bytescm.com
	IP: 118.212.141.239 
所属国家: China 
地区: Jiangxi 
城市: Nanchang 

	log.zijieapi.com
	IP: 123.125.216.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 111.202.1.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gecko.zijieapi.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lf6-file.novelfmstatic.com
	IP: 1.24.81.110 
所属国家: China 
地区: Nei Mongol 
城市: Baotou 

	mon-va.byteoversea.com
	IP: 184.50.87.40 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	verify.zijieapi.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	settings.ttwebview.com
	IP: 123.125.216.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appgallery.cloud.huawei.com
	IP: 121.36.118.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jsb.snssdk.com
	IP: 121.29.30.204 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	link.wtturl.cn
	IP: 123.125.216.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	abtest-ch.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	appcloud.bytedance.net
	IP: 10.8.6.219 
所属国家: - 
地区: - 
城市: - 

	effect.snssdk.com
	IP: 121.29.30.201 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	open-client-boe.douyin.com
	IP: 10.225.4.103 
所属国家: - 
地区: - 
城市: - 

	imagex-settings-va.volcimagex.net
	IP: 104.109.129.177 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tp-pay.snssdk.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mon.toutiaocloud.net
	IP: 61.182.131.160 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	api.amemv.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dpprofile.snssdk.com
	IP: 123.125.216.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p3-reading.byteimg.com
	IP: 116.136.204.233 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	play.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	applog.zijieapi.com
	IP: 123.125.216.216 
所属国家: China 
地区: Beijing 
城市: Beijing 

	activity-ag.awemeughun.com
	IP: 123.125.216.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	site.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	avg-editor.bytedance.net
	没有服务器地理信息. 

	unblock.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	mobile.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	jsb.zijieapi.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	i.snssdk.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.18.60.199
	IP: 10.18.60.199 
所属国家: - 
地区: - 
城市: - 

	nativeapp.toutiao.com
	IP: 123.125.216.214 
所属国家: China 
地区: Beijing 
城市: Beijing 

	zeus-api.vemarsdev.com
	IP: 61.182.131.160 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	activity.awemeughun.com
	IP: 123.125.216.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mp.toutiao.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	card.e.189.cn
	IP: 222.93.107.242 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	rmc.bytedance.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	reading.snssdk.com
	IP: 121.29.30.202 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	lf-webcast-sourcecdn-tos.bytegecko.com
	IP: 218.11.6.231 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	open.douyin.com
	IP: 123.125.216.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 125.39.103.248 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	boe.i.snssdk.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	boe-verify.bytedance.net
	IP: 10.225.4.243 
所属国家: - 
地区: - 
城市: - 

	ichannel.snssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 140.207.58.67 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	feedback-c.zijieapi.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	monsetting.toutiao.com
	IP: 123.125.216.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p9-piu.byteimg.com
	IP: 221.194.180.14 
所属国家: China 
地区: Hebei 
城市: Langfang 

	rtlog.zijieapi.com
	IP: 123.125.216.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ma.zijieapi.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	clue.oceanengine.com
	IP: 121.29.30.204 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	lf3-developer.bytemastatic.com
	IP: 175.174.16.220 
所属国家: China 
地区: Liaoning 
城市: Benxi 

	lf-dy-sourcecdn-tos.bytegecko.com
	IP: 218.61.164.176 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	rtapplog.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mon.toutiao.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	captcha.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	apps.bytesfield.com
	IP: 121.29.30.201 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	vod-urls.bytedanceapi.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://apmplus.volces.com/apm/device_register 
	ca/da/ca/j/s.java 

	https://apmplus.volces.com/monitor/collect/c/session 
	ca/da/ca/j/s.java 

	https://log.snssdk.com/apm/device_register 
	ca/da/ca/j/s.java 

	https://ichannel.snssdk.com/service/2/app_alert_check/ 
	ca/da/ca/j/s.java 

	https://log.snssdk.com/monitor/collect/c/session 
	ca/da/ca/j/s.java 

	https://applog.snssdk.com/monitor/collect/c/session 
	ca/da/ca/j/s.java 

	https://rtlog.snssdk.com/monitor/collect/c/session 
	ca/da/ca/j/s.java 

	https://rtapplog.snssdk.com/monitor/collect/c/session 
	ca/da/ca/j/s.java 

	https://log.snssdk.com/service/2/log_settings/ 
	ca/da/ca/j/s.java 

	https://toblog-alink.ctobsnssdk.com/service/2/attribution_data 
	ca/da/ca/j/s.java 

	https://toblog-alink.ctobsnssdk.com/service/2/alink_data 
	ca/da/ca/j/s.java 

	https://databyterangers.com.cn 
	ca/da/ca/h/a.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/m/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/q/d.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/q/e.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/u/m.java 

	https://mobilegw.dl.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/u/m.java 

	https://ad.zijieapi.com/ 
	com/bytedance/admetaversesdk/banner/request/BannerRequestBase.java 

	https://ad.zijieapi.com/api/ad/v1/banner/ 
	com/bytedance/admetaversesdk/banner/request/BannerRequestBase.java 

	https://ad.zijieapi.com/ 
	com/bytedance/admetaversesdk/inspire/impl/NetworkImpl.java 

	https://i.snssdk.com/ 
	com/bytedance/admetaversesdk/inspire/impl/NetworkImpl.java 

	https://ib.snssdk.com/inspect/intercept/ 
	com/bytedance/android/ad/adlp/components/impl/jump/http/a.java 

	https://is.snssdk.com/service/settings/v3/ 
	com/bytedance/android/ad/client/components/settings/a.java 

	https://aweme.snssdk.com 
	com/bytedance/android/ec/hybrid/list/view/MallLynxTaskBanner.java 

	https://mon-va.byteoversea.com 
	com/bytedance/android/monitorV2/hybridSetting/entity/HybridSettingInitConfig.java 

	https://p3-piu.byteimg.com/tos-cn-i-8jisjyls3a/ee190cc9a22d462989669b8c6fa9ffc7 
	com/bytedance/android/shopping/mall/background/c.java 

	https://p9-piu.byteimg.com/tos-cn-i-8jisjyls3a/e722fa33fdfb4dfa9ad0a30e53371b33 
	com/bytedance/android/shopping/mall/background/c.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/qveh7pognuloj/0221123-154926-1.png 
	com/bytedance/android/shopping/mall/background/d.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/qveh7pognuloj/20221201-150559-1.png 
	com/bytedance/android/shopping/mall/background/d.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_toutiao/config.json\ 
	com/bytedance/android/shopping/mall/facade/e.java 

	https://ad.zijieapi.com 
	com/bytedance/android/shopping/mall/homepage/card/live/a.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/webcast/falcon/douyin/ecommerce_subsidy_douyin/homepage/template.js 
	com/bytedance/android/shopping/mall/homepage/tools/ae.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/mall_channels_regular/seckill/app/template.js 
	com/bytedance/android/shopping/mall/homepage/tools/ae.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_dylite/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_dylite/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_toutiao/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_toutiao/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/1967/ecom_mall_cards_noveldr/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/3040/ecom_mall_cards_novelfm/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/8663/ecom_mall_cards_huoshan/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/32/ecom_mall_cards_xigua/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/webcast/ecom/lynx/ecom_mall_cards/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_dylite/ 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_dylite/ 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/webcast/ecom/lynx/ecom_mall_cards/ 
	com/bytedance/android/shopping/mall/homepage/tools/ac.java 

	https://mon.zijieapi.com/monitor/collect/c/logcollect 
	com/bytedance/apm/a/a/a.java 

	https://mon.zijieapi.com/monitor/appmonitor/v4/settings 
	com/bytedance/apm/constant/l.java 

	https://monsetting.toutiao.com/monitor/appmonitor/v4/settings 
	com/bytedance/apm/constant/l.java 

	https://mon.zijieapi.com/monitor/collect/batch/ 
	com/bytedance/apm/constant/l.java 

	https://mon.toutiao.com/monitor/collect/batch/ 
	com/bytedance/apm/constant/l.java 

	https://mon.zijieapi.com/monitor/collect/c/trace_collect 
	com/bytedance/apm/constant/l.java 

	https://mon.zijieapi.com/monitor/collect/c/exception 
	com/bytedance/apm/constant/l.java 

	https://log.zijieapi.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://applog.zijieapi.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://rtlog.zijieapi.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://log.zijieapi.com/service/2/log_settings/ 
	com/bytedance/applog/util/UriConstants.java 

	https://mon.zijieapi.com/monitor/collect/c/exception 
	com/bytedance/article/common/monitor/stack/b.java 

	https://log.snssdk.com 
	com/bytedance/bdinstall/j.java 

	https://log.snssdk.com 
	com/bytedance/bdinstall/s.java 

	https://boe.i.snssdk.com 
	com/bytedance/bdinstall/s.java 

	https://developer.toutiao.com 
	com/bytedance/bdp/appbase/api/a.java 

	https://developer.toutiao.com 
	com/bytedance/bdp/appbase/api/impl/a.java 

	https://tmaportal.snssdk.com/jssdk/h5/add_to_desktop_learn_more/ 
	com/bytedance/bdp/appbase/api/impl/BdpOpenApiUrlServiceImpl.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/bdp/appbase/base/monitor/MonitorConfigUrl.java 

	https://monsetting.toutiao.com/monitor/appmonitor/v2/settings 
	com/bytedance/bdp/appbase/base/monitor/MonitorConfigUrl.java 

	https://ma.zijieapi.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester$quicHost$2.java 

	https://dycloud.volces.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://i.snssdk.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://developer.toutiao.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://ma.zijieapi.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://site.bytedance.net/docs/115/150/14119/ 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://site.bytedance.net/docs/115/150/2412/ 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcn6WSpMTdbD5VXqJlYfF2IFf?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnTUZhZiNyOG7JK8svoSXIGdBPEA 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnAqEw32HinOGE0kRfCtEGBh 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnPdw9VmmizgpD5aBSi5vVSb?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcn3icopMFuBuM5eeISrK6mFc?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcna4CfrqDg1bH4bCiqaU4oQQ?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnAqDt8tqj1Yxnu3NRVcMTCe?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnjmK6Vs3rdlC4SfJbrsr6wd 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://vcs.zijieapi.com/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://vcs-boe.bytedance.net/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://unpkg.byted-static.com/byted/secsdk-unpunish/1.7.3/output/index.html\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://unblock.web.bytedance.net/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://rc.snssdk.com\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://rc-boe.snssdk.com/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://unpkg.byted-static.com/byted/secsdk-qa/1.2.6/build/index.html\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	http://qa.web.bytedance.net\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://unpkg.byted-static.com/byted/secsdk-mobile-original/1.9.9/build/index.html\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://mobile.web.bytedance.net/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://verify.zijieapi.com/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://boe-verify.bytedance.net/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://lf-cdn-tos.bytescm.com/obj/static/secsdk-captcha/cn2/2.26.18/index.html\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://captcha.web.bytedance.net/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://unpkg.byted-static.com/byted/secsdk-smart-captcha/0.0.8/output/app/smarter/index.html\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://verify.snssdk.com/\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://unpkg.byted-static.com/byted/secsdk-smart-captcha/0.0.8/output/app/smartest/index.html\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://verify.zijieapi.com/captcha/reportIdentity\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://boe-verify.bytedance.net/captcha/reportIdentity\ 
	com/bytedance/bdturing/setting/DefaultSettings$raw$2.java 

	https://mon.snssdk.com/monitor/collect/ 
	com/bytedance/common/profilesdk/e.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/common/profilesdk/e.java 

	https://mon.snssdk.com 
	com/bytedance/crash/runtime/a.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/data/bojji_api/a.java 

	https://mon.snssdk.com/monitor/collect/ 
	com/bytedance/data/bojji_api/a.java 

	https://imagex-settings-sg.volcimagex.net 
	com/bytedance/fresco/cloudcontrol/a.java 

	https://imagex-settings-va.volcimagex.net 
	com/bytedance/fresco/cloudcontrol/a.java 

	https://imagex-settings.volcimagex.net 
	com/bytedance/fresco/cloudcontrol/a.java 

	https://imagex-settings-boe.byted.org 
	com/bytedance/fresco/cloudcontrol/a.java 

	https://i.snssdk.com/inspect/aegis/client/page/ 
	com/bytedance/ies/android/rifle/initializer/web/h.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/ies/bullet/lynx/init/l.java 

	https://mon.snssdk.com/monitor/collect 
	com/bytedance/ies/bullet/lynx/init/l.java 

	https://i.snssdk.com/magic/eco/runtime/release 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://i.snssdk.com/magic/eco/runtime/beta 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://aweme.snssdk.com/magic/eco/runtime/release 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://aweme.snssdk.com/magic/eco/runtime/beta 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://hotsoon.snssdk.com/magic/eco/runtime/release 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://hotsoon.snssdk.com/magic/eco/runtime/beta 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://reading.snssdk.com/magic/eco/runtime/release 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://reading.snssdk.com/magic/eco/runtime/beta 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://lf-dy-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://test-aweme.snssdk.com/falcon/jsb_tester_web/dmt 
	com/bytedance/ies/bullet/service/base/c/b.java 

	https://is.snssdk.com/service/settings/v3/ 
	com/bytedance/ies/bullet/settings/d.java 

	https://jsb.snssdk.com/src/server/v2/package 
	com/bytedance/ies/web/jsbridge2/IBridgePermissionConfigurator.java 

	https://effect.snssdk.com/ 
	com/bytedance/lynx/hybrid/hybrid_canvas/LynxCanvasEffectHandler.java 

	https://lf3-developer.bytemastatic.com/obj/developer/misc/IESLiveEffectResource.zip 
	com/bytedance/lynx/hybrid/hybrid_canvas/LynxCanvasEffectHandler.java 

	https://is.snssdk.com/service/settings/v3/ 
	com/bytedance/lynx/service/b.java 

	https://mon.zijieapi.com 
	com/bytedance/lynx/service/model/a.java 

	https://scc.bytedance.com/scc_sdk/adblock_rules/get 
	com/bytedance/lynx/webview/a/b.java 

	https://scc.bytedance.com/scc_sdk/url_scan_v2 
	com/bytedance/lynx/webview/a/c.java 

	https://api.amemv.com 
	com/bytedance/lynx/webview/internal/i.java 

	https://settings.ttwebview.com 
	com/bytedance/lynx/webview/internal/i.java 

	https://zhanzhang.toutiao.com/page/outer/contact 
	com/bytedance/lynx/webview/internal/t.java 

	https://scc.bytedance.com/cloud_control/download_check 
	com/bytedance/lynx/webview/internal/k.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/minigame/appbase/base/monitor/MonitorConfigUrl.java 

	https://monsetting.toutiao.com/monitor/appmonitor/v2/settings 
	com/bytedance/minigame/appbase/base/monitor/MonitorConfigUrl.java 

	https://ib.snssdk.com/service/settings/v3/ 
	com/bytedance/minigame/appbase/base/settings/SettingsRequest.java 

	https://site.bytedance.net/docs/115/150/14119/ 
	com/bytedance/minigame/bdpbase/manager/BdpRuntimeProvider.java 

	https://site.bytedance.net/docs/115/150/2412/ 
	com/bytedance/minigame/bdpbase/manager/BdpRuntimeProvider.java 

	http://xmlpull.org/v1/doc/features.html 
	com/bytedance/mira/c/n.java 

	https://security.snssdk.com/api/plugin/config/v2/ 
	com/bytedance/morpheus/mira/d/a.java 

	https://security.snssdk.com/api/plugin/config/v2/ 
	com/bytedance/morpheus/mira/d/d.java 

	http://apps.samsung.com/appquery/appDetail.as?appId= 
	com/bytedance/praisedialoglib/manager/b.java 

	https://appcloud.bytedance.net/client-sdk/config] 
	com/bytedance/push/d.java 

	http://i-boe.snssdk.com 
	com/bytedance/push/BDPushConfiguration.java 

	https://reading.snssdk.com 
	com/bytedance/push/BDPushConfiguration.java 

	https://mon.snssdk.com/monitor/collect/ 
	com/bytedance/push/monitor/f.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/push/monitor/f.java 

	https://bsync.snssdk.com 
	com/bytedance/push/sync/c.java 

	https://mon.snssdk.com 
	com/bytedance/push/sync/c.java 

	http://p26-tt.byteimg.com/xs_fm_mobile_res/img_double_coin.png 
	com/bytedance/reader_ad/common/a/a.java 

	http://p26-tt.byteimg.com/xs_fm_mobile_res/red_packet_card_image_cover.png 
	com/bytedance/reader_ad/common/a/a.java 

	http://p26-tt.byteimg.com/xs_fm_mobile_res/seven_day_presents_dialog_bkg_2.png 
	com/bytedance/reader_ad/common/a/a.java 
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	Mogua Engine V1 

	https://play.google.com/store 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com/app/ 
	Mogua Engine V1 

	https://play.google.com/store/apps/details?id= 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com 
	Mogua Engine V1 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	Mogua Engine V1 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_515_active_star_v1.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_511_all_private.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_360_halo_inner.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_360_halo_outer.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_527_audio_detail_bg_shadow_v2.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_537_audio_play_cover_shadow_v2.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_575_audio_recommend_gold_coin.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_575_audio_recommend_bg_mask.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_559_im_group_conversation_header_bg.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_571_vip_inspire_card_bg.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_555_bg_vip_banner_gold_no_vip.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_555_bg_vip_banner_gold_vip.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_555_bg_vip_banner_gray.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_549_bg_book_abstract_holder_blue.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_549_bg_book_abstract_holder_green.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_549_bg_book_abstract_holder_red.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_549_bg_book_abstract_holder_yellow.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_529_book_card_bg1.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_553_book_end_top_area_finish.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_553_book_end_top_area_update.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_ugc_booklist.png 
	Mogua Engine V2 

	https://p29-tt.byteimg.com/img/novel-images/836fade766624a52b10e1cf27cb13e38 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_0.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_1.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_2.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_3.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_4.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_5.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_digg_urge_tip_6.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_500_forum_operator_v1.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_515_forum_writer_v1.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/ttfe/reading/img/125/polaris_dialog_header.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/eggflower/img_500_gold_coin_reward_dialog_image.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_533_gold_coin_reward_dialog_image.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_honor_medal_comment_talent.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_285_gold_coin.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_285_gold_coin_dark.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_285_one_yuan.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_285_one_yuan_dark.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_400_dialog-intervene-main-icon.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_bg_fission_large_bind_notify.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_bg_fission_large_common.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_bg_fission_large_freeze.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_bg_fission_large_recognize.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_bg_fission_large_recognize_result.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_551_bg_fission_large_risk.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_543_left_slide_guide_bg.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/file_lottie_like_anim.json 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/eggflower/img_509_lucky_login_page_top_bg.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_531_mine_tab_no_vip_bg_v1.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_531_mine_tab_vip_bg_v1.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/ttfe/reading/img/125/pic_about_background.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_new_category_guess_you_like_1.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_new_category_guess_you_like_2.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_new_category_guess_you_like_3.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_300_new_category_guess_you_like_4.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/ttfe/reading/img/125/pic_horizontal_slide.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_490_olympiad_book_top_bg.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_340_para_comment_guide.jpg 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_531_profile_author_bg_v2.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_531_profile_cp_author_bg_v2.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_531_profile_normal_user_bg_v2.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_539_publish_author_holder_bg.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_509_publish_booklist_attach.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_539_publish_ugc_header_bg.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_reader_offline_ad_image.png 
	Mogua Engine V2 

	https://lf3-reading.fqnovelpic.com/obj/novel-common/img_500_req_book_topic.png 
	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_515_shadow_comic_one.png 
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	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_515_shadow_comic_three.png 
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	Mogua Engine V2 

	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_539_video_rec_bookcard.png 
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	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_553_urge_tip_4_dark.webp 
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	http://lf3-reading.fqnovelpic.com/obj/novel-common/img_553_urge_tip_5.webp 
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	Mogua Engine V2 
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	http://lf3-reading.fqnovelstatic.com/obj/novel-common/warningtone_no_playable_ 
	Mogua Engine V2 
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	http://lf3-reading.fqnovelstatic.com/obj/novel-common/css_local_prefer_android_v1.css 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
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	Mogua Engine V2 

	https://grs.dbankcloud.com 
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	lib/armeabi-v7a/libsscronet.so 

	http://s 
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	http://wpad/wpad.dat 
	lib/armeabi-v7a/libsscronet.so 

	http://ns.adobe.com/xap/1.0/ 
	lib/armeabi-v7a/libstatic-webp.so 
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4.3 邮箱线索
	邮箱地址
	所在文件

	this@securityextension.extendable 
	com/bytedance/android/ad/adlp/components/impl/e/a.java 

	framework@boot.oat 
	com/bytedance/common/profilesdk/a/a.java 

	yyyy-mm-dd@hh-mm-ss.sss 
	com/bytedance/crash/util/d.java 

	this@abspopupfragment.requireact 
	com/bytedance/ies/bullet/service/popup/ui/AbsPopupFragment.java 

	this@tostringlist.getstring 
this@totypedmap.keys 
	com/bytedance/ies/tools/prefetch/ag.java 

	this@lynxtabbarview.mcontext 
	com/bytedance/ies/xelement/viewpager/LynxTabBarView.java 

	this@webkitview.settings 
	com/bytedance/lynx/hybrid/webkit/WebKitView.java 

	luckycat@bytedance.com 
	com/bytedance/ug/sdk/luckycat/impl/manager/b.java 

	uckycatpopupfragment@this.activity 
	com/bytedance/ug/sdk/luckycat/impl/popup/LuckyCatPopupFragment.java 

	this@slidelistholder.bounddata 
	com/dragon/read/component/biz/impl/bookmall/holder/SlideListHolder.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/component/biz/impl/jsb/common/ax.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/component/biz/impl/jsb/common/bd.java 

	this@towebresourcerequest.url 
	com/dragon/read/hybrid/webview/pia/f.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/social/editor/jsb/f.java 

	this@newforumtabfragment.context 
	com/dragon/read/social/pagehelper/bookshelf/tab/NewForumTabFragment.java 

	this@profilepagefragment.childfragm 
	com/dragon/read/social/profile/delegate/ProfilePageFragment.java 

	arm64@boot-framework.oat 
arm@boot-framework.oat 
	lib/armeabi-v7a/libreparo.so 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	com/bytedance/apm/perf/g.java 

	17179869184 
	com/bytedance/apm6/b/e.java 

	13557758520 
	com/bytedance/bdauditsdkbase/settings/a.java 

	17179869184 
	com/lynx/component/svg/parser/SVGAndroidRenderer.java 

	17179869184 
	com/lynx/component/svg/parser/SVGParser.java 

	14159265359 
	com/ss/texturerender/effect/vr/GLPanoramaFilter.java 
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6. 硬编码敏感信息
	可能的敏感信息

	"api" : "松手看更多" 

	"aws" : "修改" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.AUTHENTICATE_ACCOUNTS
	危险
	充当帐户验证器
	允许应用程序使用帐户管理器的帐户验证器功能,包括创建帐户以及获取和设置其密码

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	com.eggflower.read.risky_permission_2
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.hardware.sensor.accelerometer
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.CALL_PHONE
	危险
	直接拨打电话号码
	允许应用程序在没有您干预的情况下拨打电话号码。恶意应用程序可能会导致您的电话账单出现意外呼叫。请注意,这不允许应用程序拨打紧急电话号码

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.eggflower.read.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.eggflower.read.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.eggflower.read.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INSTALL_SHORTCUT
	正常
	
	允许应用程序在启动器中安装快捷方式

	android.permission.UNINSTALL_SHORTCUT
	正常
	
	不要在您的应用中使用此权限。不再支持此权限

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.aliyun.homeshell.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.aliyun.homeshell.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.iLoong.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.iLoong.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.nubia.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.nubia.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.WRITE_DATABASE
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.READ_DATABASE
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.data.ExportDataProvider
	未知
	Unknown permission
	Unknown permission from android reference

	com.teslacoilsw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.teslacoilsw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ztemt.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ztemt.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.lqsoft.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.lqsoft.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baoruan.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baoruan.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fineos.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fineos.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ibingo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ibingo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zui.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zui.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.tpwlauncher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.tpwlauncher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher1.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher1.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.s.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.s.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mobile.ZteLauncher3D.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mobile.ZteLauncher3D.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher23.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher23.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mgyun.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mgyun.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hola.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hola.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.home.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.home.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.slim.slimlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.slim.slimlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huaqin.launcherEx.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huaqin.launcherEx.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.epic.launcher.tw.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.epic.launcher.tw.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.lewalauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.lewalauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.Dean.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.Dean.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	app.cobo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	app.cobo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.alphalp.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.alphalp.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lollipop.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lollipop.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.l.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.l.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dlto.atom.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dlto.atom.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.konka.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.konka.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mycheering.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mycheering.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.microsoft.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.microsoft.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nicelauncher.lolauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nicelauncher.lolauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jui.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jui.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.modaco.android.launchergb.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.modaco.android.launchergb.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.htc.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.gau.go.launcherex.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.gau.go.launcherex.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nd.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nd.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mx.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mx.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.launcher.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	com.eggflower.read.miniapp.PROCESS_COMMUNICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	com.eggflower.read.minigame.PROCESS_COMMUNICATION
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.READ_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.WRITE_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	com.hihonor.android.launcher.permission.CHANGE_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.UPDATE_APP_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.abe.permission.launcher.notification.num
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.eggflower.read.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	miui.permission.READ_STEPS
	未知
	Unknown permission
	Unknown permission from android reference

	com.eggflower.read.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.eggflower.read.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.dragon.read.push.AppSdkActivity
	Schemes: dragon507427://, http://, https://, 
Hosts: reading.snssdk.com, zlink.fqnovel.com, fqnovel.ugurl.cn, 
Mime Types: text/plain, application/epub+zip, application/x-mobipocket-ebook, 
Path Prefixes: /z/, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent1107848469://, 


	com.android.ttcjpaysdk.base.framework.CJPayAlipaySignReturnActivity
	Schemes: cjsign://, 
Hosts: com.eggflower.read, 


	com.alipay.sdk.app.AlipayResultActivity
	Schemes: cj_pay_alipay_sign://, 
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