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武汉铁路办公（ 3.7.2.21版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	武汉铁路办公

	版本
	3.7.2.21

	包名
	com.uusafe.portal

	域名线索
	49条

	URL线索
	45条

	APP图标
	

	分析日期
	2025年6月24日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	1.apk

	文件大小
	70.99MB

	MD5值
	5ec6ff2c807f48d3cfb793fc282d4c79

	SHA1值
	2f93efba476a71783d8458df58b2c63199936cdb

	SHA256值
	596caf0fdf122ab63ef65a6739b211214a8554e5d2522b8275b71139ce56d9c2



3. APP基本信息
	类别
	内容

	App名称
	武汉铁路办公

	包名
	com.uusafe.portal

	主活动Activity
	com.uusafe.baseapplication.ui.activity.SplashActivity

	安卓版本名称
	3.7.2.21

	安卓版本
	2063094280



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	resolver.msg.xiaomi.net
	IP: 110.43.0.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.xmpush.xiaomi.com
	IP: 101.126.23.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.aliyun.com
	IP: 119.249.53.155 
所属国家: China 
地区: Hebei 
城市: Baoding 

	idmb.register.xmpush.global.xiaomi.com
	IP: 20.219.205.9 
所属国家: India 
地区: Maharashtra 
城市: Pune 

	mos6.zhizhangyi.com
	IP: 192.168.16.17 
所属国家: - 
地区: - 
城市: - 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	store2.hispace.hicloud.com
	IP: 18.155.68.8 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	cloudauth.cn-beijing.aliyuncs.com
	IP: 39.97.154.134 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	10.168.255.193
	IP: 10.168.255.193 
所属国家: - 
地区: - 
城市: - 

	baidu.com
	IP: 182.61.244.181 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ida.webank.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ccc.sys.miui.com
	IP: 111.206.101.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store.hispace.hicloud.com
	IP: 49.4.47.241 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	grs.dbankcloud.cn
	IP: 49.4.45.231 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	register.xmpush.global.xiaomi.com
	IP: 47.237.96.1 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	grs.dbankcloud.asia
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	metok.sys.miui.com
	IP: 111.206.101.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-umap-crm.pa18.com
	IP: 124.196.80.209 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	cloudauth.aliyuncs.com
	IP: 59.82.44.22 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	fr.register.xmpush.global.xiaomi.com
	IP: 98.64.182.160 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	zhizhangyi.com
	IP: 123.56.120.59 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 123.125.102.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	store3.hispace.hicloud.com
	IP: 23.200.55.51 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cloudauth-dualstack.aliyuncs.com
	IP: 106.11.172.8 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	store1.hispace.hicloud.com
	IP: 49.4.47.241 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	image.cnamedomain.com
	没有服务器地理信息. 

	store-drru.hispace.hicloud.com
	IP: 159.138.201.153 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	store-at-dre.hispace.dbankcloud.com
	没有服务器地理信息. 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	miniprogram-kyc.tencentcloudapi.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cloudauth-dualstack.cn-beijing.aliyuncs.com
	IP: 8.141.244.37 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	umap-crm.pa18.com
	IP: 61.241.21.71 
所属国家: China 
地区: Jiangsu 
城市: Changzhou 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	render.alipay.com
	IP: 27.221.78.203 
所属国家: China 
地区: Shandong 
城市: Qingdao 


4.2 URL线索
	URL信息
	Url所在文件

	https://ip. 
	com/alibaba/sdk/android/oss/d.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/d.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/d.java 

	https://www.aliyun.com/cloudauth/cloudauth_sdk_flash\\\\\\\ 
	com/aliyun/identity/platform/SystemLoadingActivity.java 

	https://www.aliyun.com/cloudauth/cloudauth_sdk_flash\\\\\\\ 
	com/aliyun/identity/platform/IdentityLoadingActivity.java 

	https://render.alipay.com/p/f/fd-j8l9yjja/index.html 
	com/aliyun/identity/platform/config/NavigatePage.java 

	https://cloudauth.cn-beijing.aliyuncs.com 
	com/aliyun/identity/platform/api/IdentityPlatform.java 

	https://cloudauth-dualstack.cn-beijing.aliyuncs.com 
	com/aliyun/identity/platform/api/IdentityPlatform.java 

	https://cloudauth-dualstack.aliyuncs.com 
	com/aliyun/identity/platform/api/IdentityPlatform.java 

	https://cloudauth.aliyuncs.com 
	com/aliyun/identity/platform/api/IdentityPlatform.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/DocumentBuilderFactorySecurity.java 

	http://xml.org/sax/features/namespaces 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/namespace-prefixes 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/validation 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-general-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/external-parameter-entities 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xml.org/sax/features/string-interning 
	com/huawei/secure/android/common/xml/SAXParserFactorySecurity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/huawei/secure/android/common/xml/XmlPullParserFactorySecurity.java 

	https://umap-crm.pa18.com/umap-crm-mobile/ 
	com/paic/crm/sdk/sensitive/SDKConfig.java 

	https://test-umap-crm.pa18.com:56434/umap-crm-mobile/ 
	com/paic/crm/sdk/sensitive/SDKConfig.java 

	https://umap-crm.pa18.com/umap-crm-mobile/ 
	com/paic/crm/sdk/sensitive/SDKManager.java 

	https://test-umap-crm.pa18.com:56434/umap-crm-mobile/ 
	com/paic/crm/sdk/sensitive/SDKManager.java 

	https://mos6.zhizhangyi.com/uusafe/mos/policy/rest/downloadConfig?code=mos1128 
	com/uusafe/commbase/permission/MosAppPermissions.java 

	https://grs.dbankcloud.com 
	com/uusafe/commbase/utils/CommUtils.java 

	https://grs.dbankcloud.cn 
	com/uusafe/commbase/utils/CommUtils.java 

	https://grs.dbankcloud.eu 
	com/uusafe/commbase/utils/CommUtils.java 

	https://grs.dbankcloud.asia 
	com/uusafe/commbase/utils/CommUtils.java 

	https://miniprogram-kyc.tencentcloudapi.com 
	com/uusafe/h5app/library/browser/fragment/ZlaWebFragment.java 

	https://ida.webank.com 
	com/uusafe/h5app/library/browser/fragment/ZlaWebFragment.java 

	https://miniprogram-kyc.tencentcloudapi.com 
	com/uusafe/h5app/library/utils/WBH5FaceVerifySDK.java 

	https://ida.webank.com 
	com/uusafe/h5app/library/utils/WBH5FaceVerifySDK.java 

	https://zhizhangyi.com/ 
	com/uusafe/mcm/net/UURetrofit.java 

	https://10.168.255.193:9081 
	com/uusafe/sdp/bridge/UUSdpClient.java 

	http://schemas.android.com/apk/res/android 
	com/uusafe/uibase/view/SlidingTabLayout.java 

	http://ccc.sys.miui.com 
	com/xiaomi/push/br.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gu.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/hf.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hm.java 

	https://metok.sys.miui.com 
	com/xiaomi/push/bl.java 

	http://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/ds.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/hn.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gk.java 

	http://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bb.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/l.java 

	https://api.xmpush.xiaomi.com/upload/xmsf_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/app_log?file= 
	com/xiaomi/mipush/sdk/w.java 

	https://api.xmpush.xiaomi.com/upload/crash_log?file= 
	com/xiaomi/mipush/sdk/y.java 

	http://xmlpull.org/v1/doc/features.html 
	com/zhizhangyi/platform/common/preference/FileXmlUtils.java 

	http://schemas.android.com/apk/res-auto 
	com/zhizhangyi/platform/general/appresolver/ResolveParser.java 

	https://zhizhangyi.com/ 
	com/zhizhangyi/platform/network/ZRetrofit.java 

	https://...:8080 
	com/zhizhangyi/platform/network/rangeupload/UMain.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://appgallery.cloud.huawei.com 
	摸瓜V1引擎 

	https://store.hispace.hicloud.com/hwmarket/api/ 
	摸瓜V1引擎 

	https://baidu.com' 
	摸瓜V1引擎 

	https://baidu.com 
	摸瓜V1引擎 

	https://metrics1.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://store-at-dre.hispace.dbankcloud.com/hwmarket/api/ 
	摸瓜V2引擎 

	https://data-drcn.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dra.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://store1.hispace.hicloud.com/hwmarket/api/ 
	摸瓜V2引擎 

	https://store2.hispace.hicloud.com/hwmarket/api/ 
	摸瓜V2引擎 

	https://store3.hispace.hicloud.com/hwmarket/api/ 
	摸瓜V2引擎 

	https://store-drru.hispace.hicloud.com/hwmarket/api/ 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	1234@163.com 
	com/uusafe/filemanager/Utils/ShareUtil.java 


4.4 手机号线索
	手机号
	所在文件

	15861805745 
	com/uusafe/jsbridge/module/NativeModule.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=CN, ST=Beijing, L=Beijing, O=UUSafe, OU=UUSafe, CN=UUSafe 签名算法: rsassa_pkcs1v15 有效期自: 2015-11-19 09:13:46+00:00 有效期至: 2043-04-06 09:13:46+00:00 发行人: C=CN, ST=Beijing, L=Beijing, O=UUSafe, OU=UUSafe, CN=UUSafe 序列号: 0x19005fc3 哈希算法: sha256 md5值: 9e5a270cade8a597cff96661ff4a83af sha1值: 461b561801981659a8f2fca474828ec39c094757 sha256值: 281ee22a2b743748e76856ae2595f63bdd60cae0a519ef3fcc7456f8cab97aa0 sha512值: 993fa5d3cfd647b14ac375723e3edea854f89f8d3f4350e9345abdb252dd91234fc88d078ea2ffb66e55bcb4ef9dbc44bf3795c3a866d3fd508e4192c9267bdf 公钥算法: rsa 密钥长度: 2048 指纹: 541c9a082814fdcc92f78205378ac46a6e84ad6cb002d96122991ea2c0d0a988

6. 硬编码敏感信息
	可能的敏感信息

	"appLock_gesture_pwd" : "Please draw the original pattern." 

	"appLock_login_authentication" : "Verify the login id" 

	"appLock_pwd_err_info" : "Maximum trial times Verify the login password" 

	"appLock_pwd_reset" : "reset pattern success" 

	"appLock_reset_gesture_pwd" : "Reset unlock pattern" 

	"appLock_set_gesture_pwd" : "Set graphic pattern" 

	"appLock_verify_gesture_pwd" : "Graphic authentication" 

	"appLock_verify_pwd" : "Verify the login password" 

	"feature_sdplogin_login_modify_password" : "Force password change" 

	"feature_sdplogin_login_resetpwd_title" : "Reset Password" 

	"mbs_config_component_antianantivirus_appkey" : "" 

	"mbs_config_component_baidulocation_appkey" : "" 

	"mbs_config_component_baidumap_appkey" : "" 

	"mbs_config_component_gaodemap_appkey" : "" 

	"mbs_config_component_mipush_appkey" : "" 

	"mbs_config_component_modifyloginpwd_type" : "UTV8Y3g" 

	"mbs_config_component_modifyloginpwd_url" : "" 

	"mbs_config_component_mtdantivirus_publickey" : "" 

	"mbs_config_component_sandboxsec_secretkey" : "" 

	"mbs_config_component_sangforvpn_publicpassword" : "" 

	"mbs_config_component_securehttp_key" : "CmMpNiZuP3RbPCxkIDo9Jlw8fDMnbm0pCGJ+MXA+OnI" 

	"mbs_config_component_sslclient_password" : "" 

	"mbs_config_forgetpwdtype" : "WzVtZXF5eWdZLmZycVJ6fU4senB9a3A" 

	"mbs_config_forgetpwdtype_thirdpartyurl" : "" 

	"mbs_config_project_bonree_apmtoken" : "" 

	"mbs_config_project_bonree_authkey" : "" 

	"mbs_config_project_bonree_resetpwdurl" : "" 

	"mbs_config_project_nmgdl_sm2key" : "" 

	"mbs_config_project_nmgdl_sm4key" : "" 

	"mbs_config_project_nmgdx_nmgdx_appSecret" : "" 

	"mbs_config_project_ruishu_appsecret" : "" 

	"mbs_config_project_ruishu_secretkey" : "" 

	"mbs_config_project_shdx_appkey" : "" 

	"mbs_config_project_shdx_authhost" : "" 

	"mbs_config_project_shdx_authport" : "" 

	"mbs_config_project_shiwaiedu_clientsecret" : "" 

	"mbs_config_project_xjdx_appkey" : "" 

	"mbs_config_project_xjdx_appsecret" : "" 

	"mbs_config_project_zjdxsdp_appkey" : "" 

	"mbs_config_project_zjdxsdp_appsecret" : "" 

	"uu_base_forget_pwd_retry" : "Try again after %dS" 

	"uu_base_license_secret_popup_segmentation" : ", " 

	"uu_base_license_secret_title" : "Privacy Policy" 

	"uu_dialog_auth" : "去授权" 

	"uu_emm_logout_auth" : "Auth" 

	"uu_login_login_by_username" : "Login by username" 

	"uu_login_reset_password" : "Password has expired, please reset it" 

	"uu_mbs_account_auth_title" : "Account Auth" 

	"uu_mbs_account_p_auth" : "AccountAuth" 

	"uu_mbs_dynamic_p_auth" : "DynamicAuth" 

	"uu_mbs_factory_certificate" : "内部证书" 

	"uu_mbs_select_login_user" : "Choose login account" 

	"uu_mos_app_detail_detail_author" : "Manager" 

	"uu_mos_app_detail_developer_author" : "Developer" 

	"uu_mos_appsetting_userinfo_item_username" : "User name" 

	"uu_mos_forget_p_auth" : "Identity authentication" 

	"uu_mos_user_name" : "User name" 

	"uu_mos_username" : "User name" 

	"uu_sdp_choose_user" : "User selection" 

	"uu_sdp_different_pwd" : "Pwd not the same" 

	"uu_sdp_modify_pwd_server_code_other" : "Failed to modify password" 

	"uu_sdp_modify_pwd_success" : "Successfully change password" 

	"uu_sdp_pwd_strength_tip" : "8-20 alphabets, digits, and special characters" 

	"uu_sdp_username" : "Username" 

	"appLock_gesture_pwd" : "请绘制原解锁图案" 

	"appLock_login_authentication" : "安全身份验证" 

	"appLock_pwd_err_info" : "尝试次数已达上限 请验证登录密码" 

	"appLock_pwd_reset" : "图形密码已重置" 

	"appLock_reset_gesture_pwd" : "重置解锁图案" 

	"appLock_set_gesture_pwd" : "设置图形密码" 

	"appLock_verify_gesture_pwd" : "验证解锁图案" 

	"appLock_verify_pwd" : "验证登录密码" 

	"feature_sdplogin_login_modify_password" : "强制修改密码" 

	"feature_sdplogin_login_resetpwd_title" : "修改密码" 

	"uu_base_forget_pwd_retry" : "%dS后重新获取" 

	"uu_base_license_secret_popup_segmentation" : "，" 

	"uu_base_license_secret_title" : "隐私政策" 

	"uu_dialog_auth" : "去授权" 

	"uu_emm_logout_auth" : "认证" 

	"uu_login_login_by_username" : "用户名登录" 

	"uu_login_reset_password" : "密码已经超期，请重置密码" 

	"uu_mbs_account_auth_title" : "账号认证" 

	"uu_mbs_account_p_auth" : "账号密码认证" 

	"uu_mbs_dynamic_p_auth" : "动态密码认证" 

	"uu_mbs_factory_certificate" : "内部证书" 

	"uu_mbs_select_login_user" : "选择登录账号" 

	"uu_mos_app_detail_detail_author" : "管理者" 

	"uu_mos_app_detail_developer_author" : "开发者" 

	"uu_mos_appsetting_userinfo_item_username" : "用户名" 

	"uu_mos_forget_p_auth" : "身份认证" 

	"uu_mos_user_name" : "用户名" 

	"uu_mos_username" : "用户名" 

	"uu_sdp_choose_user" : "选择用户" 

	"uu_sdp_different_pwd" : "输入的密码不一致" 

	"uu_sdp_modify_pwd_server_code_other" : "修改密码失败" 

	"uu_sdp_modify_pwd_success" : "修改密码成功" 

	"uu_sdp_pwd_strength_tip" : "密码包含字母、数字、特殊字符，8-20个字符" 

	"uu_sdp_username" : "用户名" 

	"appLock_gesture_pwd" : "Please draw the original pattern." 

	"appLock_login_authentication" : "Verify the login id" 

	"appLock_pwd_err_info" : "Maximum trial times Verify the login password" 

	"appLock_pwd_reset" : "reset pattern success" 

	"appLock_reset_gesture_pwd" : "Reset unlock pattern" 

	"appLock_set_gesture_pwd" : "Set graphic pattern" 

	"appLock_verify_gesture_pwd" : "Graphic authentication" 

	"appLock_verify_pwd" : "Verify the login password" 

	"feature_sdplogin_login_modify_password" : "Force password change" 

	"feature_sdplogin_login_resetpwd_title" : "Reset Password" 

	"uu_base_forget_pwd_retry" : "Try again after %dS" 

	"uu_base_license_secret_popup_segmentation" : ", " 

	"uu_base_license_secret_title" : "Privacy Policy" 

	"uu_dialog_auth" : "去授权" 

	"uu_emm_logout_auth" : "Auth" 

	"uu_login_login_by_username" : "Login by username" 

	"uu_login_reset_password" : "Password has expired, please reset it" 

	"uu_mbs_account_auth_title" : "Account Auth" 

	"uu_mbs_account_p_auth" : "AccountAuth" 

	"uu_mbs_dynamic_p_auth" : "DynamicAuth" 

	"uu_mbs_factory_certificate" : "Certificate" 

	"uu_mbs_select_login_user" : "Choose login account" 

	"uu_mos_app_detail_detail_author" : "Manager" 

	"uu_mos_app_detail_developer_author" : "Developer" 

	"uu_mos_appsetting_userinfo_item_username" : "User name" 

	"uu_mos_forget_p_auth" : "Identity authentication" 

	"uu_mos_user_name" : "User name" 

	"uu_mos_username" : "User name" 

	"uu_sdp_choose_user" : "User selection" 

	"uu_sdp_different_pwd" : "Pwd not the same" 

	"uu_sdp_modify_pwd_server_code_other" : "Failed to modify password" 

	"uu_sdp_modify_pwd_success" : "Successfully change password" 

	"uu_sdp_pwd_strength_tip" : "8-20 alphabets, digits, and special characters" 

	"uu_sdp_username" : "Username" 

	"appLock_gesture_pwd" : "請繪製原解鎖圖案" 

	"appLock_login_authentication" : "安全身份驗證" 

	"appLock_pwd_err_info" : "嘗試次數已達上限 請驗證登錄密碼" 

	"appLock_pwd_reset" : "圖形密碼已重置" 

	"appLock_reset_gesture_pwd" : "重置解鎖圖案" 

	"appLock_set_gesture_pwd" : "設置圖形密碼" 

	"appLock_verify_gesture_pwd" : "驗證解鎖圖案" 

	"appLock_verify_pwd" : "驗證登錄密碼" 

	"feature_sdplogin_login_modify_password" : "強制修改密碼" 

	"feature_sdplogin_login_resetpwd_title" : "修改密碼" 

	"uu_base_forget_pwd_retry" : "%dS後重新獲取" 

	"uu_base_license_secret_popup_segmentation" : "，" 

	"uu_base_license_secret_title" : "隱私政策" 

	"uu_dialog_auth" : "去授权" 

	"uu_emm_logout_auth" : "認證" 

	"uu_login_login_by_username" : "用戶名登錄" 

	"uu_login_reset_password" : "密碼已經超期，請重置密碼" 

	"uu_mbs_account_auth_title" : "賬號認證" 

	"uu_mbs_account_p_auth" : "賬號密碼認證" 

	"uu_mbs_dynamic_p_auth" : "動態密碼認證" 

	"uu_mbs_factory_certificate" : "内部证书" 

	"uu_mbs_select_login_user" : "選擇登錄賬號" 

	"uu_mos_app_detail_detail_author" : "管理者" 

	"uu_mos_app_detail_developer_author" : "開發者" 

	"uu_mos_appsetting_userinfo_item_username" : "用戶名" 

	"uu_mos_forget_p_auth" : "身份認證" 

	"uu_mos_user_name" : "用戶名" 

	"uu_mos_username" : "用戶名" 

	"uu_sdp_choose_user" : "選擇用戶" 

	"uu_sdp_different_pwd" : "輸入的密碼不一致" 

	"uu_sdp_modify_pwd_server_code_other" : "修改密碼失敗" 

	"uu_sdp_modify_pwd_success" : "修改密碼成功" 

	"uu_sdp_pwd_strength_tip" : "密碼包含字母、數字、特殊字符，8-20個字符" 

	"uu_sdp_username" : "用戶名" 

	"appLock_gesture_pwd" : "オリジナルのロック解除パターンを描いてください" 

	"appLock_login_authentication" : "安全な本人確認" 

	"appLock_pwd_err_info" : "試行回数が上限に達しました ログインパスワードを確認してください。" 

	"appLock_pwd_reset" : "グラフィックパスワードがリセットされました" 

	"appLock_reset_gesture_pwd" : "ロック解除パターンのリセット" 

	"appLock_set_gesture_pwd" : "パスワードの設定" 

	"appLock_verify_gesture_pwd" : "アンロック検証" 

	"appLock_verify_pwd" : "ログインパスワードの確認" 

	"uu_dialog_auth" : "去授权" 

	"appLock_gesture_pwd" : "Veuillez dessiner le motif de déverrouillage original" 

	"appLock_login_authentication" : "Vérification sécurisée de l'identité" 

	"appLock_pwd_err_info" : "Le nombre maximum de tentatives a été atteint ! Veuillez vérifier votre mot de passe de connexion." 

	"appLock_pwd_reset" : "Le mot de passe graphique a été réinitialisé" 

	"appLock_reset_gesture_pwd" : "Réinitialiser le motif de déverrouillage" 

	"appLock_set_gesture_pwd" : "Définir le mot de passe" 

	"appLock_verify_gesture_pwd" : "Vérification du déverrouillage" 

	"appLock_verify_pwd" : "Vérifier le mot de passe de connexion" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.uusafe.portal.permission.PERMISSION_AUTH_SEND
	未知
	Unknown permission
	Unknown permission from android reference

	com.uusafe.portal.permission.PERMISSION_AUTH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.uusafe.portal.permission.MOS_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.REQUEST_DELETE_PACKAGES
	正常
	
	允许应用程序请求删除包

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	com.android.alarm.permission.SET_ALARM
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	com.uusafe.safe.filemanager.permission.SHOW_DOWNLOAD_FILE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	com.uusafe.portal.uusafe.sandbox.permission
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.uusafe.portal.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.uusafe.portal.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.uusafe.portal.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.RESTART_PACKAGES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SET_WALLPAPER
	正常
	设置壁纸
	允许应用程序设置系统壁纸

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	com.uusafe.portal.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.uusafe.baseapplication.ui.activity.SplashActivity
	Schemes: uumbs://, 
Hosts: worktable, 
Paths: /openapp, 


	com.uusafe.portal.push.activity.DeepLinkActivity
	Schemes: pushscheme://, 
Hosts: com.uusafe.mbs, 
Paths: /push, 
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