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美颜自拍（ 1.71140版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	美颜自拍

	版本
	1.71140

	包名
	com.niuniu.beautycam

	域名线索
	148条

	URL线索
	139条

	APP图标
	

	分析日期
	2025年7月18日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	美颜自拍_1.71140.apk

	文件大小
	127.07MB

	MD5值
	599d27f592398e61ced3396bac68ca33

	SHA1值
	8c7e068571fb62420da67ca36e9f45d3c83ab574

	SHA256值
	59d04be4c2bba7abf72ec3d530dfe7c6462fc669b261442cf4ab84e44451ac75



3. APP基本信息
	类别
	内容

	App名称
	美颜自拍

	包名
	com.niuniu.beautycam

	主活动Activity
	com.cody.supads.activity.StartActivity

	安卓版本名称
	1.71140

	安卓版本
	71140



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	issuetracker.googles.com
	没有服务器地理信息. 

	proton.flurry.com
	没有服务器地理信息. 

	api-intl.mr.meitu.com
	IP: 104.18.17.249 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	mobilelogs.supersonic.com
	没有服务器地理信息. 

	gapi.account.meitu.com
	IP: 124.70.109.158 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	accounts.googles.com
	没有服务器地理信息. 

	beautyplus.oversea.meitu.com
	IP: 123.126.74.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.sadfasdfasftu.com
	没有服务器地理信息. 

	betapasdfasdfasdflus.mesd.com
	IP: 208.91.197.27 
所属国家: Virgin Islands (British) 
地区: Virgin Islands, British 
城市: Road Town 

	in.api.beautyplus.meitu.com
	IP: 20.212.214.85 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api.test.beautyplus.com
	没有服务器地理信息. 

	known.fishin2boat.com
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	plbslog.umeng.com
	IP: 36.156.202.78 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	developer.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	login.yahoo.com
	IP: 74.6.160.138 
所属国家: United States of America 
地区: New York 
城市: New York City 

	app.com
	IP: 168.143.162.58 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	beta.apasdfasdfs.sad.com
	IP: 50.16.218.27 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	feedbackimg.meitudata.com
	IP: 14.128.1.31 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	sweet-camera-reup.firebaseio.com
	IP: 35.190.39.113 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	pre.api.beautyplus.meitu.com
	IP: 20.212.214.85 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	play.googles.com
	没有服务器地理信息. 

	betaapi.data.beautyplus.com
	IP: 138.113.137.14 
所属国家: Canada 
地区: Ontario 
城市: North York 

	uplog.qbox.me
	IP: 153.99.246.133 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	apps.bytesfield-b.com
	IP: 123.125.216.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app.apasfasfasfcom
	没有服务器地理信息. 

	m.onasdfasdfk.me
	没有服务器地理信息. 

	api.meitu.com
	IP: 123.125.46.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	beta-api.account.meitu.com
	IP: 124.71.228.118 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	up-apse1.meitudata.com
	IP: 154.203.151.28 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	www.example.com
	IP: 93.184.215.14 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	www.google.com
	IP: 199.16.158.12 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	pre-wallet.beauty.io
	没有服务器地理信息. 

	makeup.sea.channet.com
	IP: 123.125.46.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	i.snssdk.com
	IP: 125.39.135.111 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wallet.beauty.io
	IP: 14.128.1.31 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	www.samsungapps.com
	IP: 52.31.24.56 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	api.account.meitu.com
	IP: 124.70.109.158 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ulogs.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mp.weixin.qq.com
	IP: 220.196.154.28 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	api.data.meitu.com
	IP: 202.108.15.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	www.googles.com
	没有服务器地理信息. 

	f2er.meitu.com
	IP: 121.36.17.7 
所属国家: China 
地区: Beijing 
城市: Beijing 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	beauasdfasdfitu.com
	没有服务器地理信息. 

	h5.masdfasdfom
	没有服务器地理信息. 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	known.dotsmore.top
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.beauasfasfasdfm
	没有服务器地理信息. 

	beta.beautyplus.oversea.meitu.com
	IP: 18.136.31.137 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.facebook.com
	IP: 31.13.67.19 
所属国家: United States of America 
地区: Florida 
城市: Miami 

	api-beta.mr.meitu.com
	IP: 13.67.117.73 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	csi.gstatic.com
	IP: 114.250.70.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.asdasfd.com
	IP: 3.130.204.160 
所属国家: United States of America 
地区: Ohio 
城市: Columbus 

	api.asdasdasd.com
	IP: 103.224.182.241 
所属国家: Australia 
地区: Victoria 
城市: Beaumaris 

	app-measurement.com
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	api.giphy.com
	IP: 151.101.109.91 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	preapi.account.meitu.com
	IP: 139.9.117.39 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	beian.miit.gov.cn
	IP: 119.39.205.85 
所属国家: China 
地区: Hunan 
城市: Zhuzhou 

	album.zone-apse1.meitudata.com
	IP: 104.18.4.52 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	open.weixin.qq.com
	IP: 220.196.154.28 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	twitter.com
	IP: 104.244.42.193 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sf6-ttcdn-tos.pstatp.com
	IP: 123.6.82.179 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	beasdfasdftyplus.meitu.com
	没有服务器地理信息. 

	pre.stat.meitudata.com
	IP: 121.36.88.122 
所属国家: China 
地区: Beijing 
城市: Beijing 

	betaapi.account.meitu.com
	IP: 124.71.228.118 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api.login.yahoo.com
	IP: 74.6.160.138 
所属国家: United States of America 
地区: New York 
城市: New York City 

	plus.googles.com
	没有服务器地理信息. 

	up.qbox.me
	IP: 153.99.246.140 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	play.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	known.birdream.top
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pagead2.googlesyndication.com
	IP: 114.250.67.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	outcome-ssp.supersonicads.com
	IP: 18.173.205.22 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	basdfasdfs.oversea.meitu.com
	没有服务器地理信息. 

	z.moatads.com
	IP: 184.28.89.220 
所属国家: Australia 
地区: New South Wales 
城市: Sydney 

	h5.asdfasdfitu.com
	没有服务器地理信息. 

	login.live.com
	IP: 40.126.35.86 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	preasdfasdftu.com
	没有服务器地理信息. 

	googleads.g.doubleclick.net
	IP: 114.250.67.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	39.97.191.199
	IP: 39.97.191.199 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.fishin2boat.com
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	openapi-beta.mtlab.meitu.com
	IP: 114.116.213.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	glb-strategy.app.meitudata.com
	IP: 124.70.28.99 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	aaid.umeng.com
	IP: 223.109.148.139 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	beta.api.beautyplus.meitu.com
	IP: 13.67.117.73 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	presdk.account.meitu.com
	没有服务器地理信息. 

	stat.meitudata.com
	IP: 124.70.109.158 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	sg.api.beautyplus.meitu.com
	IP: 20.212.214.85 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.baidu.com
	IP: 110.242.68.4 
所属国家: China 
地区: Hebei 
城市: Baoding 

	uc.qbox.me
	IP: 153.99.246.132 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	test.beautyplus.oversea.meitu.com
	IP: 18.136.31.137 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	preaccount.meitu.com
	IP: 139.9.117.39 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	openapi.mtlab.meitu.com
	IP: 202.108.15.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	i.bpapi.beautyplus.com
	IP: 20.212.214.85 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	beasdfasdfus.meitu.com
	没有服务器地理信息. 

	www.linkedin.com
	IP: 52.131.37.152 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.daasdfasdfasdfrial
	没有服务器地理信息. 

	www.apple.com
	IP: 221.194.154.187 
所属国家: China 
地区: Hebei 
城市: Langfang 

	prestrategy.meitubase.com
	IP: 121.36.88.122 
所属国家: China 
地区: Beijing 
城市: Beijing 

	goo.gl
	IP: 142.251.33.78 
所属国家: Canada 
地区: Ontario 
城市: Toronto 

	account.meitu.com
	IP: 124.70.126.133 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	api.makeup.meitu.com
	IP: 202.108.15.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gpreapi.account.meitu.com
	IP: 121.36.88.122 
所属国家: China 
地区: Beijing 
城市: Beijing 

	betaapi.data.meitu.com
	没有服务器地理信息. 

	betaaccount.meitu.com
	IP: 124.71.228.118 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	beta.asfasdflusadeitu.com
	没有服务器地理信息. 

	tesdfasdfplus.oversea.meitu.com
	没有服务器地理信息. 

	next.json-generator.com
	IP: 165.227.122.90 
所属国家: United States of America 
地区: New Jersey 
城市: Clifton 

	betapre.api.beautyplus.meitu.com
	IP: 13.67.117.73 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	schema.org
	IP: 142.251.33.110 
所属国家: Canada 
地区: Ontario 
城市: Toronto 

	api.data.asdfasfasdfcker.json
	没有服务器地理信息. 

	alogus.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	www.supersonicads.com
	没有服务器地理信息. 

	openflow.mtlab.meitu.com
	IP: 123.125.46.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.data.beautyplus.com
	IP: 20.212.214.85 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	strategy.app.meitudata.com
	IP: 202.108.15.155 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.masdasdasd.com
	没有服务器地理信息. 

	openflow-beta.mtlab.meitu.com
	IP: 124.71.228.118 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	pre.apiasdfasdf.com
	没有服务器地理信息. 

	www.paypal.com
	IP: 151.101.109.21 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	pslog.umeng.com
	IP: 59.82.29.162 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	app.appsflyer.com
	IP: 3.166.216.99 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	asdfasdfasfa.meitu.com
	没有服务器地理信息. 

	known.showhappiness.cn
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	instagram.com
	IP: 108.160.169.171 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	cfg.flurry.com
	IP: 69.147.80.15 
所属国家: United States of America 
地区: New York 
城市: New York City 

	119.29.29.29
	IP: 119.29.29.29 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	data.flurry.com
	IP: 98.136.147.17 
所属国家: United States of America 
地区: New York 
城市: New York City 

	www.googleapis.com
	IP: 142.250.69.202 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	known.rainningmountain.top
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.dsadfasdfasfplus.com
	没有服务器地理信息. 

	alogsus.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	known.leyajia.top
	IP: 39.106.81.181 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	jp.api.beautyplus.meitu.com
	IP: 20.212.214.85 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	init.supersonicads.com
	IP: 65.9.42.27 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	www.cmyip.com
	没有服务器地理信息. 

	ulogs.umengcloud.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	beauasdfasfa.meitu.com
	没有服务器地理信息. 

	www.instagram.com
	IP: 162.125.34.133 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.data.beasdfasdfasflus.com
	没有服务器地理信息. 

	album3.zone-apse1.meitudata.com
	IP: 60.221.17.249 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	api.beautyplus.com
	IP: 104.18.24.81 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.hadfasdfasdftu.com
	没有服务器地理信息. 

	imasdk.googleapis.com
	IP: 114.250.65.33 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.bytesfield.com
	IP: 120.52.77.210 
所属国家: China 
地区: Hebei 
城市: Langfang 

	apps.oceanengine.com
	IP: 123.125.216.198 
所属国家: China 
地区: Beijing 
城市: Beijing 

	support.googles.com
	没有服务器地理信息. 


4.2 URL线索
	URL信息
	Url所在文件

	https://issuetracker.googles.com/issues/116541301 
	android/databinding/ViewDataBinding.java 

	http://schemas.android.com/apk/res/android 
	androidy/support/v4/content/res/TypedArrayUtils.java 

	https://album3.zone-apse1.meitudata.com/media/f85d25caa8f583f6fcf51bc528b7ecab.mp4 
	com/beautyplus/beautymain/fragment/RelightFragment.java 

	http://xmlpull.org/v1/doc/features.html 
	com/beautyplus/puzzle/patchedworld/b/a.java 

	http://openflow-beta.mtlab.meitu.com/strategy/byQuery 
	com/beautyplus/util/C0926y.java 

	http://openapi-beta.mtlab.meitu.com/test/AIBeautyV2 
	com/beautyplus/util/C0926y.java 

	https://openflow.mtlab.meitu.com/strategy/byQuery 
	com/beautyplus/util/C0926y.java 

	https://openapi.mtlab.meitu.com/v2/AIBeauty 
	com/beautyplus/util/C0926y.java 

	https://in.api.beautyplus.meitu.com 
	com/beautyplus/util/D.java 

	https://jp.api.beautyplus.meitu.com 
	com/beautyplus/util/D.java 

	https://sg.api.beautyplus.meitu.com 
	com/beautyplus/util/D.java 

	https://play.googles.com/store/apps/details?id= 
	com/beautyplus/util/C0890fa.java 

	https://api.account.meitu.com/storage/get_upload_token.json 
	com/beautyplus/util/Aa.java 

	https://preapi.account.meitu.com/storage/get_upload_token.json 
	com/beautyplus/util/Aa.java 

	https://api.data.beautyplus.com/qiniu/upload_token.json 
	com/beautyplus/util/Wa.java 

	https://up.qbox.me 
	com/beautyplus/util/Wa.java 

	https://app.appsflyer.com/com.magicv.airbrush?pid=CPBP&c= 
	com/beautyplus/util/C0888ea.java 

	https://beta.api.beautyplus.meitu.com/ 
	com/beautyplus/util/ab.java 

	https://betapre.api.beautyplus.meitu.com/ 
	com/beautyplus/util/ab.java 

	https://pre.api.beautyplus.meitu.com/ 
	com/beautyplus/util/ab.java 

	https://api-beta.mr.meitu.com/ 
	com/beautyplus/billing/A.java 

	https://api-intl.mr.meitu.com/ 
	com/beautyplus/billing/A.java 

	https://api-intl.mr.meitu.com/v1/subscription_playstore 
	com/beautyplus/billing/A.java 

	https://i.snssdk.com/ 
	com/bytedance/sdk/openadsdk/downloadnew/core/AdBaseConstants.java 

	http://39.97.191.199/pp 
	com/cody/supads/utils/MISC.java 

	http://39.97.191.199/ua 
	com/cody/supads/utils/MISC.java 

	https://api.fishin2boat.com 
	com/cody/supads/utils/PayUtils.java 

	https://api.fishin2boat.com/application/get_pay_config 
	com/cody/supads/utils/PayUtils.java 

	https://api.fishin2boat.com/user/get_profile 
	com/cody/supads/utils/PayUtils.java 

	https://api.fishin2boat.com/user/login 
	com/cody/supads/utils/PayUtils.java 

	https://api.fishin2boat.com/common/get_service_contact 
	com/cody/supads/activity/AboutActivity.java 

	https://api.fishin2boat.com/application/get_ad_config 
	com/cody/supads/activity/StartActivity.java 

	https://api.fishin2boat.com/common/get_sms 
	com/cody/supads/activity/LoginDialog.java 

	https://api.fishin2boat.com/user/bind_mobile 
	com/cody/supads/activity/LoginDialog.java 

	https://api.fishin2boat.com/order/get_order_status 
	com/cody/supads/activity/AccountActivity.java 

	https://api.fishin2boat.com/order/place_order 
	com/cody/supads/activity/PaymentDialog.java 

	https://api.fishin2boat.com/user/delete 
	com/cody/supads/activity/AccountManagerActivity.java 

	https://api.fishin2boat.com/common/get_service_contact 
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	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_jp/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_kr/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_th/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_id/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_in/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_ph/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_my/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_vn/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplus_br/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/beautyplusapp/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_jp/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_kr/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_th/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_id/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_in/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_ph/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_my/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_vn/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.instagram.com/_u/beautyplus_br/ 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://instagram.com/_u/beautyplusapp 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	https://www.facebook.com/BeautyPlusSouthKorea 
	com/showhappy/easycamera/beaytysnap/beautycam/setting/a/a.java 

	http://test.beautyplus.oversea.meitu.com/api/vote/msg?type=check 
	com/showhappy/easycamera/beaytysnap/beautycam/h/a/g.java 

	http://beautyplus.oversea.meitu.com/api/vote/msg?type=check 
	com/showhappy/easycamera/beaytysnap/beautycam/h/a/g.java 

	https://api-intl.mr.meitu.com/nearest/v1/driving/ 
	com/showhappy/easycamera/beaytysnap/beautycam/location/LocationSearchViewModel.java 

	https://api-intl.mr.meitu.com/nearest/v1/driving/ 
	com/showhappy/easycamera/beaytysnap/beautycam/location/f.java 

	https://api.data.beautyplus.com/token/upgrade.json 
	com/showhappy/easycamera/beaytysnap/beautycam/f/a.java 

	http://play.google.com/store/apps/details?id= 
	com/sdk/fix/adscenter/ModUtils.java 

	https://i.snssdk.com/ 
	com/ss/android/downloadad/api/constant/AdBaseConstants.java 

	https://www.samsungapps.com/appquery/appDetail.as?appId= 
	com/ss/android/downloadlib/a/xl.java 

	https://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html 
	com/ss/android/downloadlib/addownload/compliance/AppPrivacyPolicyActivity.java 

	https://apps.oceanengine.com/customer/api/app/pkg_info? 
	com/ss/android/downloadlib/addownload/compliance/bk.java 

	https://apps.bytesfield.com 
	com/ss/android/downloadlib/addownload/compliance/c.java 

	https://apps.bytesfield-b.com 
	com/ss/android/downloadlib/addownload/compliance/c.java 

	https://z.moatads.com/ 
	com/moat/analytics/mobile/iro/b.java 

	https://z.moatads.com/' 
	com/moat/analytics/mobile/iro/b.java 

	https://z.moatads.com/ 
	com/moat/analytics/mobile/iro/t.java 

	http://play.google.com/store/apps/details?id= 
	com/sweetreup/camera/other/ModUtils.java 

	https://next.json-generator.com/api/json/get/4kTI2nTGO 
	com/sweetreup/camera/other/MainClass.java 

	https://mp.weixin.qq.com/publicpoc/opensdkconf?action=GetShareConf&appid=%s&sdkVersion=%s&buffer=%s 
	com/tencent/mm/opensdk/openapi/WXAPiSecurityHelper.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://aaid.umeng.com/api/updateZdata/v3 
	com/umeng/umzid/ZIDManager.java 

	https://aaid.umeng.com/api/postZdata/v3 
	com/umeng/umzid/ZIDManager.java 

	http://play.google.com/store/apps/details?id= 
	com/sweet/camsdk/ModUtils.java 

	http://play.google.com/store/apps/details?id= 
	customactivityoncrash/ToolsAll.java 

	https://play.google.com/store/apps/details?id= 
	customactivityoncrash/ToolsAll.java 

	http://schema.org/ActivateAction 
	f/d/b/b/d/a.java 

	http://schema.org/AddAction 
	f/d/b/b/d/a.java 

	http://schema.org/BookmarkAction 
	f/d/b/b/d/a.java 

	http://schema.org/CommunicateAction 
	f/d/b/b/d/a.java 

	http://schema.org/FilmAction 
	f/d/b/b/d/a.java 

	http://schema.org/LikeAction 
	f/d/b/b/d/a.java 

	http://schema.org/ListenAction 
	f/d/b/b/d/a.java 

	http://schema.org/PhotographAction 
	f/d/b/b/d/a.java 

	http://schema.org/ReserveAction 
	f/d/b/b/d/a.java 

	http://schema.org/SearchAction 
	f/d/b/b/d/a.java 

	http://schema.org/ViewAction 
	f/d/b/b/d/a.java 

	http://schema.org/WantAction 
	f/d/b/b/d/a.java 

	http://schema.org/WatchAction 
	f/d/b/b/d/a.java 

	http://schema.org/ActiveActionStatus 
	f/d/b/b/d/a.java 

	http://schema.org/CompletedActionStatus 
	f/d/b/b/d/a.java 

	http://schema.org/FailedActionStatus 
	f/d/b/b/d/a.java 

	https://api-beta.mr.meitu.com/v1/material_mosaic 
	f/c/f/t.java 

	https://api-intl.mr.meitu.com/v1/material_mosaic 
	f/c/f/t.java 

	http://up-apse1.meitudata.com 
	f/c/j/i.java 

	http://jp.api.beautyplus.meitu.com/storage/upload_token 
	f/c/j/i.java 

	https://api-intl.mr.meitu.com/v1/setSharePics 
	f/c/j/i.java 

	https://api-beta.mr.meitu.com/v1/setSharePics 
	f/c/j/i.java 

	https://api.data.meitu.com/location 
	f/c/i/d.java 

	https://api.data.meitu.com/update/hardware_switch/data 
	f/f/e/c.java 

	http://betaapi.data.meitu.com/update/hardware_switch/data 
	f/f/e/c.java 

	https://uc.qbox.me 
	f/g/a/b/b.java 

	https://uplog.qbox.me/log 
	f/g/a/a/a.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/f.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/d.java 

	https://beian.miit.gov.cn/ 
	supads/b.java 

	https://known.fishin2boat.com/collect_list.html 
	supads/b.java 

	https://known.birdream.top/pp/collect_list.html 
	supads/b.java 

	https://known.dotsmore.top/pp/collect_list.html 
	supads/b.java 

	https://known.leyajia.top/pp/collect_list.html 
	supads/b.java 

	https://known.rainningmountain.top/pp/collect_list.html 
	supads/b.java 

	https://known.showhappiness.cn/pp/collect_list.html 
	supads/b.java 

	https://known.fishin2boat.com/third_collect_list.html 
	supads/b.java 

	https://known.birdream.top/pp/third_collect_list.html 
	supads/b.java 

	https://known.dotsmore.top/pp/third_collect_list.html 
	supads/b.java 

	https://known.leyajia.top/pp/third_collect_list.html 
	supads/b.java 

	https://known.rainningmountain.top/pp/third_collect_list.html 
	supads/b.java 

	https://known.showhappiness.cn/pp/third_collect_list.html 
	supads/b.java 

	https://api.fishin2boat.com/user/get_backup_files 
	supads/d.java 

	https://api.fishin2boat.com/user/get_backup_upload_url 
	supads/f8.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/b.java 

	https://api-intl.mr.meitu.com/v1/framework?app_id=104&version=%1$s&lang=%2$s&api_key=%3$s 
	摸瓜V1引擎 

	http://api-beta.mr.meitu.com/v1/framework?app_id=104&version=%1$s&lang=%2$s&api_key=%3$s 
	摸瓜V1引擎 

	http://app.com/s2s/?pid=CPBP&af_id=com.magicv.airbrush&redirect=false&android_id=%1$s&c=%2$s 
	摸瓜V1引擎 

	https://api.data.beasdfasdfasflus.com/newadvertdata/getadvert.json?lang=%1$s&appid=2&debug_status=%2$s&system=1&region=%3$s&ver=2 
	摸瓜V1引擎 

	https://api.dsadfasdfasfplus.com/newadvertdata/getadvert.json?lang=%1$s&appid=2&debug_status=%2$s&system=1&ver=2 
	摸瓜V1引擎 

	http://beta.api.beautyplus.meitu.com/operation/popup_guide 
	摸瓜V1引擎 

	https://beta.api.beautyplus.meitu.com/material/ar_diy?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://betapre.api.beautyplus.meitu.com/material/ar_diy?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://pre.api.beautyplus.meitu.com/material/ar_diy?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://api-intl.mr.meitu.com/v1/robot 
	摸瓜V1引擎 

	https://api-beta.mr.meitu.com/v1/robot 
	摸瓜V1引擎 

	https://beta.api.beautyplus.meitu.com/material/ar?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://betapre.api.beautyplus.meitu.com/material/ar?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://pre.api.beautyplus.meitu.com/material/ar?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://api.data.beautyplus.com/update/on_off.json?release_mode=1&region=%1$s&language=%2$s&soft_id=104&api_ver=1 
	摸瓜V1引擎 

	http://betaapi.data.beautyplus.com/update/on_off.json?release_mode=0&region=%1$s&language=%2$s&soft_id=104&t=%3$s 
	摸瓜V1引擎 

	http://api-intl.mr.meitu.com/v1/weather_now?&lang=en&latitude=%1$f&longitude=%2$f 
	摸瓜V1引擎 

	https://beta.api.beautyplus.meitu.com/operation/help_tips?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://betapre.api.beautyplus.meitu.com/operation/help_tips?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://pre.api.beautyplus.meitu.com/operation/help_tips?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://wallet.beauty.io/ 
	摸瓜V1引擎 

	https://pre-wallet.beauty.io/ 
	摸瓜V1引擎 

	http://beautyplus.oversea.meitu.com/api/vote/index 
	摸瓜V1引擎 

	http://beta.beautyplus.oversea.meitu.com/api/vote/index 
	摸瓜V1引擎 

	https://wallet.beauty.io/agreement/default/index.html?lang=%1$s 
	摸瓜V1引擎 

	https://pre-wallet.beauty.io/agreement/default/index.html?lang=%1$s 
	摸瓜V1引擎 

	http://beautyplus.oversea.meitu.com/api/vote/my 
	摸瓜V1引擎 

	http://beta.beautyplus.oversea.meitu.com/api/vote/my 
	摸瓜V1引擎 

	http://beauasdfasdfi/vote/terms?lang=%1$s 
	摸瓜V1引擎 

	http://basdfasdfs.oversea.meitu.com/api/vote/terms?lang=%1$s 
	摸瓜V1引擎 

	https://afasdfasf_h5/seckill.html?c=%1$s&l=%2$s&t=%3$s&u=%4$s&n=%5$s 
	摸瓜V1引擎 

	https://www.google.com 
	摸瓜V1引擎 

	http://beauasdfasdfitu.com/api/album/terms 
	摸瓜V1引擎 

	http://asdfasdfasfa.meitu.com/api/album/terms 
	摸瓜V1引擎 

	http://api.data.asdfasfasdfcker.json?release_mode=1&region=%1$s&language=%2$s&soft_id=104&api_ver=3 
	摸瓜V1引擎 

	http://api.daasdfasdfasdfrial/sticker.json?release_mode=0&region=%1$s&language=%2$s&soft_id=104&api_ver=3&t=%3$s 
	摸瓜V1引擎 

	https://api.beauasfasfasdfm/faq/purchase/restore.html?lang=%1$s 
	摸瓜V1引擎 

	https://beta.apasdfasdfs.sad.com/operation/popup_guide?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://betapasdfasdfasdflus.mesd.com/operation/popup_guide?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://pre.apiasdfasdf.com/operation/popup_guide?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	http://beauasdfasfa.meitu.com/api/vote/vote?type=detail&themeid=%1$s 
	摸瓜V1引擎 

	http://tesdfasdfplus.oversea.meitu.com/api/vote/vote?type=detail&themeid=%1$s 
	摸瓜V1引擎 

	https://beta.api.beautyplus.meitu.com/material/filter_group?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://betapre.api.beautyplus.meitu.com/material/filter_group?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://pre.api.beautyplus.meitu.com/material/filter_group?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://beta.api.beautyplus.meitu.com/material/filter?soft_id=104&app_ver=1&t=%1$s 
	摸瓜V1引擎 

	https://betapre.api.beautyplus.meitu.com/material/filter?soft_id=104&app_ver=1&t=%1$s 
	摸瓜V1引擎 

	https://pre.api.beautyplus.meitu.com/material/filter?soft_id=104&app_ver=1 
	摸瓜V1引擎 

	https://api-intl.mr.meitu.com/v1/FilterRecommendation?serverId=%1$s&countryCode=%2$s 
	摸瓜V1引擎 

	https://sweet-camera-reup.firebaseio.com 
	摸瓜V1引擎 

	https://www.hadfasdfasdftu.com/public/FAQ/b+.html 
	摸瓜V1引擎 

	https://www.sadfasdfasftu.com/public/FAQ/b+.html 
	摸瓜V1引擎 

	https://www.baidu.com/ 
	摸瓜V1引擎 

	http://app.apasfasfasfcom/s2s/?pid=CPBP&af_id=com.measfasfasfp&redirect=false&android_id=%1$s&c=%2$s 
	摸瓜V1引擎 

	http://api.masdasdasd.com/agreements/beasfasfasfasfs/ 
	摸瓜V1引擎 

	https://api.asdasdasd.com/agreements/asdfasdfasdf/ 
	摸瓜V1引擎 

	https://api.asdasfd.com/agreements/basfasdfasdf/ 
	摸瓜V1引擎 

	https://album.zone-apse1.meitudata.com/Marvel/1562655210815.zip 
	摸瓜V1引擎 

	https://api.beautyplus.com/model/3d_face_bins.zip 
	摸瓜V1引擎 

	http://album.zone-apse1.meitudata.com/model/rh1.0.5..16_ca6f.manis 
	摸瓜V1引擎 

	https://album.zone-apse1.meitudata.com/Marvel/1551339500505.zip 
	摸瓜V1引擎 

	http://album3.zone-apse1.meitudata.com/model/MT3DFace.zip 
	摸瓜V1引擎 

	https://api.beautyplus.com/model/m_p_h.bin 
	摸瓜V1引擎 

	https://album.zone-apse1.meitudata.com/Marvel/1562658461045.zip 
	摸瓜V1引擎 

	https://album.zone-apse1.meitudata.com/Marvel/1554986492614.zip 
	摸瓜V1引擎 

	https://album3.zone-apse1.meitudata.com/model/1103.zip 
	摸瓜V1引擎 

	https://beta.asfasdflusadeitu.com/extra/pre_verify.json?soft_id=104&app_ver=1 
	摸瓜V1引擎 

	http://api.test.beautyplus.com/beautyplus/update/androidbeautyplus_zh_test.json 
	摸瓜V1引擎 

	http://api.beautyplus.com/beautyplus/update/androidbeautyplus_zh.json 
	摸瓜V1引擎 

	https://pre.api.beautyplus.meitu.com/operation/config?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://beta.api.beautyplus.meitu.com/operation/config?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://betapre.api.beautyplus.meitu.com/operation/config?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://www.baidu.com 
	摸瓜V1引擎 

	https://h5.asdfasdfitu.com/2019/referral/recommend.html?lang=%1$s&country_code=%2$s&entry=%3$s&gid=%4$s 
	摸瓜V1引擎 

	https://h5.masdfasdfom/2019/referral/recommend.html 
	摸瓜V1引擎 

	https://h5-basdfasdfm/2019/referral/recommend.html 
	摸瓜V1引擎 

	https://h5-beasdfasdf9/referral/recommend.html?lang=%1$s&country_code=%2$s&entry=%3$s&gid=%4$s 
	摸瓜V1引擎 

	https://api.beautyplus.com/model/MTLight3D.zip 
	摸瓜V1引擎 

	https://makeup.sea.channet.com/word/ 
	摸瓜V1引擎 

	https://f2er.meitu.com/fst/world/ 
	摸瓜V1引擎 

	https://beasdfasdftyplus.meitu.com/operation/ad?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://beasdfasdfus.meitu.com/operation/ad?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	https://preasdfasdftu.com/operation/ad?soft_id=104&api_ver=1 
	摸瓜V1引擎 

	http://m.onasdfasdfk.me/666asfasf6 
	摸瓜V1引擎 

	https://known.birdream.top/pp?app_name=%E7%BE%8E%E9%A2%9C%E8%87%AA%E6%8B%8D 
	摸瓜V2引擎 

	https://known.birdream.top/ua 
	摸瓜V2引擎 

	https://known.birdream.top/ps 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	f2bsend@126.com 
fishingstore@126.com 
	com/cody/supads/activity/FeedbackActivity.java 

	u0013android@android.com0 
u0013android@android.com 
	com/googles/android/gms/common/t.java 

	support@meitu.com 
	com/showhappy/easycamera/beaytysnap/beautycam/h/a/j.java 

	mailtome@gmail.com 
	com/sweetreup/camera/other/RateApp.java 

	docxreaderappro@gmail.com 
	customactivityoncrash/ToolsAll.java 

	fishingstore@126.com 
yuhouguanshan@126.com 
showhappiness@126.com 
niuniutec@126.com 
dotsmore@126.com 
snowpluses@126.com 
leyajia666@126.com 
chasingbird@126.com 
	摸瓜V1引擎 

	矩形@2x.png 
合并形状@2x.png 
分组@2x.png 
	摸瓜V2引擎 

	terrible-face@3x.png 
	摸瓜V2引擎 

	terrific-face@3x.png 
	摸瓜V2引擎 

	手指@2x.png 
	摸瓜V2引擎 

	手指@2x.png 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	15552000000 
	com/googles/android/gms/measurement/internal/Ca.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=CN, ST=bj, L=bj, O=FishStore, OU=Store, CN=Fish 签名算法: rsassa_pkcs1v15 有效期自: 2020-02-22 11:47:27+00:00 有效期至: 2074-11-25 11:47:27+00:00 发行人: C=CN, ST=bj, L=bj, O=FishStore, OU=Store, CN=Fish 序列号: 0x223b87e5 哈希算法: sha256 md5值: 2b6cec5a4f8eb2a2e154ba274f16f6e5 sha1值: 7508d658068db6c191c10ea69dd5e579c8b39a19 sha256值: 20b834a5a6eb221a8e25117a28f1975918dbb7b37f02e42a1cdf20a43fdd6349 sha512值: 1a75ac0368a1aa3ce87bfe9654d708fd5c025c1788411715b8a2da71c1644eb54f4712d2020de6480e680fd1a5d860742c351dc031a5773408377f3ce2348f73 公钥算法: rsa 密钥长度: 2048 指纹: 2f87dbb6bc267b8915501b1c903fbb42a16077d6bc01b2a65e62425b0c1f2676

6. 硬编码敏感信息
	可能的敏感信息

	"AppsFlyer_key" : "1" 

	"account_client_secret" : "000100001010010111010010001011010011010111010001001111100110101000100101001010011000011100110100100111101111100100110010011010101101101001011100110000100110111001001101100101100100011000010110" 

	"accountsdk_login_forget_password" : "忘记密码" 

	"accountsdk_login_forget_pwd_email" : "通过注册邮箱找回密码" 

	"accountsdk_login_forget_pwd_phone" : "通过注册手机号找回密码" 

	"accountsdk_login_password" : "请输入密码" 

	"accountsdk_login_phone_set_pwd" : "设置密码" 

	"accountsdk_login_pwd_null" : "请输入登录密码" 

	"accountsdk_register_phone_not_set_pwd" : "该手机号码已注册，请换号重试" 

	"altamob_app_key" : "1-f335-1-9485-1" 

	"apm_app_key" : "1" 

	"apm_pre_app_key" : "1" 

	"apm_pre_publickey" : "1+b8ET+1/1/1+1" 

	"apm_publickey" : "1+1+1+1+1+1" 

	"beauty_one_key" : "一键美颜" 

	"com_facebook_device_auth_instructions" : "请访问<b>facebook.com/device</b>并输入以上验证码。" 

	"com_kakao_alert_appKey" : "need to declare in your AndroidManifest.xml" 

	"firebase_database_url" : "https://sweet-camera-reup.firebaseio.com" 

	"flurry_key" : "CFCDP72YBBBVTYQF377C" 

	"flurry_test_key" : "478WTQY589YSJ3VJHTH3" 

	"google_api_key" : "AIzaSyCb7bGGzPcn0WFch1Vgq3D6J0po6qS3WD8" 

	"google_crash_reporting_api_key" : "1" 

	"kakao_app_key" : "asdfasdfasdfasdfasdf" 

	"keep_secret" : "保密" 

	"meepo_app_key" : "235rsafasf" 

	"meepo_encrypt_key" : "14asfasfasdf" 

	"meepo_test_app_key" : "asdf1325asdf" 

	"meepo_test_encrypt_key" : "310e46f67b43bd090ef33826dcc8a090" 

	"meitu_statistics_beauaienhance_key" : "效果滑竿值" 

	"meitu_statistics_beauatretouch_key" : "一键美颜滑竿值" 

	"meitu_statistics_beaunarrownose_key" : "缩小鼻翼滑竿值" 

	"mobpower_app_key" : "1" 

	"mobvista_api_key" : "1" 

	"sns_authorize_need" : "Authorization failed, need to login again." 

	"teemo_ab_aes_key" : "1234fsafasdf" 

	"teemo_app_key" : "13sadfasdf" 

	"teemo_app_password" : "asdf2asdfasf" 

	"teemo_rsa_key" : "fasdf23rasdfasf" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	com.niuniu.beautycam.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.niuniu.beautycam.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.showhappy.easycamera.beaytysnap.beautycam.HomeActivity
	Schemes: growing.f8fb186d4601e76e://, 


	com.showhappy.easycamera.beaytysnap.beautycam.PushSchemeActivity
	Schemes: beautyplus://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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