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小红书（ 7.65.5.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	小红书

	版本
	7.65.5.1

	包名
	com.xingin.xhs

	域名线索
	190条

	URL线索
	220条

	APP图标
	

	分析日期
	2024年12月28日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	xiaohongshu.apk

	文件大小
	38.02MB

	MD5值
	5331ee82ce729c9f58aae46af5ce1cf9

	SHA1值
	f38a024a71e81534e94ec214601c7c99b893de2c

	SHA256值
	632057e36ad5d7c27fbe365286b7a2ed41468cd0676b6989e259870ac3c02aee



3. APP基本信息
	类别
	内容

	App名称
	小红书

	包名
	com.xingin.xhs

	主活动Activity
	com.xingin.xhs.index.v2.IndexActivityV2

	安卓版本名称
	7.65.5.1

	安卓版本
	7655002



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	issuetracker.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	msg-video.xhscdn.com
	IP: 111.206.187.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.com
	IP: 121.36.116.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	www.cmpassport.com
	IP: 120.197.235.28 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	web-resource-app.xiaohongshu.com
	IP: 118.25.169.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-push.meizu.com
	IP: 125.94.213.129 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	picasso-static.xiaohongshu.com
	IP: 60.220.213.156 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	fe-video-qc.xhscdn.com
	IP: 36.110.220.111 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	captcha.fengkongcloud.cn
	IP: 103.254.190.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	castatic-dev.fengkongcloud.com
	IP: 81.70.118.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 220.181.135.162 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.xmlsoap.org
	IP: 13.107.213.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	debugx5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.baidu.com
	IP: 220.181.38.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oth.update.mdt.qq.com
	IP: 112.60.14.62 
所属国家: China 
地区: Guangdong 
城市: Maoming 

	gdpr.adjust.world
	IP: 185.151.204.40 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	msg-img.xhscdn.com
	IP: 101.72.233.169 
所属国家: China 
地区: Hebei 
城市: Langfang 

	onekey.cmpassport.com
	IP: 120.197.235.28 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	qa.sit.xiaohongshu.com
	IP: 10.4.44.202 
所属国家: - 
地区: - 
城市: - 

	ms.zzx9.cn
	IP: 123.125.99.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sns-video-qc.xhscdn.com
	IP: 119.167.229.139 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	s3-us-west-1.amazonaws.com
	IP: 52.219.193.72 
所属国家: United States of America 
地区: California 
城市: San Jose 

	login.imgcache.qq.com
	IP: 182.254.59.182 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	sns-video-bd.xhscdn.com
	IP: 140.249.32.205 
所属国家: China 
地区: Shandong 
城市: Linyi 

	www.cybergarage.org
	IP: 60.121.255.130 
所属国家: Japan 
地区: Saitama 
城市: Saitama 

	vi.xiaohongshu.com
	IP: 124.163.196.119 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	www.huawei.com
	IP: 106.38.242.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	d-gt.getui.com
	没有服务器地理信息. 

	code.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	angelia.devops.xiaohongshu.com
	IP: 42.192.252.5 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gslb.sit.xiaohongshu.com
	IP: 212.129.233.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apis.devops.sit.xiaohongshu.com
	IP: 10.4.44.202 
所属国家: - 
地区: - 
城市: - 

	gy.getui.nethttps
	没有服务器地理信息. 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	render.alipay.com
	IP: 220.181.135.163 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	fe.xiaohongshu.com
	IP: 212.129.159.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	config.cmpassport.com
	IP: 112.33.111.251 
所属国家: China 
地区: Anhui 
城市: Hefei 

	appsupport.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.xiaohongshu.com
	IP: 212.64.115.101 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sns-img-anim-qn.xhscdn.com
	IP: 117.34.47.194 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	redgray.xhscdn.com
	IP: 220.181.127.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-hzgt2.getui.com
	IP: 115.227.15.15 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	api.verify.mob.com
	IP: 103.143.17.148 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	store.hispace.hicloud.com
	IP: 121.36.117.66 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 109.244.244.241 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log-verify.mob.com
	IP: 103.143.17.148 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	sns-video-hw.xhscdn.com
	IP: 106.38.242.121 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wappaygw.alipay.com
	IP: 124.239.239.237 
所属国家: China 
地区: Hebei 
城市: Langfang 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ad-splash.xiaohongshu.com
	IP: 118.25.169.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	crash.xiaohongshu.com
	IP: 118.25.164.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	maps.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	app.adjust.com
	IP: 185.151.204.7 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	long.open.weixin.qq.com
	IP: 109.244.216.15 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sns-img-qc.xhscdn.com
	IP: 125.39.223.194 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	new-sentry.devops.xiaohongshu.com
	IP: 42.192.252.5 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.samsung.com
	IP: 103.254.189.69 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app.adjust.net.in
	IP: 185.151.204.33 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	dc.xhscdn.com
	IP: 106.38.242.126 
所属国家: China 
地区: Beijing 
城市: Beijing 

	collect.ux.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	cfg.imtt.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 220.181.106.176 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apis.map.qq.com
	IP: 109.244.244.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pages.xiaohongshu.com
	IP: 124.163.196.76 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	pms.mb.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.xiaomi.net
	IP: 183.84.5.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cache.verify.mob.com
	IP: 103.143.17.149 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	feanubis.int.sit.xiaohongshu.com
	IP: 10.4.44.202 
所属国家: - 
地区: - 
城市: - 

	app.adjust.world
	IP: 185.151.204.41 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	log1.cmpassport.com
	IP: 117.161.4.167 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	open.weibo.cn
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gslb.xiaohongshu.com
	IP: 212.129.159.173 
所属国家: China 
地区: Beijing 
城市: Beijing 

	new-sentry-relay.xiaohongshu.com
	IP: 212.129.231.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.connect.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oth.eve.mdt.qq.com
	IP: 109.244.216.125 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.tbs.qq.com
	IP: 109.244.244.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gdpr.adjust.com
	IP: 185.151.204.51 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	oth.str.mdt.qq.com
	IP: 175.27.2.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oms.flow.wostore.cn
	IP: 211.95.66.2 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	fp-it-tracker.fengkongcloud.com
	IP: 36.110.225.236 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	mcgw.alipay.com
	IP: 124.239.239.236 
所属国家: China 
地区: Hebei 
城市: Langfang 

	strategy.beacon.qq.com
	IP: 121.51.93.84 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	www.getui.com
	IP: 115.236.20.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	10.31.175.69
	IP: 10.31.175.69 
所属国家: - 
地区: - 
城市: - 

	img.xiaohongshu.com
	IP: 124.163.196.76 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	lstest.map.qq.com
	IP: 109.244.173.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tbs.imtt.qq.com
	IP: 61.49.23.231 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.weibo.com
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipay.com
	IP: 203.209.243.27 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sdk.open.phone.igexin.com
	IP: 115.227.15.11 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	open.weixin.qq.com
	IP: 175.24.209.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.samsungapps.com
	IP: 54.229.93.185 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	identify.verify.mob.com
	IP: 103.143.17.148 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	edith.xiaohongshu.com
	IP: 212.64.115.100 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ue.indoorloc.map.qq.com
	IP: 175.27.13.62 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ida.webank.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jira.devops.xiaohongshu.com
	IP: 111.231.149.120 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.sharesdk.cn
	IP: 115.227.43.65 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	fake.xiaohongshu.com
	没有服务器地理信息. 

	nlp.map.qq.com
	IP: 175.27.9.100 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sns-img-hw.xhscdn.com
	IP: 36.110.220.128 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sns-img-qn.xhscdn.com
	IP: 124.236.19.61 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	c.xiaohongshu.com
	IP: 115.159.20.59 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	subscription.adjust.com
	IP: 185.151.204.52 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	store1.hispace.hicloud.com
	IP: 118.194.33.169 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	android.googlesource.com
	IP: 173.194.174.82 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	h5.m.taobao.com
	IP: 220.181.135.168 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store-drru.hispace.hicloud.com
	IP: 159.138.202.186 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	v.xiaohongshu.com
	IP: 106.38.242.121 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics1.data.hicloud.com
	IP: 114.115.188.152 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	user-images.githubusercontent.com
	IP: 185.199.108.133 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	open.e.189.cn
	IP: 42.123.76.87 
所属国家: China 
地区: Beijing 
城市: Beijing 

	183.36.108.226
	IP: 183.36.108.226 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	purl.org
	IP: 207.241.239.241 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	castatic.fengkongcloud.com
	IP: 125.37.205.209 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	testdatalbs.sparta.html5.qq.com
	IP: 175.27.37.184 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uc.qbox.me
	IP: 124.239.239.227 
所属国家: China 
地区: Hebei 
城市: Langfang 

	api.weibo.cn
	IP: 106.63.15.3 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	norma-external-collect.meizu.com
	IP: 113.106.27.98 
所属国家: China 
地区: Guangdong 
城市: Zhongshan 

	crash.sit.xiaohongshu.com
	IP: 10.4.44.202 
所属国家: - 
地区: - 
城市: - 

	login.sina.com.cn
	IP: 49.7.36.224 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store2.hispace.hicloud.com
	IP: 143.204.86.84 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	10.4.45.78
	IP: 10.4.45.78 
所属国家: - 
地区: - 
城市: - 

	b-gy.getui.nethttps
	没有服务器地理信息. 

	analytics.map.qq.com
	IP: 109.244.172.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	superman.devops.xiaohongshu.com
	IP: 42.192.252.5 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ci.xiaohongshu.com
	IP: 125.39.223.194 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	apis.xiaohongshu.com
	IP: 212.129.231.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openmobile.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ce3e75d5.jpush.cn
	IP: 120.233.50.93 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	cc.map.qq.com
	IP: 175.27.9.125 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gist.github.com
	IP: 8.7.198.45 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	store-at-dre.hispace.dbankcloud.com
	没有服务器地理信息. 

	rttgpsreport.map.qq.com
	IP: 109.244.244.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store3.hispace.hicloud.com
	IP: 104.86.249.12 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	developer.huawei.com
	IP: 144.7.109.84 
所属国家: China 
地区: Shandong 
城市: Jinan 

	cgi.qplus.com
	没有服务器地理信息. 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn-api-verify.mob.com
	IP: 106.116.171.241 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	referee.xiaohongshu.com
	IP: 118.25.164.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	store.xiaohongshu.com
	IP: 123.160.109.208 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	play.google.com
	IP: 8.7.198.46 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	uplog.qbox.me
	IP: 124.239.239.227 
所属国家: China 
地区: Hebei 
城市: Langfang 

	app.xhs.cn
	没有服务器地理信息. 

	onekey1.cmpassport.com
	IP: 120.197.235.28 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	debugtbs.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-gy.getui.nethttps
	没有服务器地理信息. 

	track.devops.xiaohongshu.com
	IP: 10.4.44.202 
所属国家: - 
地区: - 
城市: - 

	www.openssl.org
	IP: 104.92.248.102 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	cs.map.qq.com
	IP: 109.244.244.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	loggw-exsdk.alipay.com
	IP: 110.76.6.75 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	subscription.adjust.world
	IP: 185.151.204.44 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	unbotify.adjust.com
	IP: 185.151.204.151 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	sdk-open-phone.getui.com
	IP: 115.227.15.227 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	b.xiaohongshu.com
	IP: 111.231.96.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qa.xiaohongshu.com
	IP: 118.25.169.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	service.weibo.com
	IP: 106.63.15.1 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	gdpr.adjust.net.in
	IP: 185.151.204.51 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	sns-img-bd.xhscdn.com
	IP: 140.249.32.206 
所属国家: China 
地区: Shandong 
城市: Linyi 

	data-drcn.push.dbankcloud.com
	IP: 49.4.40.58 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	tbsrecovery.imtt.qq.com
	IP: 109.244.244.237 
所属国家: China 
地区: Beijing 
城市: Beijing 

	subscription.adjust.net.in
	IP: 185.151.204.34 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	sns-avatar-qc.xhscdn.com
	IP: 111.206.187.77 
所属国家: China 
地区: Beijing 
城市: Beijing 

	auth.wosms.cn
	IP: 123.125.99.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.asia
	没有服务器地理信息. 

	o3.xiaohongshu.com
	IP: 125.39.223.158 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	others-1251524319.cos.ap-shanghai.myqcloud.com
	IP: 121.4.234.158 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://www.xiaohongshu.com/discovery/multi_note/ 
	hj1/b.java 

	https://pages.xiaohongshu.com/event/page/sale/65ee0b49e38d41f1838c65d2dab90fc4 
	dr0/d0.java 

	https://ci.xiaohongshu.com/live/start_live.png 
	sx/i.java 

	https://www.xiaohongshu.com/picasso_pages/author-center/main?fullscreen=true 
	sx/b.java 

	https://www.xiaohongshu.com/company/home?fullscreen=true 
	sx/b.java 

	https://www.xiaohongshu.com/creator/comment-list 
	sx/b.java 

	https://picasso-static.xiaohongshu.com/fe-platform/723b8946ece112aaecc80d591b17f43764cce6d4.png 
	sx/f.java 

	https://www.xiaohongshu.com/vendor/53df5710b4c4d6383ae8e9a6?naviHidden=yes 
	zg1/i.java 

	https://www.xiaohongshu.com/login/otherquestion 
	qc1/e.java 

	http://www.samsungapps.com/appquery/appDetail.as?appId= 
	wr1/a.java 

	https://www.xiaohongshu.com/user/features/account-deletion-apply 
	q51/m.java 

	http://www.cybergarage.org</manufacturerURL>\n 
	org/cybergarage/upnp/std/av/server/MediaServer.java 

	http://www.cybergarage.org</modelURL>\n 
	org/cybergarage/upnp/std/av/server/MediaServer.java 

	http://purl.org/dc/elements/1.1/ 
	org/cybergarage/upnp/std/av/server/object/DIDLLite.java 

	http://www.cybergarage.org</manufacturerURL>\n 
	org/cybergarage/upnp/std/av/renderer/MediaRenderer.java 

	http://www.cybergarage.org</modelURL>\n 
	org/cybergarage/upnp/std/av/renderer/MediaRenderer.java 

	http://schemas.xmlsoap.org/soap/encoding/ 
	org/cybergarage/soap/SOAP.java 

	http://schemas.xmlsoap.org/soap/envelope/ 
	org/cybergarage/soap/SOAP.java 

	https://crash.xiaohongshu.com/ 
	wq1/a.java 

	https://crash.sit.xiaohongshu.com/ 
	wq1/a.java 

	http://schemas.android.com/apk/res/android 
	ad/p0.java 

	https://67aff2654bfa416aa9256a9e0dfbef09@new-sentry.devops.xiaohongshu.com/4 
	ad/y.java 

	https://6ac8b698e53145c8aaf3b22b412da8a5@new-sentry-relay.xiaohongshu.com/3 
	ad/y.java 

	https://edith.xiaohongshu.com 
	wi1/a.java 

	https://www.xiaohongshu.com 
	wi1/a.java 

	https://app.xhs.cn/ 
	mi1/b.java 

	https://edith.xiaohongshu.com/speedtest 
	rh1/g0.java 

	http://others-1251524319.cos.ap-shanghai.myqcloud.com/ 
	rh1/y.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://www.xiaohongshu.com/login/otherquestion 
	nw/u.java 

	https://www.xiaohongshu.com/discovery/ 
	ps/u0.java 

	https://testdatalbs.sparta.html5.qq.com/tr?wf4 
	c/t/m/g/h.java 

	https://analytics.map.qq.com/?wf4 
	c/t/m/g/h.java 

	https://cs.map.qq.com/atta?type=1&multi=0 
	c/t/m/g/s3.java 

	https://analytics.map.qq.com/tr?mllc 
	c/t/m/g/s3.java 

	https://cc.map.qq.com/?get_c3 
	c/t/m/g/m0.java 

	https://testdatalbs.sparta.html5.qq.com/tr?utr 
	c/t/m/g/g.java 

	https://analytics.map.qq.com/tr?utr 
	c/t/m/g/g.java 

	https://lstest.map.qq.com/nlpdr?sf 
	c/t/m/g/j.java 

	https://nlp.map.qq.com/?sf 
	c/t/m/g/j.java 

	https://testdatalbs.sparta.html5.qq.com/tr?sf 
	c/t/m/g/j.java 

	https://analytics.map.qq.com/?sf 
	c/t/m/g/j.java 

	https://analytics.map.qq.com/tr?mllc 
	c/t/m/g/r6.java 

	https://cs.map.qq.com/key 
	c/t/m/g/r0.java 

	https://rttgpsreport.map.qq.com/report?type=sdk&key=5e1fe70424035ee83066ac22b24f31dc 
	c/t/m/g/f.java 

	https://apis.map.qq.com/ws/geocoder/v1/?location= 
	c/t/m/g/p4.java 

	https://ue.indoorloc.map.qq.com/?wl 
	c/t/m/g/u4.java 

	https://www.xiaohongshu.com/login/otherquestion 
	i41/k.java 

	https://www.xiaohongshu.com/login/otherquestion 
	i41/r.java 

	https://www.xiaohongshu.com/picasso_pages/author-center/activity-list?fullscreen=true&tab=1&source=profile_none 
	qp0/k.java 

	https://www.xiaohongshu.com/crown/community/privacy-sdk 
	bm1/o.java 

	https://www.xiaohongshu.com/mobile/free_traffic 
	lm1/p.java 

	https://fake.xiaohongshu.com 
	wu0/a.java 

	https://others-1251524319.cos.ap-shanghai.myqcloud.com/ 
	jj1/k.java 

	https://www.xiaohongshu.com/login/otherquestion 
	sc1/e.java 

	https://fake.xiaohongshu.com 
	gv0/b.java 

	https://fe-video-qc.xhscdn.com/fe-platform/f9756f4d6283837c1f1f5192201098fb7b9b3968.json?attname=fe-platform/f9756f4d6283837c1f1f5192201098fb7b9b3968.json.json 
	sh/t0.java 

	https://www.xiaohongshu.com/activity/sem/walle?groupid=5dae8b7de145f500018e3f56 
	x51/n.java 

	https://pages.xiaohongshu.com/goods/ 
	wd/s.java 

	https://www.xiaohongshu.com/mobile/free_traffic 
	tg1/h.java 

	https://www.xiaohongshu.com/experience/home?fullscreen=true 
	tg1/i.java 

	https://www.xiaohongshu.com/picasso_pages/all_growth_gamepage/home?naviHidden=yes 
	tg1/j.java 

	https://maps.google.com/maps?hl=zh&mrt=loc&map=driving&source=&saddr=&daddr= 
	dk/d.java 

	https://ida.webank.com/ 
	zq/a.java 

	https://pages.xiaohongshu.com/activity/wk_promotion 
	x40/e.java 

	https://ida.webank.com/api/web/login 
	nd/h.java 

	https://app.xhs.cn/ 
	g71/b.java 

	https://s3-us-west-1.amazonaws.com 
	k2/b.java 

	https://www.xiaohongshu.com/crown/community/rules 
	yd1/a.java 

	http://others-1251524319.cos.ap-shanghai.myqcloud.com/ 
	zm1/m.java 

	http://others-1251524319.cos.ap-shanghai.myqcloud.com/ 
	zm1/k.java 

	http://others-1251524319.cos.ap-shanghai.myqcloud.com/ 
	zm1/c.java 

	http://others-1251524319.cos.ap-shanghai.myqcloud.com/xhslog_crash/ 
	zm1/c.java 

	https://angelia.devops.xiaohongshu.com/rclog/detail?cdnurl= 
	zm1/c.java 

	https://www.xiaohongshu.com/login/otherquestion 
	j41/v.java 

	https://www.xiaohongshu.com/login/otherquestion 
	j41/n.java 

	https://www.xiaohongshu.com/login/otherquestion 
	vc1/j.java 

	https://www.xiaohongshu.com/login/otherquestion 
	vc1/b.java 

	https://www.xiaohongshu.com/login/otherquestion 
	vc1/f.java 

	https://msg-video.xhscdn.com/ 
	ts/a.java 

	https://msg-img.xhscdn.com/ 
	ts/a.java 

	http://sns-video-hw.xhscdn.com/video/5424c5ced6e4a96c5bcc5b57dsf.jpg 
	xg1/f.java 

	http://sns-video-qc.xhscdn.com/video/5424c5ced6e4a96c5bcc5b57dsf.jpg 
	xg1/f.java 

	https://oms.flow.wostore.cn/data-traffic/template/singlePackage/initSingleH5PageShow?userCode= 
	ko1/k.java 

	https://pages.xiaohongshu.com/activity/wk_promotion 
	ko1/k.java 

	https://www.xiaohongshu.com/sns-basic/account/tel-lock?fullscreen=true&phone= 
	zh1/e.java 

	https://www.xiaohongshu.com/crown/community/rules 
	zh1/e.java 

	https://qa.sit.xiaohongshu.com 
	dn1/e.java 

	https://qa.xiaohongshu.com 
	dn1/e.java 

	http://127.0.0.1 
	d01/h.java 

	https://fe-video-qc.xhscdn.com/fe-platform/4157293d3c7e59fe421c8e547f4a9a81574e4b75.json?attname=fe-platform/4157293d3c7e59fe421c8e547f4a9a81574e4b75.json.json 
	c6/u.java 

	https://fe-video-qc.xhscdn.com/fe-platform/f9756f4d6283837c1f1f5192201098fb7b9b3968.json?attname=fe-platform/f9756f4d6283837c1f1f5192201098fb7b9b3968.json.json 
	c6/u.java 

	https://referee.xiaohongshu.com/v1/stateReport 
	fd/h.java 

	https://referee.xiaohongshu.com/v1/third/collect 
	fd/h.java 

	https://referee.xiaohongshu.com/v1/third/collect 
	fd/o.java 

	https://referee.xiaohongshu.com/v1/stateReport 
	fd/q.java 

	https://referee.xiaohongshu.com/v1/third/collect 
	fd/l.java 

	https://referee.xiaohongshu.com/v1/stateReport 
	fd/f.java 

	https://referee.xiaohongshu.com/v1/third/collect 
	fd/f.java 

	https://www.xiaohongshu.com/login/otherquestion 
	pc1/i.java 

	https://app.xhs.cn/ 
	ip/a.java 

	http://others-1251524319.cos.ap-shanghai.myqcloud.com/ 
	qh1/j.java 

	https://dc.xhscdn.com/file/6d3f3849f0375fabf6613ac0135156f8/tbs_core_046137_20220901210057_nolog_fs_obfs_arm64-v8a_release.apk 
	go1/a.java 

	https://dc.xhscdn.com/file/5fdacf74a132e35875b0b90a4c1ab6f8/tbs_core_046136_20220902090714_nolog_fs_obfs_armeabi_release.apk 
	go1/a.java 

	https://www.xiaohongshu.com/picasso_pages/help-me-look/select-card?naviHidden=yes 
	a61/m.java 

	http://redgray.xhscdn.com 
	ig0/d5.java 

	https://sdk-open-phone.getui.com/api.php 
	igexin/guard/a.java 

	https://c-hzgt2.getui.com/api.php 
	igexin/guard/a.java 

	https://sdk-open-phone.getui.com/api.php 
	igexin/gbd/a.java 

	https://c-hzgt2.getui.com/api.php 
	igexin/gbd/a.java 

	https://www.xiaohongshu.com/login/otherquestion 
	bx/l.java 

	http://apps.samsung.com/appquery/appDetail.as?appId= 
	cn/jpush/android/af/f.java 

	https://ce3e75d5.jpush.cn/wi/cjc4sa 
	cn/jiguang/au/c.java 

	https://ce3e75d5.jpush.cn/wi/d8n3hj 
	cn/jiguang/au/c.java 

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/api/d/g.java 

	https://collect.ux.21cn.com/collect/custom/accountMsg 
	cn/com/chinatelecom/account/api/d/g.java 

	https://app.xhs.cn/ 
	bt1/k.java 

	https://login.sina.com.cn/visitor/signin 
	com/weibo/ssosdk/WeiboSsoSdk.java 

	https://app.adjust.com 
	com/adjust/sdk/Constants.java 

	https://app.adjust.world 
	com/adjust/sdk/Constants.java 

	https://app.adjust.net.in 
	com/adjust/sdk/Constants.java 

	https://gdpr.adjust.com 
	com/adjust/sdk/Constants.java 

	https://gdpr.adjust.world 
	com/adjust/sdk/Constants.java 

	https://gdpr.adjust.net.in 
	com/adjust/sdk/Constants.java 

	https://subscription.adjust.com 
	com/adjust/sdk/Constants.java 

	https://subscription.adjust.world 
	com/adjust/sdk/Constants.java 

	https://subscription.adjust.net.in 
	com/adjust/sdk/Constants.java 

	https://unbotify.adjust.com 
	com/adjust/sdk/Constants.java 

	https://github.com/adjust/android_sdk 
	com/adjust/sdk/ActivityHandler.java 

	https://app.adjust.com 
	com/adjust/sdk/AdjustFactory.java 

	https://gdpr.adjust.com 
	com/adjust/sdk/AdjustFactory.java 

	https://subscription.adjust.com 
	com/adjust/sdk/AdjustFactory.java 

	https://unbotify.adjust.com 
	com/adjust/sdk/AdjustFactory.java 

	https://castatic-dev.fengkongcloud.com/pr/v1.0.3/index.html\ 
	com/ishumei/sdk/captcha/O0000O000000oO.java 

	https://castatic.fengkongcloud.com/pr/v1.0.4/index.html 
	com/ishumei/sdk/captcha/SmCaptchaWebView.java 

	https://fp-it-tracker.fengkongcloud.com/v3/tracker 
	com/ishumei/sdk/captcha/O000O00000oO/O000O00000oO.java 

	http://fp-it-tracker.fengkongcloud.com/v3/tracker 
	com/ishumei/sdk/captcha/O000O00000oO/O000O00000oO.java 

	https://captcha.fengkongcloud.cn/ca/v1/log 
	com/ishumei/sdk/captcha/O000O00000oO/O000O00000OoO.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fo.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gt.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gs.java 

	https://%1$s/gslb/?ver=5.0 
	com/xiaomi/push/ct.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/ga.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://log1.cmpassport.com:9443/log/logReport 
	com/cmic/sso/sdk/d/q.java 

	https://onekey1.cmpassport.com/unisdk 
	com/cmic/sso/sdk/d/q.java 

	http://www.cmpassport.com/unisdk 
	com/cmic/sso/sdk/d/q.java 

	http://www.cmpassport.com/unisdk 
	com/cmic/sso/sdk/b/a.java 

	https://config.cmpassport.com/client/uniConfig 
	com/cmic/sso/sdk/b/c/a.java 

	https://config.cmpassport.com/client/uniConfig 
	com/cmic/sso/sdk/b/a/a.java 

	https://wap.cmpassport.com/resources/html/contract.html 
	com/cmic/gen/sdk/view/GenLoginAuthActivity.java 

	https://e.189.cn/sdk/agreement/detail.do?hidetop=true 
	com/cmic/gen/sdk/view/GenLoginAuthActivity.java 

	https://opencloud.wostore.cn/authz/resource/html/disclaimer.html?fromsdk=true 
	com/cmic/gen/sdk/view/GenLoginAuthActivity.java 

	https://uplog.qbox.me/log/4 
	com/qiniu/android/collect/UploadInfoCollector.java 

	http://%s 
	com/qiniu/android/common/Zone.java 

	https://uc.qbox.me 
	com/qiniu/android/common/AutoZone.java 

	http://uc.qbox.me 
	com/qiniu/android/common/AutoZone.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/cons/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/cons/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/data/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/WeiboSdkWebActivity.java 

	https://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/param/ShareWebViewRequestParam.java 

	https://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/GuestParamInterception.java 

	http://api.weibo.cn/2/sdk/login 
	com/sina/weibo/sdk/network/intercept/GuestParamInterception.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/auth/AccessTokenKeeper.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/BaseSsoHandler.java 

	https://www.huawei.com/auth/account/nonincludegranted 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/base.profile/accesstoken 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/base.profile/serviceauthcode 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/base.profile 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/country 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/games 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/shipping.address 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/age.range 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/homezone 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/age.groupflag 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/mobile.flag 
	com/huawei/hms/support/api/entity/common/CommonConstant.java 

	https://www.huawei.com/auth/account/mobile.number 
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	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/973a6d1d-085f-422b-b1c2-a0b3b1260b7a?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605123738696-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/552f9c93-04ab-4287-9c5a-a8499d7909e6?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605124640713-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/1883addd-b9b8-4388-8500-f5c38395c66e?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605175554713-qm.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/1b34f975-a03d-4e60-88f0-2660ec8f1511?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605113225484-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/2159c5e8-8cce-49a3-a213-c8619f3f06c0?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605115859779-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/64fb8058-c84e-415f-831b-23567a3e790e?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210604210845203-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/a6465d33-409d-4aa6-9057-22b1e70dd65f?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605115120397-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/6f361354-251f-4dbd-a2ac-737dcdab4f6a?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210604211302355-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/43b4f189-099a-4f4c-9e64-5480f60dfc5d?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605113044518-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/201948b8-83f8-40b1-85d9-ce8e236ac5a4?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210604211415754-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/4986f005-123d-48fa-8255-fa98fe99199a?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605124035346-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/d34ab7e1-fbdf-45d8-9c58-ea460e5493e1?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210604205916199-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/25af53af-30fb-4822-aaeb-c1f0b41a77a3?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605125148307-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/fd02aff8-d179-4c02-bb67-314cb2e8b2e5?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605111428517-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/3c2b1735-5c97-4cf7-b3f3-89aea6879852?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210604205225768-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/5c3c14dc-900a-4dd7-97b5-4b1d5f900052?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605125307476-.png 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/8ee73cfb-0d77-4590-95e1-f0ed69f0256e?imageView2/2/w/270/format/webp 
	Mogua Engine V2 

	http://sns-img-qn.xhscdn.com/onboarding/emoji/20210605124131233-.png 
	Mogua Engine V2 

	https://picasso-static.xiaohongshu.com/fe-platform/f79d17b2fb5407ba041fb80f313dc5abb9270877.png 
	Mogua Engine V2 

	https://picasso-static.xiaohongshu.com/fe-platform/3b36a4a18c87a78e5a9cfd7f6750e637cb1a4ad9.png 
	Mogua Engine V2 

	http://www.openssl.org/support/faq.html 
	lib/arm64-v8a/libreddb.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	416aa9256a9e0dfbef09@new-sentry.devops 
45c8aaf3b22b412da8a5@new-sentry-relay.xiaohongsh 
	ad/y.java 

	xhs@xhs.com 
	ja/d.java 

	this@adapt.method 
this@adapt.requesthea 
this@adapt.url 
	ko1/c.java 

	refqueueworker@org.apache 
	mb1/c.java 

	boohee@boohee.com 
	sn1/b.java 

	fkffqjege@n.fhfgfmff 
	com/mob/commons/v.java 

	0089hfse@fgfi1e.kehife 
ihyjn@fhih.k6gfgfgmge 
	com/mob/tools/a/b.java 

	x5tbs@tencent.com 
	com/tencent/smtt/sdk/X5Downloader.java 

	shuduizhang@xiaohongshu.com 
	com/xingin/xhs/report/activity/ReportDetailActivity.java 

	boohee@boohee.com 
	w90/p.java 

	qinquan@xiaohongshu.com 
	Mogua Engine V1 

	8@3x.png 
7@3x.png 
	Mogua Engine V2 

	pic上@3x.png 
	Mogua Engine V2 

	tag_live_small@3x.png 
	Mogua Engine V2 

	tag_live_small_dark@3x.png 
	Mogua Engine V2 


4.4 手机号线索
	手机号
	所在文件

	16222222222 
	r01/e.java 

	17222222222 
	r01/e.java 

	15555215554 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215556 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215558 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215560 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215562 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215564 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215566 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215568 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215570 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215572 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215574 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215576 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215578 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215580 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215582 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215584 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 

	16800086566 
	Mogua Engine V2 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=86, ST=shanghai, L=shanghai, O=xingin, OU=xingin, CN=xiaohongshu 签名算法: rsassa_pkcs1v15 有效期自: 2014-07-16 08:32:34+00:00 有效期至: 2039-07-10 08:32:34+00:00 发行人: C=86, ST=shanghai, L=shanghai, O=xingin, OU=xingin, CN=xiaohongshu 序列号: 0x53c638a2 哈希算法: sha1 md5值: 6cfca61d9d1eca56844806706ba18cf7 sha1值: 4ae949b443ed2e33b71f024af9ef24ff14f2e4d0 sha256值: f375f0f6af7c94c364b35cd6f6a66d64aefae66e32f935b48773c0faad04c121 sha512值: eeadeb0436099c9fa25e9c21b546a7a94d3261f91ecddf75a0b3f8b8688d51fd13bdcb918cf72f1d2900ed3ce73884471bce5668307532f52359e5ea4a729633 公钥算法: rsa 密钥长度: 1024 指纹: ec7382d5768d97b472ac44689b5abcaf4f5a122e0144f3a1b70ec1066d30a09b

6. 硬编码敏感信息
	可能的敏感信息

	"api" : "还没有收藏任何标签哦" 

	"aws" : "请选择你想要举报的类型" 

	"api" : " haven't collected any tags" 

	"aws" : "Please choose the report type" 

	"api" : "還沒有收藏任何標籤哦" 

	"aws" : "請選擇你想要舉報的類型" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.xingin.xhs.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.xingin.xhs.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.xingin.xhs.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.xingin.xhs.permission.JPUSH_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	getui.permission.GetuiService.com.xingin.xhs
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	com.huawei.meetime.CAAS_SHARE_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	com.xingin.xhs.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.xingin.xhs.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.xingin.xhs.routers.RouterPageActivity
	Schemes: xhsdiscover://, http://, https://, qnpr8hbhw393f9://, 
Hosts: login_page, welcome_page, store, messages, interaction_notification, profile, webview, extweb, rn, swan, miniapp, wechat_miniprogram, home, discovery, 1, item, multi_note, video_feed, note_mix, guang, topic, homefeed, comments, portrait_feed, post, post_video_album, post_video, post_note, notes_draft_box, post_new_note, recommend, me, user, message, red_house, face_photo, ar_skin_detection, search, page, instore_search, poi, spv, spu, spv_skeleton, spl, spv_draft, *.xiaohongshu.com, choose_share_user, splashshow, advert, pm, list, scenario, account, pois, general_setting, dark_mode_setting, notification_setting, report, system_settings, callback, resource_cache_manage, board, live_audience, live_tagfeed, hey, hey_post, hey_edit, hey_home_feed, 
Mime Types: image/*, video/*, 
Paths: /follow, /explore, /localfeed, /note, /store, /user, /contacts, /weibo, /profile, /my, /center, /collections, /comments, /followers, /notifications, /room, /room_list, /room_feed, /room_inner_feed, /schedule_room, /recommend, /result, /goods_category, /native_template_landingpage, /chat, /strangers, /groupchat, /login, /bind, /bind/phone, 
Path Patterns: /.*, /item/.*, /category, /user/.*, /.*/collects, /me/collects, /.*/followers, /me/followers, .*, /goods/.*, /list/.*, /report/.*, /board/.*, 


	com.xingin.xhs.push.VIVOPushEmptyActivity
	Schemes: xhsdiscover://, 
Hosts: push, 
Paths: /vivopush, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent100507190://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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