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APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Maps

	版本
	11.128.0101

	包名
	com.google.android.apps.maps

	域名线索
	92条

	URL线索
	211条

	APP图标
	

	分析日期
	2025年8月14日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	com.google.android.apps.maps.apk

	文件大小
	181.87MB

	MD5值
	4ddb3c83dd5044b6124df14bc9756000

	SHA1值
	63da5b6ec269390db51589c6722fdd866d7a95c2

	SHA256值
	93db89f2dd51517dd35baec3b7eb2f4b71c0af916578a26634181f130d91ba43



3. APP基本信息
	类别
	内容

	App名称
	Maps

	包名
	com.google.android.apps.maps

	主活动Activity
	com.google.android.maps.MapsActivity

	安卓版本名称
	11.128.0101

	安卓版本
	1067518790



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	mapsphotoupload.googleapis.com
	IP: 216.239.38.135 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	history.google.com
	IP: 64.233.188.100 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	maps.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	lh3.googleusercontent.com
	IP: 142.251.42.225 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	clients4.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	developers.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	myadcenter.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ns.adobe.com
	没有服务器地理信息. 

	staging-notifications-pa.sandbox.googleapis.com
	IP: 142.251.8.81 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	merchantstories.pay.google.ad
	没有服务器地理信息. 

	assistant.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ondemandplatform.google.ad
	没有服务器地理信息. 

	mts0.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	dev-notifications-pa.corp.googleapis.com
	IP: 64.233.189.129 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	mobilemaps-pa.googleapis.com
	IP: 172.217.160.74 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	maps.gstatic.com
	IP: 142.251.43.3 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	mobilemaps-pa-gz.googleapis.com
	IP: 216.239.38.135 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	maps.app.goo.gl
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	tfl.gov.uk
	IP: 104.16.97.104 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	services.google.ad
	没有服务器地理信息. 

	lh5.googleusercontent.com
	IP: 142.251.43.1 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	tpc.googlesyndication.com
	IP: 114.250.70.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	plus.google.com
	IP: 162.125.8.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	play.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	accounts.google.ad
	IP: 64.233.187.94 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	mobilemaps.googleapis.com
	IP: 216.239.38.135 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	oauth2.googleapis.com
	IP: 172.217.160.74 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.gstatic.com
	IP: 203.208.43.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mt0.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	accounts.google.com
	IP: 173.194.174.84 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	test-mapsphotoupload.sandbox.googleapis.com
	IP: 216.239.38.135 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	business.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	business.google.ad
	没有服务器地理信息. 

	developer.android.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	geo0-9.ggpht.com
	没有服务器地理信息. 

	accounts.youtube.ad
	没有服务器地理信息. 

	policies.google.ad
	没有服务器地理信息. 

	fblitho.com
	IP: 172.67.222.89 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	staging-qual-qa-notifications-pa.sandbox.googleapis.com
	IP: 64.233.189.81 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	schemas.android.com
	没有服务器地理信息. 

	g.co
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	workspace.google.com
	IP: 172.217.160.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	transportnsw.info
	IP: 18.172.31.23 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	orderfood-staging.sandbox.google.ad
	没有服务器地理信息. 

	a-z0-9--ui.streamplease.net
	没有服务器地理信息. 

	s.youtube.com
	IP: 173.231.12.107 
所属国家: United States of America 
地区: Utah 
城市: Ogden 

	surveys.google.ad
	没有服务器地理信息. 

	www.tokyometro.jp
	IP: 104.76.132.10 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	policies.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	adssettings.google.ad
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	geo0.ggpht.com
	IP: 172.217.163.33 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	issuetracker.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.googleapis.com
	IP: 142.251.43.10 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	kh.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	shopping.google.com
	IP: 108.177.125.92 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	google.qualtrics.com
	IP: 23.46.197.114 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	geo-maps-timeline.google.ad
	没有服务器地理信息. 

	orderfood.google.ad
	没有服务器地理信息. 

	www.google.com
	IP: 199.59.148.96 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	default.url
	没有服务器地理信息. 

	myaccount.google.com
	IP: 142.251.170.84 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	0.0.0.0
	IP: 0.0.0.0 
所属国家: - 
地区: - 
城市: - 

	staging-mapsphotoupload.sandbox.googleapis.com
	IP: 216.239.38.135 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	ssl.gstatic.com
	IP: 203.208.43.66 
所属国家: China 
地区: Beijing 
城市: Beijing 

	autopush-notifications-pa.sandbox.googleapis.com
	IP: 108.177.97.81 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	food.google.ad
	没有服务器地理信息. 

	instantmessaging-pa.googleapis.com
	IP: 142.251.43.10 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.googletraveladservices.ad
	没有服务器地理信息. 

	timeline.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	notifications-pa.googleapis.com
	IP: 142.251.42.234 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	dashif.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	lh5.ggpht.com
	IP: 172.217.163.33 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	firebase.google.com
	IP: 172.217.160.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	csi.gstatic.com
	IP: 114.250.67.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.youtube.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	geo-maps-timeline-staging.google.ad
	没有服务器地理信息. 

	myactivity.google.com
	IP: 74.125.203.101 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	autopush-qual-playground-notifications-pa.sandbox.googleapis.com
	IP: 74.125.204.81 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.googleadservices.ad
	没有服务器地理信息. 

	local.google.ad
	IP: 142.251.43.3 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	support.google.ad
	没有服务器地理信息. 

	schemas.microsoft.com
	IP: 13.107.213.73 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	mapsrap.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	support.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.sgtrains.com
	IP: 172.67.180.47 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	new.mta.info
	IP: 118.215.9.163 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.google.ad
	IP: 172.217.163.35 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	streetviewpixels-pa.googleapis.com
	IP: 216.239.38.135 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	goo.gle
	IP: 67.199.248.13 
所属国家: United States of America 
地区: New York 
城市: New York City 


4.2 URL线索
	URL信息
	Url所在文件

	https://www.google.com/maps/photometa/v1 
	defpackage/alei.java 

	https://www.google.com/maps/photometa/si/v1 
	defpackage/alei.java 

	https://www.google.com/maps/photometa/ac/v1 
	defpackage/alei.java 

	https://geo0.ggpht.com/cbk 
	defpackage/alei.java 

	https://lh5.ggpht.com/ 
	defpackage/alei.java 

	https://maps.gstatic.com/mapfiles/annotations/icons/generic_2x.5.png 
	defpackage/alei.java 

	https://support.google.com/accounts?p=block_list 
	defpackage/alel.java 

	https://tpc.googlesyndication.com/simgad/1918457838082851549 
	defpackage/alel.java 

	https://www.gstatic.com/maps/promotions/promotedpins/17_pinlet_bg.png 
	defpackage/alel.java 

	https://www.gstatic.com/maps/promotions/promotedpins/23_pinlet_bg.png 
	defpackage/alel.java 

	https://support.google.com/maps/answer/13485034 
	defpackage/aldh.java 

	https://myaccount.google.com/blocklist 
	defpackage/aleq.java 

	http://0.0.0.0 
	defpackage/alof.java 

	https://myaccount.google.com/profile 
	defpackage/alub.java 

	https://support.google.com/maps/answer/3092445 
	defpackage/alub.java 

	https://support.google.com/maps?p=change_language 
	defpackage/amjs.java 

	https://google.qualtrics.com/jfe/form/SV_08OIZBqUKdRAwPs?utm_source=In-App&utm_campaign=Q4&campaignDate=November2022&referral_code=UXRBvYX28225710 
	defpackage/ammg.java 

	https://www.google.com/intl/ko/policies/terms/location/ 
	defpackage/anel.java 

	https://www.google.com/intl/ko/policies/terms/location/ 
	defpackage/anep.java 

	https://www.google.com/help/legalnotices_maps.html 
	defpackage/anep.java 

	https://www.google.com/history?hl=%s 
	defpackage/anep.java 

	https://support.google.com/maps?p=change_language 
	defpackage/angv.java 

	https://www.gstatic.com/generate_204 
	defpackage/anua.java 

	https://clients4.google.com/glm/mmap 
	defpackage/anrs.java 

	https://mobilemaps.googleapis.com/glm/mmap 
	defpackage/anrs.java 

	https://mobilemaps-pa.googleapis.com:443 
	defpackage/anwj.java 

	https://mobilemaps-pa-gz.googleapis.com:443 
	defpackage/anwj.java 

	https://www.google.com/maps/vt 
	defpackage/aoci.java 

	https://(ssl 
	defpackage/apdb.java 

	https://accounts\\.google\\.(ad 
	defpackage/apdb.java 

	https://accounts\\.youtube\\.(ad 
	defpackage/apdb.java 

	https://business\\.google\\.(ad 
	defpackage/apdb.java 

	https://timeline\\.google\\.com/.* 
	defpackage/apdb.java 

	https://geo-maps-timeline\\.google\\.(ad 
	defpackage/apdb.java 

	https://geo-maps-timeline-staging\\.google\\.(ad 
	defpackage/apdb.java 

	https://local\\.google\\.(ad 
	defpackage/apdb.java 

	https://mapsrap\\.google\\.com/.* 
	defpackage/apdb.java 

	https://merchantstories\\.pay\\.google\\.(ad 
	defpackage/apdb.java 

	https://myaccount\\.google\\.com(/.*)? 
	defpackage/apdb.java 

	https://myactivity\\.google\\.com/.* 
	defpackage/apdb.java 

	https://ondemandplatform\\.google\\.(ad 
	defpackage/apdb.java 

	https://orderfood\\.google\\.(ad 
	defpackage/apdb.java 

	https://orderfood-staging\\.sandbox\\.google\\.(ad 
	defpackage/apdb.java 

	https://food\\.google\\.(ad 
	defpackage/apdb.java 

	https://policies\\.google\\.(ad 
	defpackage/apdb.java 

	https://services\\.google\\.(ad 
	defpackage/apdb.java 

	https://www\\.google\\.(ad 
	defpackage/apdb.java 

	https://www\\.googleadservices\\.(ad 
	defpackage/apdb.java 

	https://www\\.googletraveladservices\\.(ad 
	defpackage/apdb.java 

	https://surveys\\.google\\.(ad 
	defpackage/apdb.java 

	https://support\\.google\\.(ad 
	defpackage/apdb.java 

	https://adssettings\\.google\\.(ad 
	defpackage/apdb.java 

	https://shopping\\.google\\.com/.* 
	defpackage/apdb.java 

	https://myadcenter\\.google\\.com/.* 
	defpackage/apdb.java 

	https://www\\.google\\.com/sorry/index.* 
	defpackage/apdb.java 

	https://workspace\\.google\\.com/.* 
	defpackage/apdb.java 

	https://geo[0-9].ggpht.com/cbk?(.*) 
	defpackage/apdb.java 

	https://[a-z0-9\\-]+-ui\\.streamplease\\.net/ 
	defpackage/apdb.java 

	https://(www\\.)?google\\.%s/maps.* 
	defpackage/apdo.java 

	https://(www\\.)?google\\.%s/permissions/.* 
	defpackage/apdo.java 

	https://(www\\.)?google\\.%s/policies/.* 
	defpackage/apdo.java 

	https://(www\\.)?google\\.%s/.*/policies/.* 
	defpackage/apdo.java 

	https://(www\\.)?google\\.%s/.*/local/.* 
	defpackage/apdo.java 

	https://(www\\.)?google\\.%s/help/.* 
	defpackage/apdo.java 

	https://(www\\.)?google\\.%s/.*/help/.* 
	defpackage/apdo.java 

	https://(www\\.)?cloud\\.google\\.%s/.* 
	defpackage/apdo.java 

	https://(www\\.)?enterprise\\.google\\.%s/.* 
	defpackage/apdo.java 

	https://(www\\.)?maps\\.google\\.%s/.* 
	defpackage/apdo.java 

	https://(www\\.)?policies\\.google\\.%s/.* 
	defpackage/apdo.java 

	https://(www\\.)?myaccount\\.google\\.%s/privacypolicy.* 
	defpackage/apdo.java 

	https://(www\\.)?support\\.google\\.%s/.* 
	defpackage/apdo.java 

	https://streetviewpixels-pa.googleapis.com/v1/thumbnail?panoid= 
	defpackage/apzb.java 

	https://lh5.ggpht.com/ 
	defpackage/apzb.java 

	https://lh5.ggpht.com/p/ 
	defpackage/apzb.java 

	http://maps.google.com/maps?q= 
	defpackage/apki.java 

	https://support.google.com/maps/answer/3092445?hl=%s&co=GENIE.Platform%%3DAndroid 
	defpackage/aqbx.java 

	https://www.googleapis.com/auth/photos.image.readonly 
	defpackage/aqpy.java 

	https://www.google.com/intl/ko/policies/terms/location/ 
	defpackage/aqre.java 

	https://www.google.com/maps 
	defpackage/aqri.java 

	https://* 
	defpackage/aqri.java 

	https://www.google.com/intl/ko/policies/terms/location/ 
	defpackage/aqrm.java 

	https://www.googleapis.com/auth/mobilemaps.firstparty 
	defpackage/anvr.java 

	https://www.googleapis.com/auth/notifications 
	defpackage/anvr.java 

	https://mt0.google.com/vt/icon/name=icons/spotlight/stickers/%s_M_4x.png&scale=4 
	defpackage/anvr.java 

	https://support.google.com/websearch/answer/13954172 
	defpackage/aafi.java 

	https://support.google.com/websearch/answer/54068?hl=en&co=GENIE.Platform%3DAndroid 
	defpackage/aafi.java 

	https://policies.google.com/terms/generative-ai 
	defpackage/aafi.java 

	https://support.google.com/websearch/answer/13954172\ 
	defpackage/aafi.java 

	https://support.google.com/websearch/answer/54068?hl=en&co=GENIE.Platform%3DAndroid\ 
	defpackage/aafi.java 

	https://policies.google.com/terms/generative-ai\ 
	defpackage/aafi.java 

	https://myactivity.google.com/activitycontrols/webandapp?hl=%s 
	defpackage/aqfc.java 

	https://www.google.com/maps/contrib 
	defpackage/armg.java 

	https://www.google.com/maps/contrib/%s/reviews/ 
	defpackage/armg.java 

	https://support.google.com/local-guides?p= 
	defpackage/arvu.java 

	https://support.google.com/local-guides?p=maps_policies 
	defpackage/arou.java 

	https://support.google.com/local-guides?p= 
	defpackage/arxf.java 

	https://ssl.gstatic.com/local/explore/search.png 
	defpackage/aral.java 

	https://lh3.googleusercontent.com/a/default-user=s120-cc 
	defpackage/ascq.java 

	https://support.google.com/local-guides/?p=local_guides_rules&hl=%s 
	defpackage/asdk.java 

	https://lh3.googleusercontent.com/a/default-user=s120-cc 
	defpackage/ased.java 

	https://lh5.googleusercontent.com/p/%s 
	defpackage/aszc.java 

	https://support.google.com/maps/answer/7421661 
	defpackage/atnj.java 

	https://www.google.com/maps/contrib/ 
	defpackage/ataq.java 

	https://support.google.com/ 
	defpackage/aamb.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/love.zip 
	defpackage/atvg.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/yum.zip 
	defpackage/atvg.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/amazing_1.zip 
	defpackage/atvg.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/expensive.zip 
	defpackage/atvg.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/dislike.zip 
	defpackage/atvg.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/helpful.zip 
	defpackage/atvg.java 

	https://maps.gstatic.com/mapfiles/reactions/lottie/omg.zip 
	defpackage/atvg.java 

	https://support.google.com/maps/answer/6304221?co=GENIE.Platform%3DAndroid 
	defpackage/atwr.java 

	https://maps.gstatic.com/mapfiles/localguides/badges/72px/level4.png 
	defpackage/aucj.java 

	https://maps.gstatic.com/mapfiles/localguides/emailoptin/bell_light.zip 
	defpackage/aucj.java 

	https://maps.gstatic.com/mapfiles/localguides/emailoptin/bell_dark.zip 
	defpackage/aucj.java 

	https://www.google.com/maps/contrib//contribute/data=!4m2!19m1!1e8?entry=lgiac 
	defpackage/aucj.java 

	https://support.google.com/maps/?p=suggested_places 
	defpackage/augd.java 

	https://maps.gstatic.com/mapsactivities/icons/poi_icons/mobile/0/xxhdpi/generic_visited.png 
	defpackage/aune.java 

	https://www.gstatic.com/local/guides/app-campaigns/assets/trusted-users-interstitial-top.png 
	defpackage/aurt.java 

	https://support.google.com/local-guides/answer/7186667 
	defpackage/aurt.java 

	https://lh3.googleusercontent.com/p/ 
	defpackage/ausb.java 

	https://www.google.com/local/review/sab?g2lb=4202611&gl=jp 
	defpackage/ausb.java 

	https://support.google.com/maps/?p=suggested_places 
	defpackage/ausv.java 

	http://go/gmm-logging-errors 
	defpackage/awhz.java 

	http://go/gmm-logging-errors 
	defpackage/awio.java 

	http://go/veat/ 
	defpackage/awkl.java 

	http://go/gmm-logging-errors 
	defpackage/awkk.java 

	http://play.google.com/store/apps/details 
	defpackage/awly.java 

	https://play.google.com/store/apps/details?id= 
	defpackage/awml.java 

	https://support.google.com/gmm/topic/6011919 
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	https://policies.google.com/privacy 
	defpackage/ailk.java 

	https://support.google.com/business?p=business_on_maps&hl=%s 
	defpackage/aimv.java 

	https://support.google.com/gmm/answer/3131570 
	defpackage/aitl.java 

	https://support.google.com/contributionpolicy/answer/7412443 
	defpackage/aiyw.java 

	https://support.google.com/contributionpolicy/answer/7400114?ref_topic=7422769&hl=%s 
	defpackage/akac.java 

	https://lh3.googleusercontent.com/a/default-user=s120-cc 
	defpackage/ajzv.java 

	https://support.google.com/contributionpolicy/answer/7412443 
	defpackage/akep.java 

	https://support.google.com/local-listings?p=how_google_sources 
	defpackage/aknt.java 

	https://support.google.com/contributionpolicy/answer/7412443 
	defpackage/aknt.java 

	https://maps.gstatic.com/mapsactivities/illustrations/place-img-empty-w300-h200.png 
	defpackage/albs.java 

	https://ssl.gstatic.com/local/ 
	defpackage/albt.java 

	http://maps.google.com/maps 
	com/spotify/sdk/android/authentication/AuthenticationRequest.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	u0013android@android.com0 
u0013android@android.com 
	defpackage/anpo.java 

	transit-tracks@google.com 
	defpackage/aqyl.java 

	u0013android@android.com0 
u0013android@android.com 
	defpackage/axzj.java 

	k-transit-homescreen@google.com 
	defpackage/abdt.java 

	u0013android@android.com0 
u0013android@android.com 
	defpackage/besc.java 

	foo@gmail.com 
	defpackage/xsn.java 


4.4 手机号线索
	手机号
	所在文件

	19222222222 
	defpackage/bdyw.java 

	18222222222 
	defpackage/bdyw.java 

	17222222222 
	defpackage/bdyw.java 

	16222222222 
	defpackage/bdyw.java 

	15222222222 
	defpackage/bdyw.java 

	14222222222 
	defpackage/bdyw.java 

	13222222222 
	defpackage/bdyw.java 

	15552000000 
	defpackage/bdyw.java 

	17512775099 
	defpackage/bmlp.java 

	15552000000 
	defpackage/brsh.java 

	17179869184 
	defpackage/bvro.java 

	17179869183 
	defpackage/bvro.java 

	15778476000 
	defpackage/cean.java 

	15778800000 
	defpackage/cear.java 

	17179869187 
	defpackage/crr.java 

	14222222222 
	defpackage/dsj.java 

	18222222222 
	defpackage/far.java 

	17179869184 
	defpackage/iam.java 

	17179869184 
	defpackage/iau.java 
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6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	com.google.android.providers.gsf.permission.READ_GSERVICES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.apps.maps.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	com.google.android.gms.permission.ACTIVITY_RECOGNITION
	危险
	允许应用程序识别身体活动
	允许应用程序识别身体活动

	android.permission.ACTIVITY_RECOGNITION
	危险
	允许应用程序识别身体活动
	允许应用程序识别身体活动

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	android.permission.READ_SYNC_SETTINGS
	正常
	读取同步设置
	允许应用程序读取同步设置,例如是否为联系人启用同步

	android.permission.WRITE_SYNC_SETTINGS
	正常
	写入同步设置
	允许应用程序修改同步设置,例如是否为联系人启用同步

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.CAR_SPEED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.NFC
	正常
	控制近场通信
	允许应用程序与近场通信 (NFC) 标签,卡和读卡器进行通信

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.FOREGROUND_SERVICE_DATA_SYNC
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RUN_USER_INITIATED_JOBS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_LOCATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	android.permission.GET_PACKAGE_SIZE
	正常
	测量应用程序存储空间
	允许应用程序找出任何包使用的空间

	com.google.android.googlequicksearchbox.permission.LENSVIEW_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.googlequicksearchbox.permission.LAUNCH_FROM_GMM
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	android.permission.ACCESS_ADSERVICES_ATTRIBUTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.google.android.maps.MapsActivity
	Schemes: geo.replay://, google.navigation://, geo://, google.maps://, google.maps.action://, http://, https://, google.streetview://, google.maps.timeline://, 
Hosts: business.google.com, ditu.google.com, local.google.com, maps.google.ad, maps.google.ae, maps.google.am, maps.google.as, maps.google.at, maps.google.az, maps.google.ba, maps.google.be, maps.google.bf, maps.google.bg, maps.google.bi, maps.google.bj, maps.google.bs, maps.google.bt, maps.google.by, maps.google.ca, maps.google.cat, maps.google.cd, maps.google.cf, maps.google.cg, maps.google.ch, maps.google.ci, maps.google.cl, maps.google.cm, maps.google.co.ao, maps.google.co.bw, maps.google.co.ck, maps.google.co.cr, maps.google.co.id, maps.google.co.il, maps.google.co.in, maps.google.co.jp, maps.google.co.ke, maps.google.co.kr, maps.google.co.ls, maps.google.co.mz, maps.google.co.nz, maps.google.co.th, maps.google.co.tz, maps.google.co.ug, maps.google.co.uk, maps.google.co.ve, maps.google.co.vi, maps.google.co.za, maps.google.co.zm, maps.google.co.zw, maps.google.com, maps.google.com.ag, maps.google.com.ai, maps.google.com.ar, maps.google.com.au, maps.google.com.bd, maps.google.com.bh, maps.google.com.bn, maps.google.com.bo, maps.google.com.br, maps.google.com.bz, maps.google.com.co, maps.google.com.cu, maps.google.com.do, maps.google.com.ec, maps.google.com.eg, maps.google.com.et, maps.google.com.fj, maps.google.com.gh, maps.google.com.gi, maps.google.com.gt, maps.google.com.hk, maps.google.com.jm, maps.google.com.kh, maps.google.com.kw, maps.google.com.lb, maps.google.com.ly, maps.google.com.mm, maps.google.com.mt, maps.google.com.mx, maps.google.com.my, maps.google.com.na, maps.google.com.ng, maps.google.com.ni, maps.google.com.np, maps.google.com.om, maps.google.com.pa, maps.google.com.pe, maps.google.com.pg, maps.google.com.ph, maps.google.com.pr, maps.google.com.py, maps.google.com.qa, maps.google.com.sa, maps.google.com.sb, maps.google.com.sg, maps.google.com.sl, maps.google.com.sv, maps.google.com.tr, maps.google.com.tw, maps.google.com.ua, maps.google.com.uy, maps.google.com.vc, maps.google.cv, maps.google.cz, maps.google.de, maps.google.dj, maps.google.dk, maps.google.dm, maps.google.dz, maps.google.ee, maps.google.es, maps.google.fi, maps.google.fm, maps.google.fr, maps.google.ga, maps.google.ge, maps.google.gg, maps.google.gl, maps.google.gm, maps.google.gp, maps.google.gr, maps.google.gy, maps.google.hn, maps.google.hr, maps.google.ht, maps.google.hu, maps.google.ie, maps.google.im, maps.google.iq, maps.google.is, maps.google.it, maps.google.it.ao, maps.google.je, maps.google.jo, maps.google.kg, maps.google.ki, maps.google.kz, maps.google.la, maps.google.li, maps.google.lk, maps.google.lt, maps.google.lu, maps.google.lv, maps.google.mg, maps.google.mk, maps.google.ml, maps.google.mn, maps.google.ms, maps.google.mu, maps.google.mv, maps.google.mw, maps.google.ne, maps.google.ng, maps.google.nl, maps.google.no, maps.google.nr, maps.google.nu, maps.google.pl, maps.google.pn, maps.google.pt, maps.google.ro, maps.google.rs, maps.google.ru, maps.google.rw, maps.google.sc, maps.google.se, maps.google.sh, maps.google.si, maps.google.sk, maps.google.sm, maps.google.sn, maps.google.so, maps.google.st, maps.google.td, maps.google.tg, maps.google.tk, maps.google.tl, maps.google.tn, maps.google.to, maps.google.tt, maps.google.vg, maps.google.vu, maps.google.ws, mapsengine.google.com, www.google.ad, google.ad, www.google.ae, google.ae, www.google.am, google.am, www.google.as, google.as, www.google.at, google.at, www.google.az, google.az, www.google.ba, google.ba, www.google.be, google.be, www.google.bf, google.bf, www.google.bg, google.bg, www.google.bi, google.bi, www.google.bj, google.bj, www.google.bs, google.bs, www.google.bt, google.bt, www.google.by, google.by, www.google.ca, google.ca, www.google.cat, google.cat, www.google.cd, google.cd, www.google.cf, google.cf, www.google.cg, google.cg, www.google.ch, google.ch, www.google.ci, google.ci, www.google.cl, google.cl, www.google.cm, google.cm, www.google.cn, google.cn, www.google.co.ao, google.co.ao, www.google.co.bw, google.co.bw, www.google.co.ck, google.co.ck, www.google.co.cr, google.co.cr, www.google.co.id, google.co.id, www.google.co.il, google.co.il, www.google.co.in, google.co.in, www.google.co.jp, google.co.jp, www.google.co.ke, google.co.ke, www.google.co.kr, google.co.kr, www.google.co.ls, google.co.ls, www.google.co.ma, google.co.ma, www.google.co.mz, google.co.mz, www.google.co.nz, google.co.nz, www.google.co.th, google.co.th, www.google.co.tz, google.co.tz, www.google.co.ug, google.co.ug, www.google.co.uk, google.co.uk, www.google.co.ve, google.co.ve, www.google.co.vi, google.co.vi, www.google.co.za, google.co.za, www.google.co.zm, google.co.zm, www.google.co.zw, google.co.zw, www.google.com, google.com, www.google.com.ag, google.com.ag, www.google.com.ai, google.com.ai, www.google.com.ar, google.com.ar, www.google.com.au, google.com.au, www.google.com.bd, google.com.bd, www.google.com.bh, google.com.bh, www.google.com.bn, google.com.bn, www.google.com.bo, google.com.bo, www.google.com.br, google.com.br, www.google.com.bz, google.com.bz, www.google.com.co, google.com.co, www.google.com.cu, google.com.cu, www.google.com.do, google.com.do, www.google.com.ec, google.com.ec, www.google.com.eg, google.com.eg, www.google.com.et, google.com.et, www.google.com.fj, google.com.fj, www.google.com.gh, google.com.gh, www.google.com.gi, google.com.gi, www.google.com.gt, google.com.gt, www.google.com.hk, google.com.hk, www.google.com.iq, google.com.iq, www.google.com.jm, google.com.jm, www.google.com.kh, google.com.kh, www.google.com.kw, google.com.kw, www.google.com.lb, google.com.lb, www.google.com.ly, google.com.ly, www.google.com.mm, google.com.mm, www.google.com.mt, google.com.mt, www.google.com.mx, google.com.mx, www.google.com.my, google.com.my, www.google.com.na, google.com.na, www.google.com.ng, google.com.ng, www.google.com.ni, google.com.ni, www.google.com.np, google.com.np, www.google.com.om, google.com.om, www.google.com.pa, google.com.pa, www.google.com.pe, google.com.pe, www.google.com.pg, google.com.pg, www.google.com.ph, google.com.ph, www.google.com.pr, google.com.pr, www.google.com.py, google.com.py, www.google.com.qa, google.com.qa, www.google.com.sa, google.com.sa, www.google.com.sb, google.com.sb, www.google.com.sg, google.com.sg, www.google.com.sl, google.com.sl, www.google.com.sv, google.com.sv, www.google.com.tr, google.com.tr, www.google.com.tw, google.com.tw, www.google.com.ua, google.com.ua, www.google.com.uy, google.com.uy, www.google.com.vc, google.com.vc, www.google.cv, google.cv, www.google.cz, google.cz, www.google.de, google.de, www.google.dj, google.dj, www.google.dk, google.dk, www.google.dm, google.dm, www.google.dz, google.dz, www.google.ee, google.ee, www.google.es, google.es, www.google.fi, google.fi, www.google.fm, google.fm, www.google.fr, google.fr, www.google.ga, google.ga, www.google.ge, google.ge, www.google.gg, google.gg, www.google.gl, google.gl, www.google.gm, google.gm, www.google.gp, google.gp, www.google.gr, google.gr, www.google.gy, google.gy, www.google.hn, google.hn, www.google.hr, google.hr, www.google.ht, google.ht, www.google.hu, google.hu, www.google.ie, google.ie, www.google.im, google.im, www.google.iq, google.iq, www.google.is, google.is, www.google.it, google.it, www.google.it.ao, google.it.ao, www.google.je, google.je, www.google.jo, google.jo, www.google.kg, google.kg, www.google.ki, google.ki, www.google.kz, google.kz, www.google.la, google.la, www.google.li, google.li, www.google.lk, google.lk, www.google.lt, google.lt, www.google.lu, google.lu, www.google.lv, google.lv, www.google.mg, google.mg, www.google.mk, google.mk, www.google.ml, google.ml, www.google.mn, google.mn, www.google.ms, google.ms, www.google.mu, google.mu, www.google.mv, google.mv, www.google.mw, google.mw, www.google.ne, google.ne, www.google.ng, google.ng, www.google.nl, google.nl, www.google.no, google.no, www.google.nr, google.nr, www.google.nu, google.nu, www.google.pl, google.pl, www.google.pn, google.pn, www.google.pt, google.pt, www.google.ro, google.ro, www.google.rs, google.rs, www.google.ru, google.ru, www.google.rw, google.rw, www.google.sc, google.sc, www.google.se, google.se, www.google.sh, google.sh, www.google.si, google.si, www.google.sk, google.sk, www.google.sm, google.sm, www.google.sn, google.sn, www.google.so, google.so, www.google.st, google.st, www.google.td, google.td, www.google.tg, google.tg, www.google.tk, google.tk, www.google.tl, google.tl, www.google.tn, google.tn, www.google.to, google.to, www.google.tt, google.tt, www.google.vg, google.vg, www.google.vu, google.vu, www.google.ws, google.ws, g.co, goo.gl, plus.codes, search.google.com, 
Mime Types: application/vnd.google.panorama360+jpg, image/*, video/*, vnd.android.cursor.item/postal-address_v2, 
Paths: /, /maps, /maps/, /maps/preview, /local/writereview/mobile, 
Path Prefixes: /message, /messages/l, /conversations/l, /maps_message, /locationhistory, /maps, /maps/me, /localguides/signup, /map/viewer, /map/u/.*/viewer, /maps/timeline, /maps/contrib, /maps/match, /local/guides/signup, /local/ugc/interstitial, /maps/@, /maps/place/, /maps/search/, /maps/dir/, /maps/offline, /maps/placelists/all, /maps/placelists/list/, /maps/preview/@, /maps/preview/place/, /maps/preview/search/, /maps/preview/dir/, /maps/d/viewer, /maps/reserve/v/pickup, /maps/reviews, /2, /3, /4, /5, /6, /7, /8, /9, /C, /F, /G, /H, /J, /M, /P, /Q, /R, /V, /W, /X, 
Path Patterns: /n/.*/customers/messages, /messages/l/.*/optout.*, /messaging/inbox, /messages/inbox, /hpp/n, /n/profiles, /n/.*/profile, /n/.*/profile/info/edit, /n/.*/profile/info/edit/.*, /n/.*/promote/performance, /n/.*/hub, /n/.*/customers/messages/settings/faqs, /n/.*/reviews, /n/.*/reviews/.*, /n/.*/photos, /n/.*/photos/.*/view, /n/.*/photos/add, /n/.*/customers/photos, /n/.*/customers/photos/.*/view, /n/.*/placeqa/.*/view, /n/.*/profile/update/.*, /n/.*/updates, /n/.*/updates/add, /n/.*/updates/.*/view, /n/.*/profile/verify, /n/.*/profile/menu/edit, /n/.*/tutorial, /maps/d/u/.*/viewer, 


	com.spotify.sdk.android.authentication.AuthCallbackActivity
	Schemes: @string/com_spotify_sdk_redirect_scheme://, 
Hosts: @string/com_spotify_sdk_redirect_host, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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