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APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Channel

	版本
	1.1

	包名
	com.channel

	域名线索
	11条

	URL线索
	19条

	APP图标
	

	分析日期
	2025年6月20日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	1_base.apk

	文件大小
	3.17MB

	MD5值
	480519de2203c48b0c857a5e16dcd308

	SHA1值
	f4a96ffca8d9c70a66cbf05de5e8348150d4fad8

	SHA256值
	86621edd1bbc8888007a23563f056814d675c5bdf8e2b9815763d924875be670



3. APP基本信息
	类别
	内容

	App名称
	Channel

	包名
	com.channel

	主活动Activity
	com.channel.MainActivity

	安卓版本名称
	1.1

	安卓版本
	11



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	schemas.android.com
	没有服务器地理信息. 

	notify.bugsnag.com
	IP: 35.186.205.6 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	meiqia.com
	IP: 114.117.133.42 
所属国家: China 
地区: Beijing 
城市: Beijing 

	channel-hz.oss-accelerate.aliyuncs.com
	IP: 39.107.216.250 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	channel-dest.s3.ap-east-1.amazonaws.com
	IP: 3.5.238.29 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	new-api.meiqia.com
	IP: 114.117.133.42 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	channel-1327923657.cos.accelerate.myqcloud.com
	IP: 111.202.29.114 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	logback.qos.ch
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	channel-hk.oss-accelerate.aliyuncs.com
	IP: 39.107.216.250 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 


4.2 URL线索
	URL信息
	Url所在文件

	http://schemas.android.com/apk/res/android 
	b/g/b/g.java 

	http://logback.qos.ch/codes.html 
	c/a/a/b/q/b/d.java 

	http://logback.qos.ch/codes.html 
	c/a/a/b/q/c/c.java 

	http://xml.org/sax/features/external-general-entities 
	c/a/a/b/q/d/e.java 

	http://xml.org/sax/features/external-parameter-entities 
	c/a/a/b/q/d/e.java 

	http://logback.qos.ch/codes.html 
	c/a/a/b/r/a.java 

	http://logback.qos.ch/codes.html 
	c/a/a/b/s/k/e.java 

	https://new-api.meiqia.com/captchas 
	com/meiqia/meiqiasdk/util/HttpUtils.java 

	https://new-api.meiqia.com 
	com/meiqia/meiqiasdk/util/HttpUtils.java 

	https://new-api.meiqia.com/unified-api/conversations/v1/client/sdk/mass_message_receipts 
	com/meiqia/core/r0.java 

	https://new-api.meiqia.com/client/send_msg 
	com/meiqia/core/m1.java 

	https://new-api.meiqia.com/client/msg_delivered 
	com/meiqia/core/m1.java 

	https://new-api.meiqia.com/conversation/ 
	com/meiqia/core/m1.java 

	https://new-api.meiqia.com/sdk/init_sdk_user 
	com/meiqia/core/m1.java 

	https://new-api.meiqia.com/client/msg_read 
	com/meiqia/core/m1.java 

	https://new-api.meiqia.com/conversation/ 
	com/meiqia/core/MeiQiaService.java 

	https://new-api.meiqia.com/client/tickets_v2/ 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/client/tickets_v2 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/client/send_msg 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/client/file_downloaded 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/sdk/init 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/sdk/get_dev_client_id 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/sdk/statistics 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/upload?user_id= 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/upload/oss/policies 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/client/forms 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/client/tickets 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/client/attrs 
	com/meiqia/core/j.java 

	https://new-api.meiqia.com/mpush/copy/statistics 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/end_conversation 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/knowledge/questions/ 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/conversation/ 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/queue/position 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/tickets_v2/categories 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/unified-api/conversations/v1/client/unreceived_mass_messages 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/sdk/refresh_push_info 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/ 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/inputting 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/client_events 
	com/meiqia/core/MQManager.java 

	https://new-api.meiqia.com/client/tickets_v2/ 
	com/meiqia/core/w.java 

	https://new-api.meiqia.com/unified-api/conversations/v1/client/sdk/mass_messages/ 
	com/meiqia/core/g0.java 

	https://new-api.meiqia.com/client/device_token 
	com/meiqia/core/g0.java 

	https://new-api.meiqia.com/client/prechat-survey-msg 
	com/meiqia/core/g0.java 

	https://new-api.meiqia.com/scheduler 
	com/meiqia/core/f0.java 

	https://notify.bugsnag.com 
	com/meiqia/core/k0.java 

	http://meiqia.com/ 
	com/meiqia/core/k0.java 

	http://www.slf4j.org/codes.html 
	i/b/d.java 

	http://www.slf4j.org/codes.html 
	i/b/c.java 

	http://logback.qos.ch/codes.html 
	i/b/c.java 

	https://channel-hz.oss-accelerate.aliyuncs.com/vv/ 
	摸瓜V1引擎 

	https://channel-hk.oss-accelerate.aliyuncs.com/vv/ 
	摸瓜V1引擎 

	https://channel-1327923657.cos.accelerate.myqcloud.com/vv/ 
	摸瓜V1引擎 

	https://channel-dest.s3.ap-east-1.amazonaws.com/vv/ 
	摸瓜V1引擎 


4.3 邮箱线索
4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=IN, ST=Maharashtra, L=Pune, O=Google, OU=DSCBVPPUNE, CN=Abhishek Dubey 签名算法: rsassa_pkcs1v15 有效期自: 2025-01-15 16:08:18+00:00 有效期至: 2027-10-12 16:08:18+00:00 发行人: C=IN, ST=Maharashtra, L=Pune, O=Google, OU=DSCBVPPUNE, CN=Abhishek Dubey 序列号: 0x1754601c 哈希算法: sha256 md5值: fcaf0cd98342082b3c5302ca818a896f sha1值: 2b59ce993d843632d8fae2e3d53b16fcfce1c534 sha256值: 2e4f046beec33a2fc71794869527c5d166914f1449b9d246d4431d57fced30c3 sha512值: 791ca948c5606f462bccece9a908d03af33ba87b1ce69da15118791ab2499f6efd2b37c4630ed8231bc345c2c07843b9cb03e99d677780e60fd8ab1173b2ce6e 公钥算法: rsa 密钥长度: 2048 指纹: f7b4c95e7417ecf466a32715ea1e11f807d91344fde2e442b223549a6fa07030

6. 硬编码敏感信息
	可能的敏感信息

	"mq_auth_code" : "验证码" 

	"mq_auth_code" : "CAPTCHA" 

	"mq_auth_code" : "Kode verifikaso" 

	"mq_auth_code" : "Kod pengesahan" 

	"mq_auth_code" : "驗證碼" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_DOWNLOAD_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_DOWNLOAD_MANAGER_ADVANCED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_MEDIA_LOCATION
	危险
	访问的任何地理位置
	允许应用程序访问的任何地理位置持久保存在用户的共享集合

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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