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OKTV（ 2.9.7版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	OKTV

	版本
	2.9.7

	包名
	com.fongmi.android.tv

	域名线索
	48条

	URL线索
	71条

	APP图标
	

	分析日期
	2025年6月26日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	OK影视-手机版-2.9.7.apk

	文件大小
	46.49MB

	MD5值
	451589b88df974ca62b5e53b7a3565ab

	SHA1值
	1d28105b17b21790a66490206e3a002373fcf900

	SHA256值
	54aae28b4f84968de5093c8561298869a8a7ef86ed6368c8fdb9b9bdb6d7ffa7



3. APP基本信息
	类别
	内容

	App名称
	OKTV

	包名
	com.fongmi.android.tv

	主活动Activity
	com.fongmi.android.tv.ui.activity.HomeActivity

	安卓版本名称
	2.9.7

	安卓版本
	297



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.web.360kan.com
	IP: 101.199.252.248 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 125.39.196.199 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	media.ccc.de
	IP: 128.242.245.29 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	tv.aiseet.atianqi.com
	IP: 116.130.228.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	www.youtube.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	w.soundcloud.com
	IP: 108.160.170.44 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	f4.bcbits.com
	IP: 151.101.89.91 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	schemas.xmlsoap.org
	IP: 13.107.246.73 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	api.media.ccc.de
	IP: 199.59.150.40 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	youtubei.googleapis.com
	IP: 103.97.176.73 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	cfg.imtt.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	suggest.video.iqiyi.com
	IP: 123.126.131.94 
所属国家: China 
地区: Beijing 
城市: Beijing 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.360kan.com
	IP: 220.194.105.7 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	youtrack.jetbrains.com
	IP: 63.35.30.167 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	streaming.media.ccc.de
	IP: 202.160.129.164 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.4thline.org
	IP: 51.15.52.165 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Haarlem 

	schemas.android.com
	没有服务器地理信息. 

	log.tbs.qq.com
	IP: 124.95.231.218 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	purl.org
	IP: 207.241.225.157 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	my.t4tv.hz.cz
	IP: 47.88.58.234 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	g.co
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.oracle.com
	IP: 23.45.140.92 
所属国家: Japan 
地区: Osaka 
城市: Osaka 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ns.adobe.com
	没有服务器地理信息. 

	schemas.microsoft.com
	IP: 13.107.246.73 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	api-widget.soundcloud.com
	IP: 103.230.123.190 
所属国家: Thailand 
地区: Krung Thep Maha Nakhon 
城市: Bangkok 

	dashif.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	default.url
	没有服务器地理信息. 

	developer.android.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	api-v2.soundcloud.com
	IP: 31.13.85.2 
所属国家: Brazil 
地区: Sao Paulo 
城市: Sao Paulo 

	soundcloud.com
	IP: 162.125.6.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	bandcamp.com
	IP: 31.13.95.18 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	framatube.org
	IP: 178.63.240.148 
所属国家: Germany 
地区: Bayern 
城市: Gunzenhausen 

	tbs.imtt.qq.com
	IP: 116.131.226.154 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	developer.apple.com
	IP: 17.253.87.200 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	www.sec.co.kr
	IP: 112.106.187.200 
所属国家: Korea (Republic of) 
地区: Seoul-teukbyeolsi 
城市: Seoul 

	api.soundcloud.com
	IP: 243.185.187.39 
所属国家: - 
地区: - 
城市: - 

	aomedia.org
	IP: 128.242.240.244 
所属国家: United States of America 
地区: Washington 
城市: Redmond 


4.2 URL线索
	URL信息
	Url所在文件

	http://ns.adobe.com/xap/1.0/\u0000 
	OoOoO0OoO0o0oOoO/oOoOo0O0Oo0o0OoO.java 

	https://developer.android.com/guide/topics/media/issues/player-accessed-on-wrong-thread 
	OoO0oOoO0o0O0O0O/OoOoO0oOoO0O0OoO.java 

	http://ns.adobe.com/xap/1.0/ 
	OoO0oOoOo0o0o0Oo/oOoOoOoOoOoOoO0o.java 

	https://developer.android.com/guide/topics/media/issues/cleartext-not-permitted 
	OoOo0Oo0oO0OoOoO/oOoO0Oo0OoOoOoOo.java 

	http://g.co/dev/packagevisibility. 
	OoOo0Oo0oO0OoOoO/OoOo0o0oOoO0oOo0.java 

	http://127.0.0.1: 
	OoOo0Oo0oO0OoOoO/oOoOoOo0oO0oO0o0.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/k.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/o.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/o.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/o.java 

	https://tbs.imtt.qq.com/plugin/DebugPlugin_v2.tbs 
	com/tencent/smtt/utils/d.java 

	http://127.0.0.1:7777 
	com/fongmi/android/tv/bean/CastVideo.java 

	http://127.0.0.1: 
	com/fongmi/quickjs/utils/Connect.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	OoO0oO0o0oOo0O0O/oOoOoOo0O0O0oO0o.java 

	https://my.t4tv.hz.cz/ 
	OoO0oO0o0oOo0O0O/oOoOoOo0O0O0oO0o.java 

	https://youtubei.googleapis.com/youtubei/v1/ 
	oOo0oO0Oo0O0o0O0/oOoOo0O0Oo0o0OoO.java 

	https://youtubei.googleapis.com/youtubei/v1/reel/reel_item_watch?prettyPrint=false&t= 
	oOo0oO0Oo0O0o0O0/oOoOo0O0Oo0o0OoO.java 

	https://x</LA_URL> 
	oOo0oO0oO0o0OoOo/oOoO0Oo0OoOoOoOo.java 

	https://default.url 
	oOo0oO0oO0o0OoOo/oOoO0Oo0OoOoOoOo.java 

	https://tv.aiseet.atianqi.com/i-tvbin/qtv_video/search/get_search_smart_box?format=json&page_num=0&page_size=20&key= 
	oOoO0o0Oo0Oo0O0O/C0670oOo0oO0o0O0O0Oo0.java 

	https://suggest.video.iqiyi.com/?if=mobile&key= 
	oOoO0o0Oo0Oo0O0O/C0670oOo0oO0o0O0O0Oo0.java 

	https://my.t4tv.hz.cz/ 
	oOoO0oO0o0o0oOo0/oOoO0o0oOo0oO0Oo.java 

	http://127.0.0.1: 
	oOoOoO0Oo0O0o0o0/oOoOo0O0Oo0o0OoO.java 

	http://127.0.0.1:9978/m3u8 
	oOoOoO0Oo0O0o0o0/oOoOo0O0Oo0o0OoO.java 

	https://www.youtube.com/redirect? 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/channel/ 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/playlist?list= 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/watch?v= 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/youtubei/v1/ 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/sw.js 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/results?search_query=&ucbcb=1 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/youtubei/v1/guide?prettyPrint=false 
	oOoOo0Oo0oOoOo0O/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/iframe_api 
	oOoOo0Oo0oOoOo0O/OoOoOo0O0o0oO0o0.java 

	https://www.youtube.com/s/player/ 
	oOoOo0Oo0oOoOo0O/OoOoOo0O0o0oO0o0.java 

	https://www.youtube.com 
	oOoOo0Oo0oOoOo0O/oOoOo0O0Oo0o0OoO.java 

	https://www.youtube.com/embed/ 
	oOoOo0Oo0oOoOo0O/oOoOo0O0Oo0o0OoO.java 

	http://schemas.android.com/apk/res/android 
	oOoOoO0O0o0O0o0o/oOo0oOo0Oo0oO0Oo.java 

	http://dashif.org/guidelines/trickmode 
	oOoOo0o0o0oO0Oo0/oOoO0o0oOo0oO0Oo.java 

	http://dashif.org/guidelines/last-segment-number 
	oOoOo0o0o0oO0Oo0/oOoO0o0oOo0oO0Oo.java 

	https://youtrack.jetbrains.com/issue/KT-55980 
	oOoO0Oo0O0oOo0Oo/oOoO0OoO0oOo0oOo.java 

	http://dashif.org/guidelines/trickmode 
	oOoOoO0o0Oo0O0Oo/C1013oOo0oOo0Oo0oO0Oo.java 

	http://schemas.xmlsoap.org/soap/envelope/ 
	org/fourthline/cling/model/Constants.java 

	http://schemas.xmlsoap.org/soap/encoding/ 
	org/fourthline/cling/model/Constants.java 

	http://www.sec.co.kr/dlna 
	org/fourthline/cling/binding/xml/Descriptor.java 

	http://purl.org/dc/elements/1.1/ 
	org/fourthline/cling/support/model/DIDLObject.java 

	http://www.sec.co.kr/ 
	org/fourthline/cling/support/model/DIDLObject.java 

	http://www.4thline.org/projects/mailinglists-cling.html\n\n-------------------------------------------------------------------------------------------------------------\n\n 
	org/fourthline/cling/support/shared/Main.java 

	http://127.0.0.1 
	org/mozilla/javascript/tools/debugger/Dim.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	org/mozilla/javascript/xmlimpl/XmlProcessor.java 

	http://apache.org/xml/features/disallow-doctype-decl 
	org/mozilla/javascript/xmlimpl/XmlProcessor.java 

	http://apache.org/xml/features/nonvalidating/load-external-dtd 
	org/mozilla/javascript/xmlimpl/XmlProcessor.java 

	http://javax.xml.XMLConstants/property/accessExternalDTD 
	org/mozilla/javascript/xmlimpl/XmlProcessor.java 

	http://javax.xml.XMLConstants/property/accessExternalStylesheet 
	org/mozilla/javascript/xmlimpl/XmlProcessor.java 

	http://apache.org/xml/features/xinclude/fixup-base-uris 
	org/seamless/xml/oOo0oO0o0O0O0Oo0.java 

	http://apache.org/xml/features/xinclude/fixup-language 
	org/seamless/xml/oOo0oO0o0O0O0Oo0.java 

	http://apache.org/xml/features/validation/dynamic 
	org/seamless/xml/oOo0oO0o0O0O0Oo0.java 

	http://www.oracle.com/xml/is-standalone 
	org/seamless/xml/oOo0oO0o0O0O0Oo0.java 

	http://xml.apache.org/xslt 
	org/seamless/xml/oOo0oO0o0O0O0Oo0.java 

	http://xmlpull.org/v1/doc/features.html 
	org/xmlpull/v1/XmlPullParser.java 

	http://xmlpull.org/v1/doc/properties.html 
	org/xmlpull/v1/builder/impl/XmlPullBuilderImpl.java 

	http://xmlpull.org/v1/doc/features.html 
	org/xmlpull/v1/wrapper/classic/StaticXmlSerializerWrapper.java 

	http://apache.org/xml/features/validation/dynamic 
	org/xmlpull/v1/sax2/Driver.java 

	http://apache.org/xml/features/validation/schema 
	org/xmlpull/v1/sax2/Driver.java 

	http://xml.org/sax/properties/declaration-handler 
	org/xmlpull/v1/sax2/Driver.java 

	http://xml.org/sax/properties/lexical-handler 
	org/xmlpull/v1/sax2/Driver.java 

	http://xml.org/sax/features/namespaces 
	org/xmlpull/v1/sax2/Driver.java 

	http://xml.org/sax/features/namespace-prefixes 
	org/xmlpull/v1/sax2/Driver.java 

	http://xml.org/sax/features/validation 
	org/xmlpull/v1/sax2/Driver.java 

	http://xmlpull.org/v1/doc/features.html 
	org/xmlpull/mxp1_serializer/MXSerializer.java 

	http://xmlpull.org/v1/doc/properties.html 
	org/xmlpull/mxp1_serializer/MXSerializer.java 

	http://xmlpull.org/v1/doc/features.html 
	org/xmlpull/mxp1/MXParser.java 

	http://xmlpull.org/v1/doc/properties.html 
	org/xmlpull/mxp1/MXParser.java 

	http://xmlpull.org/v1/doc/features.html 
	org/xmlpull/mxp1/MXParserCachingStrings.java 

	http://127.0.0.1: 
	oOoOo0O0Oo0oO0O0/oOoOoOo0O0O0oO0o.java 

	http://127.0.0.1: 
	oOoOo0O0Oo0oO0O0/oOoOoOo0oOo0o0oO.java 

	http://127.0.0.1: 
	OoOo0O0o0oO0Oo0o/oOo0oOo0Oo0oO0Oo.java 

	http://127.0.0.1:6677/stream/open?uuid= 
	OoOo0O0o0oO0Oo0o/oOoO0OoO0oOo0oOo.java 

	http://127.0.0.1:%s/stream/live?uuid=%s&server=%s&group=5850&mac=00:00:00:00:00:00&dir=%s 
	OoOo0O0o0oO0Oo0o/oOoO0OoO0oOo0oOo.java 

	http://127.0.0.1: 
	OoOo0O0o0oO0Oo0o/oOoOoOoOoOoOoO0o.java 

	https://www.youtube.com/youtubei/v1/browse?prettyPrint=false 
	OoOo0O0o0oO0Oo0o/OoOo0oO0o0o0oOo0.java 

	https://(api\\.)?media\\.ccc\\.de/public/conferences/ 
	OoO0oOo0o0OoOo0O/OoOoO0O0o0oOoO0O.java 

	https://media.ccc.de/c/ 
	OoO0oOo0o0OoOo0O/OoOoO0O0o0oOoO0O.java 

	https://api.media.ccc.de/public/events/ 
	OoO0oOo0o0OoOo0O/OoOoO0O0o0oOoO0O.java 

	https://streaming.media.ccc.de/ 
	OoO0oOo0o0OoOo0O/oOoO0o0oOo0oO0Oo.java 

	https://streaming.media.ccc.de/streams/v2.json 
	OoO0oOo0o0OoOo0O/oOoO0o0oOo0oO0Oo.java 

	http://purl.org/dc/elements/1.1/\ 
	OoO0oO0oO0oO0Oo0/OoOoO0O0o0oOoO0O.java 

	https://www.slf4j.org/codes.html 
	oOoOoO0O0Oo0OoO0/oOoOoOo0O0O0oO0o.java 

	https://www.youtube.com/playlist?list= 
	oOoO0O0Oo0OoOoOo/C0520oOoOoOo0oOo0o0oO.java 

	https://www.youtube.com/youtubei/v1/browse?prettyPrint=false 
	oOoO0O0Oo0OoOoOo/oOoOoOo0O0O0oO0o.java 

	https://www.youtube.com/youtubei/v1/ 
	oOoO0O0Oo0OoOoOo/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/youtubei/v1/player?prettyPrint=false&$fields=microformat,playabilityStatus,storyboards,videoDetails 
	oOoO0O0Oo0OoOoOo/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/watch?v= 
	oOoO0O0Oo0OoOoOo/OoOoO0O0o0oOoO0O.java 

	https://www.youtube.com/youtubei/v1/player?prettyPrint=false 
	oOoO0O0Oo0OoOoOo/OoOoO0O0o0oOoO0O.java 

	https://aomedia.org/emsg/ID3 
	oOo0oOo0oOoOoO0o/oOoOoOoOoOoOoO0o.java 

	https://developer.apple.com/streaming/emsg-id3 
	oOo0oOo0oOoOoO0o/oOoOoOoOoOoOoO0o.java 

	https://media.ccc.de/c/ 
	OoOoO0o0Oo0Oo0Oo/C0161oOoOoOoOoOoOoO0o.java 

	https://streaming.media.ccc.de/ 
	OoOoO0o0Oo0Oo0Oo/C0160oOo0oOo0Oo0oO0Oo.java 

	https://media.ccc.de/v/ 
	OoOoO0o0Oo0Oo0Oo/C0160oOo0oOo0Oo0oO0Oo.java 

	https://www.youtube.com/ 
	oOo0oOo0o0o0oOo0/oOoOoOoOoOoOoO0o.java 

	https://www.youtube.com/playlist?list= 
	oOo0oOo0o0o0oOo0/oOo0oOo0Oo0oO0Oo.java 

	https://www.youtube.com/watch?v= 
	oOo0oOo0o0o0oOo0/oOo0oOo0Oo0oO0Oo.java 

	https://www.youtube.com 
	oOo0oOo0o0o0oOo0/oOoOoOo0oOo0o0oO.java 

	https://www.youtube.com/watch?v= 
	oOo0oOo0o0o0oOo0/oOoOoOo0oOo0o0oO.java 

	https://bandcamp.com/cart 
	oOoO0oOoOoOoO0o0/AbstractC0817oOoOoOoOoOoOoO0o.java 

	https://f4.bcbits.com/img/ 
	oOoO0oOoOoOoO0o0/AbstractC0817oOoOoOoOoOoOoO0o.java 

	https://bandcamp.com/img/buttons/bandcamp-button-circle-whitecolor-512.png 
	oOoO0oOoOoOoO0o0/C0815oOo0oOo0Oo0oO0Oo.java 

	https://bandcamp.com/api/bcweekly/1/get?id= 
	oOoO0oOoOoOoO0o0/C0815oOo0oOo0Oo0oO0Oo.java 

	https://framatube.org 
	OoOo0oOo0Oo0O0Oo/oOoOoOoOoOoOoO0o.java 

	https://framatube.org 
	OoOo0oOo0Oo0O0Oo/oOo0oOo0Oo0oO0Oo.java 

	https://bandcamp.com/?show= 
	OoOoO0OoO0oOoO0O/oOo0oOo0Oo0oO0Oo.java 

	https://bandcamp.com/api/mobile/22/band_details 
	OoOoO0OoO0oOoO0O/oOoOoOoOoOoOoO0o.java 

	https://api.web.360kan.com/v1/rank?cat=1 
	oOoOo0o0Oo0o0Oo0/oOoOoOoOoO0oOo0o.java 

	https://www.360kan.com/rank/general 
	oOoOo0o0Oo0o0Oo0/oOoOoOoOoO0oOo0o.java 

	http://127.0.0.1: 
	oOoOo0o0Oo0o0Oo0/OoOo0oO0o0o0oOo0.java 

	https://w.soundcloud.com/player/?url= 
	oOoOo0oOoO0Oo0Oo/oOoOoOoOoOoOoO0o.java 

	https://api-widget.soundcloud.com/resolve?url= 
	oOoOo0oOoO0Oo0Oo/oOoOoOoOoOoOoO0o.java 

	https://soundcloud.com 
	oOoOo0oOoO0Oo0Oo/oOoOoOoOoOoOoO0o.java 

	https://api.soundcloud.com/users/ 
	OoO0oO0oOo0oO0O0/oOoOoOoOoOoOoO0o.java 

	https://api.soundcloud.com/playlists/ 
	OoO0oO0oOo0oO0O0/oOoOoOoOoOoOoO0o.java 

	https://api.soundcloud.com/tracks/ 
	OoO0oO0oOo0oO0O0/oOo0oOo0Oo0oO0Oo.java 

	https://api-v2.soundcloud.com/tracks/ 
	OoOo0o0Oo0O0O0o0/oOo0oOo0Oo0oO0Oo.java 

	https://api-v2.soundcloud.com/resolve?url= 
	OoOo0o0Oo0O0O0o0/oOo0oOo0Oo0oO0Oo.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	x5tbs@tencent.com 
	com/tencent/smtt/sdk/X5Downloader.java 


4.4 手机号线索
	手机号
	所在文件

	17512775099 
	OoO0oO0o0O0O0o0o/AbstractC0015oOoOoOoOoOoOoO0o.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: CN=FongMi 签名算法: rsassa_pkcs1v15 有效期自: 2022-07-31 02:30:50+00:00 有效期至: 2047-07-25 02:30:50+00:00 发行人: CN=FongMi 序列号: 0xeb611b6 哈希算法: sha256 md5值: 665b01f2c2daf92036b9444cef9c3ea2 sha1值: 537e978a5e497890cca9ad484cb89fdb8c2264e2 sha256值: 7223de1aae9e09110a3007c980af081b1609a3fec5bbbdfa7d9cedb3525110a1 sha512值: fc356042473df8c82854043ea8a79be6f3f4ae604983c6c8b7e8fad1e587f22ddac72ecaad61a2d1443e339999df5e807f9311831339251f27b1e1561491113c 公钥算法: rsa 密钥长度: 2048 指纹: b007fd2eaa3100901a39a873791156a6d86747024e39b4d86397a0f611dcbfd0

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_BIOMETRIC
	正常
	
	允许应用使用设备支持的生物识别模式。

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	android.permission.CHANGE_WIFI_MULTICAST_STATE
	正常
	允许Wi-Fi多播接收 
	允许应用程序接收不是直接发送到您设备的数据包。这在发现附近提供的服务时很有用。它比非多播模式使用更多的功率

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	com.fongmi.android.tv.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.fongmi.android.tv.ui.activity.HomeActivity
	Schemes: content://, file://, smb://, rtmp://, rtsp://, http://, https://, ftp://, ed2k://, magnet://, thunder://, jianpian://, 
Mime Types: text/plain, video/*, audio/*, application/x-bittorrent, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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