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鱼泡网（ 7.5.2版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	鱼泡网

	版本
	7.5.2

	包名
	io.dcloud.H576E6CC7

	域名线索
	245条

	URL线索
	299条

	APP图标
	

	分析日期
	2025年9月4日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	鱼泡网.apk

	文件大小
	97.03MB

	MD5值
	41861293cdab86db38d21c363246c270

	SHA1值
	e7e3a709a48e6a7cd053845b6cbc82fca173be67

	SHA256值
	7785f85864dd375e9f6fa422ca23f3dd53393dc385d8230a43871221a6e9bf89



3. APP基本信息
	类别
	内容

	App名称
	鱼泡网

	包名
	io.dcloud.H576E6CC7

	主活动Activity
	io.dcloud.H576E6CC7.launch.LaunchActivity

	安卓版本名称
	7.5.2

	安卓版本
	300752291



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	xmlpull.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	yupao-master.kkbbi.com
	IP: 39.107.237.193 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	errnewlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	mpsapi.amap.com
	IP: 106.11.43.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	snssdk.yupaowang.com
	IP: 39.105.130.67 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	maps.testing.amap.com
	IP: 59.82.57.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adash.m.taobao.com
	IP: 59.82.39.13 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	tdid.m.qq.com
	IP: 60.29.240.40 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	c-adash.m.taobao.com
	IP: 59.82.39.12 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	insurance.cdqlkj.cn
	IP: 39.105.39.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	aid.mobileservice.cn
	IP: 101.69.207.68 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mps.amap.com
	IP: 106.11.43.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vod.cn-shanghai.aliyuncs.com
	IP: 8.132.215.194 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	wke.openspeech.cn
	没有服务器地理信息. 

	sf6-ttcdn-tos.pstatp.com
	IP: 101.28.130.124 
所属国家: China 
地区: Hebei 
城市: Handan 

	www.baidu.com
	IP: 110.242.68.3 
所属国家: China 
地区: Hebei 
城市: Baoding 

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ucc.umeng.com
	IP: 203.119.169.82 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pslog.umeng.com
	IP: 59.82.29.162 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn.cdypkj.cn
	IP: 116.142.235.234 
所属国家: China 
地区: Beijing 
城市: Beijing 

	squ.re
	IP: 67.199.248.13 
所属国家: United States of America 
地区: New York 
城市: New York City 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	open.e.kuaishou.com
	IP: 116.136.202.194 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	toblog.ctobsnssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yupao-test.yupaowang.com
	IP: 47.93.125.12 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	aspect-upush.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	tobapplog.volceapplog.com
	IP: 125.38.11.152 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	android.googlesource.com
	IP: 142.250.99.82 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	msv6.wosms.cn
	IP: 123.125.99.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn.yupao.com
	IP: 116.136.187.114 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	miniprogram-kyc-test.tencentcloudapi.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	m.6.cn
	IP: 125.38.5.9 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cgicol.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	b-gtc.getui.nethttps
	没有服务器地理信息. 

	wappaygw.alipay.com
	IP: 123.125.216.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	restsdk.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cs.android.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	kycwa-test.tencentcloudapi.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	errlog.umeng.com
	IP: 223.109.148.180 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	tobapplog.ctobsnssdk.com
	IP: 125.39.135.110 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	idasc-kyc-test.tencentcloudapi.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	e-zlsdk.1rtb.net
	IP: 123.59.48.116 
所属国家: China 
地区: Beijing 
城市: Beijing 

	im1c5366d.7x24cc.com
	IP: 182.92.235.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wise-novel-authority-logo.cdn.bcebos.com
	IP: 60.221.222.1 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	www.samsungapps.com
	IP: 54.229.93.185 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	apps.oceanengine.com
	IP: 61.182.131.161 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	boxnovel.baidu.com
	IP: 110.242.69.18 
所属国家: China 
地区: Hebei 
城市: Baoding 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	dypnsapi.aliyuncs.com
	IP: 106.11.211.236 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	h.trace.qq.com
	IP: 113.56.189.246 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	p1-lm.adkwai.com
	IP: 123.129.252.77 
所属国家: China 
地区: Shandong 
城市: Jinan 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	staticscdn.zgzpsjz.com
	IP: 116.142.235.231 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yppush.cdqlkj.cn
	IP: 101.201.82.7 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	adx.ads.heytapmobi.com
	IP: 111.206.136.128 
所属国家: China 
地区: Beijing 
城市: Beijing 

	static-test-public.cdqlkj.cn
	IP: 116.142.235.229 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uapi.ads.heytapmobi.com
	IP: 111.206.136.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	novelapi.baidu.com
	IP: 110.242.69.146 
所属国家: China 
地区: Hebei 
城市: Baoding 

	openapi.openspeech.cn
	IP: 114.118.65.97 
所属国家: China 
地区: Beijing 
城市: Beijing 

	work.weixin.qq.com
	IP: 106.55.209.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5hybridtest.yupaowang.com
	IP: 47.93.125.12 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	im.7x24cc.com
	IP: 47.93.96.24 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	resolver.msg.xiaomi.net
	IP: 114.247.154.12 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mbd.baidu.com
	IP: 110.242.69.18 
所属国家: China 
地区: Hebei 
城市: Baoding 

	k8s-log-c797bacd99c4a49a7a71537abeae74e4c.cn-beijing.log.aliyuncs.com
	IP: 59.110.101.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	a.cdzbb.cn
	IP: 101.200.158.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.xunfei.cn
	IP: 123.126.74.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wb.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	square.github.io
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	raddus.bayescom.com
	IP: 61.149.22.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dc.sigmob.cn
	IP: 112.126.7.24 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gist.github.com
	IP: 203.98.7.65 
所属国家: New Zealand 
地区: Auckland 
城市: Auckland 

	insurance.55ty.com.cn
	IP: 39.107.123.29 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	alogus.umeng.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	alink.volceapplog.com
	IP: 27.221.96.227 
所属国家: China 
地区: Shandong 
城市: Jinan 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	m.alipay.com
	IP: 203.209.245.74 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cn.register.xmpush.xiaomi.com
	IP: 221.194.179.52 
所属国家: China 
地区: Hebei 
城市: Langfang 

	admore.cps.zaibiao.cn
	IP: 47.104.206.130 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	miniprogram-kyc.tencentcloudapi.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	dualstack-a.apilocate.amap.com
	IP: 106.11.40.50 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.ccil.org
	IP: 142.251.215.243 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ad.bayescom.com
	IP: 61.149.22.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	stg-data.ads.heytapmobi.com
	IP: 61.135.195.17 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wspeed.qq.com
	没有服务器地理信息. 

	adiu.amap.com
	IP: 110.253.189.147 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	kyccdn.tencentcloudapi.com
	IP: 119.188.86.134 
所属国家: China 
地区: Shandong 
城市: Jinan 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	v.behe.com
	没有服务器地理信息. 

	docs.swmansion.com
	IP: 104.21.27.136 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	apps.samsung.com
	IP: 111.161.120.36 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	loggw-exsdk.alipay.com
	IP: 110.76.6.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	code.google.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	abtest.volceapplog.com
	IP: 60.28.247.200 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	norma-external-collect.meizu.com
	IP: 183.60.176.112 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	im6a9eefe.7x24cc.com
	IP: 47.93.96.24 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	static101.cdqlkj.cn
	IP: 116.142.235.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.yupaowang.com
	IP: 39.105.10.91 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	yupao-prod.yupaowang.com
	IP: 101.201.107.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mpush-api.aliyun.com
	IP: 106.11.243.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oss-demo.aliyuncs.com
	IP: 106.14.72.83 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mdp-usertrace-cn.heytapmobi.com
	IP: 157.255.139.68 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	errlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ssp-adx.ads.heytapmobi.com
	IP: 111.206.136.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	gtc.getui.nethttps
	没有服务器地理信息. 

	idasc-kyc.tencentcloudapi.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tcbox.baidu.com
	IP: 111.206.209.137 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-hzgt2.getui.com
	IP: 124.160.155.57 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	h5.m.taobao.com
	IP: 125.38.11.147 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ulogs.umengcloud.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	databyterangers.com.cn
	没有服务器地理信息. 

	schemas.android.com
	没有服务器地理信息. 

	i.snssdk.com
	IP: 125.39.135.112 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	yupao-master.yupaowang.com
	IP: 39.107.237.193 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	issuetracker.google.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	adxtool.sigmob.cn
	IP: 39.106.166.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m.yupaowang.com
	没有服务器地理信息. 

	mpay.cpic.com.cn
	IP: 103.144.67.14 
所属国家: China 
地区: Zhejiang 
城市: Wenzhou 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	image.cnamedomain.com
	没有服务器地理信息. 

	eco.taobao.com
	IP: 59.82.121.55 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	fy.1sapp.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 125.39.135.56 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	wap.cmpassport.com
	IP: 112.33.111.233 
所属国家: China 
地区: Anhui 
城市: Hefei 

	wap.amap.com
	IP: 125.38.11.151 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	update0.aiclk.com
	IP: 60.29.233.147 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dev.to
	IP: 151.101.2.217 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	pre-ailogin.umeng.com
	没有服务器地理信息. 

	yuntuapi.amap.com
	没有服务器地理信息. 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	qfc.innotechx.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	insurance-master.yupaowang.com
	IP: 39.105.39.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tracelog-debug.aiclk.com
	IP: 60.29.233.147 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	app.cdmgkj.cn
	IP: 47.93.39.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	zlsdk.1rtb.net
	IP: 117.50.154.19 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	log.iflytek.com
	IP: 103.8.33.178 
所属国家: China 
地区: Anhui 
城市: Hefei 

	klink.volceapplog.com
	IP: 101.73.101.241 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	iss.openspeech.cn
	IP: 42.62.43.145 
所属国家: China 
地区: Beijing 
城市: Beijing 

	kycwa.tencentcloudapi.com
	IP: 42.193.129.64 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c.bidtoolads.com
	IP: 39.96.185.90 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	toblog.volceapplog.com
	IP: 42.236.93.165 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	yupao.oss-cn-beijing.aliyuncs.com
	IP: 59.110.185.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mcgw.alipay.com
	IP: 123.125.216.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.qplus.com
	没有服务器地理信息. 

	developer.umeng.com
	IP: 59.82.112.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cmspay.sinosig.com
	IP: 124.127.37.23 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adsfs.heytapimage.com
	IP: 123.117.133.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.xfyun.cn
	IP: 42.62.43.219 
所属国家: China 
地区: Beijing 
城市: Beijing 

	upstream.54xiaoshuo.com
	IP: 182.92.135.84 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dualstack-arestapi.amap.com
	IP: 39.98.22.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	androidquery.appspot.com
	IP: 108.160.163.117 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	m.v.6.cn
	IP: 123.125.46.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 220.196.154.28 
所属国家: China 
地区: Jiangsu 
城市: Wuxi 

	wx.tenpay.com
	IP: 210.22.240.151 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	static107.cdqlkj.cn
	IP: 116.142.235.232 
所属国家: China 
地区: Beijing 
城市: Beijing 

	statics.zgzpsjz.com
	IP: 59.110.185.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	apiinit.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-gtc.getui.nethttps
	没有服务器地理信息. 

	cdn.yupaowang.com
	IP: 116.142.235.231 
所属国家: China 
地区: Beijing 
城市: Beijing 

	login.imgcache.qq.com
	IP: 116.131.226.159 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	github.com
	IP: 140.82.116.3 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	bjyz-mco-searchbox201609-m12xi3-044.bjyz.baidu.com
	没有服务器地理信息. 

	oss-cn-beijing.aliyuncs.com
	IP: 59.110.190.73 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdk-jmlink.jpush.cn
	IP: 119.3.183.221 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	d-gt.getui.com
	没有服务器地理信息. 

	logconf.iflytek.com
	IP: 103.8.33.178 
所属国家: China 
地区: Anhui 
城市: Hefei 

	ulogs.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	m-test.yupaowang.com
	IP: 182.92.106.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdk-open-phone.getui.com
	IP: 124.160.155.44 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	plbslog.umeng.com
	IP: 36.156.202.78 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	a.app.qq.com
	IP: 60.28.219.32 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	sdk-demo.1rtb.net
	IP: 117.50.154.35 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	211.151.146.65
	IP: 211.151.146.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ai.login.umeng.com
	IP: 59.82.31.154 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ai-login.aliplus.test
	没有服务器地理信息. 

	adservice.sigmob.cn
	IP: 101.200.125.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mst01.is.autonavi.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	union.baidu.com
	IP: 111.206.208.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	10.0.2.2
	IP: 10.0.2.2 
所属国家: - 
地区: - 
城市: - 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	toblog-alink.ctobsnssdk.com
	IP: 27.221.96.225 
所属国家: China 
地区: Shandong 
城市: Jinan 

	cpro.baidustatic.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	id6.me
	IP: 42.123.77.138 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.bytesfield-b.com
	IP: 42.236.86.220 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	api.hirobot.vrtbbs.com
	IP: 39.97.35.126 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.snssdk.com
	IP: 61.182.131.172 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	m.sigmob.com
	IP: 39.106.48.234 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	collect.tpi.cntaiping.com
	IP: 180.169.47.140 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	m5.amap.com
	IP: 59.82.112.99 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dev.voicecloud.cn
	IP: 114.118.65.89 
所属国家: China 
地区: Beijing 
城市: Beijing 

	render.alipay.com
	IP: 125.39.135.57 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	usr-api.1sapp.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oss-cn-hangzhou.aliyuncs.com
	IP: 118.31.219.189 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	yupao-develop.yupaowang.com
	IP: 47.93.125.12 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	fusion.qq.com
	IP: 116.130.228.157 
所属国家: China 
地区: Beijing 
城市: Beijing 

	verify.cmpassport.com
	IP: 120.232.169.172 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	codepush.appcenter.ms
	IP: 20.84.22.134 
所属国家: United States of America 
地区: Virginia 
城市: Washington 

	mobilegw.alipay.com
	IP: 203.209.250.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	logrcv.aiclk.com
	IP: 60.29.233.224 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	zxid-m.mobileservice.cn
	IP: 101.69.207.68 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	grs.dbankcloud.asia
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	ichannel.snssdk.com
	IP: 125.39.135.112 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	errnewlog.umeng.com
	IP: 223.109.148.129 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	lbs.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	h5hybridprod.yupaowang.com
	IP: 101.201.107.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m.baidu.com
	IP: 110.242.68.10 
所属国家: China 
地区: Hebei 
城市: Baoding 

	applog.snssdk.com
	IP: 120.52.77.210 
所属国家: China 
地区: Hebei 
城市: Langfang 

	mantis.bayescom.com
	IP: 61.149.22.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	static.yximgs.com
	IP: 60.222.11.136 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	wmc.cdzbb.cn
	IP: 101.201.107.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	apps.bytesfield.com
	IP: 120.52.77.207 
所属国家: China 
地区: Hebei 
城市: Langfang 

	oc-adpict.oss-cn-shanghai.aliyuncs.com
	IP: 106.14.230.73 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	utoken.umeng.com
	IP: 223.109.148.171 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 


4.2 URL线索
	URL信息
	Url所在文件

	https://zlsdk.1rtb.net/sdk/config 
	cn/haorui/sdk/core/utils/HRConstants.java 

	https://sdk-demo.1rtb.net/sdk/config 
	cn/haorui/sdk/core/utils/HRConstants.java 

	https://zlsdk.1rtb.net/sdk/req_ad 
	cn/haorui/sdk/core/utils/HRConstants.java 

	https://sdk-demo.1rtb.net/sdk/req_ad 
	cn/haorui/sdk/core/utils/HRConstants.java 

	https://e-zlsdk.1rtb.net/reports 
	cn/haorui/sdk/core/exception/c.java 

	https://sdk-jmlink.jpush.cn/ 
	cn/jiguang/jmlinksdk/b/g.java 

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/sdk/android/oss/common/OSSConstants.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://adash.m.taobao.com/rest/abtest 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://c-adash.m.taobao.com/rest/gc 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://adash.m.taobao.com/rest/sur 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	https://vod.cn-shanghai.aliyuncs.com/ 
	com/alibaba/sdk/android/vod/upload/auth/AliyunVodParam.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/cons/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/cons/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/data/a.java 

	https://videocloud. 
	com/aliyun/vod/log/core/a.java 

	http://vod. 
	com/aliyun/vod/log/report/a.java 

	https://vod. 
	com/aliyun/auth/common/a.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/p0003sl/ka.java 

	http://apiinit.amap.com/v3/log/init 
	com/amap/api/col/p0003sl/hx.java 

	http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& 
	com/amap/api/col/p0003sl/lu.java 

	http://restsdk.amap.com/v3 
	com/amap/api/col/p0003sl/fe.java 

	https://restsdk.amap.com/v3 
	com/amap/api/col/p0003sl/fe.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/fe.java 

	https://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/fe.java 

	http://restsdk.amap.com/v5 
	com/amap/api/col/p0003sl/fe.java 

	https://restsdk.amap.com/v5 
	com/amap/api/col/p0003sl/fe.java 

	http://yuntuapi.amap.com 
	com/amap/api/col/p0003sl/fe.java 

	https://yuntuapi.amap.com 
	com/amap/api/col/p0003sl/fe.java 

	http://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/p0003sl/fe.java 

	https://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/p0003sl/fe.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/p0003sl/fe.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/p0003sl/fe.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003sl/jk.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003sl/jk.java 

	http://restsdk.amap.com/v3/place/text? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com/v3/config/district? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com/v3/place/around? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003sl/ig.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003sl/hw.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003sl/hw.java 

	http://restsdk.amap.com/v4/grasproad/driving? 
	com/amap/api/col/p0003sl/hq.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003sl/de.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/s.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003sl/dd.java 

	http://wprd0%d.is.autonavi.com/appmaptile? 
	com/amap/api/col/p0003sl/dd.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/cq.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003sl/v.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hk.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hk.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hk.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hk.java 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/\ 
	com/amap/api/col/p0003sl/l.java 

	http://wap.amap.com/ 
	com/amap/api/maps/AMapUtils.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	https://androidquery.appspot.com 
	com/androidquery/service/MarketService.java 

	http://apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://dualstack-a.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/g.java 

	http://dualstack-arestapi.amap.com/v3/geocode/regeo 
	com/autonavi/aps/amapapi/trans/c.java 

	http://restsdk.amap.com/v3/geocode/regeo 
	com/autonavi/aps/amapapi/trans/c.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/trans/a.java 

	http://restsdk.amap.com/rest/lbs/dem/data?z=%d&x=%d&y=%d&type=2 
	com/autonavi/base/ae/gmap/TerrainOverlayProvider.java 

	http://mst01.is.autonavi.com/appmaptile?z=%d&x=%d&y=%d&lang=zh_cn&size=1&scale=1&style=6 
	com/autonavi/base/ae/gmap/TerrainOverlayProvider.java 

	http://mpsapi.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/amap/mapcore/maploader/AMapLoader.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/mob-adIcon_2x.png 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	http://union.baidu.com/ 
	com/baidu/mobads/sdk/api/XAdNativeResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/mob-adIcon_2x.png 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	https://cpro.baidustatic.com/cpro/logo/sdk/new-bg-logo.png 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	http://union.baidu.com/ 
	com/baidu/mobads/sdk/api/XAdEntryResponse.java 

	http://211.151.146.65:8080/wlantest/shanghai_sun/mock_ad_server_intersitial_video.json 
	com/baidu/mobads/sdk/internal/ds.java 

	http://union.baidu.com 
	com/baidu/mobads/sdk/internal/ap.java 

	http://schemas.android.com/apk/res/android 
	com/baidu/searchbox/novel/common/ui/bdview/customs/AlignTextView.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/5cbe0cbad88b.png 
	com/baidu/searchbox/discovery/novel/NovelHomeActivity.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/7def32c63b34.png 
	com/baidu/searchbox/discovery/novel/guide/NovelFloatGuideActivity.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/496da91ea335.png 
	com/baidu/searchbox/discovery/novel/guide/NovelFloatGuideActivity.java 

	https://boxnovel.baidu.com/boxnovel/transdk 
	com/baidu/searchbox/story/NovelCoreReaderManagerCallbackImpl.java 

	https://boxnovel.baidu.com/boxnovel/transdk? 
	com/baidu/searchbox/story/NovelCoreReaderManagerCallbackImpl.java 

	http://schemas.android.com/apk/res/android 
	com/baidu/searchbox/ui/AlignTextView.java 

	http://bjyz-mco-searchbox201609-m12xi3-044.bjyz.baidu.com:8080/ztbox?action=zubc 
	com/baidu/ubc/BaseUBCUploader.java 

	https://tcbox.baidu.com 
	com/baidu/ubc/BaseUBCUploader.java 

	http://mantis.bayescom.com/sdkevent 
	com/bayes/sdk/basic/core/BYConstants.java 

	http://mantis.bayescom.com/bundle_id 
	com/bayes/sdk/basic/core/BYConstants.java 

	http://mantis.bayescom.com/sdkevent 
	com/bayes/sdk/basic/core/a.java 

	http://mantis.bayescom.com/bundle_id 
	com/bayes/sdk/basic/core/BYConfig.java 

	http://mantis.bayescom.com/bundle_id?version= 
	com/bayes/sdk/basic/core/BYConfig.java 
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	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/1210 
	kshark/AndroidReferenceMatchers.java 

	https://issuetracker.google.com/issues/129250419 
	kshark/AndroidReferenceMatchers.java 

	https://cs.android.com/android/_/android/platform/frameworks/base/+/89608118192580ffca026b5dacafa637a556d578\nFixed 
	kshark/AndroidReferenceMatchers.java 

	https://cs.android.com/android/_/android/platform/frameworks/base/+/1f771846c51148b7cb6283e6dc82a216ffaa5353\nRelated 
	kshark/AndroidReferenceMatchers.java 

	https://dev.to/pyricau/beware-packagemanager-leaks-223g 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/cypressious/91c4fb1455470d803a602838dfcd5774 
	kshark/AndroidReferenceMatchers.java 

	https://gist.github.com/jankovd/a210460b814c04d500eb12025902d60d 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/32 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/177 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/1819 
	kshark/AndroidReferenceMatchers.java 

	https://github.com/square/leakcanary/issues/696 
	kshark/AndroidReferenceMatchers.java 

	http://xml.org/sax/features/namespaces 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/namespace-prefixes 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/external-general-entities 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/external-parameter-entities 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/is-standalone 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/lexical-handler/parameter-entities 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/resolve-dtd-uris 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/string-interning 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/use-attributes2 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/use-locator2 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/use-entity-resolver2 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/validation 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/xmlns-uris 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/features/xml-1.1 
	org/ccil/cowan/tagsoup/h.java 

	http://www.ccil.org/ 
	org/ccil/cowan/tagsoup/h.java 

	http://xml.org/sax/properties/lexical-handler 
	org/ccil/cowan/tagsoup/h.java 

	http://schemas.android.com/apk/res/android 
	p073/p074/p130/p136/c.java 

	http://schemas.android.com/apk/res/android 
	p073/p074/p140/p141/p142/s.java 

	http://schemas.android.com/apk/res/android 
	p073/p074/p140/p141/p142/h.java 

	https://novelapi.baidu.com/boxnovel/huangfan.txt 
	p147/p157/p196/p202/p203/i0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/22d7e5842fe1.png 
	p147/p157/p196/p202/p203/p217/p220/a.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/eff3af377963.png 
	p147/p157/p196/p202/p203/p217/p220/i.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/eff3af377963.png 
	p147/p157/p196/p202/p203/p217/p220/h.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/eff3af377963.png 
	p147/p157/p196/p202/p203/p217/p220/g.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/eff3af377963.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/496da91ea335.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/064abf01f693.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/shefl_day.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/night_shelf.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/7def32c63b34.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/9befd0d859a1.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_voice_open_vip_bg_night.9.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_download_chapters_vip_bg.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/98eb17aea785.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_voice_open_vip_bg.9.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/ad454f0055e1.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_bg_reader_top_notice_view_baoyue_day.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/bg_charge_vip.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_vip_remind_time_bg.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/bg_round_buttong.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_vip_remind_time_bg_night.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/novel_bg_reader_top_notice_view_800_day.png 
	p147/p157/p196/p202/p203/p213/c0.java 

	https://mbd.baidu.com 
	p147/p157/p196/p199/c.java 

	http://mbd.baidu.com 
	p147/p157/p196/p199/c.java 

	https://m.baidu.com/lightapp/ 
	p147/p157/p196/p239/p244/b.java 

	http://m.baidu.com/lightapp/ 
	p147/p157/p196/p239/p244/b.java 

	https://mbd.baidu.com 
	p147/p157/p196/p435/a.java 

	http://mbd.baidu.com 
	p147/p157/p196/p435/a.java 

	https://boxnovel.baidu.com 
	p147/p157/p196/p518/i0.java 

	http://boxnovel.baidu.com 
	p147/p157/p196/p518/i0.java 

	https://novelapi.baidu.com/novelopenapi/common/report? 
	p147/p157/p196/p518/p537/u.java 

	https://boxnovel.baidu.com 
	p147/p157/p196/p518/p537/p538/l.java 

	http://boxnovel.baidu.com 
	p147/p157/p196/p518/p537/p538/l.java 

	https://novelapi.baidu.com 
	p147/p157/p196/p518/p537/p538/l.java 

	http://novelapi.baidu.com 
	p147/p157/p196/p518/p537/p538/l.java 

	https://update0.aiclk.com/qm/nsdk/cgi/ 
	qm/qm/qma/f.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/e.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	https://static107.cdqlkj.cn/r/4980/107/pb/p/20230717/e893470066dc48c5a06df524c8629f36.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/4731/107/pb/p/20230718/15cff56cd1734d0693c43e08de070d3f.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/5dea/107/pb/p/20230717/68f255de904f4931a740054ab76c2983.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/ab0b/107/pb/p/20230707/47b35d52078948b6a13ec139aea162de.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/deba/107/pb/p/20230717/454590e32a6d4d709cad3db8ae3edd22.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/93cf/107/pb/p/20230717/145f1c79d8a249c281b5f62bae353140.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/acf7/107/pb/p/20230717/6433340c98a3409da260644bc648a592.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/7c7a/107/pb/p/20230717/cee5167968ee428f8fb1c43c81599586.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/5485/107/pb/p/20230717/b46c9082829742baa09f812baa736cf7.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/9bb1/107/pb/p/20230717/44bddc9ed2474ff783f3678f1aa7b436.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/97d0/107/pb/p/20230717/420fce4ac3054a9fa15199261d06a5c9.png 
	摸瓜V2引擎 

	https://static-test-public.cdqlkj.cn/r/8384/107/pb/p/20240306/9c42eb46dc2d4e9497ec28ac1e9883ed.png 
	摸瓜V2引擎 

	https://static-test-public.cdqlkj.cn/r/43f8/107/pb/p/20240103/8028d8f4151e410082e768a3d958ba45.png 
	摸瓜V2引擎 

	https://static-test-public.cdqlkj.cn/r/48c7/107/pb/p/20240306/a0d265fc8cd84d81b1f24bd693fd3071.png 
	摸瓜V2引擎 

	https://static-test-public.cdqlkj.cn/r/004d/107/pb/p/20240306/b472f305f4cb46b185b9389e9e4b8f1b.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/2a60/107/pb/p/20230717/d518e2f1949c413dad1edec43b1dabbc.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/768c/107/pb/p/20230717/dd618dbc438e450c9ab5168c3ea35135.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/e4ea/107/pb/p/20230707/e3e11d4822d24e45a497684bd12d3e5d.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/84e3/107/pb/p/20230717/3508c4480f5547609f6fe7295bd8a7cc.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/12f9/107/pb/p/20230717/fd9d35a7c5c14436bea98e008e44527f.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/a363/107/pb/p/20230717/4b8bededf3574470829ce657b2dd36be.png 
	摸瓜V2引擎 

	https://static107.cdqlkj.cn/r/0f1b/107/pb/p/20230717/bd259255ed1d4451868ed475f295e8d0.png 
	摸瓜V2引擎 

	https://data-drcn.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dra.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://metrics1.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.dt.dbankcloud.ru:6447 
	摸瓜V2引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://grs.platform.dbankcloud.ru 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/64261648459958.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/93211648460369.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/30581648460384.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/47891648460354.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/79451648459994.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/83261647912498.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/22841648460440.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/template/59651648460067.png 
	摸瓜V2引擎 

	http://cdn.cdypkj.cn/wmc/icon/44671648176260.png 
	摸瓜V2引擎 

	http://staticscdn.zgzpsjz.com//images/content/20210817/1629199736192066.png 
	摸瓜V2引擎 

	http://staticscdn.zgzpsjz.com//images/content/20210817/1629199959818550.png 
	摸瓜V2引擎 

	http://staticscdn.zgzpsjz.com//images/content/20210817/1629199787529697.png 
	摸瓜V2引擎 

	http://staticscdn.zgzpsjz.com//images/content/20211015/1634284270410297.png 
	摸瓜V2引擎 

	http://mpsapi.amap.com/ws/mps/vmap/ 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	http://mpsapi.amap.com/ws/mps/rtt/ 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	http://mpsapi.amap.com/ws/mps/smap 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	http://m5.amap.com/ws/transfer/auth/map/indoor_maps 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/ 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	http://mpsapi.amap.com/ 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	http://m5.amap.com 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	https://mps.amap.com/ws/mps/rtt 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	https://mps.amap.com/ws/mps/vmap 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	https://maps.testing.amap.com/ws/transfer/auth/map/indoor_maps 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	https://mps.amap.com/ws/mps/smap 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	https://mps.amap.com/ws/mps/spot 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 

	https://mps.amap.com/ws/mps/hot 
	lib/arm64-v8a/libAMapSDK_MAP_v9_4_0.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	.apk@classes.dex 
	com/kuaishou/weapon/p0/ac.java 

	danikula@gmail.com 
	com/kwad/sdk/core/videocache/h.java 

	danikula@gmail.com 
	com/mercury/sdk/thirdParty/videocache/h.java 

	danikula@gmail.com 
	com/opos/videocache/d.java 

	xxx@email.elided 
	com/tencent/liteav/base/PiiElider.java 

	.apk@classes.dex 
	com/tencent/turingfd/sdk/mfa/i3cNc.java 

	this@videopreviewactivity.supportfra 
	com/yupao/camera/ui/preview/VideoPreviewActivity$ClickProxy$reportVideo$1.java 

	this@requestpermissionx.requireact 
	com/yupao/permissionx/ext/PermissionxExtKt$requestPermissionX$1$1.java 

	this@multiplespickview.pickedwork 
	com/yupao/widget/pick/work/MultiplesPickView.java 

	this@waaappactivity.supportfra 
	com/yupao/workandaccount/base/WaaAppActivity.java 

	this@waaappfragment.requireact 
	com/yupao/workandaccount/base/WaaAppFragment$handler$1$handleMessage$1.java 

	this@videopreviewactivity.supportfra 
	com/yupao/worknew/findjob/video/videopreview/VideoPreviewActivity.java 

	this@cameraactivity.supportfra 
	com/yupao/worknew/findjob/video/camera/CameraActivity.java 

	this@showpushdialog.supportfra 
	com/yupao/worknew/widget/WorkExKt$showPushDialog$oderDialog$1.java 

	face_confirm_button@2x.png 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	17222222222 
	com/amap/api/col/p0003sl/hw.java 

	13516237631 
	com/haibin/calendarview/f.java 

	17882652114 
	com/haibin/calendarview/f.java 

	18914945834 
	com/haibin/calendarview/f.java 

	16832995016 
	com/haibin/calendarview/f.java 

	13846158196 
	com/haibin/calendarview/f.java 

	17471680261 
	com/haibin/calendarview/f.java 

	18826691036 
	com/haibin/calendarview/f.java 

	14159265359 
	com/haibin/calendarview/f.java 

	13446589358 
	com/haibin/calendarview/f.java 

	19870156017 
	com/haibin/calendarview/f.java 

	19846674381 
	com/haibin/calendarview/f.java 

	17387749012 
	com/haibin/calendarview/f.java 

	17222222222 
	com/tencent/imsdk/common/HttpClient.java 

	16222222222 
	com/tencent/imsdk/common/HttpClient.java 

	18222222222 
	com/tencent/imsdk/common/HttpClient.java 

	17179869184 
	com/yupao/feature/recruitment/exposure/databinding/FragmentRecruitmentTabBindingImpl.java 

	18349296434 
	com/yupao/loginnew/utils/a.java 

	19823982312 
	com/yupao/usercenter/setting/test/hotfix/HotfixSimpleActivity.java 
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6. 硬编码敏感信息
	可能的敏感信息

	"account_password" : "账号密码" 

	"api_login_by_auth_code" : "member/code-login/" 

	"bdreader_author" : "作者" 

	"common_menu_authority_management" : "权限管理" 

	"company_auth" : "企业认证" 

	"err_proxy_auth_desc_txt" : "407-代理需要认证" 

	"face_auth_contract_tips" : "签署电子合同需先完成个人身份认证。" 

	"face_auth_normal_tips" : "完成人脸验证，获取专属标识，找活招工更容易！" 

	"get_auth_code" : "获取验证码" 

	"get_credential_time" : "领证时间" 

	"go_user_auth" : "去实名" 

	"input_auth_code" : "请输入验证码" 

	"input_password" : "密码位数为6-20位" 

	"input_right_auth_code" : "请填写正确的验证码" 

	"login_account_password" : "账号密码" 

	"login_api_login_by_auth_code" : "member/code-login/" 

	"login_auth_code" : "验证码" 

	"login_auth_code_login" : "验证码登录" 

	"login_get_auth_code" : "获取验证码" 

	"login_input_auth_code" : "请输入验证码" 

	"login_input_password" : "请输入密码,且要至少6位" 

	"login_input_right_auth_code" : "请填写正确的验证码" 

	"login_pleas_input_account_password" : "请输入账号密码" 

	"login_pleas_input_auth_code" : "请输入验证码" 

	"login_set_password" : "设置密码" 

	"mobad_compliance_author" : "" 

	"novel_buy_free_ad_auth_dialog_btn" : "800书豆开通" 

	"novel_buy_free_ad_auth_dialog_desc" : "30天内免广告畅读正版小说" 

	"novel_buy_free_ad_auth_dialog_rule_desc" : "1.充值并支付800书豆，即可开通免广告特权，享受30天免广告权益。 2.iOS平台仅限AppStore支付方式购买，您可前往AppStore账户设置选择支付宝、微信、银联卡等支付方式。 3.安卓平台通过小说书豆充值中心，充值并支付800书豆购买。 4.购买后即可免广告阅读全场小说，原有付费小说仍需付费购买，购买后免广告阅读。 5.扣款完成后免广告特权即刻生效，有效期30天；若未直接生效，请等待30分钟，请勿在短时间内重复尝试购买。 6.购买后特权剩余有效期可通过书籍详情页上方书籍介绍部分实时查看。 7.通过AppStore充值购买的免广告特权，在非iOS端的百度APP不能使用；在安卓书豆充值中心充值购买的免广告特权，在非安卓端的百度APP不能使用。 8.本特权开通后不支持退款，敬请谅解。 9.本特权不支持百度帮你付折扣和使用书券。 10.若有其他特权购买相关问题，可咨询百度APP客服。 11.在法律允许范围内，百度对本特权产品享有解释权。 " 

	"novel_buy_free_ad_auth_dialog_rule_title" : "规则说明" 

	"novel_buy_free_ad_auth_dialog_title" : "开通免广告特权" 

	"novel_buy_free_ad_auth_remind_time_postfix" : "后到期，续费>" 

	"novel_buy_free_ad_auth_remind_time_prefix" : "免广告有效期还剩：" 

	"novel_buy_free_ad_auth_remind_time_prefix_1" : "去广告特权倒计时：%1$s" 

	"novel_buy_free_ad_auth_rule_dialog_title" : "规则说明" 

	"novel_layout_buy_free_ad_auth_remind_time_1" : "209" 

	"novel_layout_buy_free_ad_auth_remind_time_2" : "37" 

	"novel_layout_buy_free_ad_auth_remind_time_unit_1" : "小时" 

	"novel_layout_buy_free_ad_auth_remind_time_unit_2" : "分钟" 

	"open_histroy_private_mode" : "搜索历史" 

	"opos_mob_reward_install_key" : "安装完成" 

	"opos_mob_reward_key" : "领取奖励" 

	"opos_mob_reward_open_key" : "打开应用" 

	"opos_mob_reward_open_without_install_key" : "下载打开应用" 

	"opos_mob_reward_spilt_key" : "/" 

	"opos_mob_reward_video_complete_key" : "看%s" 

	"opos_mob_reward_without_video_complete_key" : "%s" 

	"pleas_choose_get_credential_time" : "请选择领证时间" 

	"pleas_input_account_password" : "请输入账号密码" 

	"pleas_input_auth_code" : "请输入验证码" 

	"reader_setting_volume_key" : "音量键翻页" 

	"security_public_key" : "MIGfMA0GCSqGSIb3DQEBAQUAA4GNADCBiQKBgQC8hzUojzHX8jDL+97pqr7CaLiKSsZ0aOES7FUcX7vh9PoEDbCKNCTakRXdS5EiurPk3QpvsAGbfyIs7JWKm4py9KcIdJsZRh9onknVeAVlU++jnrGFGEYfQb8iKzClN059gYeeJBs9mwi7RGU9tj0KHUG659v5sMBxv7zNse3fJQIDAQAB" 

	"set_password" : "设置密码" 

	"skill_certificate" : "技能证书" 

	"user_auth" : "已实名" 

	"work_api_get_ali_yun_voice_token" : "issue/voice-token/" 

	"work_api_get_hot_search_key" : "index/hot-search" 

	"work_get_auth_code" : "获取验证码" 

	"work_re_get_auth_code" : "重新获取" 

	"mobad_compliance_author" : "开发者：" 

	"opos_mob_reward_install_key" : "安装完成" 

	"opos_mob_reward_key" : "领取奖励" 

	"opos_mob_reward_open_key" : "打开应用" 

	"opos_mob_reward_open_without_install_key" : "下载打开应用" 

	"opos_mob_reward_spilt_key" : "/" 

	"opos_mob_reward_video_complete_key" : "看%s" 

	"opos_mob_reward_without_video_complete_key" : "%s" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.BROADCAST_PACKAGE_CHANGED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_PACKAGE_REPLACED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RESTART_PACKAGES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	io.dcloud.H576E6CC7.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	com.huawei.android.launcher.permission.CHANGE_BADGE 
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.WRITE_MEDIA_STORAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permissio.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	io.dcloud.H576E6CC7.permission.KW_SDK_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.heytap.msp.mobad.BROADCAST_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	io.dcloud.H576E6CC7.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.permission.JPUSH_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.android.launcher.permission.CHANGE_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	getui.permission.GetuiService.io.dcloud.H576E6CC7
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.permission.MANAGE_FOLD_SCREEN
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.permission.MANAGE_FOLD_SCREEN_PRIVILEGED
	未知
	Unknown permission
	Unknown permission from android reference

	io.dcloud.H576E6CC7.com.huawei.openaliance.ad.app.ins
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tencent.tauth.AuthActivity
	Schemes: tencent1107813926://, 


	io.dcloud.H576E6CC7.launch.LaunchActivity
	Schemes: https://, http://, yupao://, 5c79fca30cafb2a007001475://, 
Hosts: a.cdzbb.cn, yupao, 


	com.baidu.searchbox.discovery.novel.SchemeTransferActivity
	Schemes: baiduboxsdk://, 
Hosts: novel, 


	com.bytedance.applog.simulate.SimulateLaunchActivity
	Schemes: rangersapplog.60b7179de6d13235://, 
Hosts: rangersapplog, 
Paths: /picker, 


	com.mercury.sdk.activity.WebViewActivity
	Schemes: will://, 
Hosts: link, 


	com.huawei.openalliance.ad.activity.PPSLauncherActivity
	Schemes: hwpps://, 
Hosts: io.dcloud.H576E6CC7, 
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