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Nala Chat（ 1.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
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	版本
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2. APK文件基本信息
	类别
	内容

	文件名
	yx.glo.pala_1.0 (3).apk

	文件大小
	125.56MB

	MD5值
	4151052894644eafda24da9822c49481

	SHA1值
	886362165c41f7b2ca904cc8a0440f7935f1ee82

	SHA256值
	4c71d110fd48f5e4336bb4a4becaa0a8b1928893a9cd1294fcb3f0936690cfa5



3. APP基本信息
	类别
	内容

	App名称
	Nala Chat

	包名
	yx.glo.pala

	主活动Activity
	yx.glo.pala.component.common.start.StartActivity

	安卓版本名称
	1.0

	安卓版本
	427



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	instagram.com
	IP: 199.96.63.163 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	graph.instagram.com
	IP: 157.240.17.36 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	schemas.android.com
	没有服务器地理信息. 

	news.immelo.com
	IP: 27.185.201.167 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	upload.twitter.com
	IP: 108.160.165.9 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.instagram.com
	IP: 128.121.146.109 
所属国家: United States of America 
地区: California 
城市: Milpitas 

	cn-crosspro-event.tradplusad.com
	IP: 139.196.77.166 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	conf.xdrig.com
	IP: 114.67.244.173 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nosup-hz1.127.net
	IP: 45.127.129.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	astat.bugly.qcloud.com
	IP: 150.109.27.253 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	check-ipv6.netease.im
	没有服务器地理信息. 

	d399zgljwn455w.cloudfront.net
	IP: 18.65.199.216 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	api.tradplusad.com
	IP: 106.14.180.117 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	imtest-jd.netease.im
	IP: 59.111.241.213 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	shortvideo.qiniuapi.com
	IP: 202.107.192.78 
所属国家: China 
地区: Zhejiang 
城市: Yuhang 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	daucjp5dp08uz.cloudfront.net
	IP: 18.65.199.186 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	tools.ietf.org
	IP: 50.223.129.194 
所属国家: United States of America 
地区: Georgia 
城市: Marietta 

	api.branch.io
	IP: 18.65.202.76 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	bnc.lt
	IP: 18.65.185.113 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	videodev.ksyun.com
	没有服务器地理信息. 

	httpdns.qnydns.net
	没有服务器地理信息. 

	trace-ldns.ksyun.com
	IP: 110.43.221.241 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn-event.tradplusad.com
	IP: 139.196.188.81 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Vaud 
城市: Lausanne 

	twitter.com
	IP: 108.160.163.108 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sdk.static.dongtu.com
	IP: 119.176.25.41 
所属国家: China 
地区: Shandong 
城市: Weifang 

	u.zhugeapi.com
	IP: 47.92.94.191 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-cn-adx-event.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	dr.netease.im
	IP: 183.131.177.88 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	openapi.h265.ksyun.com
	IP: 120.92.43.64 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn-crosspro-api.tradplusad.com
	IP: 47.100.247.62 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-cn-crosspro-event.tradplusad.com
	没有服务器地理信息. 

	lbs.netease.im
	IP: 59.111.211.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cn-adx-event.tradplusad.com
	IP: 101.132.66.140 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tradplusad.com
	IP: 8.210.20.17 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	www.biaoqingmm.com
	IP: 139.196.93.198 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-ad.sensetime.com
	IP: 120.55.16.65 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	long.open.weixin.qq.com
	IP: 109.244.216.15 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-ad-test.sensetime.com
	IP: 175.102.178.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p.share.mob.com
	没有服务器地理信息. 

	api.dongtu.com
	IP: 47.98.65.108 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	push.xdrig.com
	没有服务器地理信息. 

	api.zhugeio.com
	IP: 121.89.199.110 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-crosspro-track.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	d27gafbyfcriyf.cloudfront.net
	IP: 18.65.214.110 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	test-bidder.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.135.32 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	bidder.tradplusad.com
	IP: 47.100.204.18 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sdk-dau.cn-shanghai.log.aliyuncs.com
	IP: 47.101.100.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-api.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	android.bugly.qq.com
	IP: 109.244.244.137 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 109.244.244.66 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api2.branch.io
	IP: 18.65.202.89 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	test-cn-event.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	av1.xdrig.com
	IP: 116.198.14.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fb.me
	IP: 157.240.15.35 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	f1.webshare.mob.com
	IP: 60.191.231.225 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	cdn.branch.io
	IP: 18.65.216.118 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	test-cn-api.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	play.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	2b.tandehao.com
	IP: 47.114.104.237 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	apis.dongtu.com
	IP: 121.43.212.77 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	zhugeapi.com
	IP: 121.89.199.110 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	crosspro-track.tradplusad.com
	IP: 139.196.77.166 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-adx-event.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api.weixin.qq.com
	IP: 81.69.216.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	statistic.live.126.net
	IP: 183.131.177.121 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.facebook.com
	IP: 154.85.102.32 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	test-cn-crosspro-api.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	callback.tradplusad.com
	IP: 101.132.65.47 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cn-bidder.tradplusad.com
	IP: 47.100.204.18 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	cn-api.tradplusad.com
	IP: 106.14.180.117 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.mob.com
	IP: 116.62.130.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.twitter.com
	IP: 199.59.148.20 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	imtest.netease.im
	IP: 59.111.209.232 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ubak.zhugeio.com
	IP: 47.92.119.206 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cloud.xdrig.com
	IP: 116.198.14.26 
所属国家: China 
地区: Beijing 
城市: Beijing 

	test-event.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	open.weixin.qq.com
	IP: 175.24.219.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.deep-ad.com
	IP: 161.117.97.155 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	check-ipv4.netease.im
	IP: 59.111.211.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	test-cn-bidder.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	adx-event.tradplusad.com
	IP: 101.132.66.140 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ns.adobe.com
	没有服务器地理信息. 

	lbs-rc.netease.im
	IP: 59.111.241.213 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	event.tradplusad.com
	IP: 139.196.188.81 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test-crosspro-api.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	m.facebook.com
	IP: 31.13.67.41 
所属国家: United States of America 
地区: Florida 
城市: Miami 

	graph.facebook.com
	IP: 157.240.17.35 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	crosspro-api.tradplusad.com
	IP: 47.100.247.62 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wannos.127.net
	IP: 223.252.196.42 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	access.line.me
	IP: 168.143.162.58 
所属国家: United States of America 
地区: California 
城市: Milpitas 

	api.line.me
	IP: 157.240.17.36 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	test-callback.tradplusad.com
	IP: 8.212.16.247 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 


4.2 URL线索
	URL信息
	Url所在文件

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	http://schemas.android.com/apk/res/android 
	yx/glo/pala/customview/view/DirectionalViewPager.java 

	https://tools.ietf.org/html/rfc7518 
	io/jsonwebtoken/SignatureAlgorithm.java 

	https://tools.ietf.org/html/rfc7518 
	io/jsonwebtoken/security/Keys.java 

	https://bnc.lt/a/ 
	io/branch/referral/s.java 

	https://cdn.branch.io/ 
	io/branch/referral/q.java 

	https://api2.branch.io/ 
	io/branch/referral/q.java 

	https://api.branch.io/ 
	io/branch/referral/q.java 

	https://d27gafbyfcriyf.cloudfront.net 
	k/a/a/f/c/b.java 

	https://daucjp5dp08uz.cloudfront.net/imgs 
	k/a/a/f/c/b.java 

	https://d399zgljwn455w.cloudfront.net 
	k/a/a/f/c/b.java 

	http://news.immelo.com 
	k/a/a/f/c/b.java 

	http://xml.apache.org/xslt 
	g/p/a/c/c.java 

	https://zhugeapi.com/v2/ 
	g/r/a/b/h/a.java 

	https://api.weixin.qq.com/sns/oauth2/access_token 
	cn/sharesdk/wechat/utils/h.java 

	https://api.weixin.qq.com/sns/oauth2/refresh_token 
	cn/sharesdk/wechat/utils/h.java 

	https://api.weixin.qq.com/sns/userinfo 
	cn/sharesdk/wechat/utils/h.java 

	https://twitter.com/ 
	cn/sharesdk/twitter/Twitter.java 

	https://api.twitter.com/oauth2/token 
	cn/sharesdk/twitter/b.java 

	https://api.twitter.com/oauth/access_token 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/1.1/statuses/update_with_media.json 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/oauth/request_token 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/oauth/authorize?oauth_token= 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/1.1/friends/list.json 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/1.1/statuses/update.json 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/1.1/followers/list.json 
	cn/sharesdk/twitter/c.java 

	https://upload.twitter.com/1.1/media/upload.json 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/2/users/ 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/1.1/users/show.json 
	cn/sharesdk/twitter/c.java 

	https://api.twitter.com/oauth2/token 
	cn/sharesdk/twitter/d.java 

	https://www.mob.com 
	cn/sharesdk/line/a.java 

	https://api.line.me/oauth2/v2.1/verify 
	cn/sharesdk/line/c.java 

	https://www.mob.com/ 
	cn/sharesdk/line/c.java 

	https://access.line.me/oauth2/v2.1/authorize? 
	cn/sharesdk/line/c.java 

	https://api.line.me/oauth2/v2.1/token 
	cn/sharesdk/line/c.java 

	https://api.line.me/v2/profile 
	cn/sharesdk/line/c.java 

	https://api.line.me/v1/oauth/accessToken 
	cn/sharesdk/line/c.java 

	https://api.line.me/oauth2/v2.1/otp 
	cn/sharesdk/line/d.java 

	https://access.line.me/oauth2/v2.1/login 
	cn/sharesdk/line/d.java 

	https://access.line.me/.well-known/openid-configuration 
	cn/sharesdk/line/utils/b.java 

	https://api.line.me/ 
	cn/sharesdk/line/utils/b.java 

	https://access.line.me/oauth2/v2.1/login 
	cn/sharesdk/line/utils/b.java 

	https://api.line.me/ 
	cn/sharesdk/line/utils/LineAuthenticationConfig.java 

	https://access.line.me/oauth2/v2.1/login 
	cn/sharesdk/line/utils/LineAuthenticationConfig.java 

	https://access.line.me/.well-known/openid-configuration 
	cn/sharesdk/line/utils/LineAuthenticationConfig.java 

	http://p.share.mob.com/tags/getTagList 
	cn/sharesdk/framework/authorize/d.java 

	https://) 
	cn/sharesdk/framework/a/a.java 

	https://graph.instagram.com/me 
	cn/sharesdk/instagram/b.java 

	https://api.instagram.com/v1/users/ 
	cn/sharesdk/instagram/b.java 

	https://api.instagram.com/oauth/authorize? 
	cn/sharesdk/instagram/b.java 

	https://www.mob.com/ 
	cn/sharesdk/instagram/b.java 

	https://api.instagram.com/oauth/authorize/? 
	cn/sharesdk/instagram/b.java 

	https://api.instagram.com/oauth/access_token 
	cn/sharesdk/instagram/b.java 

	http://instagram.com/ 
	cn/sharesdk/instagram/Instagram.java 

	https://fb.me/1654865544566386 
	cn/sharesdk/facebook/WebInviteActivity.java 

	http://f1.webshare.mob.com/dimgs/1c950a7b02087bf41bc56f07f7d3572c11dfcf36.jpg 
	cn/sharesdk/facebook/WebInviteActivity.java 

	https://m.facebook.com/connect/dialog/MPlatformAppInvitesJSDialog? 
	cn/sharesdk/facebook/WebInviteActivity.java 

	https://m.facebook.com/v13.0/dialog/oauth 
	cn/sharesdk/facebook/d.java 

	https://www.facebook.com/dialog/feed? 
	cn/sharesdk/facebook/d.java 

	https://graph.facebook.com/v13.0 
	cn/sharesdk/facebook/d.java 

	https://graph.facebook.com/v13.0/ 
	cn/sharesdk/facebook/d.java 

	http://)?([\\w-]+\\.)+[\\w-]+(:\\d+)*(/[\\w- 
	cn/hutool/core/lang/h.java 

	https://api.zhugeio.com/v1/events/codeless/appkey/ 
	com/zhuge/analysis/stat/c.java 

	https://u.zhugeapi.com 
	com/zhuge/analysis/stat/d.java 

	https://u.zhugeapi.com/apipool 
	com/zhuge/analysis/stat/d.java 

	https://ubak.zhugeio.com/upload/ 
	com/zhuge/analysis/stat/d.java 

	http://videodev.ksyun.com:8980/univ/intervalquery? 
	com/ksy/statlibrary/util/Constants.java 

	http://videodev.ksyun.com:8980/univ/monitorclient? 
	com/ksy/statlibrary/util/Constants.java 

	https://github.com/yyued/SVGAPlayer-Android 
	com/opensource/svgaplayer/g.java 

	https://access.line.me/.well-known/openid-configuration 
	com/linecorp/linesdk/api/LineApiClientBuilder.java 

	https://api.line.me/ 
	com/linecorp/linesdk/api/LineApiClientBuilder.java 

	https://access.line.me/.well-known/openid-configuration 
	com/linecorp/linesdk/auth/LineAuthenticationConfig.java 

	https://api.line.me/ 
	com/linecorp/linesdk/auth/LineAuthenticationConfig.java 

	https://access.line.me/oauth2/v2.1/login 
	com/linecorp/linesdk/auth/LineAuthenticationConfig.java 

	http://sdk.static.dongtu.com/ 
	com/melink/bqmmsdk/c/a/m.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/banner/1469097895308_750x400.jpg\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004703328_01.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004703228_01.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004703564_02.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004703550_02.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004704105_03.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004703844_03.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004704713_04.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004704339_04.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004705332_05.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004705032_05.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004705657_06.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004705573_06.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004706182_07.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004706004_07.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/thumicon/1469004706669_08.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/mainicon/1469004706641_08.gif\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/cover/1469097865862_240x240.png\ 
	com/melink/bqmmsdk/e/l.java 

	http://sdk.static.dongtu.com/@/emoticonPacket/0deac6c5657241fba7e17b3956fcb8e0/chaticon/1469004682730_50x50.png\ 
	com/melink/bqmmsdk/e/l.java 

	https://api.dongtu.com:1443/api 
	com/melink/bqmmsdk/e/f.java 

	https://api.dongtu.com:1443/api/v1 
	com/melink/bqmmsdk/e/a/e.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	com/liulishuo/filedownloader/services/a.java 

	https://apis.dongtu.com/private/v2/promotion/config 
	com/dongtu/sdk/l.java 

	https://api.dongtu.com:1443/api/v1 
	com/dongtu/store/c.java 

	https://api.dongtu.com:1443/api/v1 
	com/dongtu/store/d.java 

	http://www.biaoqingmm.com/pages/sdk/term_en.html 
	com/dongtu/store/activity/DTStoreServiceDeclarationActivity.java 

	http://www.biaoqingmm.com/pages/sdk/term.html 
	com/dongtu/store/activity/DTStoreServiceDeclarationActivity.java 

	https://api.dongtu.com:1443/api/v1 
	com/dongtu/store/a/q.java 

	https://api.dongtu.com:1443/api/v1 
	com/dongtu/store/a/r.java 

	https://apis.dongtu.com/private/v2 
	com/dongtu/a/c/p.java 

	https://apis.dongtu.com/private/v2/event/callback 
	com/dongtu/a/b/d.java 

	http://2b.tandehao.com/adMaterialApi/getAdMaterial 
	com/dongtu/b/a/a/c.java 

	https://conf.xdrig.com/sdk/conf 
	com/tendcloud/tenddata/aa.java 

	https://cloud.xdrig.com/configcloud/rest/sdk/match 
	com/tendcloud/tenddata/aa.java 

	https://cloud.xdrig.com/configcloud/rest/sdk/gdprCheck 
	com/tendcloud/tenddata/aa.java 

	https://av1.xdrig.com/u/a/v1 
	com/tendcloud/tenddata/aa.java 

	https://push.xdrig.com/push/v1 
	com/tendcloud/tenddata/aa.java 

	https://shortvideo.qiniuapi.com/v1/zeus?appid= 
	com/qiniu/pili/droid/shortvideo/core/u.java 

	https://sdk-dau.cn-shanghai.log.aliyuncs.com/logstores/deal_data/track 
	com/qiniu/pili/droid/shortvideo/core/QosManager.java 

	https://sdk-dau.cn-shanghai.log.aliyuncs.com/logstores/crash/track 
	com/qiniu/pili/droid/crash/g.java 

	http://httpdns.qnydns.net:18302/ 
	com/qiniu/android/dns/http/QiniuDns.java 

	https://httpdns.qnydns.net:18443/ 
	com/qiniu/android/dns/http/QiniuDns.java 

	https://play.google.com/store/apps/details?id= 
	com/mt/common/protocols/protoConstants.java 

	http://openapi.h265.ksyun.com/2018-08-01/getIsSupportDecode 
	com/ksyun/media/player/KSYHardwareDecodeWhiteList.java 

	https://trace-ldns.ksyun.com/getlocaldns 
	com/ksyun/media/player/d/d.java 

	https://api-ad.sensetime.com 
	com/sensetime/sensearsourcemanager/a/a.java 

	https://api.deep-ad.com 
	com/sensetime/sensearsourcemanager/a/a.java 

	https://api-ad-test.sensetime.com 
	com/sensetime/sensearsourcemanager/a/a.java 

	http://statistic.live.126.net/statics/report/common/form 
	com/netease/nimlib/d/g/a.java 

	https://statistic.live.126.net/dispatcher/req 
	com/netease/nimlib/c/b.java 

	https://statistic.live.126.net/ 
	com/netease/nimlib/c/b/d/b.java 

	http://wannos.127.net/lbs;http://wannos-hz.127.net/lbs;http://wannos-bj.127.net/lbs;http://wannos-oversea.127.net/lbs;http://223.252.196.38/lbs 
	com/netease/nimlib/f/g.java 

	https://nosup-hz1.127.net 
	com/netease/nimlib/f/g.java 

	https://imtest-jd.netease.im/lbs/conf.jsp 
	com/netease/nimlib/f/e.java 

	https://imtest.netease.im/1.gif 
	com/netease/nimlib/f/e.java 

	http://check-ipv4.netease.im/ 
	com/netease/nimlib/f/e.java 

	http://check-ipv6.netease.im/ 
	com/netease/nimlib/f/e.java 

	https://lbs-rc.netease.im/lbs/conf.jsp 
	com/netease/nimlib/f/e.java 

	https://lbs.netease.im/lbs/conf.jsp 
	com/netease/nimlib/f/e.java 

	https://dr.netease.im/1.gif 
	com/netease/nimlib/f/e.java 

	https://tradplusad.com/gdpr/PrivacyPolicySetting.html 
	com/tradplus/ads/BuildConfig.java 

	https://test-adx-event.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://adx-event.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-adx-event.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-adx-event.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-bidder.tradplusad.com/api/v1/headbidding 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://bidder.tradplusad.com/api/v1/headbidding 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-bidder.tradplusad.com/api/v1/headbidding 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-bidder.tradplusad.com/api/v1/headbidding 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-api.tradplusad.com/api/v1_2/adconf 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://api.tradplusad.com/api/v1_2/adconf 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-api.tradplusad.com/api/v1_2/adconf 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-api.tradplusad.com/api/v1_2/adconf 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-crosspro-track.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://crosspro-track.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-crosspro-event.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-crosspro-event.tradplusad.com/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-crosspro-api.tradplusad.com/api/v1_2/crosspro 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://crosspro-api.tradplusad.com/api/v1_2/crosspro 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-crosspro-api.tradplusad.com/api/v1_2/crosspro 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-crosspro-api.tradplusad.com/api/v1_2/crosspro 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-callback.tradplusad.com/imp 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://callback.tradplusad.com/imp 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-api.tradplusad.com/api/env 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://api.tradplusad.com/api/env 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-callback.tradplusad.com/reward 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://callback.tradplusad.com/reward 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-event.tradplusad.com/api/v1_2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://event.tradplusad.com/api/v1_2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-event.tradplusad.com/api/v1_2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-event.tradplusad.com/api/v1_2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-event.tradplusad.com/api/v2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://event.tradplusad.com/api/v2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://test-cn-event.tradplusad.com/api/v2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://cn-event.tradplusad.com/api/v2/ev 
	com/tradplus/ads/base/common/TPURLManager.java 

	https://twitter.com/%s/status/%s 
	com/tradplus/ads/common/util/Intents.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://h.trace.qq.com/kv 
	com/tencent/bugly/proguard/ad.java 

	https://astat.bugly.qcloud.com/rqd/async 
	com/tencent/bugly/proguard/ac.java 

	https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async 
	com/tencent/bugly/proguard/ac.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	e/l/a/a.java 

	http://www.mob.com/policy/en>http://www.mob.com/policy/en</a>. 
	Mogua Engine V1 

	http://www.mob.com/about/policy>http://www.mob.com/about/policy</a> 
	Mogua Engine V1 

	https://www.mob.com 
	Mogua Engine V1 

	http://www.mob.com/policy/zh>http://www.mob.com/policy/zh</a> 
	Mogua Engine V1 

	http://www.mob.com/about/policy/en>http://www.mob.com/about/policy/en</a>.If 
	Mogua Engine V1 


4.3 邮箱线索
	邮箱地址
	所在文件

	this@smallgameview.javaclass 
	com/maiz/luckygame/view/SmallGameView.java 

	dhecde@h-eldf.ee 
	com/mob/tools/MobUIShell.java 

	j@fjgefgdj2gnfnvg.gehi 
	com/mob/tools/a/b.java 


4.4 手机号线索
	手机号
	所在文件

	13322659993 
	k/a/a/j/r.java 

	19634136210 
	j/b/b/a/u/c/g1.java 

	15555215554 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215556 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215558 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215560 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215562 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215564 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215566 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215568 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215570 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215572 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215574 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215576 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215578 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215580 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215582 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215584 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15340780163 
	com/mt/http/protocols/protoConstants.java 

	13612345678 
	com/mt/common/protocols/protoConstants.java 

	17179869184 
	com/ksyun/media/player/KSYMediaMeta.java 

	17179869184 
	com/sensetime/stmobile/STMobileHumanActionNative.java 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=pala, ST=pala, L=pala, O=pala, OU=pala, CN=pala 签名算法: rsassa_pkcs1v15 有效期自: 2023-03-01 07:06:23+00:00 有效期至: 2048-02-23 07:06:23+00:00 发行人: C=pala, ST=pala, L=pala, O=pala, OU=pala, CN=pala 序列号: 0x76244ff7 哈希算法: sha256 md5值: f618664f3ca96a7d9b181e4fceee8b51 sha1值: 3e03989b0e1c2041ad23836008579316446cb1d0 sha256值: d0cd490b3ab5a524a5b7711b8f2a9ac7294fda6e4002e1cc473af3ede4c55be0 sha512值: 32b36acdbdcc87e53e351424020744b35a85ce1593298f0354f9c20e03db2daccb7142d268be08870e7335253992ee9c7e6059b5fd16e27aef28417277c4ed4a 公钥算法: rsa 密钥长度: 2048 指纹: b462fa8ff2a731f180f699d71e615ac0c7e3538a5823dec7dfa99c2656e0a73d

6. 硬编码敏感信息
	可能的敏感信息

	"accept_user" : "Accept voice/video call from Live" 

	"appface_auth" : "Verified" 

	"appface_auth_guide" : "Please verify your avatar and then you will have chances to say hi" 

	"appface_auth_none" : "Unverified" 

	"avatar_score_authentication" : "Avatar Score" 

	"avatar_score_authentication_tips" : "Avatar scores fair or exquisite" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above." 

	"common_user" : "Common" 

	"facebook_client_token" : "213720d95a76d8e5cda08e1041d9405d" 

	"google_api_key" : "AIzaSyD7xZYWOpLyHg5VbLW0f2-ogYQcv9AGv64" 

	"google_crash_reporting_api_key" : "AIzaSyD7xZYWOpLyHg5VbLW0f2-ogYQcv9AGv64" 

	"live_audicence_remove_user" : "Confirm to remove guest?" 

	"live_online_user" : "Audiences" 

	"mobcommon_authorize_dialog_accept" : "Accept" 

	"mobcommon_authorize_dialog_content" : "In order to provide you with Mobservice, please check our service policy. For details, please click <a href=http://www.mob.com/policy/en>http://www.mob.com/policy/en</a>. If you agree with our service policy, please click accept, if you do not agree with our service policy, please click reject" 

	"mobcommon_authorize_dialog_reject" : "Reject" 

	"mobcommon_authorize_dialog_title" : "Terms of Use" 

	"mobdemo_authorize_dialog_content" : "为了给您提供Mobservice相关产品服务，请您详细查看我们的隐私政策，详见<a href=http://www.mob.com/about/policy>http://www.mob.com/about/policy</a>。如您同意我们的隐私政策，请点击“接受”，如您不同意我们的隐私政策，请点击“拒绝”。" 

	"mobdemo_authorize_dialog_title" : "服务授权" 

	"secret_become_friend_tips" : "You are friends now, click to check your friend level" 

	"secret_friend" : "Friend" 

	"secret_friend_audio_chat" : "Voice Chat" 

	"secret_friend_congratulations_upgrade" : "friend level %d" 

	"secret_friend_look_at" : "View my friends" 

	"secret_friend_sort" : "Sort friends" 

	"secret_friend_sort_level" : "Sort by level" 

	"secret_friend_sort_time" : "Sort by active time" 

	"secret_friend_upgrade_interpolation" : "(%d coins needed to reach Lv.%d)" 

	"secret_friend_video_audio_chat_price" : "(%d coins/min)" 

	"secret_friend_video_chat" : "Video Chat" 

	"secret_friend_what_is" : "What is friend?" 

	"secret_level" : "Friend level" 

	"secret_relation_level" : "Friend level.%d" 

	"secret_space" : "Friend zone" 

	"secret_space_title" : "Introduction of friend zone" 

	"ssdk_cmcc_auth" : "手机认证服务由中国移动提供" 

	"ssdk_cmcc_login_one_key" : "本机号码一键登录" 

	"ssdk_instapaper_pwd" : "密码" 

	"ssdk_weibo_oauth_regiseter" : "应用授权" 

	"twitter_consumer_key" : "11sYS5cfyevS9GcURfwD6OMMd" 

	"twitter_consumer_secret" : "dd4BDuZOt9JvLD2VHsHehzLJujF50GY4YTtTNBXaMqLs3Wwhbv" 

	"verification_your_pwd" : "Verify your login password" 

	"verify_auth" : "Verification" 

	"video_comment_author" : "Uploader" 

	"accept_user" : "接受語音/視頻聊邀請" 

	"appface_auth" : "頭像已認證" 

	"appface_auth_guide" : "完成頭像認證，可獲得更多打招呼機會" 

	"appface_auth_none" : "頭像未認證" 

	"avatar_score_authentication" : "頭像評分" 

	"avatar_score_authentication_tips" : "頭像評分合格（一般或精美）" 

	"common_user" : "常用" 

	"live_audicence_remove_user" : "確定移除嘉賓？" 

	"live_online_user" : "在線觀眾" 

	"mobcommon_authorize_dialog_accept" : "同意" 

	"mobcommon_authorize_dialog_content" : "为了给您提供Mobservice相关产品服务，请您详细查看我们的隐私政策，详见<a href=http://www.mob.com/policy/zh>http://www.mob.com/policy/zh</a>。如您同意我们的隐私政策，请点击“接受”，如您不同意我们的隐私政策，请点击“拒绝”。" 

	"mobcommon_authorize_dialog_reject" : "拒绝" 

	"mobcommon_authorize_dialog_title" : "服务授权" 

	"secret_become_friend_tips" : "你們已經成為密友點擊查看密友值" 

	"secret_friend" : "密友" 

	"secret_friend_audio_chat" : "語音聊" 

	"secret_friend_congratulations_upgrade" : "恭喜妳們達到密友%d級" 

	"secret_friend_look_at" : "查看我的密友" 

	"secret_friend_sort" : "密友排序" 

	"secret_friend_sort_level" : "按密友等級排序" 

	"secret_friend_sort_time" : "按活躍時間排序" 

	"secret_friend_upgrade_interpolation" : "(距離密友%d級還差%d金幣)" 

	"secret_friend_video_audio_chat_price" : "(%d/分鐘)" 

	"secret_friend_video_chat" : "視頻聊" 

	"secret_friend_what_is" : "什麽是密友?" 

	"secret_level" : "密友等級" 

	"secret_relation_level" : "密友%d級" 

	"secret_space" : "密友空間" 

	"secret_space_title" : "密友空間介紹" 

	"verification_your_pwd" : "驗證您的登錄密碼" 

	"verify_auth" : "真人頭像" 

	"video_comment_author" : "作者" 

	"accept_user" : "ध्वनि/वीडियो चैट आमंत्रण स्वीकार करें" 

	"appface_auth" : "सत्यापित" 

	"appface_auth_guide" : "कृपया अपना अवतार सत्यापित करें और फिर आपके पास नमस्ते कहने का मौका होगा" 

	"appface_auth_none" : "असत्यापित" 

	"avatar_score_authentication" : "अवतार स्कोर" 

	"avatar_score_authentication_tips" : "अवतार स्कोर निष्पक्ष या उत्तम" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> पर जाएँ और ऊपर दिया गया कोड डालें." 

	"common_user" : "आम" 

	"live_audicence_remove_user" : "अतिथि को निकालने की पुष्टि करें?" 

	"live_online_user" : "ऑडियंस" 

	"secret_become_friend_tips" : "अब आप मित्र हैं, अपने मित्र स्तर की जांच करने के लिए क्लिक करें" 

	"secret_friend" : "दोस्त" 

	"secret_friend_audio_chat" : "वॉयस चैट" 

	"secret_friend_congratulations_upgrade" : "दोस्तीकालेवल %d" 

	"secret_friend_look_at" : "अपनेदोस्तोंकोदेखे" 

	"secret_friend_sort" : "दोस्तोंकोचुने" 

	"secret_friend_sort_level" : "लेवलसेबाटे" 

	"secret_friend_sort_time" : "एक्टिवरहनेकेसमयसेबाटे" 

	"secret_friend_upgrade_interpolation" : "(%d कॉयन्सपहुंचनेचाहिए Lv.%d)" 

	"secret_friend_video_audio_chat_price" : "(%d सिक्के/मिनट)" 

	"secret_friend_video_chat" : "वीडियो चैट" 

	"secret_friend_what_is" : "इकदोस्तक्याहोताहैं?" 

	"secret_level" : "दोस्तीकालेवल" 

	"secret_relation_level" : "दोस्तीकालेवल" 

	"secret_space" : "मित्र क्षेत्र" 

	"secret_space_title" : "फ्रेंड जोन का परिचय" 

	"verification_your_pwd" : "अपना लॉगिन पासवर्ड वेरीफाई करें" 

	"verify_auth" : "Verification" 

	"video_comment_author" : "अपलोड करने वाले" 

	"mobcommon_authorize_dialog_accept" : "Accept" 

	"mobcommon_authorize_dialog_content" : "In order to provide you with Mobservice, please check our service policy. For details, please click <a href=http://www.mob.com/policy/en>http://www.mob.com/policy/en</a>. If you agree with our service policy, please click accept, if you do not agree with our service policy, please click reject" 

	"mobcommon_authorize_dialog_reject" : "Reject" 

	"mobcommon_authorize_dialog_title" : "Terms of Use" 

	"mobdemo_authorize_dialog_content" : "In order to provide you with Mobservice related products and services, please check our privacy policy in detail, see details<a href=http://www.mob.com/about/policy/en>http://www.mob.com/about/policy/en</a>.If you agree with our privacy policy, please click accept. If you disagree with our privacy policy, please click reject." 

	"mobdemo_authorize_dialog_title" : "service authority" 

	"ssdk_cmcc_auth" : "Provided by China Mobile" 

	"ssdk_cmcc_login_one_key" : "PhoneNum Login" 

	"ssdk_instapaper_pwd" : "Password" 

	"ssdk_weibo_oauth_regiseter" : "Authorization" 

	"accept_user" : "Terima panggilan suara/video dari Live" 

	"appface_auth" : "Diverifikasi" 

	"appface_auth_none" : "Belum diverifikasi" 

	"avatar_score_authentication" : "Skor Avatar" 

	"avatar_score_authentication_tips" : "Skor avatar baik atau sempurna" 

	"com_facebook_device_auth_instructions" : "Buka <b>facebook.com/device</b> dan masukkan kode yang ditunjukkan di atas." 

	"common_user" : "Umum" 

	"live_audicence_remove_user" : "Yakin hendak menghapus tamu?" 

	"secret_become_friend_tips" : "Kalian kini teman dekat, klik untuk mengecek level kedekatan kalian" 

	"secret_friend" : "Teman Dekat" 

	"secret_friend_audio_chat" : "Obrolan Suara" 

	"secret_friend_congratulations_upgrade" : "Level teman dekat %d" 

	"secret_friend_look_at" : "Lihat teman dekatku" 

	"secret_friend_sort" : "Urutkan teman dekat" 

	"secret_friend_sort_level" : "Urutkan berdasarkan level" 

	"secret_friend_sort_time" : "Urutkan berdasarkan waktu aktif" 

	"secret_friend_upgrade_interpolation" : "(%d koin diperlukan untuk mencapai Lv.%d)" 

	"secret_friend_video_audio_chat_price" : "(%d koin/menit)" 

	"secret_friend_video_chat" : "Obrolan Video" 

	"secret_friend_what_is" : "Apakah teman dekat itu?" 

	"secret_level" : "Level kedekatan" 

	"secret_relation_level" : "Kedekatan Lv.%d" 

	"secret_space" : "Zona teman dekat" 

	"secret_space_title" : "Pengenalan zona teman dekat" 

	"verification_your_pwd" : "Verifikasi sandi untuk login" 

	"verify_auth" : "Verifikasi" 

	"accept_user" : "قبول المكالمات الصوتية / المرئية من البث المباشر" 

	"appface_auth" : "تم التحقق منه" 

	"appface_auth_guide" : "يرجى التحقق من الصورة الرمزية الخاصة بك وبعد ذلك سيكون لديك فرص لقول مرحبًا" 

	"appface_auth_none" : "لم يتم التحقق منه" 

	"avatar_score_authentication" : "نقاط الصورة الرمزية" 

	"avatar_score_authentication_tips" : "نقاط الصورة الرمزية عادلة أم متفوقة" 

	"com_facebook_device_auth_instructions" : "يمكنك زيارة <b>facebook.com/device</b> وإدخال الرمز المعروض أعلاه." 

	"common_user" : "مشترك" 

	"live_audicence_remove_user" : "تأكيد على حذف الضيف؟" 

	"live_online_user" : "مستخدم موجود" 

	"secret_become_friend_tips" : "أنتم أصدقاء الآن، انقر للتحقق من مستوى قربك" 

	"secret_friend" : "صديق" 

	"secret_friend_audio_chat" : "محادثة صوتية" 

	"secret_friend_congratulations_upgrade" : "مستوى الصديق%d" 

	"secret_friend_look_at" : "عرض أصدقائي" 

	"secret_friend_sort" : "رتب الأصدقاء" 

	"secret_friend_sort_level" : "فرز حسب المستوى" 

	"secret_friend_sort_time" : "فرز حسب وقت النشاط" 

	"secret_friend_upgrade_interpolation" : "(مطلوب%d عملة للوصول إلى المستوى %d)" 

	"secret_friend_video_audio_chat_price" : "(%d عملة / دقيقة)" 

	"secret_friend_video_chat" : "محادثة بالفيديو" 

	"secret_friend_what_is" : "ما هو الصديق؟" 

	"secret_level" : "مستوى القرب" 

	"secret_relation_level" : "مستوى التقارب %d" 

	"secret_space" : "منطقة الأصدقاء" 

	"secret_space_title" : "مقدمة عن منطقة الأصدقاء" 

	"verification_your_pwd" : "تحقق من كلمة مرور الدخول" 

	"verify_auth" : "تحقق" 

	"video_comment_author" : "صاحب الغرفة" 

	"accept_user" : "Canlı olarak sesli/görüntülü aramayı kabul et" 

	"appface_auth" : "Doğrulandı" 

	"appface_auth_none" : "Doğrulanmadı" 

	"avatar_score_authentication" : "Avatar Skoru" 

	"avatar_score_authentication_tips" : "Avatar skoru orta veya mükemmel" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> adresini ziyaret et ve yukarıda gösterilen kodu gir." 

	"common_user" : "Genel" 

	"live_audicence_remove_user" : "Misafirin kaldırılmasını onaylıyor musunuz?" 

	"secret_become_friend_tips" : "Artık yakın arkadaşsınız. Yakınlık seviyenizi kontrol etmek için tıklayın" 

	"secret_friend" : "Yakın arkadaş" 

	"secret_friend_audio_chat" : "Sesli Mesaj" 

	"secret_friend_congratulations_upgrade" : "Yakın arkadaş seviyesi %d" 

	"secret_friend_look_at" : "Yakın arkadaşlarımı görüntüle" 

	"secret_friend_sort" : "Yakın arkadaşları sırala" 

	"secret_friend_sort_level" : "Seviyeye göre sırala" 

	"secret_friend_sort_time" : "Etkin zamana göre sırala" 

	"secret_friend_upgrade_interpolation" : "(Lv.%d seviyesine ulaşmak için %d altın gerekiyor)" 

	"secret_friend_video_audio_chat_price" : "(%d altın/dk)" 

	"secret_friend_video_chat" : "Video Sohbet" 

	"secret_friend_what_is" : "Yakın arkadaş nedir?" 

	"secret_level" : "Yakınlık seviyesi" 

	"secret_relation_level" : "Yakınlık Lv.%d" 

	"secret_space" : "Arkadaş alanını kapat" 

	"secret_space_title" : "Yakın arkadaş alanının tanıtımı" 

	"verification_your_pwd" : "Giriş şifrenizi doğrulayın" 

	"verify_auth" : "Doğrulama" 

	"accept_user" : "Acepta llamadas de voz / video desde Live" 

	"appface_auth" : "Verificado" 

	"appface_auth_guide" : "Verifique su avatar y luego tendrá la oportunidad de saludar." 

	"appface_auth_none" : "Sin verificar" 

	"avatar_score_authentication" : "Puntaje de Foto de Perfil" 

	"avatar_score_authentication_tips" : "Foto de perfil bien o exquisiao" 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e ingresa el código que aparece más arriba." 

	"common_user" : "Común" 

	"live_audicence_remove_user" : "¿Confirmar para eliminar el invitado?" 

	"secret_become_friend_tips" : "Ahora son amigos cercanos. Haga clic para verificar su nivel de cercanía" 

	"secret_friend" : "Amigos cercanos" 

	"secret_friend_audio_chat" : "Llamada de chat" 

	"secret_friend_congratulations_upgrade" : "Amigos cercanos del nivel %d" 

	"secret_friend_look_at" : "Ver mis Amigos Cercanos" 

	"secret_friend_sort" : "Ordenar amigos cercanos" 

	"secret_friend_sort_level" : "Ordenar por nivel" 

	"secret_friend_sort_time" : "Ordenar por tiempo activo" 

	"secret_friend_upgrade_interpolation" : "(%d monedas necesarias para alcanzar nivel.%d)" 

	"secret_friend_video_audio_chat_price" : "(%d monedas/min)" 

	"secret_friend_video_chat" : "Videochat" 

	"secret_friend_what_is" : "¿Qué es un Amigo Cercano?" 

	"secret_level" : "Nivel de cercanía" 

	"secret_relation_level" : "Nivel de Cercanía %d" 

	"secret_space" : "Haga clic para completar su perfil" 

	"secret_space_title" : "Introducción de la zona de amigos cercanos" 

	"verification_your_pwd" : "Verifica tu contraseña" 

	"verify_auth" : "Verificación" 

	"accept_user" : "Terima jemputan sembang suara / video" 

	"appface_auth" : "Disahkan" 

	"appface_auth_guide" : "Sila sahkan avatar anda dan kemudian anda akan berpeluang untuk bertanya khabar" 

	"appface_auth_none" : "Tidak Disahkan" 

	"avatar_score_authentication" : "Penilaian Avatar" 

	"avatar_score_authentication_tips" : "Gambar profil yang berkelayakan (normal atau indah)" 

	"com_facebook_device_auth_instructions" : "Lawati <b>facebook.com/device</b> dan masukkan kod yang ditunjukkan di atas." 

	"common_user" : "Biasa" 

	"live_audicence_remove_user" : "OK untuk mengalih keluar tetamu？" 

	"live_online_user" : "Penonton atas talian" 

	"secret_become_friend_tips" : "Anda sekarang berkawan rapat, klik untuk memeriksa tahap karib anda" 

	"secret_friend" : "Rakan Karib" 

	"secret_friend_audio_chat" : "Suara" 

	"secret_friend_congratulations_upgrade" : "Taniah,tahap rakan karib mencapai %d" 

	"secret_friend_look_at" : "Lihat rakan karib saya" 

	"secret_friend_sort" : "Urutan rakan karib" 

	"secret_friend_sort_level" : "menyusun mengikut tahap rakan karib" 

	"secret_friend_sort_time" : "Menyusun mengikut masa aktif" 

	"secret_friend_upgrade_interpolation" : "(%d tenaga diperlukan untuk mencapai tahap%d)" 

	"secret_friend_video_audio_chat_price" : "(%dSyiling/Minit)" 

	"secret_friend_video_chat" : "Video" 

	"secret_friend_what_is" : "Apakah itu rakan karib?" 

	"secret_level" : "Tahap rakan karib" 

	"secret_relation_level" : "Tahap kedekatan% d" 

	"secret_space" : "Tutup zon rakan" 

	"secret_space_title" : "Pengenalan zon rakan rapat" 

	"verification_your_pwd" : "Tentu sahkan kata laluan log masuk anda" 

	"accept_user" : "Chấp nhận lời mời cuộc gọi thoại và video" 

	"appface_auth" : "Ảnh đại diện đã được xác nhận" 

	"appface_auth_guide" : "Vui lòng xác minh ảnh đại diện của bạn và sau đó bạn sẽ có cơ hội nói xin chào" 

	"appface_auth_none" : "Ảnh đại diện chưa được xác nhận" 

	"avatar_score_authentication" : "Đánh giá ảnh đại diện" 

	"avatar_score_authentication_tips" : "Ảnh đại diện đạt tiêu chuẩn (bình thường hoặc ấn tượng)" 

	"common_user" : "Thường dùng" 

	"live_audicence_remove_user" : "Xác nhận mời ra" 

	"live_online_user" : "Khán giả" 

	"secret_become_friend_tips" : "Các bạn đã trở thành bạn thân, nhấp vào đây để xem chi tiết" 

	"secret_friend" : "Bạn thân" 

	"secret_friend_audio_chat" : "gọi thoại" 

	"secret_friend_look_at" : "Xem bạn thân của tôi" 

	"secret_friend_sort" : "Danh sách bạn bè" 

	"secret_friend_sort_level" : "Dựa theo thứ tự cấp độ thân thiết" 

	"secret_friend_sort_time" : "Dựa theo thứ tự thời gian" 

	"secret_friend_video_audio_chat_price" : "(%d năng lượng/ phút)" 

	"secret_friend_what_is" : "Bạn thân là gì?" 

	"secret_level" : "Cấp độ thân thiết" 

	"secret_relation_level" : "Bạn thân cấp %d" 

	"secret_space" : "Không gian bạn thân" 

	"secret_space_title" : "Giới thiệu không gian bạn thân" 

	"verification_your_pwd" : "Xác nhận mật khẩu đăng nhập của bạn" 

	"accept_user" : "接受語音/視頻聊邀請" 

	"appface_auth" : "頭像已認證" 

	"appface_auth_guide" : "完成頭像認證，可獲得更多打招呼機會" 

	"appface_auth_none" : "頭像未認證" 

	"avatar_score_authentication" : "頭像評分" 

	"avatar_score_authentication_tips" : "頭像評分合格（一般或精美）" 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"common_user" : "常用" 

	"live_audicence_remove_user" : "確定移除嘉賓？" 

	"live_online_user" : "在線觀眾" 

	"secret_become_friend_tips" : "你們已經成為密友點擊查看密友值" 

	"secret_friend" : "密友" 

	"secret_friend_audio_chat" : "語音聊" 

	"secret_friend_congratulations_upgrade" : "恭喜妳們達到密友%d級" 

	"secret_friend_look_at" : "查看我的密友" 

	"secret_friend_sort" : "密友排序" 

	"secret_friend_sort_level" : "按密友等級排序" 

	"secret_friend_sort_time" : "按活躍時間排序" 

	"secret_friend_upgrade_interpolation" : "(距離密友%d級還差%d金幣)" 

	"secret_friend_video_audio_chat_price" : "(%d/分鐘)" 

	"secret_friend_video_chat" : "視頻聊" 

	"secret_friend_what_is" : "什麽是密友?" 

	"secret_level" : "密友等級" 

	"secret_relation_level" : "密友%d級" 

	"secret_space" : "密友空間" 

	"secret_space_title" : "密友空間介紹" 

	"verification_your_pwd" : "驗證您的登錄密碼" 

	"verify_auth" : "真人頭像" 

	"video_comment_author" : "作者" 

	"com_facebook_device_auth_instructions" : "Besøg <b>facebook.com/device</b>, og indtast koden ovenfor." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>にアクセスして、上記のコードを入力してください。" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> 'ਤੇ ਜਾਓ ਅਤੇ ਉੱਤੇ ਦਿੱਤਾ ਕੋਡ ਪਾਓ।" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>என்ற இணைப்பிற்குச் சென்று, மேலே காட்டப்படும் குறியீட்டை உள்ளிடவும்." 

	"com_facebook_device_auth_instructions" : "Gå til <b>facebook.com/device</b>, og skriv inn koden som vises ovenfor." 

	"com_facebook_device_auth_instructions" : "Gehe zu <b>facebook.com/device</b> und gib den oben angezeigten Code ein." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ని సందర్శించి పైన చూపిన కోడ్‌ను నమోదు చేయండి." 

	"com_facebook_device_auth_instructions" : "Besoek <b>facebook.com/device</b> en voer die kode in wat hierbo gewys word." 

	"com_facebook_device_auth_instructions" : "ไปที่ <b>facebook.com/device</b> แล้วป้อนรหัสที่แสดงด้านบน" 

	"com_facebook_device_auth_instructions" : "Siirry osoitteeseen <b>facebook.com/device</b> ja anna yllä oleva koodi." 

	"com_facebook_device_auth_instructions" : "Truy cập <b>facebook.com/device</b> và nhập mã hiển thị bên dưới." 

	"com_facebook_device_auth_instructions" : "Prejdite na stránku <b>facebook.com/device</b> a zadajte kód, ktorý je zobrazený vyššie." 

	"com_facebook_device_auth_instructions" : "Πηγαίνετε στο <b>facebook.com/device</b> και πληκτρολογήστε τον κωδικό που φαίνεται παραπάνω." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> സന്ദർശിച്ച് മുകളിൽ കാണിച്ചിരിക്കുന്ന കോഡ് നൽകുക." 

	"com_facebook_device_auth_instructions" : "Ga naar <b>facebook.com/device</b> en voer de bovenstaande code in." 

	"com_facebook_device_auth_instructions" : "Odwiedź stronę <b>facebook.com/device</b> i wprowadź kod wyświetlony powyżej." 

	"com_facebook_device_auth_instructions" : "Bisitahin ang <b>facebook.com/device</b> at ilagay ang code na ipinapakita sa itaas." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> -এ যান এবং উপরে দেখানো কোডটি লিখুন৷" 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> ಮತ್ತು ಮೇಲೆ ತೋರಿಸಿರುವ ಕೋಡ್ ಅನ್ನು ನಮೂದಿಸಿ." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>를 방문하여 위 코드를 입력하세요." 

	"com_facebook_device_auth_instructions" : "Vizitează <b>facebook.com/device</b> şi introdu codul afişat mai sus." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessous." 

	"com_facebook_device_auth_instructions" : "Posjetite stranicu <b>facebook.com/device</b> i unesite gore prikazani kôd." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> येथे जा आणि वर दाखवलेला कोड प्रविष्ट करा." 

	"com_facebook_device_auth_instructions" : "Tento kód zadejte na webu <b>facebook.com/device</b>." 

	"com_facebook_device_auth_instructions" : "Consulta <b>facebook.com/device</b> e inserisci il codice mostrato sopra." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ની મુલાકાત લો અને ઉપર બતાવેલો કોડ લખો." 

	"com_facebook_device_auth_instructions" : "Nyisd meg a <b>facebook.com/device</b> oldalt, és add meg a fent látható kódot." 

	"com_facebook_device_auth_instructions" : "Перейдите на <b>facebook.com/device</b> и введите код, указанный выше." 

	"com_facebook_device_auth_instructions" : "Besök <b>facebook.com/device</b> och ange koden som visas ovan." 

	"com_facebook_device_auth_instructions" : "יש לבקר ב-<b>facebook.com/device</b> ולהזין את הקוד המוצג למעלה." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessus." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"com_facebook_device_auth_instructions" : "访问<b>facebook.com/device</b>并输入上方显示的验证码。" 

	"com_facebook_device_auth_instructions" : "Acede a <b>facebook.com/device</b> e insere o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "Kunjungi <b>facebook.com/device</b> dan masukkan kode yang ditampilkan di atas." 

	"com_facebook_device_auth_instructions" : "Acesse <b>facebook.com/device</b> e insira o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e introduce el código que aparece más arriba." 
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9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_COARSE_UPDATES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	yx.glo.pala.permission.RECEIVE_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.Ad_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.permission.READ_SDID_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	yx.glo.pala.component.common.start.StartActivity
	Schemes: pala://, https://, http://, maiz://, 
Hosts: open, lufvh.app.link, lufvh-alternate.app.link, imgfs.global.immelo.com, pala, deeplink.pala.com, pay.pala.live, 
Path Prefixes: /start, /pala, /pay, 


	com.facebook.CustomTabActivity
	Schemes: @string/fb_login_protocol_scheme://, fbconnect://, 
Hosts: cct.yx.glo.pala, 


	com.linecorp.linesdk.auth.internal.LineAuthenticationCallbackActivity
	Schemes: lineauth://, 
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