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Spotify（ 9.0.2.459版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Spotify

	版本
	9.0.2.459

	包名
	com.spotify.music

	域名线索
	100条

	URL线索
	202条

	APP图标
	

	分析日期
	2025年8月4日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	spotify-music-and-podcasts_v9.0.2.459.apk

	文件大小
	31.05MB

	MD5值
	36cd27b54f574067ea7ed69b3a123911

	SHA1值
	82b1050bd90bc7b797ae2c77917ccbffa8f1ce3a

	SHA256值
	9b5a20e2d2ca4820c73a0f7d675f1aa755579b6035c29e72b80f3b8135c397ae



3. APP基本信息
	类别
	内容

	App名称
	Spotify

	包名
	com.spotify.music

	主活动Activity
	com.spotify.music.SpotifyMainActivity

	安卓版本名称
	9.0.2.459

	安卓版本
	122424461



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	nftonboarding-images.scdn.co
	IP: 151.101.90.248 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	accounts.google.com
	IP: 93.46.8.90 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	spclient.wg.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	cdn.branch.io
	IP: 13.225.4.127 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	vignette.wikia.nocookie.net
	IP: 74.120.190.194 
所属国家: United States of America 
地区: California 
城市: Palo Alto 

	segment-data-us-east.zqtk.net
	IP: 139.162.42.74 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	wgint.spotify.net
	没有服务器地理信息. 

	www.krisinformation.se
	IP: 192.229.145.139 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	developers.facebook.com
	IP: 66.220.149.18 
所属国家: United States of America 
地区: California 
城市: Menlo Park 

	spotify.link
	IP: 3.101.51.227 
所属国家: United States of America 
地区: California 
城市: San Jose 

	shareables.scdn.co
	IP: 151.101.90.248 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	oops.i.dont.exist
	没有服务器地理信息. 

	contentreporting.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sponsored-recommendations.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	message-editor.scdn.co
	IP: 151.101.90.248 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	workspace.google.com
	IP: 142.250.69.206 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	artists.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	wear.spotifycdn.com
	IP: 23.220.255.29 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	scannables.scdn.co
	IP: 151.101.90.248 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.example.com
	IP: 93.184.215.14 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	onemillioncheckboxes.com
	IP: 104.21.45.179 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	netty.io
	IP: 104.21.3.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	simplelocalize.io
	IP: 104.26.13.79 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	fast.com
	IP: 23.34.43.107 
所属国家: Denmark 
地区: Hovedstaden 
城市: Ballerup 

	payments.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	g.co
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	alexa.amazon.com
	IP: 3.165.98.163 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	apresolve.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	carthing.com
	IP: 193.14.90.203 
所属国家: Sweden 
地区: Stockholms lan 
城市: Stockholm 

	sb.scorecardresearch.com
	IP: 3.165.102.101 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	plus.google.com
	IP: 199.59.150.39 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	developer.android.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ai-playlist.spotifycdn.com
	IP: 23.220.255.29 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	c.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	open.spotify.com
	IP: 31.13.70.33 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	paymentsdk.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	backstage.spotify.net
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	schemas.microsoft.com
	IP: 13.107.246.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	mosaic.scdn.co
	IP: 151.101.90.248 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	waze.com
	IP: 130.211.9.172 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	schemas.android.com
	没有服务器地理信息. 

	misc.spotifycdn.com
	IP: 2.16.238.135 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	api-partner.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	pme-config.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	r.spotify.com
	没有服务器地理信息. 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	image.jpg
	没有服务器地理信息. 

	default.url
	没有服务器地理信息. 

	www.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	i.scdn.co
	IP: 23.220.255.29 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	api2.branch.io
	IP: 108.156.144.44 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	support.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.ftc.go.kr
	IP: 116.67.34.50 
所属国家: Korea (Republic of) 
地区: Daejeon-gwangyeoksi 
城市: Daejeon 

	carthing.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	misc.scdn.co
	IP: 2.16.238.146 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	storage.googleapis.com
	IP: 142.251.211.251 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	puffin-files.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.amazon.com
	IP: 3.165.85.38 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	giphy.com
	IP: 151.101.1.91 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	aomedia.org
	IP: 199.16.156.75 
所属国家: United States of America 
地区: Georgia 
城市: Atlanta 

	partner-accounts.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	checkout.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	firebase.google.com
	IP: 142.251.33.110 
所属国家: Canada 
地区: Ontario 
城市: Toronto 

	goo.gle
	IP: 67.199.248.13 
所属国家: United States of America 
地区: New York 
城市: New York City 

	oauth-redirect.googleusercontent.com
	IP: 142.250.69.193 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	auth-callback.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sharing-assets.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	spotify-tap.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	wikipedia.org
	IP: 31.13.106.4 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	play.google.com
	IP: 142.250.217.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	maps.google.com
	IP: 142.251.211.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	issuetracker.google.com
	IP: 142.250.217.110 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	superbird.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	wwwcheckout.spotifycdn.com
	IP: 151.101.90.250 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	spotify.app.link
	IP: 3.169.5.72 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	accounts.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	graph.s
	没有服务器地理信息. 

	ns.adobe.com
	没有服务器地理信息. 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	ghe.spotify.net
	IP: 10.173.1.112 
所属国家: - 
地区: - 
城市: - 

	canvaz.scdn.co
	IP: 23.220.255.29 
所属国家: Italy 
地区: Lombardia 
城市: Milan 

	firebase-settings.crashlytics.com
	IP: 114.250.67.34 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.paypal.com
	IP: 151.101.89.21 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	support.google.com
	IP: 142.250.69.206 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	developer.apple.com
	IP: 17.253.87.198 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	graph-video.s
	没有服务器地理信息. 

	audiobooks.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	spotify.backtrace.io
	IP: 52.2.190.21 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	betamax.akamaized.net
	IP: 72.247.154.224 
所属国家: Germany 
地区: Nordrhein-Westfalen 
城市: Dusseldorf 

	agnostic-api.spotify.dev
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	wiki.eclipse.org
	IP: 198.41.30.195 
所属国家: Canada 
地区: Ontario 
城市: Brampton 

	about-recommendations.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	rewards-staging.spotify.com
	IP: 35.186.224.24 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	.facebook.com
	没有服务器地理信息. 

	www.sandbox.paypal.com
	IP: 151.101.91.1 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	facebook.com
	IP: 174.37.54.20 
所属国家: United States of America 
地区: California 
城市: San Jose 


4.2 URL线索
	URL信息
	Url所在文件

	http://javax.xml.XMLConstants/feature/secure-processing 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	http://apache.org/xml/features/disallow-doctype-decl 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	http://apache.org/xml/features/nonvalidating/load-external-dtd 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	com/fasterxml/jackson/databind/ext/DOMSerializer.java 

	https://segment-data-us-east.zqtk.net/%s?url=%s&c2=%s&c12=%s&ns_ap_bi=%s&ns_ap_sv=%s&ns_ap_an=%s&ns_ap_ver=%s&ns_ap_pn=android 
	com/comscore/Activation.java 

	https://sb.scorecardresearch.com/p2 
	com/comscore/util/crashreport/CrashReportManager.java 

	https://betamax.akamaized.net/cmaf/live/2003445/ 
	com/spotify/betamax/live/LiveEventMetadata.java 

	https://spotify.link/content_linking? 
	com/spotify/proactiveplatforms/widgetcommonlogic/WidgetsProxyActivity.java 

	https://misc.scdn.co/your-episodes/SE-300.png 
	com/spotify/recentlyplayed/recentlyplayed/RecentlyPlayedEntity.java 

	https://misc.scdn.co/liked-songs/liked-songs-300.png 
	com/spotify/recentlyplayed/recentlyplayed/RecentlyPlayedEntity.java 

	https://www.spotify.com/se/redirect-in-app/android_premium_promotion/?offerSlug=default-full-price-premium&market=se&sp_in_app=1&skip=spotify 
	com/spotify/gpb/choicescreen/model/v1/proto/GetCheckoutPageResponse.java 

	https://www.spotify.com/legal/premium-promotional-offer-terms\ 
	com/spotify/gpb/choicescreen/model/v1/proto/CheckoutPage.java 

	https://www.spotify.com/legal/privacy-policy\ 
	com/spotify/gpb/choicescreen/model/v1/proto/CheckoutPage.java 

	https://www.spotify.com/se/premium/?checkout-offer=recurring_premium-full&ref=checkout 
	com/spotify/gpb/choicescreen/model/v1/proto/CheckoutPage.java 

	https://about-recommendations.spotify.com/ 
	com/spotify/hype/promodisclosureimpl/PromoDisclosureWebFragment.java 

	https://spotify.com 
	com/spotify/liveevents/concertsentity/webview/TicketingFlowActivity.java 

	https://www.spotify.com/legal/ticket-sale-terms/ 
	com/spotify/liveevents/ontourdisclosure/OnTourDisclosureWebFragment.java 

	https://canvaz.scdn.co/upload/artist/6MERXsiRbur2oJZFgYRDKz/video/aa4419abae1e4c99b94e52b5e0e6fb1c.cnvs.mp4 
	com/spotify/showcase/v1/CreativeAdMetadataProto$CompanionVideo.java 

	https://spotify.com 
	com/spotify/premiumaccountmanagement/management/page/PremiumAccountManagementWebviewActivity.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/rxjava3/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/rxjava3/exceptions/UndeliverableException.java 

	https://plus.google.com/ 
	p/ga71.java 

	https://mosaic.scdn.co/ 
	p/q3z.java 

	https://i.scdn.co/image/ 
	p/q3z.java 

	https://spclient.wg.spotify.com/pam-view-service/ 
	p/rlf0.java 

	https://spclient.wg.spotify.com/pam-view-service-dev/ 
	p/rlf0.java 

	https://spclient.wg.spotify.com/pam-view-service-staging/ 
	p/rlf0.java 

	https://spclient.wg.spotify.com/pam-view-service/ 
	p/uvg0.java 

	https://spclient.wg.spotify.com/pam-view-service-dev/ 
	p/uvg0.java 

	https://spclient.wg.spotify.com/pam-view-service-staging/ 
	p/uvg0.java 

	https://audiobooks.spotify.com/top-up 
	p/wl01.java 

	https://wear.spotifycdn.com/wear_onboarding_watches.webp 
	p/zh51.java 

	https://superbird.spotifycdn.com/mount_videos/cd_1.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/cd_2.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/cd_3.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/vent_1.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/vent_2.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/vent_3.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/dash_1.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/dash_2.mp4 
	p/wcb0.java 

	https://superbird.spotifycdn.com/mount_videos/dash_3.mp4 
	p/wcb0.java 

	https://apresolve.spotify.com 
	p/pa.java 

	https://open.spotify.com 
	p/p0x0.java 

	http://www.slf4j.org/codes.html 
	p/k560.java 

	https://wiki.eclipse.org/Jetty/Feature/NPN 
	p/v020.java 

	https://storage.googleapis.com 
	p/sc50.java 

	https://apresolve.spotify.com 
	p/l6f.java 

	https://developers.facebook.com/docs/android/getting-started 
	p/cox.java 

	https://graph-video.%s 
	p/cox.java 

	https://graph.%s 
	p/cox.java 

	http://maps.google.com/maps 
	p/jxf0.java 

	https://waze.com/ul 
	p/jxf0.java 

	http://spotify.com/ 
	p/r0x0.java 

	https://spotify.com/ 
	p/r0x0.java 

	http://open.spotify.com/ 
	p/r0x0.java 

	https://open.spotify.com/ 
	p/r0x0.java 

	https://nftonboarding-images.scdn.co/delayed-to.png 
	p/bnp0.java 

	https://nftonboarding-images.scdn.co/po/podcast-onboarding-sub-feed.png 
	p/bnp0.java 

	https://nftonboarding-images.scdn.co/ao/sub-feed-img-us.png 
	p/bnp0.java 

	https://play.google.com/store/apps/details?id=com.waze&referrer=utm_source%3Dpartner%26utm_medium%3Ddirect%26utm_campaign%3Dcom.spotify.music 
	p/we51.java 

	https://spotify-tap.spotifycdn.com/onboarding/jabra/jabra_tap_animation.json 
	p/yr10.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	p/qet.java 

	https://sponsored-recommendations.spotify.com/ 
	p/h3u0.java 

	https://developer.android.com/training/articles/direct-boot 
	p/dwv.java 

	http://open.spotify.com/ 
	p/nxw0.java 

	https://open.spotify.com/ 
	p/nxw0.java 

	https://r.spotify.com/ 
	p/nxw0.java 

	https://contentreporting.spotify.com/mobile/content-policy 
	p/szo0.java 

	https://spotify.app.link 
	p/bxg.java 

	https://r.spotify.com/ 
	p/bxg.java 

	https://x</LA_URL> 
	p/w4w.java 

	https://default.url 
	p/w4w.java 

	https://facebook.com/device?user_code=%1$s&qr=1 
	p/ecn.java 

	https://spclient.wg.spotify.com/ 
	p/wjw.java 

	https://spclient.wg.spotify.com 
	p/jyw0.java 

	https://alexa.amazon.com/spa/skill-account-linking-consent?fragment=skill-account-linking-consent&client_id=amzn1.application-oa2-client.9ef35a57bbb445a9b329037d6fc3643b&scope=alexa::skills:account_linking&skill_stage=live&response_type=code&redirect_uri= 
	p/kx1.java 

	https://open.spotify.com/alexa-auth 
	p/kx1.java 

	https://www.amazon.com/ap/oa?client_id=amzn1.application-oa2-client.9ef35a57bbb445a9b329037d6fc3643b&scope=alexa::skills:account_linking&response_type=code&redirect_uri= 
	p/kx1.java 

	https://spclient.wg.spotify.com/pam-view-service/ 
	p/mm80.java 

	https://netty.io/wiki/reference-counted-objects.html 
	p/z8p0.java 

	http://schemas.android.com/apk/res/android 
	p/bfq.java 

	https://i.scdn.co/image/ 
	p/ple.java 

	http://g.co/dev/packagevisibility. 
	p/fxm0.java 

	https://graph.%s 
	p/fww.java 

	https://www.spotify.com/account/profile 
	p/t51.java 

	https://www.spotify.com/account/privacy/ 
	p/t51.java 

	https://support.spotify.com/article/managed-accounts-for-premium-family/ 
	p/vd30.java 

	https://fast.com/ 
	p/vza0.java 
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	https://superbird.spotifycdn.com/setup_assets/welcome_image.webp 
	p/u3x0.java 
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	https://superbird.spotifycdn.com/mount_images/dash_1.png 
	p/u3x0.java 

	https://superbird.spotifycdn.com/mount_images/dash_2.png 
	p/u3x0.java 

	https://superbird.spotifycdn.com/mount_images/dash_3.png 
	p/u3x0.java 

	https://superbird.spotifycdn.com/mount_images/vent_1.png 
	p/u3x0.java 

	https://superbird.spotifycdn.com/mount_images/vent_2.png 
	p/u3x0.java 

	https://superbird.spotifycdn.com/mount_images/vent_3.png 
	p/u3x0.java 

	https://superbird.spotifycdn.com/setup_assets/other_media.webp 
	p/u3x0.java 

	https://support.spotify.com/article/graduating-to-a-self-managed-account/ 
	p/r5b0.java 

	https://misc.spotifycdn.com/socialsession/link_sharing_image_300px.png 
	p/wcp.java 

	https://spclient.wg.spotify.com/ 
	p/xb21.java 

	https://spclient.wg.spotify.com/ 
	p/a06.java 

	https://facebook.com 
	p/c1j.java 

	https://.facebook.com 
	p/c1j.java 

	https://support.spotify.com 
	p/wg2.java 

	https://agnostic-api.spotify.dev/unauthenticated/ 
	p/df4.java 

	https://developer.android.com/guide/topics/media/issues/player-accessed-on-wrong-thread 
	p/agt.java 

	https://developers.facebook.com/docs/android/getting-started 
	p/hcn.java 

	https://misc.spotifycdn.com/watch-feed/playback-animation.json 
	p/xz21.java 

	https://www.spotify.com/us/legal/privacy-policy/ 
	p/scn0.java 

	https://carthing.spotify.com/ 
	p/scn0.java 

	https://accounts.google.com/o/oauth2/revoke?token= 
	p/lm61.java 

	https://support.spotify.com/article/managed-accounts-for-premium-family-young-listeners/?plain 
	p/x090.java 

	https://accounts.spotify.com/login/ott/music 
	p/pmw.java 

	https://support.spotify.com/article/understanding-my-data/?plain 
	p/mqr.java 

	https://contentreporting.spotify.com/mobile/content-policy 
	p/y1p0.java 

	https://auth-callback.spotify.com/r/android/music/signup 
	p/xou0.java 

	https://cdn.branch.io/ 
	p/gj21.java 

	https://misc.spotifycdn.com/livesharing/meet_logo.png 
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	p/ru4.java 
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	https://misc.scdn.co/liked-songs/liked-songs-300.png) 
	p/s2g.java 

	https://www.spotify.com/us/legal/privacy-policy/ 
	p/xpl0.java 

	https://www.spotify.com/us/legal/privacy-policy/) 
	p/xpl0.java 

	http://schemas.android.com/apk/res/android 
	p/vqb0.java 

	https://play.google.com/store/apps/details?id= 
	p/gh51.java 

	https://www.paypal.com/cgi-bin/webscr 
	p/crt.java 

	https://www.sandbox.paypal.com/cgi-bin/webscr 
	p/crt.java 

	https://www.paypal.com/webscr 
	p/crt.java 
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	https://play.google.com/store/account/subscriptions 
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	https://support.spotify.com/article/managed-accounts-for-premium-family/ 
	p/ce30.java 
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	https://auth-callback.spotify.com/r/android/music/signup, 
	p/wmu0.java 
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	https://spclient.wg.spotify.com/sneaktables/v2/hls/1/ 
	p/w2r0.java 
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	p/nza0.java 

	https://www.ftc.go.kr/selectBizOvrCommPop.do?apvPermMgtNo=2024--%EA%B3%B5%EC%A0%95-0007 
	p/sa9.java 

	https://carthing.com 
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	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接
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9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	com.spotify.music.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	com.android.providers.tv.permission.WRITE_EPG_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.providers.tv.permission.READ_EPG_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	android.permission.ACCESS_ADSERVICES_ATTRIBUTION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_ADSERVICES_AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.providers.gsf.permission.READ_GSERVICES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.NFC
	正常
	控制近场通信
	允许应用程序与近场通信 (NFC) 标签,卡和读卡器进行通信

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_MULTICAST_STATE
	正常
	允许Wi-Fi多播接收 
	允许应用程序接收不是直接发送到您设备的数据包。这在发现附近提供的服务时很有用。它比非多播模式使用更多的功率

	com.spotify.music.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.spotify.music.permission.INTERNAL_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_SCAN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	com.spotify.music.permission.SECURED_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	com.sony.snei.np.android.account.provider.permission.DUID_READ_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.samsung.WATCH_APP_TYPE.Companion
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_DATA_SYNC
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_ADVERTISE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_CONNECTED_DEVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.apps.meetings.permission.MEET_LIVE_SHARING
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.clockpackage.permission.READ_ALARM
	未知
	Unknown permission
	Unknown permission from android reference

	com.samsung.android.samsungaccount.permission.ACCOUNT_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DETECT_SCREEN_CAPTURE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.facebook.CustomTabActivity
	Schemes: fbconnect://, 
Hosts: cct.com.spotify.music, 


	com.spotify.music.SpotifyMainActivity
	Schemes: spotify://, http://, https://, content://, spotify-auth-music://, 
Hosts: open.spotify.com, accounts.spotify.com, spotify.test-app.link, spotify-alternate.test-app.link, spotify.app.link, spotify-alternate.app.link, spotify.link, www.spotify.com, spotify.com, auth-callback.spotify.com, callback, 
Mime Types: audio/*, 
Paths: /, /aaa/t, /wrapped, /wrapped/, 
Path Prefixes: /intl-, /ai-playlist/create, /album, /app/browse, /artist, /autologin, /cached-files, /charts, /clip, /collection, /connect-device-picker, /connect-transfer, /concert, /cultural-moment, /daily-mix-hub, /episode, /follow, /home, /hub, /jam, /made-for-you, /merchhub, /new, /offline-backup, /playlist, /playlist-format, /prerelease, /radio, /room, /running, /search, /show, /socialsession, /special, /station, /track, /user, /app/concerts, /alexa-auth, /carthing, /hifi/onboarding, /settings/hifi, /genre, /blend/ci, /blend/invitation, /blend/taste-match, /experience, /tokenenabled, /site, /sitemodal, /presents, /confetti, /config, /preferences, /wrapped, /nemo/unboxing, /internal/premium-page-qr-preview-tool, /birthdays, /listeningstats, /watch-feed, /login/ott/music, /redirect/get-premium/, /pair, /r/android/music/signup, /r/android/music/login, /r/android/music/request-magiclink, 
Path Patterns: /r/android/music/signup, /r/android/music/login, /r/android/music/request-magiclink, /.*/wrapped, /.*/wrapped/, 


	com.spotify.appauthorization.sso.AuthorizationActivity
	Schemes: https://, 
Hosts: accounts.spotify.com, 
Path Prefixes: /inapp-authorize, 


	com.spotify.partneraccountlinking.partneraccountlinking.PartnerAccountLinkingActivity
	Schemes: spotifyaccountlinking://, 
Hosts: samsungv1, 
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