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相机扫描（ A2_release.1079版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	相机扫描

	版本
	A2_release.1079

	包名
	com.iflytek.ainote.scanner

	域名线索
	41条

	URL线索
	411条

	APP图标
	

	分析日期
	2025年7月1日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	AINoteScanner.apk

	文件大小
	54.31MB

	MD5值
	336eef5ce5db4d56a19fd89043c13a37

	SHA1值
	bd8b124080a6fe0ae6b6e65d2437a7f91200132b

	SHA256值
	743b90102223b623d122704403a4b41364e99f23c082c3c8b001d05a25002190



3. APP基本信息
	类别
	内容

	App名称
	相机扫描

	包名
	com.iflytek.ainote.scanner

	主活动Activity
	com.iflytek.ainote.scanner.ui.activity.ScanFileActivity

	安卓版本名称
	A2_release.1079

	安卓版本
	1079



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	yuji.bjdn.openstorage.cn
	IP: 42.62.43.153 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.iflyink.com
	IP: 124.243.226.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	account.xunfei.cn
	IP: 119.188.209.64 
所属国家: China 
地区: Shandong 
城市: Zaozhuang 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	acs.amazonaws.com
	没有服务器地理信息. 

	xfbgb.iflysec.com
	IP: 36.7.109.160 
所属国家: China 
地区: Anhui 
城市: Hefei 

	s3-us-west-1.amazonaws.com
	IP: 52.219.221.0 
所属国家: United States of America 
地区: California 
城市: San Jose 

	schemas.openxmlformats.org
	没有服务器地理信息. 

	www.npes.org
	IP: 172.67.183.61 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	s3.amazonaws.com
	IP: 16.15.184.60 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	ns.useplus.org
	IP: 54.83.4.77 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	www.iyuji.cn
	IP: 203.107.56.180 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.aiim.org
	IP: 199.60.103.225 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	wenku.iflyink.com
	IP: 124.243.226.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	iptc.org
	IP: 3.64.29.21 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	purl.org
	IP: 207.241.225.157 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.baidu.com
	IP: 110.242.69.21 
所属国家: China 
地区: Hebei 
城市: Baoding 

	www.color.org
	IP: 104.26.5.216 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ns.adobe.com
	没有服务器地理信息. 

	172.30.11.114
	IP: 172.30.11.114 
所属国家: - 
地区: - 
城市: - 

	www.xfa.org
	没有服务器地理信息. 

	idatalog.iflysec.com
	IP: 103.8.33.20 
所属国家: China 
地区: Anhui 
城市: Hefei 

	test.ainote.changyan.com
	IP: 103.8.34.177 
所属国家: China 
地区: Anhui 
城市: Hefei 

	www.iflyink.com
	IP: 220.194.105.7 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	a2sgp-api-ap1.iflyoversea.com
	IP: 52.77.29.253 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	org.dom4j.io.doucmentsource
	没有服务器地理信息. 

	cipa.jp
	IP: 118.82.81.189 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	ainoteapi.changyan.com
	IP: 203.107.32.209 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	yuji.bjbdn.openstorage.cn
	IP: 42.62.43.153 
所属国家: China 
地区: Beijing 
城市: Beijing 

	android.bugly.qq.com
	IP: 124.95.225.146 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	idatalogconf.iflysec.com
	IP: 103.8.33.20 
所属国家: China 
地区: Anhui 
城市: Hefei 

	www.ngs.ac.uk
	IP: 130.246.140.235 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: Appleton 

	rqd.uu.qq.com
	IP: 60.29.240.104 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	office-api-trans-dx.iflyaisol.com
	IP: 124.243.239.147 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bj.download.cycore.cn
	IP: 123.126.74.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	uri.etsi.org
	IP: 195.238.226.27 
所属国家: France 
地区: Provence-Alpes-Cote-d'Azur 
城市: Sophia Antipolis 

	biji.iflyink.com
	IP: 124.243.226.36 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://s3-us-west-1.amazonaws.com 
	com/amazonaws/services/s3/AmazonS3Client.java 

	http://acs.amazonaws.com/groups/global/AllUsers 
	com/amazonaws/services/s3/model/GroupGrantee.java 

	http://acs.amazonaws.com/groups/global/AuthenticatedUsers 
	com/amazonaws/services/s3/model/GroupGrantee.java 

	http://acs.amazonaws.com/groups/s3/LogDelivery 
	com/amazonaws/services/s3/model/GroupGrantee.java 

	http://s3.amazonaws.com/doc/2006-03-01/ 
	com/amazonaws/services/s3/internal/Constants.java 

	http://www.ngs.ac.uk/tools/jcepolicyfiles 
	com/amazonaws/services/s3/internal/crypto/EncryptionUtils.java 

	http://schemas.openxmlformats.org/drawingml/2006/main\ 
	com/doxent/mobile/base/exportfile/CustomXWPFDocument.java 

	http://schemas.openxmlformats.org/drawingml/2006/picture\ 
	com/doxent/mobile/base/exportfile/CustomXWPFDocument.java 

	http://schemas.openxmlformats.org/officeDocument/2006/relationships\ 
	com/doxent/mobile/base/exportfile/CustomXWPFDocument.java 

	http://schemas.openxmlformats.org/drawingml/2006/main\ 
	com/doxent/mobile/base/exportfile/WordDocument.java 

	http://schemas.openxmlformats.org/drawingml/2006/picture\ 
	com/doxent/mobile/base/exportfile/WordDocument.java 

	http://schemas.openxmlformats.org/officeDocument/2006/relationships\ 
	com/doxent/mobile/base/exportfile/WordDocument.java 

	https://wenku.iflyink.com/ocr//api/uploadFileAndContent.action 
	com/ifiytek/lib_camera/service/UploadImageInfoService.java 

	http://172.30.11.114:8868/predict/ocr_system 
	com/iflytek/ainote/lib_ocr_translation/ocr/OcrHelper.java 

	http://office-api-trans-dx.iflyaisol.com/trans/v2/translate 
	com/iflytek/ainote/lib_ocr_translation/translation/TranslateHelper.java 

	http://office-api-trans-dx.iflyaisol.com/trans/v2/chapt_trans/query 
	com/iflytek/ainote/lib_ocr_translation/translation/TranslateHelper.java 

	http://office-api-trans-dx.iflyaisol.com/trans/v2/chapt_trans 
	com/iflytek/ainote/lib_ocr_translation/translation/TranslateHelper.java 

	https://idatalog.iflysec.com/log 
	com/iflytek/collector/common/config/CollectConfig.java 

	http://yuji.bjbdn.openstorage.cn/ 
	com/iflytek/cssp/CSSPUtil.java 

	http://yuji.bjdn.openstorage.cn/ 
	com/iflytek/cssp/CSSPUtil.java 

	https://www.baidu.com 
	com/iflytek/framelib/util/NetworkUtil.java 

	http://ainoteapi.changyan.com/xbew-webapi/ 
	com/iflytek/framelib/util/DomainConfig.java 

	http://bj.download.cycore.cn/ 
	com/iflytek/framelib/util/DomainConfig.java 

	https://api.iflyink.com/xbew-api/panapi/ 
	com/iflytek/framelib/util/DomainConfig.java 

	http://test.ainote.changyan.com/xbew-web/ 
	com/iflytek/framelib/util/DomainConfig.java 

	https://biji.iflyink.com/xbew-webserver/ 
	com/iflytek/framelib/util/DomainConfig.java 

	https://account.xunfei.cn/pass/rules/priv.html 
	com/iflytek/framelib/constant/Constants.java 

	https://account.xunfei.cn/pass/rules/user.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/znbgb-privacy-policy.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/znbgb-user-service.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/ai-guidelines.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/znbgb-privacy-policy-kid.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/doxent-cloud.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/disclaimer.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/znbgb-vip-service-dx.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/information-processing-sharing-list.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/qualify-info.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-Air.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-Air2.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-Max.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-T1.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-T2.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-X2.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/openSource/EBook-X3.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/shucheng-user-privacy-policy.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/znbgb-jd-vip-service-dx.html 
	com/iflytek/framelib/constant/Constants.java 

	https://www.iflyink.com/agreement/user-experience-improvement-plan.html 
	com/iflytek/framelib/constant/Constants.java 

	https://idatalogconf.iflysec.com/logconfig 
	com/iflytek/idata/config/CollectorConfig.java 

	https://xfbgb.iflysec.com/ 
	com/iflytek/sign/http/constant/HttpConstants.java 

	https://a2sgp-api-ap1.iflyoversea.com/ 
	com/iflytek/sign/http/constant/HttpConstants.java 

	https://api.iflyink.com/ 
	com/iflytek/sign/http/constant/HttpConstants.java 

	https://biji.iflyink.com/ 
	com/iflytek/sign/http/constant/HttpConstants.java 

	http://www.baidu.com 
	com/iflytek/sign/http/network/NetworkUtil.java 

	http://www.color.org 
	com/itextpdf/text/pdf/PdfWriter.java 

	http://www.xfa.org/schema/xfa-data/1.0/ 
	com/itextpdf/text/pdf/XfaForm.java 

	http://uri.etsi.org/01903 
	com/itextpdf/text/pdf/security/SecurityConstants.java 

	http://uri.etsi.org/01903/v1.3.2 
	com/itextpdf/text/pdf/security/SecurityConstants.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	com/itextpdf/text/xml/xmp/XmpMMSchema.java 

	http://ns.adobe.com/xap/1.0/mm/\ 
	com/itextpdf/text/xml/xmp/XmpMMSchema.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/text/xml/xmp/PdfSchema.java 

	http://ns.adobe.com/pdf/1.3/\ 
	com/itextpdf/text/xml/xmp/PdfSchema.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/text/xml/xmp/XmpBasicSchema.java 

	http://ns.adobe.com/xap/1.0/\ 
	com/itextpdf/text/xml/xmp/XmpBasicSchema.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/text/xml/xmp/PdfProperties.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/text/xml/xmp/DublinCoreSchema.java 

	http://purl.org/dc/elements/1.1/\ 
	com/itextpdf/text/xml/xmp/DublinCoreSchema.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/text/xml/xmp/XmpBasicProperties.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/text/xml/xmp/XmpBasicProperties.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/text/xml/xmp/DublinCoreProperties.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/text/xml/xmp/XmpWriter.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/text/xml/xmp/XmpWriter.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/text/xml/xmp/XmpWriter.java 

	http://ns.adobe.com/StockPhoto/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/asf/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/bwf/bext/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/camera-raw-settings/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/creatorAtom/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/xmp/XMPConst.java 

	http://purl.org/dc/1.1/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/DICOM/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xmp/1.0/DynamicMedia/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/exif/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://cipa.jp/exif/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/exif/1.0/aux/ 
	com/itextpdf/xmp/XMPConst.java 

	http://iptc.org/std/Iptc4xmpCore/1.0/xmlns/ 
	com/itextpdf/xmp/XMPConst.java 

	http://iptc.org/std/Iptc4xmpExt/2008-02-29/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/iX/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/jp2k/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/jpeg/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfa/ns/extension/ 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfa/ns/field 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfa/ns/id/ 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfa/ns/property 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfa/ns/schema 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfa/ns/type 
	com/itextpdf/xmp/XMPConst.java 

	http://www.aiim.org/pdfua/ns/id/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/pdfx/1.3/ 
	com/itextpdf/xmp/XMPConst.java 

	http://www.npes.org/pdfx/ns/id/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/photoshop/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.useplus.org/ldf/xmp/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/png/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/album/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/riff/info/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xmp/1.0/Script/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/swf/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/tiff/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xmp/transient/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/TransformXMP/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xmp/wav/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/bj/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xmp/note/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/rights/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/Dimensions 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/Font 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/g/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xmp/Identifier/qual/1.0/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/g/img/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/ManifestItem 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/t/pg/ 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/ResourceEvent 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/ResourceRef 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/Job 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/sType/Version 
	com/itextpdf/xmp/XMPConst.java 

	http://ns.adobe.com/xap/1.0/t/ 
	com/itextpdf/xmp/XMPConst.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/xmp/impl/Utils.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/xmp/impl/Utils.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/xmp/impl/Utils.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	com/itextpdf/xmp/impl/Utils.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/xmp/impl/XMPSchemaRegistryImpl.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/xmp/impl/XMPSchemaRegistryImpl.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	com/itextpdf/xmp/impl/XMPSchemaRegistryImpl.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/xmp/impl/XMPSchemaRegistryImpl.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/xmp/impl/XMPSerializerRDF.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/xmp/impl/ParseRDF.java 

	http://ns.adobe.com/xap/1.0/mm/ 
	com/itextpdf/xmp/impl/XMPNormalizer.java 

	http://purl.org/dc/elements/1.1/ 
	com/itextpdf/xmp/impl/XMPNormalizer.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	com/itextpdf/xmp/impl/XMPMetaParser.java 

	http://ns.adobe.com/xap/1.0/ 
	com/itextpdf/testutils/CompareTool.java 

	http://ns.adobe.com/pdf/1.3/ 
	com/itextpdf/testutils/CompareTool.java 

	http://rqd.uu.qq.com/rqd/sync 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	http://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	http://xml.org/sax/features/validation 
	org/dom4j/io/SAXValidator.java 

	http://xml.org/sax/features/namespaces 
	org/dom4j/io/SAXValidator.java 

	http://xml.org/sax/features/namespace-prefixes 
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	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTColorImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTNumPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHeightImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTZoomImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTNumImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTAbstractNumImpl.java 

	http://schemas.openxmlformats.org/drawingml/2006/wordprocessingDrawing 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTDrawingImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblWidthImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFtnEdnRefImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTBrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTNumberingImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTUnderlineImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTShdImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFontsImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPPrBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTStylesImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtBlockImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTIndImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTabStopImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTLsdExceptionImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTLatentStylesImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFldCharImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSectPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSpacingImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTBorderImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTDocProtectImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcPrBaseImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTblImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSettingsImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSettingsImpl.java 

	http://schemas.openxmlformats.org/schemaLibrary/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSettingsImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRowImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRowImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRunTrackChangeImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRunTrackChangeImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTxbxContentImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTxbxContentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentBlockImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentBlockImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHdrFtrImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHdrFtrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTRPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTTcImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTParaRPrImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTBodyImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTBodyImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTStyleImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFtnEdnImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTFtnEdnImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTCommentImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTCommentImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSmartTagRunImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSmartTagRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentRunImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSdtContentRunImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSimpleFieldImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTSimpleFieldImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTPImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHyperlinkImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/math 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHyperlinkImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/relationships 
	org/openxmlformats/schemas/wordprocessingml/x2006/main/impl/CTHyperlinkImpl.java 

	http://schemas.openxmlformats.org/wordprocessingml/2006/main 
	schemasMicrosoftComVml/impl/CTTextboxImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/relationships 
	schemasMicrosoftComVml/impl/CTFillImpl.java 

	http://schemas.openxmlformats.org/officeDocument/2006/relationships 
	schemasMicrosoftComVml/impl/CTStrokeImpl.java 

	http://www.iyuji.cn 
	摸瓜V1引擎 

	https://github.com/opencv/opencv/issues/16739 
	lib/armeabi-v7a/libscanner_core.so 

	https://github.com/opencv/opencv/pull/15050 
	lib/armeabi-v7a/libscanner_core.so 

	https://github.com/opencv/opencv/issues/14058 
	lib/armeabi-v7a/libscanner_core.so 
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6. 硬编码敏感信息
	可能的敏感信息

	"bind_mobile_and_set_password" : "绑定手机号和设置登录密码" 

	"uilib_core_mail_password" : "访问密码：%s" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.FORCE_STOP_PACKAGES
	合法
	强制停止其他应用程序
	允许一个应用程序强行停止其他应用程序

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.MANAGE_USB
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.systemui.IFLYTEK_CONFIG
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	android.permission.INJECT_EVENTS
	合法
	按键和控制按钮
	允许应用程序将其自己的输入事件（按键等）传递给其他应用程序。恶意应用程序可以利用它来接管电话

	android.permission.MODIFY_PHONE_STATE
	系统需要
	修改电话状态
	允许应用程序控制设备的电话功能。具有此权限的应用程序可以切换网络,打开和关闭电话收音机等,而无需通知您

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_PRIVILEGED
	系统需要
	
	允许应用程序在没有用户交互的情况下配对蓝牙设备,并允许或禁止电话簿访问或消息访问。这不适用于第三方应用程序

	android.permission.NETWORK_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_NETWORK_SCORES
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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