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1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
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2. APK文件基本信息
	类别
	内容

	文件名
	小米短信_v14.2.4.6.apk

	文件大小
	15.72MB

	MD5值
	2f93aa37cecbf77ae00971fd0d01a6ad

	SHA1值
	6cce62661213b40dd251d4b17d60010e48fadab3

	SHA256值
	bb51460f8843b65d17c5c058c12836a4c67116ced65fce0837fc459f84d4612c



3. APP基本信息
	类别
	内容

	App名称
	Messaging

	包名
	com.android.mms

	主活动Activity
	com.android.mms.ui.MmsTabActivity

	安卓版本名称
	14.2.4.6

	安卓版本
	14020406



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	logsdata.cxzx10086.cn
	IP: 36.137.53.248 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mixin.api.files.xiaomi.com
	IP: 183.84.5.4 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m5.amap.com
	IP: 59.82.113.187 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wap.amap.com
	IP: 106.116.171.189 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	restsdk.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	monitor-check.ad.xiaomi.com
	IP: 120.133.33.137 
所属国家: China 
地区: Beijing 
城市: Beijing 

	client.sms.miui.com
	IP: 124.251.34.110 
所属国家: China 
地区: Beijing 
城市: Beijing 

	restapi.amap.com
	IP: 203.119.175.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	galleryapi.micloud.xiaomi.net
	IP: 124.251.101.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.account.xiaomi.com
	IP: 183.84.5.9 
所属国家: China 
地区: Beijing 
城市: Beijing 

	preview-client.sms.miui.com
	IP: 120.92.210.189 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	web.comm.miui.com
	IP: 124.251.100.130 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.account.preview.n.xiaomi.net
	IP: 10.38.161.65 
所属国家: - 
地区: - 
城市: - 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mixin.xiaomi.net
	IP: 183.84.7.86 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 220.181.106.176 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.openmobilealliance.org
	IP: 172.67.75.102 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	open.account.preview.n.xiaomi.net
	IP: 10.38.161.65 
所属国家: - 
地区: - 
城市: - 

	calendar.miui.com
	没有服务器地理信息. 

	apkupdate.miui.com
	IP: 103.254.188.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wb.amap.com
	IP: 59.82.60.45 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	statusapi.micloud.preview.n.xiaomi.net
	IP: 10.38.164.53 
所属国家: - 
地区: - 
城市: - 

	c.id.mi.com
	IP: 183.84.5.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bsf.mnc
	没有服务器地理信息. 

	api.jr.mi.com
	IP: 124.251.100.115 
所属国家: China 
地区: Beijing 
城市: Beijing 

	account.xiaomi.com
	IP: 124.251.58.172 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yuntuapi.amap.com
	没有服务器地理信息. 

	issuetracker.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	statusapi.micloud.xiaomi.net
	IP: 124.251.101.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	micloud.preview.n.xiaomi.net
	IP: 10.38.164.53 
所属国家: - 
地区: - 
城市: - 

	www.wapforum.org
	IP: 172.67.190.29 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.gsma.com
	IP: 54.76.82.19 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	api.map.baidu.com
	IP: 220.181.43.101 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.micloud.preview.n.xiaomi.net
	IP: 10.38.164.53 
所属国家: - 
地区: - 
城市: - 

	webrd0d.is.autonavi.com
	没有服务器地理信息. 

	api.device.xiaomi.net
	IP: 124.251.100.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	account.preview.n.xiaomi.net
	IP: 10.38.161.65 
所属国家: - 
地区: - 
城市: - 

	resolver.msg.xiaomi.net
	IP: 183.84.5.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.account.xiaomi.com
	IP: 124.251.58.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tm.amap.com
	IP: 59.82.60.46 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	data.sec.miui.com
	IP: 183.84.7.86 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mst0d.is.autonavi.com
	没有服务器地理信息. 

	apiinit.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.huangye.miui.com
	IP: 183.84.7.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.device.preview.n.xiaomi.net
	IP: 10.38.161.65 
所属国家: - 
地区: - 
城市: - 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	fileapi.micloud.xiaomi.net
	IP: 124.251.101.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	us.mixin.api.files.xiaomi.com
	IP: 35.162.13.105 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	192.168.40.204
	IP: 192.168.40.204 
所属国家: - 
地区: - 
城市: - 

	relocationapi.micloud.preview.n.xiaomi.net
	IP: 10.38.164.53 
所属国家: - 
地区: - 
城市: - 

	t-fota-api.cxzx10086.cn
	没有服务器地理信息. 

	grid.amap.com
	IP: 59.82.31.156 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dualstack-a.apilocate.amap.com
	IP: 106.11.40.50 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	api.comm.miui.com
	IP: 124.251.100.130 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	dualstack-arestapi.amap.com
	IP: 39.98.22.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	lbs.amap.com
	IP: 59.82.31.67 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	fota-api.cxzx10086.cn
	没有服务器地理信息. 

	jr.mi.com
	IP: 124.251.100.114 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	api.sms.intl.miui.com
	IP: 3.109.84.47 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	relocationapi.micloud.xiaomi.net
	IP: 124.251.101.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adiu.amap.com
	IP: 59.82.31.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	privacy.mi.com
	IP: 42.81.55.129 
所属国家: China 
地区: Tianjin 
城市: Tianjin 


4.2 URL线索
	URL信息
	Url所在文件

	https://issuetracker.google.com/issues/new?component=413107&template=1096568 
	d/t/n.java 

	https://issuetracker.google.com/issues/new?component=413107&template=1096568 
	d/t/o.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	k/a/b.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	k/a/j/b.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	k/a/j/d.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	i/d/a/a/a.java 

	https://client.sms.miui.com/api/client/smartr/config 
	i/k/c/b.java 

	https://preview-client.sms.miui.com/api/client/smartr/config 
	i/k/c/b.java 

	https://client.sms.miui.com/api/client/smartr/template 
	i/k/c/s/l/e.java 

	https://api.comm.miui.com/miuisms/action/data 
	i/k/c/s/l/a.java 

	https://client.sms.miui.com/api/client/richMsg/whiteDomainList 
	i/k/c/s/c/c/f.java 

	https://client.sms.miui.com/api/client/richMsg/resource 
	i/k/c/s/c/c/f.java 

	https://monitor-check.ad.xiaomi.com 
	i/k/c/s/c/c/f.java 

	https://client.sms.miui.com/api/client/richMsg/aimMsgShowRpt 
	i/k/c/s/c/c/f.java 

	http://api.map.baidu.com/geocoder?address=%s&output=html&src=%s 
	i/k/c/s/c/c/f.java 

	http://api.map.baidu.com/marker?location=%s,%s&title=%s&output=html&src=%s 
	i/k/c/s/c/c/f.java 

	https://api.huangye.miui.com/spbook/atd/v2/cat_sync 
	i/k/c/s/n/b/a.java 

	https://api.huangye.miui.com/spbook/yellowpage/query 
	i/k/c/s/n/b/d.java 

	https://api.jr.mi.com/ca/netsms/td 
	i/k/c/s/m/h.java 

	https://api.jr.mi.com/ca/netsms/cancelTd 
	i/k/c/s/m/h.java 

	https://jr.mi.com 
	i/k/c/s/m/a.java 

	https://data.sec.miui.com/privacy/agree/v1 
	i/k/b/b.java 

	https://data.sec.miui.com/privacy/revoke/v1 
	i/k/b/b.java 

	http://dualstack-arestapi.amap.com/v3/geocode/regeo 
	i/a/a/a/a/z9.java 

	http://restsdk.amap.com/v3/geocode/regeo 
	i/a/a/a/a/z9.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	i/a/a/a/a/c9.java 

	http://apilocate.amap.com/mobile/binary 
	i/a/a/a/a/c9.java 

	http://dualstack-a.apilocate.amap.com/mobile/binary 
	i/a/a/a/a/c9.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	i/a/a/a/a/x9.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	i/a/a/a/a/t3.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	i/a/a/a/a/t3.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	i/a/a/a/a/t3.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	i/a/a/a/a/t3.java 

	http://mst0%d.is.autonavi.com 
	i/a/a/a/a/g9.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	i/a/a/a/a/x3.java 

	https://restsdk.amap.com/v3/iasdkauth 
	i/a/a/a/a/x3.java 

	http://tm.amap.com 
	i/a/a/a/a/g0.java 

	http://wprd0%d.is.autonavi.com 
	i/a/a/a/a/g0.java 

	http://webrd0%d.is.autonavi.com 
	i/a/a/a/a/g0.java 

	http://apilocate.amap.com/mobile/binary 
	i/a/a/a/a/wa.java 

	http://apiinit.amap.com/v3/log/init 
	i/a/a/a/a/y3.java 

	https://restapi.amap.com/rest/aaid/get 
	i/a/a/a/a/r4.java 

	http://restapi.amap.com/rest/aaid/get 
	i/a/a/a/a/r4.java 

	http://restsdk.amap.com/v3/place/text? 
	i/a/a/a/a/a.java 

	http://restsdk.amap.com/v3/place/around? 
	i/a/a/a/a/a.java 

	http://restsdk.amap.com/v3/config/district? 
	i/a/a/a/a/a.java 

	http://apilocate.amap.com/mobile/binary 
	i/a/a/a/a/ea.java 

	http://dualstack-a.apilocate.amap.com/mobile/binary 
	i/a/a/a/a/ea.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	i/a/a/a/a/ea.java 

	https://adiu.amap.com/ws/device/adius 
	i/a/a/a/a/b6.java 

	http://restsdk.amap.com/v3 
	i/a/a/a/a/z1.java 

	https://restsdk.amap.com/v3 
	i/a/a/a/a/z1.java 

	http://restsdk.amap.com/v5 
	i/a/a/a/a/z1.java 

	https://restsdk.amap.com/v5 
	i/a/a/a/a/z1.java 

	http://yuntuapi.amap.com 
	i/a/a/a/a/z1.java 

	https://yuntuapi.amap.com 
	i/a/a/a/a/z1.java 

	http://restsdk.amap.com/rest/me/cpoint 
	i/a/a/a/a/z1.java 

	https://restsdk.amap.com/rest/me/cpoint 
	i/a/a/a/a/z1.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	i/a/a/a/a/z1.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	i/a/a/a/a/z1.java 

	http://restsdk.amap.com 
	i/a/a/a/a/a2.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	i/a/a/a/a/ia.java 

	https://restsdk.amap.com/sdk/compliance/params 
	i/a/a/a/a/i5.java 

	http://restsdk.amap.com/sdk/compliance/params 
	i/a/a/a/a/i5.java 

	http://grid.amap.com/grid/%d/%d/%d?ds= 
	i/a/a/a/a/f1.java 

	http://apkupdate.miui.com/other/UAprofile.xml 
	i/b/c/h.java 

	https://api.sms.intl.miui.com/sms/static/report/index.html 
	i/b/c/c0/n.java 

	https://web.comm.miui.com/fe/core-app-activity/sms-complaint/ 
	i/b/c/c0/n.java 

	https://privacy.mi.com/smart-sms/%s/ 
	i/b/c/c0/a1.java 

	https://privacy.mi.com/websms/%s/ 
	i/b/c/c0/z0.java 

	https://data.sec.miui.com/privacy/get/v1 
	i/b/c/c0/i1.java 

	https://data.sec.miui.com/privacy/latestVersion 
	i/b/c/c0/i1.java 

	http://www.w3.org/2001/SMIL20/Language 
	i/b/c/w/o.java 

	http://www.wapforum.org/DTD/wml_1_1.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/si.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/sl.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/wml12.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/wml13.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/prov.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/wta-wml12.dtd 
	i/b/c/u/a.java 

	http://www.wapforum.org/DTD/channel12.dtd 
	i/b/c/u/a.java 

	https://client.sms.miui.com/api/client/normal/report 
	i/b/c/a0/o1.java 

	https://api.sms.intl.miui.com/sms/static/report/index.html 
	i/b/c/a0/r1.java 

	https://web.comm.miui.com/fe/core-app-activity/sms-complaint/ 
	i/b/c/a0/r1.java 

	https://web.comm.miui.com/fe/core-app-activity/sms-complaint-expand/ 
	i/b/c/a0/u3.java 

	https://privacy.mi.com/websms/%s/ 
	i/b/c/a0/x6/i.java 

	https://privacy.mi.com/smart-sms/%s/ 
	i/b/c/a0/x6/i.java 

	https://%1$s/gslb/?ver=5.0 
	i/m/l/f.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	i/m/n/g/a1.java 

	https://mixin.xiaomi.net/report/pubkey 
	i/m/k/d/j.java 

	https://mixin.xiaomi.net/report/v2/postsms 
	i/m/k/d/j.java 

	http://10.38.162.35:9085 
	i/m/k/d/c.java 

	https://cn.register.xmpush.xiaomi.com 
	i/m/k/d/c.java 

	https://mixin.api.files.xiaomi.com/mixin/v3/file/user 
	i/m/k/d/f.java 

	https://us.mixin.api.files.xiaomi.com/mixin/v3/file/user 
	i/m/k/d/f.java 

	https://api.account.xiaomi.com/pass/v3/user@id 
	i/m/k/b/b.java 

	https://api.account.xiaomi.com/pass/configuration?keys=idc 
	i/m/k/b/b.java 

	https://api.comm.miui.com/calendar/stat.html?stat_id=245 
	i/m/o/i/o0.java 

	http://statusapi.micloud.preview.n.xiaomi.net 
	i/m/i/g/e.java 

	http://statusapi.micloud.xiaomi.net 
	i/m/i/g/e.java 

	http://micloud.preview.n.xiaomi.net 
	i/m/i/g/e.java 

	http://galleryapi.micloud.xiaomi.net 
	i/m/i/g/e.java 

	http://api.micloud.preview.n.xiaomi.net 
	i/m/i/g/e.java 

	http://fileapi.micloud.xiaomi.net 
	i/m/i/g/e.java 

	http://relocationapi.micloud.preview.n.xiaomi.net 
	i/m/i/g/e.java 

	http://relocationapi.micloud.xiaomi.net 
	i/m/i/g/e.java 

	http://account.preview.n.xiaomi.net 
	i/m/a/a/a.java 

	https://account.xiaomi.com 
	i/m/a/a/a.java 

	http://api.account.preview.n.xiaomi.net/pass/v2/safe 
	i/m/a/a/a.java 

	https://api.account.xiaomi.com/pass/v2/safe 
	i/m/a/a/a.java 

	http://api.account.preview.n.xiaomi.net/pass/v3 
	i/m/a/a/a.java 

	https://api.account.xiaomi.com/pass/v3 
	i/m/a/a/a.java 

	http://account.preview.n.xiaomi.net/oauth2/ 
	i/m/a/a/a.java 

	https://account.xiaomi.com/oauth2/ 
	i/m/a/a/a.java 

	http://api.device.preview.n.xiaomi.net 
	i/m/a/a/a.java 

	https://api.device.xiaomi.net 
	i/m/a/a/a.java 

	http://open.account.preview.n.xiaomi.net/third/ 
	i/m/a/a/a.java 

	https://open.account.xiaomi.com/third/ 
	i/m/a/a/a.java 

	http://account.preview.n.xiaomi.net/pass 
	i/m/a/a/a.java 

	https://account.xiaomi.com/pass 
	i/m/a/a/a.java 

	http://c.id.mi.com/pass 
	i/m/a/a/a.java 

	http://api.account.preview.n.xiaomi.net/pass 
	i/m/a/a/a.java 

	http://api.account.xiaomi.com/pass 
	i/m/a/a/a.java 

	https://api.account.xiaomi.com/pass 
	i/m/a/a/a.java 

	http://api.account.preview.n.xiaomi.net/pass/v2 
	i/m/a/a/a.java 

	https://api.account.xiaomi.com/pass/v2 
	i/m/a/a/a.java 

	http://xmlpull.org/v1/doc/features.html 
	i/m/r/f.java 

	https://t-fota-api.cxzx10086.cn 
	j/a/a/b/l/b.java 

	https://fota-api.cxzx10086.cn 
	j/a/a/b/l/b.java 

	http://bsf.mnc 
	j/a/a/b/k/b/d.java 

	http://wap.amap.com/ 
	com/amap/api/maps2d/AMapUtils.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/smack/SmackConfiguration.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/smack/provider/ProviderManager.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/smack/util/PacketParserUtils.java 

	https://api.comm.miui.com/calendar/stat.html?stat_id=245 
	com/xiaomi/rcs/ui/RcsPrivacyPolicyPreferenceActivity.java 

	https://api.comm.miui.com/calendar/stat.html?stat_id=245 
	com/miui/smsextra/SmsExtraUtil.java 

	http://calendar.miui.com/train/detail 
	com/miui/smsextra/SmsExtraConstant.java 

	http://calendar.miui.com/train/edit 
	com/miui/smsextra/SmsExtraConstant.java 

	https://client.sms.miui.com/api/client/smsbutton/query 
	com/miui/smsextra/ui/UnderstandButton.java 

	http://api.comm.miui.com/calendar/stat.html?stat_id=149 
	com/miui/smsextra/internal/sdk/cm/CMUtil.java 

	https://client.sms.miui.com/api/client/smartr/teddy/template 
	com/miui/smsextra/service/TeddyADJobScheduler.java 

	https://client.sms.miui.com/api/client/smartr/teddy/template 
	com/miui/smsextra/service/TeddyMediaJobScheduler.java 

	http://schemas.android.com/apk/res/android 
	b/a/a/f.java 

	http://192.168.40.204:13011/statistics/getsynconfinfo? 
	b/a/a/k/a.java 

	https://logsdata.cxzx10086.cn/statistics/getsynconfinfo? 
	b/a/a/k/a.java 

	http://192.168.40.204:13011/statistics/uploadlogInfo? 
	b/a/a/k/a.java 

	https://logsdata.cxzx10086.cn/statistics/uploadlogInfo? 
	b/a/a/k/a.java 

	http://go/droidanizer 
	Mogua Engine V1 

	http://www.w3.org/2001/XMLSchema-instance 
	lib/arm64-v8a/libRcsStack.so 

	http://www.gsma.com/rcs/maap/> 
	lib/arm64-v8a/libRcsStack.so 

	http://www.openmobilealliance.org/cpm/> 
	lib/arm64-v8a/libRcsStack.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	rcs_pc@rcs.xiaomi 
	i/m/k/d/c.java 

	rcs_pc@rcs.xiaomi 
	i/m/o/i/z.java 

	rcs_pc@rcs.xiaomi 
	i/m/o/i/c.java 

	rcs_pc@rcs.xiaomi 
	com/xiaomi/rcs/ui/RcsForwardRouterActivity.java 

	rcs_pc@rcs.xiaomi 
	com/xiaomi/rcs/im/RcsMessagingNotificationService.java 

	android-sms-bugs@google.com 
android-sms-bugs@google.comལ 
	Mogua Engine V1 

	8613800138001@bj.ims 
8613800138002@bj.ims 
460020365932672@ims.mnc002 
40513441468cfb-38565@10.153 
460020365932672@10.153 
8613434435770@gd.5gmc 
7e574099eeab8f-39061@10.74 
8613434435770@10.74 
msgas@as1.gc 
460002780592587@ims.mnc000 
8613552758431@bj.5gmc 
anonymous@anonymous.invalid 
	lib/arm64-v8a/libRcsStack.so 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	i/b/c/a0/l3.java 

	17179869184 
	i/b/c/z/p.java 

	16222222222 
	i/m/d/e.java 

	13065869616 
	i/m/b/i/a/b.java 

	17179869184 
	com/xiaomi/mms/transaction/MxMessageService.java 

	13552758431 
	lib/arm64-v8a/libRcsStack.so 
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6. 硬编码敏感信息
	可能的敏感信息

	"add_private_contact" : "Add private contact" 

	"chinese_symbol_animals_monkey" : "猴" 

	"pref_summary_privacy_authority" : "Toggle this switch to grant or revoke your authorization" 

	"privacy_password_set_password" : "Set" 

	"private_protect" : "Privacy protection" 

	"private_settings" : "Settings" 

	"toast_failed_to_close_priv_auth" : "Couldn't revoke authorization. Check your network settings and try again." 

	"add_private_contact" : "شەخسىي كىشىلەرگە قوشۇش" 

	"pref_summary_privacy_authority" : "ئەگەر ئۈزچاتنى تاقىۋەتسىڭىز،ئۇچۇرغا بولغان شەخسىي ھوقۇقلاندۇرۇشنى قايتۇرىۋالىدۇ" 

	"privacy_password_set_password" : "پارول تەڭشەش" 

	"private_protect" : "شەخسىي مەخپىيەتلىك" 

	"private_settings" : "شەخسىيي تەڭشەك" 

	"toast_failed_to_close_priv_auth" : "شەخسىي ھوقۇقلاندۇرۇشنى تاقاش مەغلۇپ بولدى،تورنى تەكشۈرۈڭ" 

	"add_private_contact" : "添加私密联系人" 

	"pref_summary_privacy_authority" : "如果您关闭开关，则撤回对短信的隐私授权" 

	"privacy_password_set_password" : "设置密码" 

	"private_protect" : "私密保护" 

	"private_settings" : "私密设置" 

	"toast_failed_to_close_priv_auth" : "隐私授权关闭失败，请检查网络状态" 

	"add_private_contact" : "སྒེར་དོན་འབྲེལ་གཏུག་པ་བསྣན་པ།" 

	"pref_summary_privacy_authority" : "ཁྱེད་ཀྱིས་བསད་སྤར་བཀག་ཚེ། འཕྲིན་ཐུང་གི་གསང་དོན་དབང་སྤྲོད་ཕྱིར་འཐེན་བྱེད།" 

	"privacy_password_set_password" : "གསང་ཨང་སྒྲིག་འགོད།" 

	"private_protect" : "གསང་བར་སྲུང་སྐྱོབ།" 

	"private_settings" : "སྒེར་དོན་སྒྲིག་འགོད།" 

	"toast_failed_to_close_priv_auth" : "གསང་དོན་དབང་སྤྲོད་ཁ་བརྒྱབ་ཚེ། དྲ་བའི་སྣང་ཚུལ་ལ་བརྟག་ཞིབ་བྱེད་དགོས།" 

	"add_private_contact" : "新增私密聯絡人" 

	"pref_summary_privacy_authority" : "如果您關閉開關，則撤回對簡訊的隱私授權" 

	"privacy_password_set_password" : "設定密碼" 

	"private_protect" : "私密保護" 

	"private_settings" : "私密設定" 

	"toast_failed_to_close_priv_auth" : "隱私授權關閉失敗，請檢查網路狀態" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作

10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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