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沣邦车生活（ 2.42.32版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	沣邦车生活

	版本
	2.42.32

	包名
	com.fengbangstore.fbb

	域名线索
	76条

	URL线索
	80条

	APP图标
	

	分析日期
	2025年6月15日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	fbb_v2.42.32_p_normal_release.apk

	文件大小
	61.31MB

	MD5值
	2da518dea8caf869eecb6a70c1c5392b

	SHA1值
	cde2b02a1a7300889dea59bd229c986bcc4eaf25

	SHA256值
	1097ae60b0078a9488f8c52ae243db911797dc752a71a4caf2067e4b6c950a5d



3. APP基本信息
	类别
	内容

	App名称
	沣邦车生活

	包名
	com.fengbangstore.fbb

	主活动Activity
	com.fengbangstore.fbb.main.SplashActivity

	安卓版本名称
	2.42.32

	安卓版本
	24232



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	developer.umeng.com
	IP: 59.82.60.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	avd.nice2meet.cn
	IP: 118.116.15.20 
所属国家: China 
地区: Sichuan 
城市: Chengdu 

	digtest.kshbank.cn
	没有服务器地理信息. 

	bapp-server.fengbangleasing.com
	IP: 116.205.65.20 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	newclient.map.baidu.com
	IP: 111.206.209.17 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlog.umeng.com
	IP: 223.109.148.142 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	aip.baidubce.com
	IP: 111.206.210.12 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.179 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	j.map.baidu.com
	IP: 111.206.209.187 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	www.webrtc.org
	IP: 142.250.69.174 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	plbslog.umeng.com
	IP: 36.156.202.75 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	api.map.baidu.com
	IP: 111.206.208.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	wapmap.baidu.com
	IP: 111.206.209.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	v.map.baidu.com
	IP: 111.206.209.185 
所属国家: China 
地区: Beijing 
城市: Beijing 

	greenrobot.org
	IP: 85.13.163.69 
所属国家: Germany 
地区: Thuringen 
城市: Friedersdorf 

	oss-cn-hangzhou.aliyuncs.com
	IP: 118.31.219.232 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	daup.map.baidu.com
	IP: 110.242.74.236 
所属国家: China 
地区: Hebei 
城市: Baoding 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	cdn.sspai.com
	没有服务器地理信息. 

	www.ietf.org
	IP: 104.16.45.99 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	fb-bapp-bff.test.fengbangleasing.com
	IP: 116.205.65.20 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	vision.fengbangleasing.com
	IP: 116.205.71.182 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	app.navi.baidu.com
	IP: 111.206.209.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	image.cnamedomain.com
	没有服务器地理信息. 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	kstest1.kshbank.cn
	IP: 58.248.105.126 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	aispace.baidu.com
	IP: 111.206.209.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bapp-static.fengbangleasing.com
	IP: 116.205.71.182 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ulogs.umengcloud.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	itsmap3.baidu.com
	IP: 153.3.237.86 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	wup.imtt.qq.com
	IP: 116.130.230.62 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ulogs.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	vectormap0.bdimg.com
	IP: 157.148.65.38 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mapoffdownload.bdstatic.com
	IP: 101.72.203.36 
所属国家: China 
地区: Hebei 
城市: Langfang 

	offmap2.baidu.com
	IP: 60.221.18.38 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	alogus.umeng.com
	IP: 223.109.148.176 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	utoken.umeng.com
	IP: 223.109.148.171 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	schemas.android.com
	没有服务器地理信息. 

	mdc.html5.qq.com
	IP: 125.39.196.199 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	px.ucweb.com
	IP: 116.132.217.241 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	bapp-server-test01.fengbangleasing.com
	没有服务器地理信息. 

	ofloc.map.baidu.com
	IP: 110.242.70.118 
所属国家: China 
地区: Hebei 
城市: Baoding 

	10.193.199.24
	IP: 10.193.199.24 
所属国家: - 
地区: - 
城市: - 

	pslog.umeng.com
	IP: 59.82.60.43 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	client.map.baidu.com
	IP: 111.206.209.120 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bapp-server.uat.fengbangleasing.com
	没有服务器地理信息. 

	x265.org
	IP: 3.211.67.105 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	sv.map.baidu.com
	IP: 111.206.209.186 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.250.140.252
	IP: 10.250.140.252 
所属国家: - 
地区: - 
城市: - 

	loc.map.baidu.com
	IP: 111.206.209.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	newvector.map.baidu.com
	IP: 111.206.209.171 
所属国家: China 
地区: Beijing 
城市: Beijing 

	map.baidu.com
	IP: 111.206.208.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	px-intl.ucweb.com
	IP: 157.185.188.1 
所属国家: Canada 
地区: Ontario 
城市: North York 

	daohang.map.baidu.com
	IP: 111.206.209.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	parking.baidu.com
	IP: 111.206.209.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aiapi.msxf.com
	IP: 113.207.115.198 
所属国家: China 
地区: Chongqing 
城市: Chongqing 

	rvpn.kshbank.cn
	IP: 116.7.250.209 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	oss-cn-beijing.aliyuncs.com
	IP: 59.110.190.86 
所属国家: China 
地区: Beijing 
城市: Beijing 

	blg.map.baidu.com
	IP: 111.206.209.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	soft.tbs.imtt.qq.com
	IP: 119.167.147.86 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	cfg.imtt.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	aigateway-test.ai-rtc.com
	IP: 1.94.68.178 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.slf4j.org
	IP: 195.15.222.169 
所属国家: Switzerland 
地区: Geneve 
城市: Carouge 

	drtest.zkj.com
	IP: 222.178.203.3 
所属国家: China 
地区: Chongqing 
城市: Chongqing 

	appservervideo.oss-cn-beijing.aliyuncs.com
	IP: 59.110.190.26 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	itsdata.map.baidu.com
	IP: 111.206.209.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	clips.vorwaerts-gmbh.de
	IP: 78.46.4.188 
所属国家: Germany 
地区: Bayern 
城市: Gunzenhausen 


4.2 URL线索
	URL信息
	Url所在文件

	http://avd.nice2meet.cn:9609 
	cn/tee3/manager/bean/CommonBean.java 

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/sdk/android/oss/common/OSSConstants.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	https://api.map.baidu.com/sdkcs/verify 
	com/baidu/lbsapi/auth/LBSAuthManager.java 

	https://blg.map.baidu.com/map_loc_debug/debug_url.json 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/sdk_ep.php 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/tcu.php 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/sdk.php 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/cfgs/loc/commcfgs 
	com/baidu/location/h/e.java 

	https://client.map.baidu.com/phpui2/? 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/cfgs/indoorloc/indoorroadnet 
	com/baidu/location/h/e.java 

	https://aispace.baidu.com/cfgs/indoorloc/indoorbldgrects 
	com/baidu/location/h/e.java 

	https://parking.baidu.com/parking/api/parkingdata/getcarportlistforlocation? 
	com/baidu/location/h/e.java 

	https://daup.map.baidu.com/cltr/rcvr 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/vdr_yawcheck 
	com/baidu/location/h/e.java 

	https://ofloc.map.baidu.com/locnd 
	com/baidu/location/h/e.java 

	https://ofloc.map.baidu.com/locnu 
	com/baidu/location/h/e.java 

	https://aispace.baidu.com/aispacelbs/receiver/recordlog 
	com/baidu/location/h/e.java 

	https://ofloc.map.baidu.com/LocBrokerService/do_loc_map_match 
	com/baidu/location/h/e.java 

	https://ofloc.map.baidu.com/PlanarStartService/detect_parking_exits 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/gpsz 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/indoorlocbuildinginfo.php 
	com/baidu/location/h/e.java 

	https://loc.map.baidu.com/cc.php 
	com/baidu/location/h/e.java 

	https://itsdata.map.baidu.com/long-conn-gps/sdk.php 
	com/baidu/location/b/q.java 

	http://%s/%s 
	com/baidu/location/e/c.java 

	https://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/c.java 

	https://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/h.java 

	http://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/i.java 

	https://ofloc.map.baidu.com/offline_loc 
	com/baidu/location/e/l.java 

	http://%s 
	com/baidu/c/g.java 

	https://map.baidu.com/zt/client/index/?fr=sdk_[ 
	com/baidu/mapapi/utils/OpenClientUtil.java 

	https://api.map.baidu.com/place/detail?uid= 
	com/baidu/mapapi/utils/poi/BaiduMapPoiSearch.java 

	https://api.map.baidu.com/place/search? 
	com/baidu/mapapi/utils/poi/BaiduMapPoiSearch.java 

	https://api.map.baidu.com/direction? 
	com/baidu/mapapi/utils/route/BaiduMapRoutePlan.java 

	https://app.navi.baidu.com/mobile/ 
	com/baidu/mapapi/navi/BaiduMapNavigation.java 

	https://daohang.map.baidu.com/mobile/ 
	com/baidu/mapapi/navi/BaiduMapNavigation.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/geocoding/v3/ 
	com/baidu/geofence/a/b.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/geocoding/v3/? 
	com/baidu/geofence/a/b.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/place/v2/search 
	com/baidu/geofence/a/f.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_locsdk/place/v2/search? 
	com/baidu/geofence/a/f.java 

	https://api.map.baidu.com 
	com/baidu/mapauto/auth/AuthCore.java 

	https://api.map.baidu.com 
	com/baidu/mapauto/auth/net/c.java 

	https://api.map.baidu.com/lbs_sdkcc/report 
	com/baidu/mapsdkplatform/comapi/b/a/c.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/api_watermark/sdk_get_auth? 
	com/baidu/platform/comapi/util/i.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/place/v2/search 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/place/v2/detail 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/indoor/v1/ 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/place/v2/suggestion 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/reverse_geocoding/v3 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/geocoder/v2 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/pathplan/v2/transit 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/phpui2/v1/ 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/pathplan/v2/riding 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/apimap/v1/ 
	com/baidu/platform/domain/a.java 

	https://j.map.baidu.com/ 
	com/baidu/platform/domain/a.java 

	https://client.map.baidu.com/imap/share/ps 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/apimap/v1/s 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/weather/v1/ 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/weather_abroad/v1/ 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/parking/search 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/polygon/v1/fuzzy_search 
	com/baidu/platform/domain/a.java 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/api_search_aoi/v1 
	com/baidu/platform/domain/a.java 

	https://wapmap.baidu.com/s?tn=Detail&pid= 
	com/baidu/platform/core/h/c.java 

	https://map.baidu.com/?newmap=1&s= 
	com/baidu/platform/core/h/e.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/f/c.java 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/efs/sdk/base/core/controller/ControllerCenter.java 

	http://xml.apache.org/xslt 
	com/fengbang/utils/LogUtils.java 

	http://oss-cn-beijing.aliyuncs.com/ 
	com/fengbang/net/upload/OssUploadManager.java 

	http://appservervideo.oss-cn-beijing.aliyuncs.com/ 
	com/fengbang/net/upload/OssUploadManager.java 

	http://appservervideo.oss-cn-beijing.aliyuncs.com/ 
	com/fengbang/net/oss/OssUtils.java 

	http://oss-cn-beijing.aliyuncs.com/ 
	com/fengbang/net/oss/OssManager.java 

	http://bapp-server.uat.fengbangleasing.com 
	com/fengbangstore/fbb/BuildConfig.java 

	http://bapp-server-test01.fengbangleasing.com 
	com/fengbangstore/fbb/BuildConfig.java 

	https://fb-bapp-bff.test.fengbangleasing.com 
	com/fengbangstore/fbb/BuildConfig.java 

	https://bapp-server.fengbangleasing.com 
	com/fengbangstore/fbb/BuildConfig.java 

	https://bapp-static.fengbangleasing.com/agreementB.html 
	com/fengbangstore/fbb/constant/Constants.java 

	https://rvpn.kshbank.cn:1443/v2.0.0/api/gw 
	com/fengbangstore/fbb/constant/Constants.java 

	https://rvpn.kshbank.cn:18088 
	com/fengbangstore/fbb/constant/Constants.java 

	https://kstest1.kshbank.cn:18086/v2.0.0/api/gw 
	com/fengbangstore/fbb/constant/Constants.java 

	https://digtest.kshbank.cn:18087 
	com/fengbangstore/fbb/constant/Constants.java 

	http://schemas.android.com/apk/res-auto 
	com/fengbangstore/fbb/view/MenuView.java 

	http://schemas.android.com/apk/res-auto 
	com/fengbangstore/fbb/view/MenuView2.java 

	http://vision.fengbangleasing.com:80/download/appServerImage/file/appPublicImg/banklist.png 
	com/fengbangstore/fbb/view/SupportBankDialog.java 

	https://bapp-server.fengbangleasing.com 
	com/fengbangstore/fbb/global/FbbApplication.java 

	http://vision.fengbangleasing.com:80/download/appServerImage/file/appPublicImg/main_page_tool_pay.png 
	com/fengbangstore/fbb/home/tools/view/InsuranceQrCodeActivity.java 

	http://vision.fengbangleasing.com/download/appServerImage/file/appPublicImg/id_card_positive.png 
	com/fengbangstore/fbb/home/activity/IdOcrChooseActivity.java 

	http://vision.fengbangleasing.com/download/appServerImage/file/appPublicImg/id_card_opposite.png 
	com/fengbangstore/fbb/home/activity/IdOcrChooseActivity.java 

	https://aip.baidubce.com/rest/2.0/ocr/v1/bankcard 
	com/fengbangstore/fbb/net/api/BaiduOcrApi.java 

	https://aip.baidubce.com/rest/2.0/solution/v1/iocr/recognise 
	com/fengbangstore/fbb/net/api/BaiduOcrApi.java 

	https://aip.baidubce.com/rest/2.0/ocr/v1/driving_license 
	com/fengbangstore/fbb/net/api/BaiduOcrApi.java 

	https://aip.baidubce.com/rest/2.0/ocr/v1/idcard 
	com/fengbangstore/fbb/net/api/BaiduOcrApi.java 

	https://aip.baidubce.com/rest/2.0/ocr/v1/business_license 
	com/fengbangstore/fbb/net/api/BaiduOcrApi.java 

	https://aip.baidubce.com/oauth/2.0/token 
	com/fengbangstore/fbb/net/api/BaiduOcrApi.java 

	http://vision.fengbangleasing.com/download/appServerImage/file/qa_pdf/ 
	com/fengbangstore/fbb/net/api/mock/MockArchiveBorrowService$getArchiveBorrowAttachmentTemplate$2.java 

	https://cdn.sspai.com/article/de233368-dbd9-878a-cfda-299ea2db0102.jpg 
	com/fengbangstore/fbb/net/api/mock/MockVehicleAuctionService$getVehicleAuctionDetail$2.java 

	http://clips.vorwaerts-gmbh.de/big_buck_bunny.mp4 
	com/fengbangstore/fbb/net/api/mock/MockVehicleAuctionService$getVehicleAuctionDetail$2.java 

	http://schemas.android.com/apk/res/android 
	com/fengbangstore/permission/PermissionChecker.java 

	http://10.193.199.24/ 
	com/msxf/ai/commonlib/api/ApiManager.java 

	https://drtest.zkj.com/ 
	com/msxf/ai/commonlib/api/ApiManager.java 

	https://aiapi.msxf.com/aicloud 
	com/msxf/ai/finance/livingbody/net/HttpUtils.java 

	https://aiapi.msxf.com/aicloud/sdk/live/point 
	com/msxf/ai/finance/livingbody/net/HttpUtils.java 

	http://drtest.zkj.com/api/dataEx/ai/recognize 
	com/msxf/ai/selfai/Constants.java 

	http://drtest.zkj.com/api/dataEx/ai/log 
	com/msxf/ai/selfai/Constants.java 

	http://10.250.140.252:8080 
	com/msxf/localrec/lib/Constants.java 

	http://10.250.140.252:8080/system/accountApplyDetail/login 
	com/msxf/localrec/lib/Constants.java 

	http://10.250.140.252:8080/sys/logout 
	com/msxf/localrec/lib/Constants.java 

	http://10.250.140.252:8080/system/accountApplyDetail/casLogin 
	com/msxf/localrec/lib/Constants.java 

	http://drtest.zkj.com/api/dataEx/ai/log 
	com/msxf/localrec/lib/Constants.java 

	http://aigateway-test.ai-rtc.com:8701 
	com/msxf/localrec/lib/net/AbilityPlatformApiManager.java 

	https://aiapi.msxf.com/aicloud/sdk/bankcard/point 
	com/msxf/rco/e/d.java 

	https://aiapi.msxf.com/aicloud/sdk/idcard/point 
	com/msxf/rco/e/d.java 

	http://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	http://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	http://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/j.java 

	http://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/a/c.java 

	http://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/b/a/a.java 

	http://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/b/a/a.java 

	http://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/n.java 

	http://wup.imtt.qq.com:8080 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/n.java 

	http://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/n.java 

	http://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/n.java 

	http://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/n.java 

	http://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/d.java 

	https://errlogos.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://errlog.umeng.com/upload 
	com/uc/crashsdk/e.java 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	com/uc/crashsdk/a/h.java 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	com/uc/crashsdk/a/h.java 

	https://px-intl.ucweb.com 
	com/uc/crashsdk/a/h.java 

	https://px.ucweb.com 
	com/uc/crashsdk/a/h.java 

	https://errlogos.umeng.com 
	com/uc/crashsdk/a/d.java 

	https://errlog.umeng.com 
	com/uc/crashsdk/a/d.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://utoken.umeng.com/api/postZdata/v4 
	com/umeng/umzid/ZIDManager.java 

	https://utoken.umeng.com/api/updateZdata/v4 
	com/umeng/umzid/ZIDManager.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://greenrobot.org/greendao/documentation/database-encryption/ 
	org/greenrobot/greendao/database/DatabaseOpenHelper.java 

	https://github.com/TooTallNate/Java-WebSocket/wiki/Lost-connection-detection 
	org/java_websocket/AbstractWebSocket.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	https://sv.map.baidu.com/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://v.map.baidu.com/high/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://client.map.baidu.com/imap/sdk/tj?qt=vmap 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://client.map.baidu.com/heatmap/client? 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newclient.map.baidu.com/client/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://aispace.baidu.com/is/indoorsupport 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newclient.map.baidu.com/pic/newvector/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newvector.map.baidu.com/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://vectormap0.bdimg.com/vecdata/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://api.map.baidu.com/api_ulog/v1/up 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://client.map.baidu.com/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://sv.map.baidu.com 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newclient.map.baidu.com/its/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newvector.map.baidu.com/grid_vc/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://v.map.baidu.com/low/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://v.map.baidu.com/indoorinside/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://api.map.baidu.com/api_ulog/v1/control? 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newvector.map.baidu.com/travel_vc/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	http://client.map.baidu.com/?qt=rg&mmproxyver=1&url= 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newvector.map.baidu.com/starpic/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://offmap2.baidu.com/offline-search/? 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://newclient.map.baidu.com/pic/newvector/topic_map/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://aispace.baidu.com/aispace/opencloud/auth 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://mapoffdownload.bdstatic.com/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://client.map.baidu.com/offline-search/? 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://api.map.baidu.com/sdkproxy/lbs_androidsdk/statistics/v1/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	https://itsmap3.baidu.com/ 
	lib/armeabi-v7a/libBaiduMapSDK_map_v7_6_3.so 

	http://www.webrtc.org/experiments/rtp-hdrext/abs-send-time 
	lib/armeabi-v7a/libcn_tee3_avd_so.so 

	http://www.ietf.org/id/draft-holmer-rmcat-transport-wide-cc-extensions-01 
	lib/armeabi-v7a/libcn_tee3_avd_so.so 

	http://www.webrtc.org/experiments/rtp-hdrext/playout-delay 
	lib/armeabi-v7a/libcn_tee3_avd_so.so 

	http://www.webrtc.org/experiments/rtp-hdrext/video-content-type 
	lib/armeabi-v7a/libcn_tee3_avd_so.so 

	http://www.webrtc.org/experiments/rtp-hdrext/video-timing 
	lib/armeabi-v7a/libcn_tee3_avd_so.so 

	http://x265.org 
	lib/armeabi-v7a/libcn_tee3_avd_so.so 

	https://errlog.umeng.com/api/crashsdk/logcollect 
	lib/armeabi-v7a/libcrashsdk.so 

	https://errlogos.umeng.com/api/crashsdk/logcollect 
	lib/armeabi-v7a/libcrashsdk.so 

	https://errlog.umeng.com 
	lib/armeabi-v7a/libcrashsdk.so 

	https://errlogos.umeng.com 
	lib/armeabi-v7a/libcrashsdk.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	mei号和大体定位时间到loc-bugs@baidu.com 
	com/fengbangstore/fbb/main/MainActivity.java 


4.4 手机号线索
	手机号
	所在文件

	15724800000 
	cn/jiguang/am/a.java 

	18345352118 
	com/baidu/mapsdkplatform/comapi/util/b.java 

	13500009999 
	com/fengbangstore/fbb/net/api/mock/MockArchiveBorrowService.java 

	13355559999 
	com/fengbangstore/fbb/net/api/mock/MockArchiveBorrowService$getArchiveBorrowApplyDetail$2.java 

	13512345670 
	摸瓜V2引擎 

	13866668888 
	摸瓜V2引擎 

	16896688888 
	摸瓜V2引擎 
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6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.READ_CALL_LOG
	危险
	
	允许应用程序读取用户的通话日志

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.READ_SMS
	危险
	阅读短信或彩信
	允许应用程序读取存储在您的手机或 SIM 卡上的 SMS 消息。恶意应用程序可能会读取您的机密信息

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.SYSTEALERT_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.RESTART_PACKAGES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.RECORD_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.fengbangstore.fbb.permission.RECEIVE_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	com.fengbangstore.fbb.permission.JPUSH_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.fengbangstore.fbb.global.SchemeFilterActivity
	Schemes: fengbangb://, 
Hosts: fb, 


	com.ycbjie.webviewlib.view.X5WebViewActivity
	Schemes: https://, 
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