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熊猫脑洞小说（ 2.16版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	熊猫脑洞小说

	版本
	2.16

	包名
	com.xm.freader

	域名线索
	214条

	URL线索
	190条

	APP图标
	

	分析日期
	2025年9月22日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	熊猫免费小说.apk

	文件大小
	54.14MB

	MD5值
	297ff7ff08650215cba99c12cb53514a

	SHA1值
	6559548b050fc7d5d4e8c6920b53222a0b47db69

	SHA256值
	4999e4eb97a017cdbdfb41704ebcc1627d7c6c2f0d46232a938f5bb5b96b2e8b



3. APP基本信息
	类别
	内容

	App名称
	熊猫脑洞小说

	包名
	com.xm.freader

	主活动Activity
	com.km.app.home.view.LoadingActivity

	安卓版本名称
	2.16

	安卓版本
	21600



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	t-remad.qm989.com
	IP: 123.249.123.8 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	update0.aiclk.com
	IP: 49.233.244.218 
所属国家: China 
地区: Beijing 
城市: Beijing 

	resolver.msg.global.xiaomi.net
	IP: 8.219.74.181 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	log-verify.mob.com
	IP: 103.143.17.148 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	audid-api.taobao.com
	IP: 59.82.120.242 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	img1.km.com
	没有服务器地理信息. 

	sf6-ttcdn-tos.pstatp.com
	IP: 103.3.115.129 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	login.imgcache.qq.com
	IP: 60.213.134.138 
所属国家: China 
地区: Shandong 
城市: Tai'an 

	api-bc.xmxsapp.com
	IP: 8.139.74.175 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	xiaoshuo.km.com
	没有服务器地理信息. 

	abtest.volceapplog.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ulogs.umengcloud.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	data.fbreader.org
	IP: 178.79.155.99 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: London 

	cdn.wtzw.com
	IP: 101.72.199.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	code.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tracelog-debug.aiclk.com
	IP: 125.36.181.16 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	toblog-alink.ctobsnssdk.com
	IP: 123.125.216.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bidding.yolinkmob.com
	没有服务器地理信息. 

	metrics1.data.hicloud.com
	IP: 218.12.91.83 
所属国家: China 
地区: Hebei 
城市: Baoding 

	log-api.oceanengine.com
	IP: 123.125.216.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	plbslog.umeng.com
	IP: 36.156.202.68 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	api-cfg.kureader.com
	IP: 124.70.69.176 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	grs.dbankcloud.com
	IP: 113.201.107.90 
所属国家: China 
地区: Shaanxi 
城市: Baoji 

	image.cnamedomain.com
	IP: 148.72.168.188 
所属国家: United States of America 
地区: Missouri 
城市: Saint Louis 

	log.snssdk.com
	IP: 61.182.131.160 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	grs.dbankcloud.asia
	IP: 119.8.176.197 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	apps.oceanengine.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw-1-64.test.alipay.net
	没有服务器地理信息. 

	tbsrecovery.imtt.qq.com
	IP: 60.28.172.40 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	tjjs.wtzw.com
	IP: 101.200.130.88 
所属国家: China 
地区: Beijing 
城市: Beijing 

	idmb.register.xmpush.global.xiaomi.com
	IP: 20.219.205.9 
所属国家: India 
地区: Maharashtra 
城市: Pune 

	drs.wtzw.com
	IP: 101.200.130.88 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	commerce-test.obs.cn-east-3.myhuaweicloud.com
	IP: 121.36.235.162 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ms.zzx9.cn
	IP: 123.125.99.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn-api-verify.mob.com
	IP: 221.204.48.224 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	open.e.kuaishou.com
	IP: 116.136.162.35 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	adx.maplehaze.cn
	IP: 112.126.80.50 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	static.yximgs.com
	IP: 27.221.72.116 
所属国家: China 
地区: Shandong 
城市: Jinan 

	usr-api.1sapp.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sss.umeng.com
	IP: 59.82.29.248 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	huichuan.sm.cn
	IP: 110.253.189.198 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	211.151.146.65
	IP: 211.151.146.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	union.baidu.com
	IP: 111.206.208.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	square.github.io
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	terms.alicdn.com
	IP: 125.39.135.46 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	fusion.qq.com
	IP: 116.130.229.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ns.adobe.com
	没有服务器地理信息. 

	e.uc.cn
	IP: 59.82.31.200 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	norma-external-collect.meizu.com
	IP: 122.13.76.176 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ad-test6.sm.cn
	IP: 59.82.31.179 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	castatic-dev.fengkongcloud.com
	IP: 81.70.118.179 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-gw.xmxsapp.com
	IP: 8.139.74.175 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	developer.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	fy.1sapp.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.wtzw.com
	IP: 8.139.74.175 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	qm-dig.wtzw.com
	IP: 59.110.228.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cgcr.wtzw.com
	IP: 8.139.74.175 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	android.bugly.qq.com
	IP: 124.95.225.146 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	auth.wosms.cn
	IP: 123.125.99.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pms.mb.qq.com
	IP: 60.28.172.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	rtlog.snssdk.com
	IP: 61.48.83.233 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adn.yolinkmob.com
	没有服务器地理信息. 

	m.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn.kureader.com
	IP: 101.72.199.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	cpro.baidustatic.com
	IP: 101.72.203.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	h5.m.taobao.com
	IP: 125.39.103.206 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	audid.umeng.com
	IP: 123.183.232.13 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	ru.register.xmpush.global.xiaomi.com
	IP: 107.155.52.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	alink.volceapplog.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.yolinkmob.com
	没有服务器地理信息. 

	pslog.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	api-cmnt.xmxsapp.com
	IP: 39.105.206.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	schemas.android.com
	没有服务器地理信息. 

	wappaygw.alipay.com
	IP: 61.48.83.216 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-cmnt.wtzw.com
	IP: 123.56.100.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.baidu.com
	IP: 110.242.68.4 
所属国家: China 
地区: Hebei 
城市: Baoding 

	p1-lm.adkwai.com
	IP: 221.204.209.136 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	cn.register.xmpush.xiaomi.com
	IP: 111.202.1.240 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-sc.wtzw.com
	IP: 182.92.6.188 
所属国家: China 
地区: Beijing 
城市: Beijing 

	a6-remad.qm989.com
	IP: 123.249.22.165 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mobilegw.stable.alipay.net
	没有服务器地理信息. 

	fr.register.xmpush.global.xiaomi.com
	IP: 3.74.132.119 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	purl.org
	IP: 207.241.239.242 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	dig-cfg.kureader.com
	IP: 123.249.112.85 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	oneapi.alibaba-inc.com
	IP: 59.82.112.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	marlin-drm.com
	IP: 96.45.83.96 
所属国家: United States of America 
地区: Virginia 
城市: Reston 

	dev.to
	IP: 151.101.130.217 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	astat.bugly.qcloud.com
	IP: 119.28.121.133 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	gist.github.com
	IP: 203.98.7.65 
所属国家: New Zealand 
地区: Auckland 
城市: Auckland 

	opds-spec.org
	IP: 208.70.31.107 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	books.fbreader.org
	IP: 178.79.176.51 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: London 

	mobilegw.aaa.alipay.net
	没有服务器地理信息. 

	apps.bytesfield-b.com
	IP: 123.125.216.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	msg.umengcloud.com
	IP: 124.239.14.132 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	databyterangers.com.cn
	没有服务器地理信息. 

	partner.uc.cn
	IP: 59.82.120.52 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-gw.wtzw.com
	IP: 47.93.92.187 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-sp.wtzw.com
	没有服务器地理信息. 

	huichuan-mc.sm.cn
	IP: 110.242.21.137 
所属国家: China 
地区: Hebei 
城市: Baoding 

	xiaoshuo.xmxsapp.com
	IP: 8.139.74.175 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	apmplus.volces.com
	IP: 121.17.255.229 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	ssp.maplehaze.cn
	IP: 112.126.77.217 
所属国家: China 
地区: Beijing 
城市: Beijing 

	webcast.amemv.com
	IP: 121.29.30.204 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	logserver.insight.ucweb.com
	IP: 157.185.189.159 
所属国家: Canada 
地区: Ontario 
城市: North York 

	mcgw.alipay.com
	IP: 61.48.83.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cs.android.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	a9.com
	IP: 99.86.134.208 
所属国家: United States of America 
地区: Oregon 
城市: Hillsboro 

	api-ks.kureader.com
	IP: 39.105.206.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	a-qmad.qm989.com
	IP: 59.110.162.196 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.e.189.cn
	IP: 42.123.76.52 
所属国家: China 
地区: Beijing 
城市: Beijing 

	a-qmad.qimao.com
	IP: 59.110.162.196 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipay.com
	IP: 203.209.250.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cgi.qplus.com
	没有服务器地理信息. 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	api.verify.mob.com
	IP: 103.143.17.148 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	ad.wtzw.com
	没有服务器地理信息. 

	api-bc.wtzw.com
	IP: 47.93.92.253 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	logrcv.aiclk.com
	IP: 82.156.159.40 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ad.kureader.com
	没有服务器地理信息. 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	api-bs.kureader.com
	IP: 39.105.206.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	apps.samsung.com
	IP: 111.161.120.36 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	log.tbs.qq.com
	IP: 124.95.231.218 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	applog.snssdk.com
	IP: 123.125.216.215 
所属国家: China 
地区: Beijing 
城市: Beijing 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.118.26 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	t-qmad.qimao.com
	IP: 123.56.245.152 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ccs.umeng.com
	IP: 36.143.252.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	px.ucweb.com
	IP: 116.132.219.25 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	www.ifconfig.me
	IP: 34.117.118.44 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	resolver.msg.xiaomi.net
	IP: 111.202.1.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tts.baidu.com
	IP: 110.242.69.95 
所属国家: China 
地区: Hebei 
城市: Baoding 

	calibre.kovidgoyal.net
	IP: 166.78.104.224 
所属国家: United States of America 
地区: Illinois 
城市: Chicago 

	openapi.baidu.com
	IP: 110.242.69.36 
所属国家: China 
地区: Hebei 
城市: Baoding 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	www.samsungapps.com
	IP: 52.31.24.56 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	appgallery.cloud.huawei.com
	IP: 121.36.118.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	squ.re
	IP: 67.199.248.12 
所属国家: United States of America 
地区: New York 
城市: New York City 

	xiaoshuo.wtzw.com
	IP: 59.110.247.95 
所属国家: China 
地区: Beijing 
城市: Beijing 

	castatic.fengkongcloud.com
	IP: 221.204.166.213 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	t-cfg.kureader.com
	IP: 123.60.219.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	offmsg.umeng.com
	IP: 59.82.112.112 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sdkupgrade.insight.ucweb.com
	IP: 157.185.189.159 
所属国家: Canada 
地区: Ontario 
城市: North York 

	toblog.volceapplog.com
	IP: 123.125.216.206 
所属国家: China 
地区: Beijing 
城市: Beijing 

	issuetracker.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	adn.insight.ucweb.com
	IP: 157.185.189.159 
所属国家: Canada 
地区: Ontario 
城市: North York 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	sdk-log.partner.sm.cn
	IP: 59.82.23.234 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	klink.volceapplog.com
	IP: 123.125.216.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.jdapi.com
	IP: 113.31.155.163 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	tobapplog.volceapplog.com
	IP: 123.125.216.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogsus.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	qfc.innotechx.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	play.google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	test.huichuan.sm.cn
	IP: 59.82.31.200 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	update.wtzw.com
	IP: 39.97.246.139 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	cfg.imtt.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.kureader.com
	IP: 123.57.50.251 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-ks.wtzw.com
	IP: 8.141.83.77 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	i.snssdk.com
	IP: 123.125.216.208 
所属国家: China 
地区: Beijing 
城市: Beijing 

	checkip.amazonaws.com
	IP: 52.18.76.198 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	api-ks.xmxsapp.com
	IP: 39.105.206.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	upl.baidu.com
	IP: 110.242.68.241 
所属国家: China 
地区: Hebei 
城市: Baoding 

	www.jivesoftware.com
	IP: 23.235.209.143 
所属国家: United States of America 
地区: Virginia 
城市: Virginia Beach 

	toblog.ctobsnssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-bs.wtzw.com
	IP: 39.105.18.249 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	register.xmpush.global.xiaomi.com
	IP: 47.88.199.5 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	mclient.alipay.com
	IP: 125.39.43.132 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.idpf.org
	IP: 217.70.184.56 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	utoken.umeng.com
	IP: 223.109.148.139 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	cache.verify.mob.com
	IP: 103.143.17.148 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	ulogs.umeng.com
	IP: 223.109.148.141 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	ichannel.snssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-sc.xmxsapp.com
	IP: 39.105.206.203 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tobapplog.ctobsnssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 223.167.82.219 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	android.googlesource.com
	IP: 74.125.203.82 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	alogus.umeng.com
	IP: 223.109.148.177 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	api-sp.kureader.com
	没有服务器地理信息. 

	tsn.baidu.com
	IP: 111.206.209.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.qmniu.com
	IP: 8.131.55.11 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	rtapplog.snssdk.com
	IP: 123.125.216.210 
所属国家: China 
地区: Beijing 
城市: Beijing 

	noah-sdk-india.oss-ap-south-1.aliyuncs.com
	IP: 149.129.143.165 
所属国家: India 
地区: Maharashtra 
城市: Mumbai 

	eas.wtzw.com
	IP: 123.56.249.100 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apps.bytesfield.com
	IP: 123.125.216.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	soft.tbs.imtt.qq.com
	IP: 119.167.147.86 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 


4.2 URL线索
	URL信息
	Url所在文件

	http://www.baidu.com 
	a/a/a/a.java 

	https://android.googlesource.com/platform/frameworks/base/+/193520e3dff5248ddcf8435203bf99d2ba667219%5E%21/core/java/android/view/accessibility/AccessibilityNodeInfo.java 
	defpackage/a9.java 

	https://github.com/square/leakcanary/issues/696 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/af7dcdf35a37d7a7dbaad7d9869c1c91bce2272b 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=173689 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=171190 
	defpackage/a9.java 

	https://gist.github.com/pyricau/4df64341cc978a7de414 
	defpackage/a9.java 

	https://github.com/square/leakcanary/issues/1 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=172659 
	defpackage/a9.java 

	https://gist.github.com/andaag/b05ab66ed0f06167d6e0 
	defpackage/a9.java 

	https://issuetracker.google.com/issues/139738913 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=172542 
	defpackage/a9.java 

	https://github.com/square/leakcanary/issues/177 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=171830 
	defpackage/a9.java 

	https://cs.android.com/android/_/android/platform/frameworks/base/+/89608118192580ffca026b5dacafa637a556d578\nFixed 
	defpackage/a9.java 

	https://cs.android.com/android/_/android/platform/frameworks/base/+/1f771846c51148b7cb6283e6dc82a216ffaa5353\nRelated 
	defpackage/a9.java 

	https://dev.to/pyricau/beware-packagemanager-leaks-223g 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/7a96f3c917e0001ee739b65da37b2fadec7d7765 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/893d6fe48d37f71e683f722457bea646994a10 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/b3a9bc038d3a218b1dbdf7b5668e3d6c12be5e 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=152173 
	defpackage/a9.java 

	https://gist.github.com/jankovd/891d96f476f7a9ce24e2 
	defpackage/a9.java 

	https://github.com/square/leakcanary/issues/1210 
	defpackage/a9.java 

	https://issuetracker.google.com/issues/129250419 
	defpackage/a9.java 

	https://github.com/square/leakcanary/issues/32 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=173789 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/27db46850b708070452c0ce49daf5f79503fbde6 
	defpackage/a9.java 

	https://github.com/aosp-mirror/platform_frameworks_base/commit/86b326012813f09d8f1de7d6d26c986a909d 
	defpackage/a9.java 

	https://issuetracker.google.com/issues/112792715 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=173788 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/9b5257c9c99c4cb541d8e8e78fb04f008b1a9091 
	defpackage/a9.java 

	https://github.com/square/leakcanary/issues/1819 
	defpackage/a9.java 

	https://gist.github.com/cypressious/91c4fb1455470d803a602838dfcd5774 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=198852 
	defpackage/a9.java 

	https://github.com/android/platform_frameworks_base/commit/e0bef71662d81caaaa0d7214fb0bef5d39996a69 
	defpackage/a9.java 

	https://code.google.com/p/android/issues/detail?id=188551 
	defpackage/a9.java 

	https://android.googlesource.com/platform/frameworks/base/+/5b734f2430e9f26c769d6af8ea5645e390fcf5af%5E%21/ 
	defpackage/a9.java 

	https://gist.github.com/jankovd/a210460b814c04d500eb12025902d60d 
	defpackage/a9.java 

	https://databyterangers.com.cn 
	defpackage/ap3.java 

	https://xiaoshuo.km.com/h5/v1/wallet/index?type=1', 
	defpackage/b10.java 

	https://xiaoshuo.km.com/h5/v1/wallet/index?type=2', 
	defpackage/b10.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1634264444 
	defpackage/az1.java 

	https://tracelog-debug.aiclk.com 
	defpackage/de3.java 

	https://commerce-test.obs.cn-east-3.myhuaweicloud.com/commerce/attachment/202305/2PwoRzHCoEk9JSP6JL5b0Rbl0r2.png 
	defpackage/e3.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/story/publish?from=1\ 
	defpackage/ez1.java 

	http://schemas.android.com/android/readerskin 
	defpackage/f52.java 

	https://opencloud.wostore.cn/openapi/netauth/precheck/wp? 
	defpackage/g73.java 

	https://apmplus.volces.com 
	defpackage/gv2.java 

	https://api.qmniu.com 
	defpackage/h70.java 

	https://api-bc.xmxsapp.com 
	defpackage/h70.java 

	https://api-ks.xmxsapp.com 
	defpackage/h70.java 

	https://drs.wtzw.com 
	defpackage/h70.java 

	https://api-cmnt.xmxsapp.com 
	defpackage/h70.java 

	https://eas.wtzw.com 
	defpackage/h70.java 

	https://api-gw.xmxsapp.com 
	defpackage/h70.java 

	https://dig-cfg.kureader.com 
	defpackage/h70.java 

	https://a6-remad.qm989.com 
	defpackage/h70.java 

	https://api-cfg.kureader.com 
	defpackage/h70.java 

	https://t-cfg.kureader.com 
	defpackage/h70.java 

	https://cgcr.wtzw.com 
	defpackage/h70.java 

	https://xiaoshuo.xmxsapp.com 
	defpackage/h70.java 

	https://api-ks.kureader.com 
	defpackage/h70.java 

	https://api-sc.xmxsapp.com 
	defpackage/h70.java 

	https://api-sp.kureader.com 
	defpackage/h70.java 

	https://update.wtzw.com 
	defpackage/h70.java 

	https://ad.kureader.com 
	defpackage/h70.java 

	https://api-bs.kureader.com 
	defpackage/h70.java 

	https://cdn.kureader.com 
	defpackage/h70.java 

	https://tjjs.wtzw.com 
	defpackage/h70.java 

	https://api.kureader.com 
	defpackage/h70.java 

	http://openapi.baidu.com/oauth/2.0/token?grant_type=client_credentials&client_id= 
	defpackage/hd.java 

	https://log-api.oceanengine.com 
	defpackage/hv2.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/article/soft-permission-article?enable_close=1 
	defpackage/ib.java 

	https://opencloud.wostore.cn/openapi/netauth/precheck/wp? 
	defpackage/h33.java 

	https://klink.volceapplog.com/service/2/device_register/ 
	defpackage/iv2.java 

	https://klink.volceapplog.com/service/2/device_update 
	defpackage/iv2.java 

	https://klink.volceapplog.com/service/2/app_alert_check/ 
	defpackage/iv2.java 

	https://toblog.volceapplog.com/service/2/app_log/ 
	defpackage/iv2.java 

	https://tobapplog.volceapplog.com/service/2/app_log/ 
	defpackage/iv2.java 

	https://toblog.volceapplog.com/service/2/profile/ 
	defpackage/iv2.java 

	https://toblog.volceapplog.com/service/2/log_settings/ 
	defpackage/iv2.java 

	https://abtest.volceapplog.com/service/2/abtest_config/ 
	defpackage/iv2.java 

	https://alink.volceapplog.com/service/2/attribution_data 
	defpackage/iv2.java 

	https://alink.volceapplog.com/service/2/alink_data 
	defpackage/iv2.java 

	https://log.snssdk.com/service/2/device_register/ 
	defpackage/iv2.java 

	https://log.snssdk.com/service/2/device_update 
	defpackage/iv2.java 

	https://ichannel.snssdk.com/service/2/app_alert_check/ 
	defpackage/iv2.java 

	https://log.snssdk.com/service/2/app_log/ 
	defpackage/iv2.java 

	https://applog.snssdk.com/service/2/app_log/ 
	defpackage/iv2.java 

	https://log.snssdk.com/service/2/log_settings/ 
	defpackage/iv2.java 

	https://toblog-alink.ctobsnssdk.com/service/2/attribution_data 
	defpackage/iv2.java 

	https://toblog-alink.ctobsnssdk.com/service/2/alink_data 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/device_register/ 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/device_update 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/app_alert_check/ 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/app_log/ 
	defpackage/iv2.java 

	https://tobapplog.ctobsnssdk.com/service/2/app_log/ 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/profile/ 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/log_settings/ 
	defpackage/iv2.java 

	https://toblog.ctobsnssdk.com/service/2/abtest_config/ 
	defpackage/iv2.java 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/default_share_image_link.png 
	defpackage/jr.java 

	https://a6-remad.qm989.com 
	defpackage/k2.java 

	https://github.com/lingochamp/FileDownloader/wiki/filedownloader.properties 
	defpackage/kg.java 

	https://api.kureader.com 
	defpackage/l20.java 

	https://api.qmniu.com 
	defpackage/l20.java 

	https://api-cfg.kureader.com 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/level/privilege 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/h5/v1/protocol/privacy 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/h5/v1/protocol/service 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/permission-description 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1648029685 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/personal-information-collection 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1613813087 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1634264444 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/signin-rule 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1615788027 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/welfare-center 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/welfare-center?type=0 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/withdraw-coin 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/vip-android?full_screen=1 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/experience-no-ad 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/children-privacy-policy 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/book-vip-privilege 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1612168784 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/article/1/1619509366 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/level/mine 
	defpackage/l20.java 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/level/detail 
	defpackage/l20.java 

	https://books.fbreader.org/ 
	defpackage/lk2.java 

	https://books.fbreader.org/opds 
	defpackage/lk2.java 

	http://xml.apache.org/xslt 
	defpackage/nd1.java 

	https://databyterangers.com.cn 
	defpackage/p33.java 

	https://apmplus.volces.com/apm/device_register 
	defpackage/pq3.java 

	https://apmplus.volces.com/monitor/collect/c/session 
	defpackage/pq3.java 

	https://log.snssdk.com/apm/device_register 
	defpackage/pq3.java 

	https://ichannel.snssdk.com/service/2/app_alert_check/ 
	defpackage/pq3.java 

	https://log.snssdk.com/monitor/collect/c/session 
	defpackage/pq3.java 

	https://applog.snssdk.com/monitor/collect/c/session 
	defpackage/pq3.java 

	https://rtlog.snssdk.com/monitor/collect/c/session 
	defpackage/pq3.java 

	https://rtapplog.snssdk.com/monitor/collect/c/session 
	defpackage/pq3.java 

	https://log.snssdk.com/service/2/log_settings/ 
	defpackage/pq3.java 

	https://toblog-alink.ctobsnssdk.com/service/2/attribution_data 
	defpackage/pq3.java 

	https://toblog-alink.ctobsnssdk.com/service/2/alink_data 
	defpackage/pq3.java 

	https://dig-cfg.kureader.com/api/v1/ad-bad/dig 
	defpackage/q1.java 

	https://dig-cfg.kureader.com/api/v1/ad-click/dig 
	defpackage/q1.java 

	https://dig-cfg.kureader.com/api/v1/ad-collect/dig 
	defpackage/q1.java 

	http://checkip.amazonaws.com/ 
	defpackage/rm1.java 

	https://a6-remad.qm989.com 
	defpackage/s3.java 

	http://schemas.android.com/android/ttf 
	defpackage/t71.java 

	https://github.com/square/leakcanary/issues\nPlease 
	defpackage/tp0.java 

	https://api.jdapi.com/sdk/search/qualitative 
	defpackage/v13.java 

	https://api.jdapi.com/ 
	defpackage/v13.java 

	https://api.jdapi.com/sdk/app/decide 
	defpackage/v13.java 

	https://api.jdapi.com 
	defpackage/v13.java 

	https://squ.re/leaks.\n 
	defpackage/vp0.java 

	https://square.github.io/leakcanary/fundamentals-how-leakcanary-works/ 
	defpackage/vp0.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/article/soft-permission-article?enable_close=1 
	defpackage/y3.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/article/soft-permission-article?enable_close=1&type=1 
	defpackage/y3.java 

	https://update0.aiclk.com/qm/nsdk/cgi/ 
	defpackage/yf3.java 

	https://tracelog-debug.aiclk.com 
	defpackage/yf3.java 

	https://square.github.io/leakcanary/recipes/ 
	defpackage/z8.java 

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/api/d/g.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	cn/com/chinatelecom/account/api/d/g.java 

	https://e.189.cn/sdk/agreement/detail.do?hidetop=true&appKey= 
	cn/com/chinatelecom/account/sdk/a/b.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.aaa.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw-1-64.test.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	http://mobilegw.stable.alipay.net/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/cons/a.java 

	http://m.alipay.com/?action=h5quit 
	com/alipay/sdk/cons/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/cons/a.java 

	http://h5.m.taobao.com/trade/paySuccess.html?bizOrderId=$OrderId$& 
	com/alipay/sdk/data/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/packet/impl/d.java 

	https://apmplus.volces.com/monitor/collect/c/cloudcontrol/file 
	com/apm/insight/runtime/ConfigManager.java 
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	https://partner.uc.cn/realtime_mediation_config 
	com/noah/shell/a.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/withdraw-coin 
	com/qimao/qmreader/ReaderPageRouterEx.java 

	https://api-ks.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://a-qmad.qm989.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://ad.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://qm-dig.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api-bc.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api-bs.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://cdn.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api-cmnt.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api.qmniu.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://eas.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api-gw.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://xiaoshuo.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://drs.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api-sc.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://api-sp.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://update.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	https://tjjs.wtzw.com 
	com/qimao/qmreader/bridge/domain/DomainConstant.java 

	http://schemas.android.com/apk/res-auto 
	com/qimao/qmreader/reader/ui/TextViewForMultiState.java 

	https://error 
	com/qimao/qmres/imageview/KMImageView.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/article/1/1612168784 
	com/qimao/qmuser/closead/view/CloseAdPayView.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/book-vip-privilege 
	com/qimao/qmuser/closead/view/CloseAdPayView.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/book-vip-privilege 
	com/qimao/qmuser/closead/view/CloseSinglePageActivity.java 

	https://xiaoshuo.wtzw.com/app-h5/freebook/article/1/1612168784 
	com/qimao/qmuser/closead/view/CloseSinglePageActivity.java 

	https://tracelog-debug.aiclk.com 
	com/qumeng/advlib/common/d.java 

	https://logrcv.aiclk.com/trace 
	com/qumeng/advlib/common/d.java 

	https://i.snssdk.com/ 
	com/ss/android/downloadad/api/constant/AdBaseConstants.java 

	https://sf6-ttcdn-tos.pstatp.com/obj/ad-tetris-site/personal-privacy-page.html 
	com/ss/android/downloadlib/addownload/compliance/AppPrivacyPolicyActivity.java 

	https://apps.oceanengine.com/customer/api/app/pkg_info? 
	com/ss/android/downloadlib/addownload/compliance/pq.java 

	https://apps.bytesfield.com 
	com/ss/android/downloadlib/addownload/compliance/z.java 

	https://apps.bytesfield-b.com 
	com/ss/android/downloadlib/addownload/compliance/z.java 

	https://www.samsungapps.com/appquery/appDetail.as?appId= 
	com/ss/android/downloadlib/hf/w.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://astat.bugly.qcloud.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/a.java 

	https://astat.bugly.cros.wr.pvp.net/:8180/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/a.java 

	https://openmobile.qq.com/oauth2.0/me 
	com/tencent/connect/UnionInfo.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/oauth2.0/m_authorize? 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/user/user_login_statis 
	com/tencent/connect/auth/AuthAgent.java 

	https://openmobile.qq.com/oauth2.0/m_jump_by_version? 
	com/tencent/connect/common/BaseApi.java 

	https://login.imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/common/BaseApi.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/share/QQShare.java 

	http://fusion.qq.com/cgi-bin/qzapps/unified_jump?appid=%1$s&from=%2$s&isOpenAppID=1 
	com/tencent/connect/share/QzoneShare.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/f.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/d.java 

	https://login.imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://login.imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://huatuocode.huatuo.qq.com 
	com/tencent/open/a/d.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/f.java 

	http://cgi.qplus.com/report/report 
	com/tencent/open/utils/k.java 

	https://debugtbs.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugx5.qq.com 
	com/tencent/smtt/sdk/WebView.java 

	https://debugtbs.qq.com?10000\ 
	com/tencent/smtt/sdk/WebView.java 

	https://pms.mb.qq.com/rsp204 
	com/tencent/smtt/sdk/l.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11041 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=11047 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	https://soft.tbs.imtt.qq.com/17421/tbs_res_imtt_tbs_DebugPlugin_DebugPlugin.tbs 
	com/tencent/smtt/utils/d.java 

	https://log.tbs.qq.com/ajax?c=pu&v=2&k= 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=pu&tk= 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=dl&k= 
	com/tencent/smtt/utils/m.java 

	https://cfg.imtt.qq.com/tbs?v=2&mk= 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=ul&v=2&k= 
	com/tencent/smtt/utils/m.java 

	https://mqqad.html5.qq.com/adjs 
	com/tencent/smtt/utils/m.java 

	https://log.tbs.qq.com/ajax?c=ucfu&k= 
	com/tencent/smtt/utils/m.java 

	https://tbsrecovery.imtt.qq.com/getconfig 
	com/tencent/smtt/utils/m.java 

	http://developer.umeng.com/docs/66650/cate/66650 
	com/umeng/analytics/pro/j.java 

	https://developer.umeng.com/docs/119267/detail/182050 
	com/umeng/commonsdk/debug/UMLogCommon.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/commonsdk/debug/UMLogUtils.java 

	https://plbslog.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/stateless/a.java 

	https://ulogs.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://alogsus.umeng.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://ulogs.umengcloud.com 
	com/umeng/commonsdk/statistics/UMServerURL.java 

	https://pslog.umeng.com 
	com/umeng/commonsdk/vchannel/a.java 

	https://pslog.umeng.com/ 
	com/umeng/commonsdk/vchannel/a.java 

	https://msg.umengcloud.com/admsg/v3/stats 
	com/umeng/message/proguard/ag.java 

	https://msg.umengcloud.com/admsg/v3/launch 
	com/umeng/message/proguard/ag.java 

	https://msg.umengcloud.com/admsg/v3/getmsg 
	com/umeng/message/proguard/ag.java 

	https://msg.umengcloud.com/v3/tag/add 
	com/umeng/message/proguard/an.java 

	https://msg.umengcloud.com/v3/tag/delete 
	com/umeng/message/proguard/an.java 

	https://msg.umengcloud.com/v3/tag/get 
	com/umeng/message/proguard/an.java 

	https://offmsg.umeng.com/v2/offmsg/switch 
	com/umeng/message/proguard/ai.java 

	https://offmsg.umeng.com/v2/offmsg/req 
	com/umeng/message/proguard/s.java 

	https://ccs.umeng.com/aa 
	com/umeng/message/proguard/o.java 

	https://sss.umeng.com/api/v2/al 
	com/umeng/message/proguard/o.java 

	https://msg.umengcloud.com/v3/alias/set 
	com/umeng/message/proguard/x.java 

	https://msg.umengcloud.com/v3/alias/delete 
	com/umeng/message/proguard/x.java 

	https://msg.umengcloud.com/v3/alias 
	com/umeng/message/proguard/x.java 

	https://utoken.umeng.com/api/postZdata/v4 
	com/umeng/umzid/ZIDManager.java 

	https://utoken.umeng.com/api/updateZdata/v4 
	com/umeng/umzid/ZIDManager.java 

	https://audid.umeng.com/v3/a/audid/req 
	com/umeng/ut/a/b/g.java 

	https://%1$s/gslb/?ver=4.0 
	com/xiaomi/push/cv.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gc.java 

	http://www.jivesoftware.com/xmlns/xmpp/properties\ 
	com/xiaomi/push/gn.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gu.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fq.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gv.java 

	https://resolver.msg.global.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://fr.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://ru.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://idmb.register.xmpush.global.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	http://opds-spec.org/acquisition 
	org/geometerplus/fbreader/book/XMLSerializer.java 

	https://data.fbreader.org/tips/tips.php 
	org/geometerplus/fbreader/tips/TipsManager.java 

	http://www.w3.org/2005/Atom 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://calibre.kovidgoyal.net/2009/metadata 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://purl.org/dc/elements/1.1/ 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://purl.org/metadata/dublin_core 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://purl.org/syndication/thread/1.0 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://purl.org/dc/terms/ 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://data.fbreader.org/catalog/metadata/ 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://marlin-drm.com/epub 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://opds-spec.org/2010/catalog 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://www.idpf.org/2007/opf 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://a9.com/-/spec/opensearch/1.1/ 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://www.w3.org/1999/xlink 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://www.w3.org/2000/09/xmldsig 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	http://www.w3.org/2001/04/xmlenc 
	org/geometerplus/zlibrary/core/constants/XMLNamespaces.java 

	https://img1.km.com/bookimg/public/images/cover/38af/801972e19d67779038915075fe928fb5.jpg 
	Mogua Engine V1 

	https://play.google.com/store/apps/details?id= 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com 
	Mogua Engine V1 

	https://xiaoshuo.xmxsapp.com/?param=freereader%3A%2F%2Fopen_home%3Fparam%3A%7B%22url%22%3A%22freereader%3A%2F%2Ftaskcenter%22%7D 
	Mogua Engine V1 

	https://data-drcn.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dra.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dre.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-drru.push.dbankcloud.com 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.dt.dbankcloud.ru:6447 
	Mogua Engine V2 

	https://grs.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.cn 
	Mogua Engine V2 

	https://grs.dbankcloud.asia 
	Mogua Engine V2 

	https://grs.platform.dbankcloud.ru 
	Mogua Engine V2 

	https://grs.dbankcloud.eu 
	Mogua Engine V2 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/vip\ 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_read_history.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/usercenter_ico_gold.png 
	Mogua Engine V2 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/withdraw-coin\ 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_book_friend.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_system_message.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_read_preferences.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_feedback.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_teenager_model.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_setting.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_read_history.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/usercenter_ico_gold.png 
	Mogua Engine V2 

	https://xiaoshuo.xmxsapp.com/app-h5/freebook/withdraw-coin\ 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_book_friend.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_system_message.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_read_preferences.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_feedback.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_teenager_model.png 
	Mogua Engine V2 

	https://cdn.kureader.com/bookimg/vest/images/app/1_0_0/my-center/v3/mycenter_setting.png 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	danikula@gmail.com 
	com/kmxs/video/videocache/HttpUrlSource.java 

	.apk@classes.dex 
	com/kuaishou/weapon/p0/ac.java 

	danikula@gmail.com 
	com/kwad/sdk/core/videocache/h.java 

	038zbj@debibf.cdocaxg 
	com/mob/commons/y.java 

	033etgffhhfsjh@fm.kflrhfgf 
	com/mob/commons/b/j.java 

	007-hkfifk@i7femh.fl 
	com/mob/tools/a/i.java 

	permission@gmail.com 
	com/yanzhenjie/permission/checker/CalendarWriteTest.java 

	fawu@kureader.com 
	Mogua Engine V1 


4.4 手机号线索
	手机号
	所在文件

	14252514101 
	defpackage/tt3.java 

	16574603040 
	defpackage/uk2.java 

	18535159425 
	cn/tongdun/android/location/₲¢¢¢₵₲₵₲₲¢₵₲¢₵₲¢₵/C0027.java 

	16185947061 
	cn/tongdun/android/packagelists/₵₲₵₵₲¢₲₵₵¢¢₲₵₲₲¢/C0033.java 

	18574044575 
	cn/tongdun/android/packagelists/₵₲₵₵₲¢₲₵₵¢¢₲₵₲₲¢/C0033.java 

	18535159425 
	cn/tongdun/android/readphone/p001kkkKKKKKk/kKKkkKKkK.java 

	15565400495 
	cn/tongdun/android/shell/common/PPPP.java 

	15004143435 
	cn/tongdun/android/shell/common/PPPP.java 

	15151108095 
	cn/tongdun/android/shell/common/PPPP.java 

	16322426330 
	cn/tongdun/android/p006PPPP/PPPPP.java 

	15030317195 
	cn/tongdun/android/p006PPPP/PPPPP.java 

	17332527320 
	cn/tongdun/android/p006PPPP/p007PPPP/PPPP.java 

	17332527320 
	cn/tongdun/android/p006PPPP/p007PPPP/p008PPPPP/PPPPP.java 

	14090705071 
	cn/tongdun/android/p006PPPP/p009PPPPPPPPPP/C0699PPPP.java 

	15062220001 
	cn/tongdun/android/p006PPPP/p010PPPP/PPPPPP.java 

	15222618121 
	cn/tongdun/android/p006PPPP/p012PPPP/C0734PP.java 

	14195943594 
	cn/tongdun/android/p006PPPP/p012PPPP/C0734PP.java 

	16797939164 
	cn/tongdun/android/p006PPPP/p012PPPP/C0720PPPPPPP.java 

	14515043584 
	cn/tongdun/android/p018PPPPPP/p019PPPPP/p020PPPPP/PPPPPPPPPP.java 

	16667770677 
	cn/tongdun/android/p018PPPPPP/p019PPPPP/p020PPPPP/PPP.java 

	17179869184 
	tv/danmaku/ijk/media/player/b.java 

	18080078125 
	Mogua Engine V2 

	18080078125 
	Mogua Engine V2 
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6. 硬编码敏感信息
	可能的敏感信息

	"app_md5_key" : "8w1" 

	"book_author" : "本书作者" 

	"login_wechat_user_authorize_fail" : "用户认证失败" 

	"privateKeyP2" : "#e$r" 

	"reader_copy_right_author" : "作者:" 

	"reader_copy_right_author_name" : "又名:" 

	"sdk_debug_app_key" : "应用id" 

	"sdk_debug_slot_key" : "聚合广告位" 

	"weixin_pay_auth_denied" : "认证失败" 

	"young_model_forget_pwd" : "忘记密码？" 

	"young_model_pwd_again_tips" : "请再次输入密码" 

	"young_model_pwd_close_tips" : "请输入开启青少年模式时，设置的密码" 

	"young_model_pwd_input_tips" : "请输入密码" 

	"young_model_pwd_open_tips" : "启动青少年模式，需先设置密码。该密码用于关闭青少年模式。" 

	"young_model_pwd_set" : "设置密码" 

	"young_model_token_invalid" : "由于登录信息失效，您将退出青少年模式。重新登录后可以再次开启青少年模式" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.xm.freader.permission.KW_SDK_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa.SECURITY_ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.xm.freader.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.xm.freader.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.xm.freader.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.xm.freader.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.xm.freader.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	com.xm.freader.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	android.permission.SYSTEM_OVERLAY_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	com.hihonor.permission.MANAGE_FOLD_SCREEN
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.permission.MANAGE_FOLD_SCREEN_PRIVILEGED
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.km.app.home.view.LoadingActivity
	Schemes: xmmfxs://, https://, http://, 
Hosts: xiaoshuo.km.com, xiaoshuo.xmxsapp.com, 
Mime Types: application/epub+zip, application/x-pilot-prc, application/x-mobipocket-ebook, application/x-fictionbook+xml, application/x-fictionbook, text/*, 
Path Prefixes: /load, /adload, 


	com.kmxs.reader.home.ui.HomeActivity
	Schemes: xmmfxs://, 
Hosts: xiaoshuo.km.com, 
Path Prefixes: /home, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent1106969405://, 


	com.kmxs.reader.webview.ui.DefaultNativeWebActivity
	Schemes: xmmfxs://, 
Hosts: xiaoshuo.km.com, 
Path Prefixes: /web, 


	com.qimao.qmbook.detail.view.BookDetailYoungActivity
	Schemes: freereader://, 
Hosts: xiaoshuo.km.com, 
Path Prefixes: /detail, 


	com.qimao.qmbook.detail.view.BookDetailActivity
	Schemes: freereader://, 
Hosts: xiaoshuo.km.com, 
Path Prefixes: /detail, 


	com.kmxs.reader.umengpush.UmengPushActivity
	Schemes: agoo://, 
Hosts: com.xm.freader, 
Paths: /thirdpush, 


	com.qimao.push.QMPushActivity
	Schemes: freereader://, 
Hosts: com.xm.freader, 
Paths: /thirdpush, 


	com.qimao.push.manufacturer.xiaomi.MiPushLeftBtnClickActivity
	Schemes: freereader://, 
Hosts: com.xm.freader, 
Paths: /buttonleft, 


	com.qimao.push.manufacturer.xiaomi.MiPushMiddleBtnClickActivity
	Schemes: freereader://, 
Hosts: com.xm.freader, 
Paths: /buttonmiddle, 


	com.qimao.push.manufacturer.xiaomi.MiPushRightBtnClickActivity
	Schemes: freereader://, 
Hosts: com.xm.freader, 
Paths: /buttonright, 


	com.maplehaze.adsdk.WebViewActivity
	Schemes: will://, 
Hosts: share, 


	com.huawei.openalliance.ad.activity.PPSLauncherActivity
	Schemes: hwpps://, 
Hosts: com.xm.freader, 
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