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番茄免费小说（ 6.7.9.32版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	番茄免费小说

	版本
	6.7.9.32

	包名
	com.dragon.read

	域名线索
	221条

	URL线索
	344条

	APP图标
	

	分析日期
	2025年7月17日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	novelapp_49786187a_v7287_67932_67932_f18f_1751602488.apk

	文件大小
	92.21MB

	MD5值
	222b7e9a9da64844e96c12ad6ae08344

	SHA1值
	8f110963296af9fcd0cd3fa6eac9dfd6aa929ba2

	SHA256值
	9669037426a39b0e19d88fd99576437ea6bbc666338f0e382eb6ccdeaccc0e92



3. APP基本信息
	类别
	内容

	App名称
	番茄免费小说

	包名
	com.dragon.read

	主活动Activity
	com.dragon.read.pages.splash.SplashActivity

	安卓版本名称
	6.7.9.32

	安卓版本
	67932



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	report.snssdk.com
	IP: 175.19.126.236 
所属国家: China 
地区: Jilin 
城市: Changchun 

	msv6.wosms.cn
	IP: 124.64.196.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p3-piu.byteimg.com
	IP: 222.138.194.17 
所属国家: China 
地区: Henan 
城市: Luoyang 

	zlink.fqnovel.com
	IP: 124.165.219.216 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	lf-cdn-tos.bytescm.com
	IP: 221.195.209.96 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	log.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	open-client.douyin.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	log.zijieapi.com
	IP: 58.19.20.179 
所属国家: China 
地区: Hubei 
城市: Wuhan 

	cloudapi.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	www.ccil.org
	IP: 142.250.73.83 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	coverage-data-center.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	apps.bytesfield.com
	IP: 139.215.162.50 
所属国家: China 
地区: Jilin 
城市: Changchun 

	p9-piu.byteimg.com
	IP: 116.196.139.43 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	h.online-metrix.net
	IP: 192.225.158.1 
所属国家: United States of America 
地区: California 
城市: Santa Clara 

	api.amemv.com
	IP: 116.196.143.220 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	novelfm.zlink.toutiao.com
	IP: 124.165.124.202 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	article.zlink.toutiao.com
	IP: 124.165.124.205 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mon.toutiaocloud.net
	IP: 139.215.162.54 
所属国家: China 
地区: Jilin 
城市: Changchun 

	open.weibo.cn
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	applog.snssdk.com
	IP: 42.236.86.167 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	z.toutiao.com
	IP: 42.236.86.166 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	effect.snssdk.com
	IP: 139.215.162.54 
所属国家: China 
地区: Jilin 
城市: Changchun 

	lf26-reading.fqnovelstatic.com
	IP: 121.22.232.156 
所属国家: China 
地区: Hebei 
城市: Qinhuangdao 

	polaris.zijieapi.com
	IP: 42.56.93.209 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	lf3-developer.bytemastatic.com
	IP: 125.38.11.58 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	rtlog.snssdk.com
	IP: 116.136.186.204 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	service.weibo.com
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	captcha.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	dpprofile.snssdk.com
	IP: 123.6.144.209 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	open.e.189.cn
	IP: 42.123.76.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open-sandbox.douyin.com
	IP: 42.236.86.170 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	6osurvos.fn.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	bytedance.feishu.cn
	IP: 139.215.162.50 
所属国家: China 
地区: Jilin 
城市: Changchun 

	id6.me
	IP: 42.123.77.138 
所属国家: China 
地区: Beijing 
城市: Beijing 

	seclink.bytedance.com
	IP: 116.196.135.203 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	i.snssdk.com
	IP: 116.136.186.206 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	open-boe.douyin.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	i-boe.snssdk.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	rmc.bytedance.com
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	open.douyin.com
	IP: 116.196.143.220 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	bytedance.larkoffice.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	ichannel.snssdk.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	developer.toutiao.com
	IP: 123.6.144.212 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	p29-tt.byteimg.com
	IP: 125.38.11.58 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	appcloud.bytedance.net
	IP: 10.8.15.230 
所属国家: - 
地区: - 
城市: - 

	192.168.106.200
	IP: 192.168.106.200 
所属国家: - 
地区: - 
城市: - 

	lf-normal-gr-sourcecdn.bytegecko.com
	IP: 116.196.130.10 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	webcast.amemv.com
	IP: 123.6.144.210 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	reading.snssdk.com
	IP: 123.6.144.211 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	cdnrefresh.ctdidcii.cn
	IP: 218.11.0.24 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	ohayoo.cn
	IP: 124.165.124.208 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	wap.cmpassport.com
	IP: 112.33.111.233 
所属国家: China 
地区: Anhui 
城市: Hefei 

	vcs.zijieapi.com
	IP: 101.73.66.124 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	open-admin.bytedance.net
	IP: 10.8.6.206 
所属国家: - 
地区: - 
城市: - 

	bsync.snssdk.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	mobilegw.dl.alipaydev.com
	IP: 110.75.132.25 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dycloud.volces.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	apps.apple.com
	IP: 121.18.236.10 
所属国家: China 
地区: Hebei 
城市: Baoding 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	p3-ecop-imagex.byteimg.com
	IP: 121.17.123.243 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	monsetting.toutiao.com
	IP: 116.196.143.218 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	rc-boe.snssdk.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	zlink.ugsdk.cn
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	imgcache.qq.com
	IP: 42.236.89.187 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	card.e.189.cn
	IP: 222.93.107.242 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	developer-boe.toutiao.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	h5.m.taobao.com
	IP: 119.249.53.160 
所属国家: China 
地区: Hebei 
城市: Baoding 

	mcgw.alipay.com
	IP: 116.196.141.48 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	resolver.msg.xiaomi.net
	IP: 110.43.0.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 113.56.189.246 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	settings.ttwebview.com
	IP: 124.165.219.220 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	developer.huawei.com
	IP: 120.52.95.238 
所属国家: China 
地区: Hebei 
城市: Langfang 

	mp.weixin.qq.com
	IP: 116.128.171.214 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	p1-reading.byteimg.com
	IP: 106.74.11.153 
所属国家: China 
地区: Shandong 
城市: Jinan 

	mon.toutiaocloud.com
	IP: 42.236.86.169 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mon.snssdk.com
	IP: 58.19.20.179 
所属国家: China 
地区: Hubei 
城市: Wuhan 

	z.ulikecam.com
	IP: 101.72.221.223 
所属国家: China 
地区: Hebei 
城市: Langfang 

	z.editorjianying.com
	IP: 218.11.15.214 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	novelfmlite.zlinkurl.cn
	IP: 124.165.216.90 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	lf-fe.fqnovelstatic.com
	IP: 116.196.139.43 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	p6-novel.byteimg.com
	IP: 116.136.185.10 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	vod-urls.bytedanceapi.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	api.fqnovel.com
	IP: 175.19.126.235 
所属国家: China 
地区: Jilin 
城市: Changchun 

	wappaygw.alipay.com
	IP: 116.196.141.48 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	open.weixin.qq.com
	IP: 140.207.121.14 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	api.toutiaoapi.com
	IP: 139.215.162.56 
所属国家: China 
地区: Jilin 
城市: Changchun 

	praisewindow.ugsdk.cn
	IP: 124.165.216.91 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	lf3-reading.fqnovelstatic.com
	IP: 222.138.194.16 
所属国家: China 
地区: Henan 
城市: Luoyang 

	lf-sourcecdn-tos.bytegecko.com
	IP: 221.204.17.45 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	tosv.byted.org
	没有服务器地理信息. 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mobile.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	rc.snssdk.com
	IP: 139.215.162.49 
所属国家: China 
地区: Jilin 
城市: Changchun 

	clue.oceanengine.com
	IP: 42.236.86.166 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	apps.samsung.com
	IP: 104.17.143.17 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	lf-dy-sourcecdn-tos.bytegecko.com
	IP: 124.95.175.52 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	grs.dbankcloud.asia
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	rtapplog.snssdk.com
	IP: 42.236.86.170 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	data-drcn.push.dbankcloud.com
	IP: 118.194.33.160 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	lf-ecom-gr-sourcecdn.bytegecko.com
	IP: 121.22.232.158 
所属国家: China 
地区: Hebei 
城市: Qinhuangdao 

	www.chengzijianzhan.com
	IP: 139.215.162.54 
所属国家: China 
地区: Jilin 
城市: Changchun 

	ic.snssdk.com
	IP: 116.196.143.218 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	api.xseclink.com
	IP: 122.189.220.164 
所属国家: China 
地区: Hubei 
城市: Yichang 

	mon.zijieapi.com
	IP: 116.136.185.6 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	loggw-exsdk.alipay.com
	IP: 110.76.6.68 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	zlinkurl.cn
	IP: 123.6.144.208 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	p3-luckycat.byteimg.com
	IP: 125.38.11.60 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	boe.i.snssdk.com
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	ma.zijieapi.com
	IP: 42.236.86.168 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	app-alpha.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	api.fanqiesdk.com
	IP: 221.204.58.138 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	stream.feedcoopapi.com
	IP: 110.249.203.190 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	metrics1-drcn.dt.dbankcloud.cn
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	boe-verify.bytedance.net
	IP: 10.225.4.243 
所属国家: - 
地区: - 
城市: - 

	lf3-static.bytednsdoc.com
	IP: 101.72.238.87 
所属国家: China 
地区: Hebei 
城市: Langfang 

	bsync-goapi-boe.bytedance.net
	IP: 10.225.4.245 
所属国家: - 
地区: - 
城市: - 

	gecko.zijieapi.com
	IP: 124.165.124.205 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	www.sina.com
	IP: 123.125.107.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	z-qishui.douyin.com
	IP: 124.165.219.217 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	site.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	lf3-reading.fqnovelpic.com
	IP: 221.195.209.94 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	mon-va.byteoversea.com
	IP: 23.220.70.17 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	test-aweme.snssdk.com
	IP: 10.8.7.222 
所属国家: - 
地区: - 
城市: - 

	p1-luckycatopen.byteimg.com
	IP: 111.161.121.98 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mclient.alipay.com
	IP: 1.190.42.121 
所属国家: China 
地区: Heilongjiang 
城市: Harbin 

	activity-ag.awemeughun.com
	IP: 219.154.251.57 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	dig.bdurl.net
	IP: 101.36.166.17 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tmaportal.snssdk.com
	IP: 175.19.126.231 
所属国家: China 
地区: Jilin 
城市: Changchun 

	www.douyin.com
	IP: 60.222.200.233 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	ugflow.gf.bytedance.net
	IP: 10.8.6.203 
所属国家: - 
地区: - 
城市: - 

	jsb.snssdk.com
	IP: 175.19.126.231 
所属国家: China 
地区: Jilin 
城市: Changchun 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tp-pay.snssdk.com
	IP: 124.165.205.231 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	z.douyin.com
	IP: 139.215.162.52 
所属国家: China 
地区: Jilin 
城市: Changchun 

	p3-reading.byteimg.com
	IP: 101.72.238.87 
所属国家: China 
地区: Hebei 
城市: Langfang 

	minigame.zijieapi.com
	IP: 116.196.135.206 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	36qxmhkt.fn.bytedance.net
	IP: 10.8.6.194 
所属国家: - 
地区: - 
城市: - 

	z.nextvid.net
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	p3-novel.byteimg.com
	IP: 175.22.9.230 
所属国家: China 
地区: Jilin 
城市: Changchun 

	api.xseclink.cn
	IP: 58.19.20.179 
所属国家: China 
地区: Hubei 
城市: Wuhan 

	sj.zlink.toutiao.com
	IP: 175.19.126.238 
所属国家: China 
地区: Jilin 
城市: Changchun 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	howy.zlinkurl.cn
	IP: 101.72.221.221 
所属国家: China 
地区: Hebei 
城市: Langfang 

	api.weibo.com
	IP: 123.125.107.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	timon.zijieapi.com
	IP: 101.72.221.224 
所属国家: China 
地区: Hebei 
城市: Langfang 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	p9-reading.byteimg.com
	IP: 116.196.139.8 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	log.snssdk.com
	IP: 116.136.186.204 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	l.douyin.com
	IP: 42.236.86.171 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	qa.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	lf3-cdn-tos.draftstatic.com
	IP: 125.38.11.62 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cloud-ws.douyin.com
	IP: 218.12.78.225 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	security.snssdk.com
	IP: 116.136.186.205 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	dpt.bytedance.net
	IP: 10.8.7.222 
所属国家: - 
地区: - 
城市: - 

	verify.snssdk.com
	IP: 116.196.143.219 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	mon.toutiao.com
	IP: 116.196.143.218 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	lf-webcast-sourcecdn-tos.bytegecko.com
	IP: 123.6.72.100 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	link.wtturl.cn
	IP: 124.165.124.207 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	feedback-c.zijieapi.com
	IP: 123.6.144.211 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	lf3-beecdn.bytetos.com
	IP: 125.38.11.50 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ib.snssdk.com
	IP: 58.19.20.167 
所属国家: China 
地区: Hubei 
城市: Wuhan 

	render.alipay.com
	IP: 124.165.219.238 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	rtlog.zijieapi.com
	IP: 123.6.122.178 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	scc.bytedance.com
	IP: 116.136.186.206 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	is.snssdk.com
	IP: 123.6.144.207 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	avg-editor.bytedance.net
	没有服务器地理信息. 

	thundersearch.zlinkurl.cn
	IP: 60.221.194.221 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	p3-novel-lottery.byteimg.com
	IP: 125.38.11.52 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.cn
	IP: 49.4.45.231 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	unblock.web.bytedance.net
	IP: 10.8.7.220 
所属国家: - 
地区: - 
城市: - 

	lf-webcast-gr-sourcecdn.bytegecko.com
	IP: 124.95.175.56 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	lf3-sourcecdn-tos.pstatp.com
	IP: 125.38.11.62 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	hotsoon.snssdk.com
	IP: 219.154.251.59 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	apps.bytesfield-b.com
	IP: 42.236.86.171 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	redux.js.org
	IP: 13.215.239.219 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	vcs-boe.bytedance.net
	IP: 10.225.4.244 
所属国家: - 
地区: - 
城市: - 

	zlink.toutiao.com
	IP: 116.196.143.217 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	webcast-open.douyin.com
	IP: 175.19.126.236 
所属国家: China 
地区: Jilin 
城市: Changchun 

	open-client-boe.douyin.com
	IP: 10.225.4.103 
所属国家: - 
地区: - 
城市: - 

	applog.zijieapi.com
	IP: 123.6.122.247 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	growth.ecombdapi.com
	IP: 218.12.78.227 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	hapjs.org
	IP: 140.179.146.114 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jsb.zijieapi.com
	IP: 218.12.78.226 
所属国家: China 
地区: Hebei 
城市: Tangshan 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	cn.register.xmpush.xiaomi.com
	IP: 123.125.102.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	z.ixigua.com
	IP: 139.215.162.54 
所属国家: China 
地区: Jilin 
城市: Changchun 

	verify.zijieapi.com
	IP: 124.165.219.221 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	msg.cmpassport.com
	IP: 120.232.74.115 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	aweme.snssdk.com
	IP: 42.236.86.170 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	ecom.snssdk.com
	IP: 116.196.143.222 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	relation.zijieapi.com
	IP: 123.6.122.247 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	rc.zijieapi.com
	IP: 211.90.25.203 
所属国家: China 
地区: Hebei 
城市: Handan 

	huoshan.zlinkurl.cn
	IP: 60.221.194.218 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	abtest-ch.snssdk.com
	IP: 116.136.186.205 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	nativeapp.toutiao.com
	IP: 60.221.194.219 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	ad.zijieapi.com
	IP: 125.39.155.45 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	cgi.qplus.com
	没有服务器地理信息. 

	zhanzhang.toutiao.com
	IP: 175.19.126.235 
所属国家: China 
地区: Jilin 
城市: Changchun 

	applink.changdunovel.com
	IP: 101.26.38.241 
所属国家: China 
地区: Hebei 
城市: Handan 

	schemas.android.com
	没有服务器地理信息. 

	www.ibm.com
	IP: 23.1.167.82 
所属国家: Japan 
地区: Osaka 
城市: Ibaraki 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	mobilegw.alipay.com
	IP: 203.209.243.98 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	unpkg.byted-static.com
	IP: 101.72.238.91 
所属国家: China 
地区: Hebei 
城市: Langfang 


4.2 URL线索
	URL信息
	Url所在文件

	http://127.0.0.1:49666/ 
	c14/f.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://ad.zijieapi.com 
	com/bytedance/android/ad/sdk/impl/c.java 

	https://mon.zijieapi.com/monitor/collect/ 
	com/bytedance/android/ad/sdk/impl/d.java 

	https://mon.zijieapi.com/monitor/appmonitor/v2/settings 
	com/bytedance/android/ad/sdk/impl/d.java 

	https://is.snssdk.com/service/settings/v3/ 
	com/bytedance/android/ad/sdk/impl/settings/SettingsManager.java 

	https://vod-urls.bytedanceapi.com/video/play/1/toutiao/ 
	com/bytedance/android/ad/sdk/impl/video/a.java 

	https://i.snssdk.com/v3/inspect/aegis/client/page/ 
	com/bytedance/android/ad/security/adlp/settings/f.java 

	https://ib.snssdk.com/inspect/intercept/ 
	com/bytedance/android/ad/adlp/components/impl/jump/http/b.java 

	https://is.snssdk.com/service/settings/v3/ 
	com/bytedance/android/ad/client/components/settings/AbsAdSettingsManager.java 

	https://link.wtturl.cn 
	com/bytedance/android/annie/card/web/secLink/a.java 

	https://nativeapp.toutiao.com 
	com/bytedance/android/annie/card/web/base/WebViewUtil.java 

	https://webcast-open.douyin.com/webcast/content_open/feed/?is_draw=1&channel_id=160001 
	com/bytedance/android/live/livelite/settings/b.java 

	https://webcast-open.douyin.com/webcast/content_open/feed/?is_draw=1&channel_id=999999 
	com/bytedance/android/live/livelite/settings/b.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/anchor_task_v2/panel/index.html?web_bg_color=%23ff161823 
	com/bytedance/android/livesdk/paas/HostInfoPresenter.java 

	https://webcast.amemv.com/falcon/webcast_douyin/page/recharge_v1/index.html 
	com/bytedance/android/livesdk/paas/HostInfoPresenter.java 

	https://mon-va.byteoversea.com 
	com/bytedance/android/monitorV2/hybridSetting/entity/HybridSettingInitConfig.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/ljylttvjl_lmp/ljhwZthlaukjlkulzlp/ecom_mall_card_legou/load_more_login.png 
	com/bytedance/android/shopping/mall/homepage/card/ECMallLoginGuideCard.java 

	https://p3-piu.byteimg.com/tos-cn-i-8jisjyls3a/23cecd2c8cc64a048cf6a7de914c8028 
	com/bytedance/android/shopping/mall/homepage/card/ECMallLoginGuideCard.java 

	https://ad.zijieapi.com 
	com/bytedance/android/shopping/mall/homepage/card/live/a.java 

	https://ecom.snssdk.com 
	com/bytedance/android/shopping/mall/homepage/card/headercard/channel/action/ImpressAPI.java 

	https://p3-piu.byteimg.com/tos-cn-i-8jisjyls3a/5d7fb9c7d56a4c12a5236693b084a4ef 
	com/bytedance/android/shopping/mall/homepage/card/headercard/channel/cardview/legou/pits41/a.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/sshfteh7nuhpebps/duliduan/wanrentuan_right_jiantou.png 
	com/bytedance/android/shopping/mall/homepage/card/headercard/channel/cardview/legou/pits41/a.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/sshfteh7nuhpebps/20240513-114509.png 
	com/bytedance/android/shopping/mall/homepage/card/headercard/channel/viewholder/legou/ChannelNew41VH.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_dylite/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_dylite/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_huoshan/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_toutiao/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_toutiao/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/1967/ecom_mall_cards_noveldr/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/8662/ecom_mall_cards_novelhg/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/3040/ecom_mall_cards_novelfm/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/32/ecom_mall_cards_xigua/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/webcast/ecom/lynx/ecom_mall_cards_legou/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/webcast/ecom/lynx/ecom_mall_cards/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/webcast/ecom/lynx/ecom_mall_cards_saas/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/mall/saas/8663/ecom_mall_cards_huoshan/config.json 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://tosv.byted.org/obj/gecko-internal/10180/gecko/resource/ecom_mall_cards_dylite/ 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-webcast-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10181/gecko/resource/ecom_mall_cards_dylite/ 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf-ecom-gr-sourcecdn.bytegecko.com/obj/byte-gurd-source-gr/webcast/ecom/lynx/ 
	com/bytedance/android/shopping/mall/homepage/tools/NativeMallGeckoHelper.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/20eh7uhpanuhf/darkBg.png 
	com/bytedance/android/shopping/mall/background/DYLiteBackground.java 

	https://lf3-static.bytednsdoc.com/obj/eden-cn/20eh7uhpanuhf/lightBg.png 
	com/bytedance/android/shopping/mall/background/DYLiteBackground.java 

	https://p3-piu.byteimg.com/tos-cn-i-8jisjyls3a/ee190cc9a22d462989669b8c6fa9ffc7 
	com/bytedance/android/shopping/mall/background/DYBackground.java 

	https://p9-piu.byteimg.com/tos-cn-i-8jisjyls3a/e722fa33fdfb4dfa9ad0a30e53371b33 
	com/bytedance/android/shopping/mall/background/DYBackground.java 

	https://www.chengzijianzhan.com/tetris/page/1597991905137671/ 
	com/bytedance/android/sif/settings/SifSettingsModel.java 

	https://ad.zijieapi.com/ 
	com/bytedance/admetaversesdk/banner/request/BannerRequestBase.java 

	https://ad.zijieapi.com/api/ad/v1/banner/ 
	com/bytedance/admetaversesdk/banner/request/BannerRequestBase.java 

	https://i.snssdk.com/ 
	com/bytedance/admetaversesdk/inspire/impl/NetworkImpl.java 

	https://ad.zijieapi.com/ 
	com/bytedance/admetaversesdk/inspire/impl/NetworkImpl.java 

	https://log.zijieapi.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://applog.zijieapi.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://rtlog.zijieapi.com/service/2/app_log/ 
	com/bytedance/applog/util/UriConstants.java 

	https://log.zijieapi.com/service/2/log_settings/ 
	com/bytedance/applog/util/UriConstants.java 

	https://mon.snssdk.com/monitor/appmonitor/v2/settings 
	com/bytedance/bdp/appbase/base/monitor/MonitorConfigUrl.java 

	https://monsetting.toutiao.com/monitor/appmonitor/v2/settings 
	com/bytedance/bdp/appbase/base/monitor/MonitorConfigUrl.java 

	https://ib.snssdk.com/service/settings/v3/ 
	com/bytedance/bdp/appbase/settings/SettingsRequest.java 

	https://ma.zijieapi.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester$quicHost$2.java 

	https://api.amemv.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://feedback-c.zijieapi.com/ 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://minigame.zijieapi.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://dycloud.volces.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://cloud-ws.douyin.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://i.snssdk.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://open-admin.bytedance.net 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://developer.toutiao.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://ma.zijieapi.com 
	com/bytedance/bdp/appbase/netapi/base/AbsNetRequester.java 

	https://tmaportal.snssdk.com/jssdk/h5/add_to_desktop_learn_more/ 
	com/bytedance/bdp/appbase/api/impl/BdpOpenApiUrlServiceImpl.java 

	https://mon.zijieapi.com 
	com/bytedance/bdp/appbase/strategy/sensitive/NetInfoCollector.java 

	https://mon.snssdk.com 
	com/bytedance/bdp/appbase/strategy/sensitive/NetInfoCollector.java 

	https://dig.bdurl.net/q?host= 
	com/bytedance/bdp/appbase/network/dns/b.java 

	https://open-sandbox.douyin.com/api/apps/v3/meta 
	com/bytedance/bdp/appbase/meta/impl/meta/BaseMetaRequester.java 

	https://developer-boe.toutiao.com/api/apps/v3/meta 
	com/bytedance/bdp/appbase/meta/impl/meta/BaseMetaRequester.java 

	https://site.bytedance.net/docs/115/150/14119/ 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://site.bytedance.net/docs/115/150/2412/ 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/docx/PxvYd6exioJEdYxE2ZEcMS8On4c 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnTUZhZiNyOG7JK8svoSXIGdBPEA 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnAqEw32HinOGE0kRfCtEGBh 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcn6WSpMTdbD5VXqJlYfF2IFf?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcnPdw9VmmizgpD5aBSi5vVSb?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcn3icopMFuBuM5eeISrK6mFc?wiki= 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcn58jam0CEs6XQ8aA1Em2TDc 
	com/bytedance/bdp/bdpbase/manager/BdpRuntimeProvider.java 

	https://bytedance.feishu.cn/wiki/wikcna4CfrqDg1bH4bCiqaU4oQQ?wiki= 
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	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/ecommerce-pendant-bg-dark.62023cc6.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/lottie/pendant.lottie.da8563f2.json 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/lottie/pendant_ios.lottie.26290b87.json 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/header-bg-tab.novel.471058a8.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/sourcemap/app-service.js.map 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/redpack_progress.661c8bf2.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/bg-novel.1b62ef1f.png) 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/coin-left.2f3d21f5.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/coin-right.c99992c3.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/header-bg-v2.edb87a8f.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/active-panel-title2.a0a753e8.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/bg-base.8860fdc4.png 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/welfare-icon.3224983b.png 
	摸瓜V2引擎 

	https://article.zlink.toutiao.com/JY33mNhttps://article.zlink.toutiao.com/JMPcxNhttps://article.zlink.toutiao.com/Jjc6BNhttps://article.zlink.toutiao.com/JJP8cLhttps://article.zlink.toutiao.com/KbkJNhttps://article.zlink.toutiao.com/JFg3n6https://z.toutiao.com/JYu6w6https://z.toutiao.com/JAsuQ6https://z.toutiao.com/JjR324https://z.toutiao.com/EaXF6https://z.toutiao.com/JBUHj4https://z.toutiao.com/w3K3>https://zlink.fqnovel.com/J1jyM<https://zlink.fqnovel.com/ofRL>https://zlink.fqnovel.com/JexUX>https://zlink.fqnovel.com/JFRbu>https://zlink.fqnovel.com/JhnvK>https://zlink.fqnovel.com/JBHVeNhttps://novelfm.zlink.toutiao.com/JdsUBNhttps://novelfm.zlink.toutiao.com/J1opDLhttps://novelfm.zlink.toutiao.com/wVfYLhttps://novelfm.zlink.toutiao.com/K7yvLhttps://novelfm.zlink.toutiao.com/KPskNhttps://novelfm.zlink.toutiao.com/JYWRS4https://z.douyin.com/JYLxD2https://z.douyin.com/wukS2https://z.douyin.com/ovPX2https://z.douyin.com/Echg4https://z.douyin.com/J65gV2https://l.douyin.com/wB594https://l.douyin.com/JBQAo4https://l.douyin.com/JN7Ft2https://l.douyin.com/K8tq4https://l.douyin.com/JRoRK4https://l.douyin.com/J1NrBBhttps://huoshan.zlinkurl.cn/J8GfRBhttps://huoshan.zlinkurl.cn/J2mU7Bhttps://huoshan.zlinkurl.cn/JJWGPBhttps://huoshan.zlinkurl.cn/JSDbLBhttps://huoshan.zlinkurl.cn/JjhgE2https://z.ixigua.com/TgEj4https://z.ixigua.com/JA9qn4https://z.ixigua.com/JhXeY4https://z.ixigua.com/Je6P14https://z.ixigua.com/JkyDk4https://z.ixigua.com/JAKAD2https://z.ixigua.com/EhtDBhttps://z-qishui.douyin.com/JFP4H@https://z-qishui.douyin.com/T7DmBhttps://z-qishui.douyin.com/JAvTc2https://zlinkurl.cn/JNkDU<https://howy.zlinkurl.cn/JYrbj<https://howy.zlinkurl.cn/JMoVE<https://howy.zlinkurl.cn/JhxS62https://zlinkurl.cn/J1CdnJhttps://novelfmlite.zlinkurl.cn/JDm4oJhttps://novelfmlite.zlinkurl.cn/Jrj1EJhttps://novelfmlite.zlinkurl.cn/JJQpwJhttps://novelfmlite.zlinkurl.cn/JBASaJhttps://novelfmlite.zlinkurl.cn/JN3DKLhttps://applink.changdunovel.com/Jk1bpLhttps://applink.changdunovel.com/JJUUwLhttps://applink.changdunovel.com/JL3bWLhttps://applink.changdunovel.com/JDkkoJhttps://applink.changdunovel.com/TqrrNhttps://thundersearch.zlinkurl.cn/JAso2Nhttps://thundersearch.zlinkurl.cn/JNFgFLhttps://thundersearch.zlinkurl.cn/wTfmNhttps://thundersearch.zlinkurl.cn/JM5AYNhttps://thundersearch.zlinkurl.cn/JYubHBhttps://sj.zlink.toutiao.com/EfDC8https://z.ulikecam.com/JjMGy8https://z.ulikecam.com/J1tkmDhttps://z.editorjianying.com/JjUrL6https://z.nextvid.net/JkrnD4https://z.nextvid.net/oS6N 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/growth/luckycat/lynx/growth_incentive-monorepo_novel/resource/image/redpack-open-bg-golden.8543e03c.png&old_user_consume_sc&OLD_USER_CONSUME_SC 
	摸瓜V2引擎 

	https://lf-sourcecdn-tos.bytegecko.com/obj/byte-gurd-source/10701/gecko/resource/dailycash_main_resource 
	摸瓜V2引擎 

	http://www.ibm.com/data/dtd/v11/ibmxhtml1-transitional.dtd 
	lib/arm64-v8a/libTTHtmlParser.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	this@toprefetchresponse.body 
	com/bytedance/android/annie/service/prefetch/PrefetchNetworkExecutorImpl.java 

	this@shallowtomap.keyset 
	com/bytedance/android/annie/param/UtilsKt.java 

	yyyy-mm-dd@hh-mm-ss.sss 
	com/bytedance/crash/util/d.java 

	this@abspopupfragment.requireact 
	com/bytedance/ies/bullet/service/popup/ui/AbsPopupFragment.java 

	this@bulletcardview.context 
	com/bytedance/ies/bullet/ui/common/BulletCardView.java 

	this@tostringlist.getstring 
this@totypedmap.keys 
	com/bytedance/ies/tools/prefetch/w.java 

	this@lynxtabbarview.mcontext 
	com/bytedance/ies/xelement/viewpager/LynxTabBarView.java 

	this@webkitview.settings 
	com/bytedance/lynx/hybrid/webkit/WebKitView.java 

	this@piaextension.extendable 
	com/bytedance/lynx/hybrid/webkit/pia/b.java 

	this@adinnovationlynxview.mview 
	com/bytedance/sdk/adinnovation/element/view/AdInnovationLynxView.java 

	luckycat@bytedance.com 
	com/bytedance/ug/sdk/luckycat/impl/manager/b.java 

	uckycatpopupfragment@this.activity 
	com/bytedance/ug/sdk/luckycat/impl/popup/LuckyCatPopupFragment.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/component/biz/impl/jsb/common/w1.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/component/biz/impl/jsb/common/p1.java 

	zhengyuhao.killua@bytedance.com 
	com/dragon/read/component/biz/impl/jsb/common/b2.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/component/biz/impl/jsb/common/ReadingOpenGraphEditorMethodIDL.java 

	this@comicfragment.activity 
	com/dragon/read/component/comic/impl/comic/ui/ComicFragment$initHeader$1$1$1.java 

	pengdali.uaena@bytedance.com 
	com/dragon/read/social/editor/jsb/ReadingGetDraftListMethodIDL.java 

	如果还有疑问找@wangzihan.72 
	com/ss/android/downloadlib/DownloadDispatcher.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/base/GlobalTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/base/BusinessModuleTag.java 

	zhengwang.0620@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/crossplatform/CrossPlatformTag.java 

	xiongyangming@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/commerce/CommerceTag.java 

	xuyue.xy@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/category/CategoryTag.java 

	guomingpo@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/hotsoon/HotsoonTag.java 

	jiangwei.crackme@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/creativetools/CreativeToolsTag.java 

	zhangmaoyu@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/game/GameTag.java 

	yuhui.0404@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/ecommerce/EcommerceTag.java 

	lichong.0407@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/goldbooster/GoldBoosterTag.java 

	huyuanpeng.mock@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/im/MobReportTag.java 

	liuxi.kevin@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/im/IMTag.java 

	yaosen.bird@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/im/MobRepeatReportTag.java 

	wangshijia.rd@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/knowledgepaid/KnowledgePaidTag.java 

	mengyue.01@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/novel/NovelTag.java 

	zhuziqiang@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/mainstructure/MainStructureTag.java 

	liyulin.orson@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/music/MusicTag.java 

	gongcong.valo@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/search/SearchTag.java 

	dingdeqiao@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/poi/PoiTag.java 

	jiangwenzhong@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/ug/UGTag.java 

	yangcihang.ych@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/siyuzhanghao/SiyuzhanghaoTag.java 

	chenqiang.2021@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/business/module/social/SocialTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/ProblemLeftTag.java 

	zhanghan.cloud@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/NitaDebugModeTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/FpsRecyclerviewTag.java 

	unknown@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/IMServiceDebugTag.java 

	chaoruitao@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/open/SeriesDebugTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/open/AwemeLoggerTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/open/UtilLoggerTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/open/LegacyAbilityTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/open/RxJavaErrorHandleTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/solid/OfflineEnvTag.java 

	dongchen.zoyp@bytedance.com 
	com/ss/android/ugc/aweme/debug/tag/global/solid/ALogSwitchLogTag.java 

	wangjiancheng.1024@bytedance.com 
	fd2/a.java 

	this@securityextension.extendable 
	vd/a.java 

	hongguojubao@bytedance.com 
	摸瓜V1引擎 

	高热@4x.png 
	摸瓜V2引擎 

	part-text-title-goto@1.92308rpx 
runtime@7.24 
fqxs@bytedance.com 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	com/bytedance/apm/perf/f.java 

	17179869184 
	com/bytedance/crash/dumper/k.java 

	14222222222 
	com/bytedance/kmp/reading/model/o8.java 

	13922222222 
	com/bytedance/kmp/reading/model/ua.java 

	17179869184 
	com/lynx/component/svg/parser/SVGParser.java 

	17179869184 
	com/lynx/component/svg/parser/SVGAndroidRenderer.java 

	14159265359 
	n04/b.java 

	14159265359 
	n04/a.java 

	17179869184 
	uu/c.java 

	14685939714 
	摸瓜V2引擎 

	14685939714 
	摸瓜V2引擎 

	14685939714 
	摸瓜V2引擎 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 2 个唯一证书 主题: C=518000, ST=shenzhen, L=guangdong, O=dragon_read, OU=dragon_read, CN=dragon_read 签名算法: rsassa_pkcs1v15 有效期自: 2023-07-25 07:24:48+00:00 有效期至: 2050-12-10 07:24:48+00:00 发行人: C=518000, ST=shenzhen, L=guangdong, O=dragon_read, OU=dragon_read, CN=dragon_read 序列号: 0x79482fee 哈希算法: sha256 md5值: 0a88e6f43cfb8f40bdb45d711df448ad sha1值: 0b0d9f4c15b7b727e01fae6c8b3cce010bf167af sha256值: 1a5a89132e82ed5b9b2aa05cbf138b6a00096326cf90a1c17480aa0af1f0a163 sha512值: af76b28d01cc6c0239ba5896812c3a8f8dd243e48eed800e6f4aa62b7867ac9615d6eed8019fa7fe8341e31c393010697e49c6b1d367ee894e99f922d4a98048 主题: C=518000, ST=shenzhen, L=guangdong, O=dragon_read, OU=dragon_read, CN=dragon_read 签名算法: rsassa_pkcs1v15 有效期自: 2019-06-12 08:27:05+00:00 有效期至: 2144-05-12 08:27:05+00:00 发行人: C=518000, ST=shenzhen, L=guangdong, O=dragon_read, OU=dragon_read, CN=dragon_read 序列号: 0x10b201c0 哈希算法: sha256 md5值: a4a27c2633195374c15651ffc3c4a497 sha1值: 263f18bd4bf208738865e14386d23a56089f874a sha256值: c6bbd352ee9ccfbdec729ba9260d5fd8a48ca163379ff2c0d741dd2ec2bfd0d9 sha512值: af996a45e7b9490dfa51131e9290de548410c71496970efedd3c5a1cb9133e746868cafb107aa12a557e12b05b0cbbd3fffea4599893d7406981c25a497533e5 公钥算法: rsa 密钥长度: 2048 指纹: c36fa0881890b1d7192a77d0977bc1a2d5f52e798bc71d7a54d2afb2b3185e67 公钥算法: rsa 密钥长度: 2048 指纹: 75d731232315e69d257caf58cca860b4490f99319bed811caec8b1ce6d10aa46

6. 硬编码敏感信息
	可能的敏感信息

	"api" : "免密支付中..." 

	"aws" : "是否清空当前图片并重新生成？" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.AUTHENTICATE_ACCOUNTS
	危险
	充当帐户验证器
	允许应用程序使用帐户管理器的帐户验证器功能,包括创建帐户以及获取和设置其密码

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.hardware.sensor.accelerometer
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.dragon.read.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.dragon.read.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.dragon.read.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.htc.launcher.permission.UPDATE_SHORTCUT
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.sonyericsson.home.permission.BROADCAST_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.sonymobile.home.permission.PROVIDER_INSERT_BADGE
	正常
	在应用程序上显示通知计数
	在索尼手机的应用程序启动图标上显示通知计数或徽章。

	com.majeur.launcher.permission.UPDATE_BADGE
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或标记为固体。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	android.permission.READ_APP_BADGE
	正常
	显示应用程序通知
	允许应用程序显示应用程序图标徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INSTALL_SHORTCUT
	正常
	
	允许应用程序在启动器中安装快捷方式

	android.permission.UNINSTALL_SHORTCUT
	正常
	
	不要在您的应用中使用此权限。不再支持此权限

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.DETECT_SCREEN_CAPTURE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.HIGH_SAMPLING_RATE_SENSORS
	正常
	访问更高采样率的传感器数据
	允许应用访问采样率大于 200 Hz 的传感器数据

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	com.dragon.read.permission.MINIAPP_PROCESS_COMMUNICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.anddoes.launcher.permission.UPDATE_COUNT
	正常
	在应用程序上显示通知计数
	在应用程序启动图标上显示通知计数或徽章

	com.aliyun.homeshell.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.aliyun.homeshell.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.iLoong.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.iLoong.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.nubia.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	cn.nubia.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.WRITE_DATABASE
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.READ_DATABASE
	未知
	Unknown permission
	Unknown permission from android reference

	com.smartisanos.launcher.data.ExportDataProvider
	未知
	Unknown permission
	Unknown permission from android reference

	com.teslacoilsw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.teslacoilsw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ztemt.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ztemt.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.lqsoft.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.lqsoft.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baoruan.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.baoruan.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fineos.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fineos.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ibingo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ibingo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zui.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zui.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.tpwlauncher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.tpwlauncher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher1.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher1.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.s.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.s.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mobile.ZteLauncher3D.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mobile.ZteLauncher3D.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher23.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher23.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mgyun.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mgyun.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hola.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hola.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.home.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.home.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.slim.slimlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.slim.slimlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huaqin.launcherEx.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huaqin.launcherEx.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.epic.launcher.tw.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.epic.launcher.tw.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.lewalauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.lewalauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.Dean.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.Dean.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	app.cobo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	app.cobo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.alphalp.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.alphalp.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lollipop.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lollipop.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.l.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.l.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dlto.atom.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dlto.atom.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.sprdlauncher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.konka.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.konka.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mycheering.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mycheering.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.microsoft.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.microsoft.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nicelauncher.lolauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nicelauncher.lolauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jui.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jui.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.qihoo360.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lge.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	net.qihoo.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher_donut.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher3.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.settings.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.anddoes.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.tencent.qqlauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.ebproductions.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	telecom.mdesk.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.modaco.android.launchergb.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.modaco.android.launchergb.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.htc.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.app.twlauncher.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adw.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	org.adwfreak.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.gau.go.launcherex.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.gau.go.launcherex.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.fede.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nd.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.nd.android.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.mylauncher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mx.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.mx.launcher.permission.WRITE_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.launcher.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	android.permission.USE_BIOMETRIC
	正常
	
	允许应用使用设备支持的生物识别模式。

	com.dragon.read.permission.cjpay.multi.process
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.READ_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.aiengine.permission.WRITE_AWARE_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.android.launcher.permission.CHANGE_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_READ
	未知
	Unknown permission
	Unknown permission from android reference

	me.everything.badger.permission.BADGE_COUNT_WRITE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.UPDATE_APP_BADGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.abe.permission.launcher.notification.num
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	com.dragon.read.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.dragon.read.openadsdk.permission.TT_PANGOLIN
	未知
	Unknown permission
	Unknown permission from android reference

	miui.permission.READ_STEPS
	未知
	Unknown permission
	Unknown permission from android reference

	com.dragon.read.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.dragon.read.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.dragon.read.push.AppSdkActivity
	Schemes: dragon1967://, http://, https://, 
Hosts: zlink.fqnovel.com, reading.snssdk.com, fqnovel.ugurl.cn, 
Mime Types: text/plain, application/epub+zip, application/x-mobipocket-ebook, 
Path Prefixes: /z/, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent1107848469://, 


	com.dragon.read.polaris.shortcut.ShortcutActivity
	Schemes: dragon1967shortcut://, 


	com.alipay.sdk.app.AlipayResultActivity
	Schemes: cj_pay_alipay_sign://, 


	com.bytedance.caijing.sdk.infra.base.impl.alipay.CJPayAlipaySignReturnActivity
	Schemes: cjsign://, 
Hosts: com.dragon.read, 
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