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考勤表记工（ 7.0.9版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	考勤表记工

	版本
	7.0.9

	包名
	com.jizhi.jlongg.kqb

	域名线索
	252条

	URL线索
	551条

	APP图标
	

	分析日期
	2025年7月18日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	com.jizhi.jlongg.kqb.apk

	文件大小
	119.31MB

	MD5值
	1b4ab2dc83a5cd1181341a48ebdfdc90

	SHA1值
	6f68fb884342cae03c39dacc6588f8d0ef57d264

	SHA256值
	91b424555020ff9bc0d5cf5d25bdabf2089320476a292fdd131c048bc15165c5



3. APP基本信息
	类别
	内容

	App名称
	考勤表记工

	包名
	com.jizhi.jlongg.kqb

	主活动Activity
	com.jizhi.jlongg.main.activity.welcome.WelcomeActivity

	安卓版本名称
	7.0.9

	安卓版本
	1390



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	mores.toponad.com
	IP: 123.126.74.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pre-verify-cloud.alibaba-inc.com
	IP: 59.82.17.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.smpte-ra.org
	IP: 52.20.185.129 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	wspeed.qq.com
	没有服务器地理信息. 

	ulogs.umeng.com
	IP: 223.109.148.177 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	hapi.jgongb.com
	IP: 152.136.9.181 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.amazon.co.uk
	IP: 3.164.115.223 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	image.cnamedomain.com
	没有服务器地理信息. 

	schemas.android.com
	没有服务器地理信息. 

	www.jgj.ink
	IP: 60.205.225.153 
所属国家: China 
地区: Beijing 
城市: Beijing 

	restapi.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	utoken.umeng.com
	IP: 223.109.148.171 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	wap.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	pms.mb.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grs.dbankcloud.com
	IP: 113.201.107.54 
所属国家: China 
地区: Shaanxi 
城市: Baoji 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	track.jgjapp.com
	IP: 39.105.18.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	m.sigmob.com
	IP: 39.107.65.119 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.wireless-village.org
	IP: 104.21.11.240 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	aa.birdgesdk.com
	IP: 120.78.94.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tobapplog.ctobsnssdk.com
	IP: 222.138.7.124 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	api.twitter.com
	IP: 104.244.42.2 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	update0.aiclk.com
	IP: 60.29.233.224 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	market.m.taobao.com
	IP: 125.39.43.220 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mst01.is.autonavi.com
	IP: 203.119.204.194 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ulogs.umengcloud.com
	IP: 223.109.148.130 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	loggw-exsdk.alipay.com
	IP: 110.76.3.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	m5.amap.com
	IP: 59.82.112.99 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	ai.login.umeng.com
	IP: 59.82.60.44 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cgicol.amap.com
	IP: 123.125.216.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	applog.snssdk.com
	IP: 123.125.216.203 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mpsapi.amap.com
	IP: 59.82.113.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	im.7x24cc.com
	IP: 47.93.96.24 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	long.open.weixin.qq.com
	IP: 112.65.193.150 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	sss.umeng.com
	IP: 59.82.31.210 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sysdk.cl2009.com
	IP: 101.133.104.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	webapi.amap.com
	IP: 59.82.112.233 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.openmobilealliance.org
	IP: 104.26.8.105 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	asr.cloud.tencent.com
	IP: 120.53.129.200 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tcdnsipv6.myqcloud.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	ceshi02.7x24cc.com
	IP: 39.106.255.228 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn.jgjapp.com
	IP: 119.167.229.233 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	gist.github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	static.jgjapp.com
	IP: 39.91.140.220 
所属国家: China 
地区: Shandong 
城市: Linyi 

	ccdcapi.alipay.com
	IP: 203.209.245.120 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	resolver.msg.xiaomi.net
	IP: 123.125.102.48 
所属国家: China 
地区: Beijing 
城市: Beijing 

	a5.7x24cc.com
	IP: 39.105.76.116 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	pic22.nipic.com
	没有服务器地理信息. 

	openapi.baidu.com
	IP: 110.242.69.36 
所属国家: China 
地区: Hebei 
城市: Baoding 

	rtapplog.snssdk.com
	IP: 222.138.7.124 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	shared.h5.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdk-data-test.ubixioe.com
	没有服务器地理信息. 

	gjapplog.ucweb.com
	IP: 157.185.189.158 
所属国家: Canada 
地区: Ontario 
城市: North York 

	www.andykhan.com
	IP: 213.171.195.105 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: Gloucester 

	alogsus.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	hmma.baidu.com
	IP: 110.242.68.195 
所属国家: China 
地区: Hebei 
城市: Baoding 

	open.e.189.cn
	IP: 42.123.76.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dtcy0bqpv6jys.cloudfront.net
	IP: 13.227.56.93 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	reactjs.org
	IP: 76.76.21.21 
所属国家: United States of America 
地区: California 
城市: Walnut 

	imgcache.qq.com
	IP: 61.49.23.182 
所属国家: China 
地区: Beijing 
城市: Beijing 

	upl.baidu.com
	IP: 110.242.68.242 
所属国家: China 
地区: Hebei 
城市: Baoding 

	audiotest.baidu.com
	IP: 180.101.49.122 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	dualstack-a.apilocate.amap.com
	IP: 106.11.40.50 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	entry-test.ubixioe.com
	IP: 101.126.10.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adservice.sigmob.cn
	IP: 101.200.125.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.asia
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	playready.directtaps.net
	IP: 104.45.231.79 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	toblog.ctobsnssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	alogus.umeng.com
	IP: 223.109.148.178 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	img.toponad.com
	IP: 18.65.216.44 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mp.cnmoka.cn
	IP: 64.32.10.21 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	www.toponad.com
	IP: 42.192.176.82 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errnewlogos.umeng.com
	IP: 47.246.110.96 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	schemas.microsoft.com
	IP: 13.107.253.39 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	d-gt.getui.com
	没有服务器地理信息. 

	verify.baidubce.com
	IP: 153.3.238.231 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	applog.uc.cn
	IP: 116.132.223.75 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	211.151.146.65
	IP: 211.151.146.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	dxp.baidu.com
	IP: 110.242.68.94 
所属国家: China 
地区: Hebei 
城市: Baoding 

	wb.amap.com
	IP: 59.82.60.60 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	aid.mobileservice.cn
	IP: 101.69.207.68 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pitk.birdgesdk.com
	IP: 39.108.103.199 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	download.alicdn.com
	IP: 122.156.129.119 
所属国家: China 
地区: Heilongjiang 
城市: Heihe 

	img.anythinktech.com
	IP: 3.164.110.58 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	imxg1autni82.7x24cc.com
	IP: 47.243.15.81 
所属国家: United Kingdom of Great Britain and Northern Ireland 
地区: England 
城市: Manchester 

	a6.7x24cc.com
	IP: 39.106.255.228 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	hm.baidu.com
	IP: 111.206.209.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oauth2.umeng.com
	IP: 59.82.31.95 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	render.alipay.com
	IP: 125.38.11.194 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	union.baidu.com
	IP: 111.206.208.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ad.partner.gifshow.com
	IP: 103.102.202.71 
所属国家: China 
地区: Beijing 
城市: Beijing 

	usr-api.1sapp.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nms.jgjapp.com
	没有服务器地理信息. 

	dldir1.qq.com
	IP: 139.209.207.5 
所属国家: China 
地区: Jilin 
城市: Baicheng 

	c-hzgt2.getui.com
	IP: 124.160.155.55 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	vop.baidu.com
	IP: 111.206.209.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	b37l.t4m.cn
	IP: 121.17.255.220 
所属国家: China 
地区: Hebei 
城市: Hengshui 

	h.trace.qq.com
	IP: 113.56.189.246 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	dualstack-arestapi.amap.com
	IP: 39.98.22.142 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ns.adobe.com
	没有服务器地理信息. 

	convert.dop.360.cn
	IP: 180.163.237.45 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	pre-c.umsns.com
	IP: 59.82.17.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	rtlog.snssdk.com
	IP: 222.138.7.127 
所属国家: China 
地区: Henan 
城市: Zhumadian 

	api.weixin.qq.com
	IP: 116.128.170.42 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	datax.baidu.com
	没有服务器地理信息. 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	sdkfx.qidian.com
	IP: 61.181.204.77 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	debugx5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	livepullipv6.myqcloud.com
	IP: 163.177.30.38 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	pslog.umeng.com
	IP: 59.82.31.95 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mdt2-test.ubixioe.com
	IP: 101.126.10.230 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.baidu.com
	IP: 110.242.68.4 
所属国家: China 
地区: Hebei 
城市: Baoding 

	logrcv.aiclk.com
	IP: 60.29.233.213 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	lbs-3dtiles-service.amap.com
	IP: 59.82.132.243 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tracelog-debug.aiclk.com
	IP: 60.29.233.224 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nm.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.xmlsoap.org
	IP: 13.107.253.39 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	oss-cn-hangzhou.aliyuncs.com
	IP: 118.31.219.189 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobilegw.alipay.com
	IP: 203.209.255.238 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	log.tbs.qq.com
	IP: 124.95.224.248 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	yuyin.baidu.com
	IP: 153.3.237.166 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	www.shandw.com
	IP: 116.136.170.181 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	cro-dualstack.cn-hangzhou.aliyuncs.com
	IP: 101.37.132.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	livepull.myqcloud.com
	IP: 116.130.223.85 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.e.kuaishou.com
	IP: 116.136.162.35 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	www.jiongtoutiao.com
	IP: 120.24.235.153 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	mcgw.alipay.com
	IP: 111.161.3.146 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mobilegwpre.alipay.com
	IP: 110.75.138.35 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	hybrid.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tower.ubixioe.com
	IP: 180.184.56.129 
所属国家: China 
地区: Beijing 
城市: Beijing 

	trail.e.mi.com
	IP: 111.206.101.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.yzg.ink
	IP: 60.205.225.153 
所属国家: China 
地区: Beijing 
城市: Beijing 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	data-drcn.push.dbankcloud.com
	IP: 118.194.33.160 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	sdk-data.ubixioe.com
	IP: 180.184.56.218 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 140.207.58.67 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	zxid-m.mobileservice.cn
	IP: 101.69.207.69 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	success.ctobsnssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	napi.jgongb.com
	IP: 152.136.9.181 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdk-open-phone.getui.com
	IP: 101.68.218.169 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	www.doudou.in
	IP: 47.116.191.40 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	tcdns.myqcloud.com
	IP: 109.244.168.67 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dc.sigmob.cn
	IP: 112.126.7.24 
所属国家: China 
地区: Beijing 
城市: Beijing 

	plbslog.umeng.com
	IP: 36.156.202.78 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	wap.cmpassport.com
	IP: 120.232.169.168 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	static.yximgs.com
	IP: 221.195.209.99 
所属国家: China 
地区: Hebei 
城市: Cangzhou 

	openrcv.baidu.com
	IP: 111.206.209.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cfg.imtt.qq.com
	IP: 60.29.240.17 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	ocpc.baidu.com
	IP: 110.242.68.204 
所属国家: China 
地区: Hebei 
城市: Baoding 

	adash.m.taobao.com
	IP: 59.82.39.12 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	databyterangers.com.cn
	没有服务器地理信息. 

	m.jgjapp.com
	IP: 39.105.18.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	apps.samsung.com
	IP: 111.161.120.144 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	graph.facebook.com
	IP: 31.13.91.6 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	grs.dbankcloud.cn
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	m.ireadercity.com
	IP: 120.27.82.133 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	ccs.umeng.com
	IP: 36.143.252.105 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn.h5.jgjapp.com
	IP: 119.188.123.52 
所属国家: China 
地区: Shandong 
城市: Jinan 

	vse.baidu.com
	IP: 110.242.68.242 
所属国家: China 
地区: Hebei 
城市: Baoding 

	fy.1sapp.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	graph.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	apilocate.amap.com
	IP: 106.11.43.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.applink.mob.com
	IP: 180.188.25.40 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	work.weixin.qq.com
	IP: 106.55.209.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ynuf.aliapp.org
	IP: 110.253.188.244 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	api.test.jgjapp.com
	IP: 101.42.133.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qfc.innotechx.com
	IP: 123.56.87.63 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobile.umeng.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn-adn-https.rayjump.com
	IP: 123.126.74.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	developer.umeng.com
	IP: 59.82.31.95 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	greenrobot.org
	IP: 85.13.163.69 
所属国家: Germany 
地区: Thuringen 
城市: Friedersdorf 

	t.mokayd.com
	IP: 38.48.160.27 
所属国家: United States of America 
地区: California 
城市: Los Angeles 

	m.tv.sohu.com
	IP: 116.130.217.3 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mapi.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	c-adash.m.taobao.com
	IP: 59.82.39.12 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	im-ceshi.7x24cc.com
	IP: 49.4.11.158 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errnewlog.umeng.com
	IP: 223.109.148.142 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	www.umeng.com
	IP: 59.82.29.249 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	p1-lm.adkwai.com
	IP: 221.204.72.196 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	cgi.qplus.com
	没有服务器地理信息. 

	cn-beijing.log.aliyuncs.com
	IP: 59.110.73.39 
所属国家: China 
地区: Beijing 
城市: Beijing 

	auth.wosms.cn
	IP: 123.125.99.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cpro.baidustatic.com
	IP: 101.72.203.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	adiu.amap.com
	IP: 59.82.132.243 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	lbs.amap.com
	IP: 59.82.132.243 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apiinit.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	d37359515cce79e96b11a65e10f5f3e0.dlied1.cdntips.net
	IP: 211.91.52.109 
所属国家: China 
地区: Zhejiang 
城市: Ningbo 

	tbs.imtt.qq.com
	IP: 221.204.18.187 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	sy.cl2009.com
	IP: 47.101.5.82 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	mobilegw.dl.alipaydev.com
	IP: 110.75.132.25 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn.jgjapp.commedia
	没有服务器地理信息. 

	wap.amap.com
	IP: 125.39.177.223 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	wappaygw.alipay.com
	IP: 125.39.199.1 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	axios-http.com
	IP: 13.228.199.255 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	wap.test.jgjapp.com
	IP: 101.42.133.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.e.kuaishou.com
	IP: 116.136.162.35 
所属国家: China 
地区: Nei Mongol 
城市: Hohhot 

	yuntuapi.amap.com
	没有服务器地理信息. 

	h5.m.taobao.com
	IP: 125.39.43.220 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	a1.7x24cc.com
	IP: 39.106.255.228 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	restsdk.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	whatwg.org
	IP: 165.227.248.76 
所属国家: United States of America 
地区: New Jersey 
城市: Clifton 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	log.umsns.com
	IP: 59.82.31.160 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics1.data.hicloud.com
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.snssdk.com
	IP: 125.39.135.107 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	errlogos.umeng.com
	IP: 47.246.110.18 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	m.test.jgjapp.com
	IP: 123.57.224.104 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	fb.me
	IP: 163.70.158.35 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	xmlpull.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	napi.jgjapp.com
	IP: 81.70.227.154 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 111.202.1.240 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.facebook.com
	IP: 80.87.199.46 
所属国家: Russian Federation 
地区: Irkutskaya oblast' 
城市: Irkutsk 

	mpush-api.aliyun.com
	IP: 140.205.160.128 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	c.umsns.com
	IP: 59.82.29.163 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	entry.ubixioe.com
	IP: 180.184.56.170 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 125.39.135.57 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	androidquery.appspot.com
	IP: 31.13.85.53 
所属国家: Brazil 
地区: Sao Paulo 
城市: Sao Paulo 

	www.yzgong.cn
	IP: 60.205.225.153 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ichannel.snssdk.com
	IP: 202.108.29.205 
所属国家: China 
地区: Beijing 
城市: Beijing 

	errlog.umeng.com
	IP: 223.109.148.142 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	cdn-mum.alibabachengdun.com
	IP: 125.39.177.225 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.jgongb.com
	IP: 152.136.9.181 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aip.baidubce.com
	IP: 111.206.210.12 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://h5. 
	android/taobao/windvane/config/GlobalConfig.java 

	http://h5. 
	android/taobao/windvane/config/GlobalConfig.java 

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/api/e/g.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	cn/com/chinatelecom/account/api/e/g.java 

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/sdk/android/oss/common/OSSConstants.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://adash.m.taobao.com/rest/abtest 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://c-adash.m.taobao.com/rest/gc 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	http://adash.m.taobao.com/rest/sur 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	https://market.m.taobao.com/app/msd/m-rp-h5/cloud.html 
	com/alibaba/security/realidentity/RPVerify.java 

	http://oss-cn-hangzhou.aliyuncs.com 
	com/alibaba/security/realidentity/build/ca.java 

	https://ip. 
	com/alibaba/security/realidentity/build/bv.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/security/realidentity/build/bv.java 

	http://image.cnamedomain.com'! 
	com/alibaba/security/realidentity/build/bv.java 

	https://market.m.taobao.com/app/msd/m-rp-h5/cloud.html 
	com/alibaba/security/realidentity/build/j.java 

	http://oss.aliyuncs.com 
	com/alibaba/security/realidentity/build/dd.java 

	http://127.0.0.1 
	com/alibaba/security/realidentity/build/dd.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/security/realidentity/build/dd.java 

	http://image.cnamedomain.com'! 
	com/alibaba/security/realidentity/build/dd.java 

	https://cro-dualstack.cn-hangzhou.aliyuncs.com 
	com/alibaba/security/realidentity/http/BaseHttpManager.java 

	http://pre-verify-cloud.alibaba-inc.com 
	com/alibaba/security/realidentity/http/BaseHttpManager.java 

	https://ynuf.aliapp.org/repTd.json? 
	com/alibaba/wireless/security/framework/SGApmMonitorManager.java 

	http://cdn-mum.alibabachengdun.com/sg7sX1/rYxU/pDDw/ 
	com/alibaba/wireless/security/framework/SGApmMonitorManager.java 

	https://mobilegwpre.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/apmobilesecuritysdk/b/a.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.dl.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/l/a.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/l/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/l/a.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/m/l/a.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/m/a.java 

	http://restsdk.amap.com/v3/place/text? 
	com/amap/api/col/p0003trl/a.java 

	http://restsdk.amap.com/v3/place/around? 
	com/amap/api/col/p0003trl/a.java 

	http://restsdk.amap.com/v3/config/district? 
	com/amap/api/col/p0003trl/a.java 

	http://wprd0%d.is.autonavi.com/appmaptile? 
	com/amap/api/col/p0003trl/de.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003trl/de.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003trl/df.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003trl/cr.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003trl/hf.java 

	https://restapi.amap.com/rest/aaid/get 
	com/amap/api/col/p0003trl/hp.java 

	http://restapi.amap.com/rest/aaid/get 
	com/amap/api/col/p0003trl/hp.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003trl/ir.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003trl/ir.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/p0003trl/jh.java 

	http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& 
	com/amap/api/col/p0003trl/lb.java 

	http://restsdk.amap.com/v4/grasproad/driving? 
	com/amap/api/col/p0003trl/fe.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003trl/s.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003trl/v.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003trl/gw.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003trl/gw.java 

	https://restapi.amap.com/rest/lbs/geohub/3d/tiles?z=%d&x=%d&y=%d 
	com/amap/api/col/p0003trl/k.java 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/\ 
	com/amap/api/col/p0003trl/l.java 

	http://apiinit.amap.com/v3/log/init 
	com/amap/api/col/s/bm.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/s/bh.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	com/amap/api/col/s/bh.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	com/amap/api/col/s/bh.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/s/bh.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/s/cn.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/s/cn.java 

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/s/cy.java 

	http://restsdk.amap.com/v3 
	com/amap/api/col/s/h.java 

	https://restsdk.amap.com/v3 
	com/amap/api/col/s/h.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/s/h.java 

	https://restsdk.amap.com/v4 
	com/amap/api/col/s/h.java 

	http://restsdk.amap.com/v5 
	com/amap/api/col/s/h.java 

	https://restsdk.amap.com/v5 
	com/amap/api/col/s/h.java 

	http://yuntuapi.amap.com 
	com/amap/api/col/s/h.java 

	https://yuntuapi.amap.com 
	com/amap/api/col/s/h.java 

	http://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/s/h.java 

	https://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/s/h.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/s/h.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/s/h.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/s/bl.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/s/bl.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	http://wap.amap.com/ 
	com/amap/api/maps/AMapUtils.java 

	https://lbs-3dtiles-service.amap.com/basemap/tiles/staging?compose=building@1669011850923&compose=tree@1668678765481&z=%d&x=%d&y=%d 
	com/amap/api/maps/model/amap3dmodeltile/AMap3DModelTileProvider.java 

	https://graph.facebook.com/oauth/authorize 
	com/androidquery/auth/FacebookHandle.java 

	https://www.facebook.com/connect/login_success.html 
	com/androidquery/auth/FacebookHandle.java 

	https://graph.facebook.com/oauth/authorize? 
	com/androidquery/auth/FacebookHandle.java 

	https://graph.facebook.com/me 
	com/androidquery/auth/FacebookHandle.java 

	https://api.twitter.com/oauth/access_token 
	com/androidquery/auth/TwitterHandle.java 

	https://api.twitter.com/oauth/authorize 
	com/androidquery/auth/TwitterHandle.java 

	https://api.twitter.com/oauth/request_token 
	com/androidquery/auth/TwitterHandle.java 

	https://androidquery.appspot.com 
	com/androidquery/service/MarketService.java 

	https://play.google.com/store/apps/details?id= 
	com/anythink/core/basead/a/a.java 

	https://img.anythinktech.com/gdpr/PrivacyPolicySetting.html 
	com/anythink/core/common/g.java 

	https://dtcy0bqpv6jys.cloudfront.net/hostsetting/dmlist/index.html 
	com/anythink/core/common/b/h.java 

	https://dtcy0bqpv6jys.cloudfront.net/hostsetting/mumbai/index.html 
	com/anythink/core/common/b/h.java 

	https://img.anythinktech.com/gdpr/PrivacyPolicySetting.html 
	com/anythink/core/common/b/h.java 

	https://adx 
	com/anythink/core/common/e/a.java 

	http://www.toponad.com 
	com/anythink/core/common/o/i.java 

	https://mores.toponad.com/image/adx_animate/animate5_recommend1.png 
	com/anythink/core/d/a.java 

	https://mores.toponad.com/image/adx_animate/animate5_recommend2.png 
	com/anythink/core/d/a.java 

	https://mores.toponad.com/image/adx_animate/animate5_recommend3.png 
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	https://api.weixin.qq.com/sns/userinfo?access_token= 
	com/umeng/socialize/handler/UMWXHandler.java 

	http://log.umsns.com/link/qq/download/ 
	com/umeng/socialize/handler/QZoneSsoHandler.java 

	https://graph.qq.com/oauth2.0/me?access_token= 
	com/umeng/socialize/handler/UMQQSsoHandler.java 

	https://api.weixin.qq.com/sns/auth?access_token= 
	com/umeng/socialize/media/WeixinExtra.java 

	https://mobile.umeng.com/images/pic/home/social/img-1.png 
	com/umeng/socialize/net/LinkcardRequest.java 

	https://ai.login.umeng.com/api/umed/event 
	com/umeng/socialize/net/analytics/SocialAnalytics.java 

	https://log.umsns.com/ 
	com/umeng/socialize/net/base/SocializeRequest.java 

	https://c.umsns.com/ulink/getRTC 
	com/umeng/socialize/tracker/a.java 

	https://pre-c.umsns.com/ulink/getRTC 
	com/umeng/socialize/tracker/a.java 

	https://developer.umeng.com/docs/66632/detail/ 
	com/umeng/socialize/utils/UrlUtil.java 

	https://log.umsns.com/ 
	com/umeng/socialize/view/OauthDialog.java 

	https://errnewlog.umeng.com 
	com/umeng/umcrash/UMCrashContent.java 

	https://errnewlogos.umeng.com 
	com/umeng/umcrash/UMCrashContent.java 

	https://errnewlogos.umeng.com/upload 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlogos.umeng.com 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com/upload 
	com/umeng/umcrash/UMCrash.java 

	https://errnewlog.umeng.com 
	com/umeng/umcrash/UMCrash.java 

	https://utoken.umeng.com/api/postZdata/v4 
	com/umeng/umzid/ZIDManager.java 

	https://utoken.umeng.com/api/updateZdata/v4 
	com/umeng/umzid/ZIDManager.java 

	https://opencloud.wostore.cn/openapi/netauth/precheck/wp? 
	com/unikuwei/mianmi/account/shield/d/b.java 

	https://opencloud.wostore.cn/openapi/netauth/precheck/wp? 
	com/unikuwei/mianmi/account/shield/c/a.java 

	https://opencloud.wostore.cn/client/sdk/receive 
	com/unikuwei/mianmi/account/shield/e/f.java 

	https://h5.jgjapp.com/user/base-info 
	com/user/UserARouteNavigationUtil.java 

	https://adservice.sigmob.cn/strategy/v6 
	com/windmill/sdk/b/f.java 

	https://adservice.sigmob.cn/waterfall/v1 
	com/windmill/sdk/b/f.java 

	https://dc.sigmob.cn/log 
	com/windmill/sdk/b/f.java 

	https://adservice.sigmob.cn/w/config? 
	com/windmill/sdk/b/f.java 

	https://adservice.sigmob.cn/extconfig? 
	com/windmill/sdk/b/f.java 

	https://%1$s/gslb/?ver=5.0 
	com/xiaomi/push/ct.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://zxid-m.mobileservice.cn/sdk/uaid/reportAuthToken 
	com/zx/a/I8b7/e1.java 

	https://zxid-m.mobileservice.cn/sdk/extend/tag 
	com/zx/a/I8b7/i1.java 

	https://zxid-m.mobileservice.cn/sdk/uaid/get 
	com/zx/a/I8b7/f1.java 

	https://zxid-m.mobileservice.cn/sdk/config/init 
	com/zx/a/I8b7/i.java 

	https://zxid-m.mobileservice.cn/sdk/app/depAnalysis 
	com/zx/a/I8b7/q0.java 

	https://zxid-m.mobileservice.cn/sdk/module/getCoreModule 
	com/zx/a/I8b7/u.java 

	https://zxid-m.mobileservice.cn/sdk/channel/report 
	com/zx/a/I8b7/y0.java 

	https://aid.mobileservice.cn/ 
	com/zx/a/I8b7/p2.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Flowable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/rxjava3/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/rxjava3/exceptions/UndeliverableException.java 

	http://www.andykhan.com/jexcelapi/index.html 
	jxl/demo/ReadWrite.java 

	http://www.andykhan.com/jexcelapi 
	jxl/demo/Write.java 

	http://www.amazon.co.uk/exec/obidos/ASIN/0571058086/qid=1099836249/sr=1-3/ref=sr_1_11_3/202-6017285-1620664 
	jxl/demo/Write.java 

	http://www.andykhan.com/jexcelapi\ 
	jxl/demo/Write.java 

	http://www.amazon.co.uk/exec/obidos/ASIN/0571058086qid=1099836249/sr=1-3/ref=sr_1_11_3/202-6017285-1620664\ 
	jxl/demo/Write.java 

	http://www.andykhan.com/jexcelapi/index.html 
	jxl/read/biff/HyperlinkRecord.java 

	https://greenrobot.org/greendao/documentation/database-encryption/ 
	org/greenrobot/greendao/database/DatabaseOpenHelper.java 

	https://github.com/TooTallNate/Java-WebSocket/wiki/Lost-connection-detection 
	org/java_websocket/AbstractWebSocket.java 

	http://schemas.xmlsoap.org/soap/encoding/ 
	org/ksoap2/SoapEnvelope.java 

	http://www.w3.org/2003/05/soap-encoding 
	org/ksoap2/SoapEnvelope.java 

	http://schemas.xmlsoap.org/soap/envelope/ 
	org/ksoap2/SoapEnvelope.java 

	http://www.w3.org/2003/05/soap-envelope 
	org/ksoap2/SoapEnvelope.java 

	http://www.w3.org/2001/XMLSchema 
	org/ksoap2/SoapEnvelope.java 

	http://www.w3.org/1999/XMLSchema 
	org/ksoap2/SoapEnvelope.java 

	http://www.w3.org/2001/XMLSchema-instance 
	org/ksoap2/SoapEnvelope.java 

	http://www.w3.org/1999/XMLSchema-instance 
	org/ksoap2/SoapEnvelope.java 

	http://xml.apache.org/xml-soap 
	org/ksoap2/serialization/MarshalHashtable.java 

	http://xmlpull.org/v1/doc/properties.html 
	org/kxml2/kdom/Document.java 

	http://www.w3.org/XML/1998/namespace 
	org/kxml2/wap/WbxmlParser.java 

	http://www.wireless-village.org/CSP 
	org/kxml2/wap/wv/WV.java 

	http://www.wireless-village.org/PA 
	org/kxml2/wap/wv/WV.java 

	http://www.wireless-village.org/TRC 
	org/kxml2/wap/wv/WV.java 

	http://www.openmobilealliance.org/DTD/WV-CSP 
	org/kxml2/wap/wv/WV.java 

	http://www.openmobilealliance.org/DTD/WV-PA 
	org/kxml2/wap/wv/WV.java 

	http://www.openmobilealliance.org/DTD/WV-TRC 
	org/kxml2/wap/wv/WV.java 

	http://www. 
	org/kxml2/wap/wml/Wml.java 

	https://www. 
	org/kxml2/wap/wml/Wml.java 

	http://xmlpull.org/v1/doc/features.html 
	org/kxml2/io/KXmlSerializer.java 

	http://www.w3.org/XML/1998/namespace 
	org/kxml2/io/KXmlSerializer.java 

	http://xmlpull.org/v1/doc/ 
	org/kxml2/io/KXmlParser.java 

	http://www.w3.org/XML/1998/namespace 
	org/kxml2/io/KXmlParser.java 

	http://xmlpull.org/v1/doc/features.html 
	org/xmlpull/v1/XmlPullParser.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextureView.java 

	https://tracelog-debug.aiclk.com 
	qm/qm/qma/e.java 

	https://update0.aiclk.com/qm/nsdk/cgi/ 
	qm/qm/qma/f.java 

	https://tracelog-debug.aiclk.com 
	qm/qm/qma/f.java 

	https://nm.jgjapp.com/help/hpDetail?id=243 
	serviceimpl/UserWebViewService.java 

	https://h5.jgjapp.com/about/contact?ver= 
	serviceimpl/UserWebViewService.java 

	https://nm.jgjapp.com/help/hpDetail?id= 
	serviceimpl/WebViewService.java 

	https://h5.jgjapp.com/businessCard?uid= 
	serviceimpl/WebViewService.java 

	https://h5.jgjapp.com/enterprise/equity?forward= 
	serviceimpl/WebViewService.java 

	https://api.jgjapp.com/ 
	serviceimpl/WebViewService.java 

	https://nm.jgjapp.com/ 
	serviceimpl/WebViewService.java 

	http://playready.directtaps.net/pr/svc/rightsmanager.asmx 
	tv/danmaku/ijk/media/exo/demo/SmoothStreamingTestMediaDrmCallback.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	tv/danmaku/ijk/media/exo/demo/SmoothStreamingTestMediaDrmCallback.java 

	https://nm.jgjapp.com/my/agreement?hideheader=1 
	util/ConfigUtils.java 

	https://nm.jgjapp.com/help/hpDetail?id=243&hideheader=1 
	util/ConfigUtils.java 

	https://cdn.jgjapp.com/ 
	util/ConfigUtils.java 

	https://nm.jgjapp.com/my/agreement?hideheader=1&package_name= 
	util/ConfigUtils.java 

	https://nm.jgjapp.com/help/hpDetail?id=243&hideheader=1&package_name= 
	util/ConfigUtils.java 

	https://www.jgj.ink/.well-known/assetlinks.json 
	Mogua Engine V1 

	https://www.yzg.ink/.well-known/assetlinks.json 
	Mogua Engine V1 

	https://www.yzgong.cn/.well-known/assetlinks.json 
	Mogua Engine V1 

	https://data-drcn.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dra.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dre.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-drru.push.dbankcloud.com 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.dt.dbankcloud.ru:6447 
	Mogua Engine V2 

	https://grs.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.cn 
	Mogua Engine V2 

	https://grs.dbankcloud.asia 
	Mogua Engine V2 

	https://grs.platform.dbankcloud.ru 
	Mogua Engine V2 

	https://grs.dbankcloud.eu 
	Mogua Engine V2 

	https://work.weixin.qq.com/ca/cawcde873fe1afc8ef 
	Mogua Engine V2 

	https://webapi.amap.com/ui/ 
	Mogua Engine V2 

	https://webapi.amap.com/loca?v= 
	Mogua Engine V2 

	https://webapi.amap.com/maps?callback=___onAPILoaded&v= 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/1999/xlink 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://track.jgjapp.com 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://github.com/zloirock/core-js/blob/v3.24.1/LICENSE 
	Mogua Engine V2 

	https://github.com/zloirock/core-js 
	Mogua Engine V2 

	https://work.weixin.qq.com/ca/cawcded95b83618592 
	Mogua Engine V2 

	http://www.w3.org/2000/svg'></svg> 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://cn-beijing.log.aliyuncs.com 
	Mogua Engine V2 

	https://hm.baidu.com/hm.js? 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/1999/xlink 
	Mogua Engine V2 

	http://www.w3.org/XML/1998/namespace 
	Mogua Engine V2 

	https://github.com/think2011/localResizeIMG/issues/7 
	Mogua Engine V2 

	https://api.jgongb.com 
	Mogua Engine V2 

	https://napi.jgongb.com 
	Mogua Engine V2 

	https://static.jgjapp.com 
	Mogua Engine V2 

	https://cdn.jgjapp.com 
	Mogua Engine V2 

	https://cdn.jgjapp.commedia/images/ 
	Mogua Engine V2 

	https://b37l.t4m.cn 
	Mogua Engine V2 

	https://api.jgjapp.com 
	Mogua Engine V2 

	https://napi.jgjapp.com 
	Mogua Engine V2 

	https://mapi.jgjapp.com/service 
	Mogua Engine V2 

	https://nm.jgjapp.com 
	Mogua Engine V2 

	https://shared.h5.jgjapp.com/remoteEntry.js 
	Mogua Engine V2 

	https://cdn.h5.jgjapp.com/ 
	Mogua Engine V2 

	https://open.weixin.qq.com/connect/oauth2/authorize?appid= 
	Mogua Engine V2 

	https://github.com/mobxjs/mobx/blob/main/packages/mobx/src/errors.ts 
	Mogua Engine V2 

	https://reactjs.org/docs/error-decoder.html?invariant= 
	Mogua Engine V2 

	http://www.w3.org/1999/xlink 
	Mogua Engine V2 

	http://www.w3.org/XML/1998/namespace 
	Mogua Engine V2 

	http://www.w3.org/1999/xhtml 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	http://www.w3.org/1998/Math/MathML 
	Mogua Engine V2 

	https://reactjs.org/docs/error-decoder.html?invariant= 
	Mogua Engine V2 

	https://restapi.amap.com/v3/geocode/regeo?key=d84e2f112a76188daf398f82e4e4dbc7&location= 
	Mogua Engine V2 

	https://napi.jgjapp.com 
	Mogua Engine V2 

	https://api.jgjapp.com 
	Mogua Engine V2 

	https://napi.jgjapp.com 
	Mogua Engine V2 

	https://napi.jgjapp.com 
	Mogua Engine V2 

	https://api.jgjapp.com 
	Mogua Engine V2 

	https://api.jgjapp.com 
	Mogua Engine V2 

	https://nm.jgjapp.com 
	Mogua Engine V2 

	https://cdn.jgjapp.com/ 
	Mogua Engine V2 

	https://nm.jgjapp.com/jgjview/get-bean 
	Mogua Engine V2 

	https://static.jgjapp.com/public/jgjHybrid/h5/template.docx 
	Mogua Engine V2 

	https://restapi.amap.com/v3/ip?key=d84e2f112a76188daf398f82e4e4dbc7 
	Mogua Engine V2 

	https://restapi.amap.com/v3/geocode/regeo?key=d84e2f112a76188daf398f82e4e4dbc7&location= 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://h5.jgjapp.com/ 
	Mogua Engine V2 

	https://cdn.jgjapp.com 
	Mogua Engine V2 

	https://cdn.jgjapp.com/ 
	Mogua Engine V2 

	https://github.com/uuidjs/uuid 
	Mogua Engine V2 

	https://github.com/puleos/object-hash/issues/26)\nUse 
	Mogua Engine V2 

	http://github.com/dominictarr/crypto-browserify 
	Mogua Engine V2 

	http://fb.me/use-check-prop-types 
	Mogua Engine V2 

	https://reactjs.org/link/react-polyfills 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://github.com/axios/axios.git 
	Mogua Engine V2 

	https://github.com/axios/axios/issues 
	Mogua Engine V2 

	https://axios-http.com 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	danikula@gmail.com 
	com/danikula/videocache/HttpUrlSource.java 

	dffdfdf@qq.com 
	com/hcs/uclient/utils/Utils.java 

	.apk@classes.dex 
	com/kuaishou/weapon/p0/ac.java 

	danikula@gmail.com 
	com/kwad/sdk/core/videocache/h.java 

	eh@gk.grghgf 
	com/mob/commons/a.java 

	fvchqbmcj@kc.cfuhg 
	com/mob/commons/w.java 

	edh@djcicfeg.he7cb 
	com/mob/tools/network/NetworkHelper.java 

	danikula@gmail.com 
	com/sigmob/sdk/videocache/j.java 

	x5tbs@tencent.com 
	com/tencent/smtt/sdk/X5Downloader.java 

	danikula@gmail.com 
	com/ubixnow/ooooo/s0.java 

	kefu@yzgong.com 
	Mogua Engine V2 

	kefu@yzgong.com 
	Mogua Engine V2 

	bg@3x.842927f9 
collect_btn@3x.fadd07de 
strategy@3x.31386120 
title@3x.75c3b772 
icon_close@3x.9a96f441 
overdue_icon@3x.3aadc8d4 
	Mogua Engine V2 

	img_circular@2x.262b5ef4 
rhhz_icon1@2x.3df308ac 
rhhz_icon2@2x.e1166baa 
rhhz_icon3@2x.df229814 
	Mogua Engine V2 

	icon_location@2x.d90ed101 
	Mogua Engine V2 

	finger@2x.c93f9be5 
slide_line@2x.12a0bfa1 
	Mogua Engine V2 

	icon_inform@3x.e470e9fe 
	Mogua Engine V2 

	icon_close@2x.7b1c9486 
	Mogua Engine V2 


4.4 手机号线索
	手机号
	所在文件

	15778800000 
	org/joda/time/chrono/BasicFixedMonthChronology.java 

	15778476000 
	org/joda/time/chrono/GregorianChronology.java 

	15778800000 
	org/joda/time/chrono/JulianChronology.java 

	15308640144 
	org/joda/time/chrono/IslamicChronology.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 

	19150311696 
	Mogua Engine V2 

	19381609612 
	Mogua Engine V2 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=CN, ST=SICHUAN, L=CHENGDU, O=jizhi, OU=jizhi, CN=jizhi 签名算法: rsassa_pkcs1v15 有效期自: 2015-06-03 21:25:45+00:00 有效期至: 2040-05-27 21:25:45+00:00 发行人: C=CN, ST=SICHUAN, L=CHENGDU, O=jizhi, OU=jizhi, CN=jizhi 序列号: 0x2f9d03ae 哈希算法: sha256 md5值: 94bb7448ad172320a4d532a78e900dea sha1值: 9004bdd4bdc15c17e1464028cf45dbefe52c01c2 sha256值: 1d6d4bc741cc0d61ae3f26560343daa2cc939ab0f92b3cb158a5537087349161 sha512值: 76c8ec42f115a5dc9b43c784acb1510b5d821555b52723b71c1af1db7539f926e49fad5c0c31e287874ffe8d121155829acb190cfd82358a43ba2fdad484e677 公钥算法: rsa 密钥长度: 2048 指纹: 444d0185d5947cc0d7714a72e2e46ffecd48e9e0cfda6b0a4887c5d4b66a1e2b

6. 硬编码敏感信息
	可能的敏感信息

	"anythink_myoffer_feedback_violation_of_laws" : "Illegal" 

	"benefits_authentication" : "通过实名认证的好处" 

	"dyStrategy.privateAddress" : "privateAddress" 

	"face_auth_announce" : "由阿里实人认证提供服务" 

	"face_detect_auth_begin_cancel" : "放弃" 

	"face_detect_auth_begin_ok" : "开始验证" 

	"face_detect_auth_begin_title" : "安全验证" 

	"face_detect_auth_pass" : "验证通过" 

	"face_detect_token_expired_or_invalid" : "认证token无效或已过期" 

	"face_detect_token_repeate_submit" : "认证已通过，重复提交。" 

	"find_pwd" : "找回账号" 

	"go_auth" : "我也去认证" 

	"go_auth_now" : "我也要认证" 

	"go_to_auth" : "马上认证" 

	"identity_privacy_authorization_statement" : " 本APP运营方为确保用户身份真实性，向您提供更好的安全保障，您可以通过提交身份证等身份信息或面部特征等生物识别信息（均属个人敏感信息）来完成具体产品服务所需要或必要的实人认证。上述信息将使用与验证用户身份真实性。 我们会采用行业领先的技术来保护您提供的个人信息，并使用加密、限权等方式避免其被用于其他用途。 点击同意则表示本人同意我们根据以上方式和目的收集、使用及存储您提供的本人身份材料、面部特征等信息用于实人认证。" 

	"identity_privacy_authorization_statement_title" : "授权声明" 

	"login_pwd" : "请输入手机号" 

	"modi_key" : "修改关键词" 

	"no_user" : "未登录吉工家工人" 

	"privateKeyP2" : "#e$r" 

	"share_invite_private_invitation" : "私信邀请" 

	"to_auth" : "去认证" 

	"user_login_pwd" : "请输入手机号" 

	"work_detail_dialog_private_modify" : "可修改安全号绑定手机" 

	"anythink_myoffer_feedback_violation_of_laws" : "违规违法" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.ACCESS_DOWNLOAD_MANAGER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	android.permission.BROADCAST_STICKY
	正常
	发送粘性广播
	允许应用程序发送粘性广播,在广播结束后保留。恶意应用程序会导致手机使用过多内存,从而使手机运行缓慢或不稳定

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	gt.permission.GT_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	getui.permission.GetuiService.com.jizhi.jlongg.kqb
	未知
	Unknown permission
	Unknown permission from android reference

	com.jizhi.jlongg.kqb.permission.KW_SDK_BROADCAST
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	com.jizhi.jlongg.kqb.permission.xenv.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.jizhi.jlongg.kqb.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.jizhi.jlongg.kqb.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.jizhi.jlongg.kqb.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	cn.cyberidentity.certification.AUTH
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permissio.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	freemme.permission.msa.SECURITY_ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	oplus.permission.settings.LAUNCH_FOR_EXPORT
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.identifier.permission.OAID_STATE_DIALOG
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.jizhi.jlongg.main.activity.welcome.WelcomeActivity
	Schemes: growing.a266f21c1089051c://, jigongjia://, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent1105013029://, 


	com.bytedance.applog.util.SimulateLaunchActivity
	Schemes: rangersapplog.byax6uyt://, 
Hosts: rangersapplog, 
Paths: /picker, 


	com.mob.moblink.MobLinkActivity
	Schemes: jizhijgjperson://, http://, https://, 
Hosts: com.jizhi.jlongg.person, b37l.t4m.cn, 
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