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WiGLE WiFi Wardriving（ 2.85版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	WiGLE WiFi Wardriving

	版本
	2.85

	包名
	net.wigle.wigleandroid

	域名线索
	12条

	URL线索
	11条

	APP图标
	

	分析日期
	2025年7月16日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	wiglewifiwardriving-release.apk

	文件大小
	10.33MB

	MD5值
	185b8adbd58567386040684f09d20668

	SHA1值
	5aad3e6d6d103dba52416f7431acbef72de5c627

	SHA256值
	9ff785ef3d533aa5512c03a98906d9779c81549025ecf59e857179b257345030



3. APP基本信息
	类别
	内容

	App名称
	WiGLE WiFi Wardriving

	包名
	net.wigle.wigleandroid

	主活动Activity
	net.wigle.wigleandroid.MainActivity

	安卓版本名称
	2.85

	安卓版本
	285



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	maps.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.topografix.com
	IP: 104.209.197.87 
所属国家: United States of America 
地区: Virginia 
城市: Boydton 

	wigle.net
	IP: 54.70.85.50 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	www.gstatic.com
	IP: 203.208.43.66 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.opengis.net
	IP: 66.244.86.70 
所属国家: United States of America 
地区: Indiana 
城市: Bloomington 

	api.wigle.net
	IP: 54.70.85.50 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	yaml.org
	IP: 185.199.111.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	https://www.gstatic.com/ct/log_list/v2/ 
	com/appmattus/certificatetransparency/loglist/LogListDataSourceFactory.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	http://apache.org/xml/features/disallow-doctype-decl 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	http://apache.org/xml/features/nonvalidating/load-external-dtd 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	https://wigle.net/clientTile?zoom=%d&x=%d&y=%d&startTransID=%s&endTransID=%s 
	net/wigle/wigleandroid/MappingFragment.java 

	http://www.topografix.com/GPX/1/1\ 
	net/wigle/wigleandroid/background/GpxExportRunnable.java 

	http://www.w3.org/2001/XMLSchema-instance\ 
	net/wigle/wigleandroid/background/GpxExportRunnable.java 

	http://www.topografix.com/GPX/1/1 
	net/wigle/wigleandroid/background/GpxExportRunnable.java 

	http://www.topografix.com/GPX/1/1/gpx.xsd\ 
	net/wigle/wigleandroid/background/GpxExportRunnable.java 

	http://www.opengis.net/kml/2.2\ 
	net/wigle/wigleandroid/background/KmlWriter.java 

	http://maps.google.com/mapfiles/ms/icons/red.png</href></Icon></IconStyle></Style><Style 
	net/wigle/wigleandroid/background/KmlWriter.java 

	http://maps.google.com/mapfiles/ms/icons/yellow.png</href></Icon></IconStyle></Style><Style 
	net/wigle/wigleandroid/background/KmlWriter.java 

	http://maps.google.com/mapfiles/ms/icons/green.png</href></Icon></IconStyle></Style><Style 
	net/wigle/wigleandroid/background/KmlWriter.java 

	http://maps.google.com/mapfiles/ms/icons/blue.png</href></Icon></IconStyle></Style><Style 
	net/wigle/wigleandroid/background/KmlWriter.java 

	http://maps.google.com/mapfiles/ms/icons/pink.png</href></Icon></IconStyle></Style><Style 
	net/wigle/wigleandroid/background/KmlWriter.java 

	http://maps.google.com/mapfiles/ms/icons/lightblue.png</href></Icon></IconStyle></Style><Style 
	net/wigle/wigleandroid/background/KmlWriter.java 

	https://maps.google.com/mapfiles/kml/pal2/icon18.png</href></Icon></IconStyle></Style><Folder><name>Wifi 
	net/wigle/wigleandroid/background/KmlWriter.java 

	https://api.wigle.net/api/v2/stats/standings?pagestart= 
	net/wigle/wigleandroid/net/WiGLEApiManager.java 

	https://api.wigle.net/api/v2/file/transactions?pagestart= 
	net/wigle/wigleandroid/net/WiGLEApiManager.java 

	https://api.wigle.net/api/v2/network/search? 
	net/wigle/wigleandroid/net/WiGLEApiManager.java 

	https://api.wigle.net/api/v2/cell/search? 
	net/wigle/wigleandroid/net/WiGLEApiManager.java 

	https://api.wigle.net/api/v2/bluetooth/search? 
	net/wigle/wigleandroid/net/WiGLEApiManager.java 

	https://api.wigle.net 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/file/csv/ 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/file/upload 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/file/kml/ 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/news/latest 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/network/mine 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/stats/standings 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://wigle.net/register 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/bluetooth/search 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/cell/search 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/network/search 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/stats/site 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/activate 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/file/transactions 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://api.wigle.net/api/v2/stats/user 
	net/wigle/wigleandroid/util/UrlConfig.java 

	https://wigle.net 
	net/wigle/wigleandroid/util/UrlConfig.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	https://yaml.org/spec/1.1/ 
	org/yaml/snakeyaml/DumperOptions.java 

	https://github.com/wiglenet/m8b 
	Mogua Engine V1 

	https://github.com/wiglenet/wigle-wifi-wardriving/ 
	Mogua Engine V1 

	https://wigle.net/activate 
	Mogua Engine V1 

	https://github.com/wiglenet/wigle-wifi-wardriving/. 
	Mogua Engine V1 

	https://wigle.net/amilisha 
	Mogua Engine V1 

	https://wigle.net/ 
	Mogua Engine V1 


4.3 邮箱线索
	邮箱地址
	所在文件

	wiwiwa@wigle.net 
	net/wigle/wigleandroid/ErrorReportActivity.java 


4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: False v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=US, ST=IL, L=Chicago, O=wigle.net, OU=wigle.net, CN=Robert Hagemann 签名算法: rsassa_pkcs1v15 有效期自: 2010-03-25 01:46:31+00:00 有效期至: 2035-03-19 01:46:31+00:00 发行人: C=US, ST=IL, L=Chicago, O=wigle.net, OU=wigle.net, CN=Robert Hagemann 序列号: 0x4baac077 哈希算法: sha1 md5值: 999206b2937e6db489c71c507d5afabe sha1值: aa156189b6068926366cc2f2e0c9a6192ad66fe2 sha256值: 640d1676e0c321855b0f9f59e7d370661552f5590e58ae85b90ca11d83b545b9 sha512值: 3e938c873c54741f302ad64f0e77a9bdd4de46889816b6cf7a7959f01712283e716eb4d3c6b313d8ec3b357790c6e0a6dfc8571047c313c506c177ba569ee682 公钥算法: rsa 密钥长度: 1024 指纹: 788ec2351b0f5ce795c951131fba53ef4043978075c565537719267bd9095909

6. 硬编码敏感信息
	可能的敏感信息

	"auth_username" : "Auth User" 

	"crypto_password" : "Password" 

	"crypto_show_password" : "Show password." 

	"password" : "WiGLE password" 

	"setting_show_password" : "Show Password" 

	"status_no_user" : "Username not set, heading to Settings" 

	"username" : "WiGLE username" 

	"auth_username" : "Auth Bruger" 

	"crypto_password" : "Adgangs kode" 

	"crypto_show_password" : "Vis adgangs kode." 

	"password" : "WiGLE kodeord" 

	"setting_show_password" : "Vis adgangskode" 

	"status_no_user" : "Brugernavn ikke indstillet" 

	"username" : "WiGLE Brugernavn" 

	"auth_username" : "Benutzerautorisierung" 

	"crypto_password" : "Passwort" 

	"crypto_show_password" : "Passwort einblenden." 

	"password" : "WiGLE.net Passwort" 

	"setting_show_password" : "Passwort anzeigen" 

	"status_no_user" : "Benutzername nicht gesetzt" 

	"username" : "WiGLE.net Benutzername" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Salasana" 

	"crypto_show_password" : "Näytä salasana." 

	"password" : "WiGLE Salasana" 

	"setting_show_password" : "Näytä salasana" 

	"status_no_user" : "Käyttäjätunnus ei asetettu" 

	"username" : "WiGLE Käyttäjätunnus" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Wachtwoord" 

	"crypto_show_password" : "Wachtwoord tonen" 

	"password" : "WiGLE-wachtwoord" 

	"setting_show_password" : "Wachtwoord weergeven" 

	"status_no_user" : "Gebruikersnaam niet ingesteld" 

	"username" : "WiGLE-gebruikersnaam" 

	"auth_username" : "인증 사용자" 

	"crypto_password" : "암호" 

	"crypto_show_password" : "비밀 번호를 표시합니다." 

	"password" : "WiGLE 비밀 번호" 

	"setting_show_password" : "비밀 번호를 표시" 

	"status_no_user" : "사용자 이름 설정하지" 

	"username" : "WiGLE 사용자 이름" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Password" 

	"crypto_show_password" : "Show password." 

	"password" : "WiGLE كلمة المرور" 

	"setting_show_password" : "Show password" 

	"status_no_user" : "Username not set, heading to Settings" 

	"username" : "WiGLE اسم المستخدم" 

	"auth_username" : "Authentification" 

	"crypto_password" : "Mot de passe" 

	"crypto_show_password" : "Montrer le mot de passe." 

	"password" : "Mot de passe WiGLE" 

	"setting_show_password" : "Montrer le mot de passe" 

	"status_no_user" : "Nom d'utilisateur indéfini, choisissez-en un dans les réglages" 

	"username" : "Nom d'utilisateur WiGLE" 

	"auth_username" : "Авторизация пользователя" 

	"crypto_password" : "Пароль" 

	"crypto_show_password" : "Показывать пароль." 

	"password" : "Пароль WiGLE" 

	"setting_show_password" : "Показывать пароль" 

	"status_no_user" : "Имя пользователя не установлено в разделе "Настройки"" 

	"username" : "Имя пользователя WiGLE" 

	"auth_username" : "Auth User" 

	"crypto_password" : "סיסמה" 

	"crypto_show_password" : "הצג סיסמה." 

	"password" : "WiGLE סיסמה" 

	"setting_show_password" : "הצג סיסמה" 

	"status_no_user" : "שם משתמש לא מוגדר" 

	"username" : "WiGLE שם משתמש" 

	"auth_username" : "Mtumiaji Halali" 

	"crypto_password" : "Nywila" 

	"crypto_show_password" : "Onyesha nywila." 

	"password" : "Nywila ya WiGLE" 

	"setting_show_password" : "Onyesha Nywila" 

	"status_no_user" : "Jina la mtumiaji halijawekwa, kuelekea kwa Mipangilio" 

	"username" : "Jina la mtumiaji la WiGLE" 

	"auth_username" : "Auth User" 

	"crypto_password" : "密碼" 

	"crypto_show_password" : "顯示密碼。" 

	"password" : "WiGLE密碼" 

	"setting_show_password" : "顯示密碼" 

	"status_no_user" : "用戶名不設定" 

	"username" : "WiGLE名" 

	"auth_username" : "授权用户" 

	"crypto_password" : "密码" 

	"crypto_show_password" : "显示密码。" 

	"password" : "WiGLE密码" 

	"setting_show_password" : "显示密码" 

	"status_no_user" : "用户名未设置，转到设置" 

	"username" : "WiGLE名" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Senha" 

	"crypto_show_password" : "Mostrar Senha." 

	"password" : "Senha do WiGLE" 

	"setting_show_password" : "Mostrar Senha" 

	"status_no_user" : "Usuário não configurado" 

	"username" : "Usuário do WiGLE" 

	"auth_username" : "Autenticar utilizador" 

	"crypto_password" : "Palavra-passe" 

	"crypto_show_password" : "Mostrar palavra-passe." 

	"password" : "Palavra-passe WiGLE" 

	"setting_show_password" : "Mostrar palavra-passe" 

	"status_no_user" : "Nome de utilizador não definido, ir para Configurações" 

	"username" : "Nome de utilizador WiGLE" 

	"auth_username" : "Auth User" 

	"crypto_password" : "密碼" 

	"crypto_show_password" : "顯示密碼。" 

	"password" : "WiGLE密碼" 

	"setting_show_password" : "顯示密碼" 

	"status_no_user" : "用戶名不設定" 

	"username" : "WiGLE名" 

	"auth_username" : "授权用户" 

	"crypto_password" : "密码" 

	"crypto_show_password" : "显示密码。" 

	"password" : "WiGLE密码" 

	"setting_show_password" : "显示密码" 

	"status_no_user" : "用户名未设置，转到设置" 

	"username" : "WiGLE名" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Password" 

	"crypto_show_password" : "Show password." 

	"password" : "WiGLE password" 

	"setting_show_password" : "Show Password" 

	"status_no_user" : "Username not set, heading to Settings" 

	"username" : "WiGLE username" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Passord" 

	"crypto_show_password" : "Vis passord." 

	"password" : "WiGLE Passord" 

	"setting_show_password" : "Vis passord" 

	"status_no_user" : "Brukernavn ikke satt" 

	"username" : "WiGLE Brukernavn" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Wachtwurd" 

	"crypto_show_password" : "Wachtwurd toane" 

	"password" : "WiGLE-wachtwurd" 

	"setting_show_password" : "Wachtwurd weergeven" 

	"status_no_user" : "Brûkersnamme net ynsteld" 

	"username" : "WiGLE-brûkersnamme" 

	"auth_username" : "Auth-användare" 

	"crypto_password" : "Lösenord" 

	"crypto_show_password" : "Visa lösenord." 

	"password" : "WiGLE Lösenord" 

	"setting_show_password" : "Visa lösenord" 

	"status_no_user" : "Användarnamn inte satt" 

	"username" : "WiGLE Användarnamn" 

	"auth_username" : "Auth User" 

	"crypto_password" : "Hasło" 

	"crypto_show_password" : "Pokaż hasło." 

	"password" : "Hasło WiGLE" 

	"setting_show_password" : "Pokaż hasło" 

	"status_no_user" : "Nie podano nazwy użytkownika" 

	"username" : "Login WiGLE" 

	"auth_username" : "प्राधिकृत उपयोगकर्ता" 

	"crypto_password" : "पासवर्ड" 

	"crypto_show_password" : "पासवर्ड दिखाएँ." 

	"password" : "WiGLE पासवर्ड" 

	"setting_show_password" : "पासवर्ड दिखाएँ" 

	"status_no_user" : "उपयोगकर्ता नाम सेट नहीं किया गया है, सेटिंग्स में शीर्षक" 

	"username" : "WiGLE उपयोगकर्ता नाम" 

	"auth_username" : "Autentificare utilizator" 

	"crypto_password" : "Parola" 

	"crypto_show_password" : "Arata parola." 

	"password" : "WiGLE parola" 

	"setting_show_password" : "Arata parola" 

	"status_no_user" : "Numele de utilizator nu este setat, se îndreaptă către Setări" 

	"username" : "WiGLE nume de utilizator" 

	"auth_username" : "認証ユーザー" 

	"crypto_password" : "パスワード" 

	"crypto_show_password" : "パスワードを表示。" 

	"password" : "WiGLE パスワード" 

	"setting_show_password" : "パスワードを表示" 

	"status_no_user" : "ユーザー名が設定されていません。[設定]に移動します" 

	"username" : "WiGLE ユーザー名" 

	"auth_username" : "Kimlik Doğrulama Kullanıcısı" 

	"crypto_password" : "Parola" 

	"crypto_show_password" : "Parolayı göster." 

	"password" : "WiGLE Şifre" 

	"setting_show_password" : "Parolayı Göster" 

	"status_no_user" : "Username not set, heading to Settings" 

	"username" : "WiGLE Kullanıcı Adı" 

	"auth_username" : "Autorizar usuario" 

	"crypto_password" : "Contraseña" 

	"crypto_show_password" : "Mostrar contraseña." 

	"password" : "Contraseña de WiGLE" 

	"setting_show_password" : "Mostrar contraseña" 

	"status_no_user" : "Nombre de usuario no establecido, dirigiendo a Configuración" 

	"username" : "Nombre de usuario de WiGLE" 

	"auth_username" : "Autenticato" 

	"crypto_password" : "Password" 

	"crypto_show_password" : "Mostra password" 

	"password" : "Password WiGLE" 

	"setting_show_password" : "Mostra Password" 

	"status_no_user" : "Utente non impostato, verificare le impostazioni" 

	"username" : "Utente WiGLE" 

	"auth_username" : "Hitelesített felhasználó" 

	"crypto_password" : "Jelszó" 

	"crypto_show_password" : "Jelszó megjelenítése." 

	"password" : "WiGLE jelszó" 

	"setting_show_password" : "Jelszó megjelenítése" 

	"status_no_user" : "Nincs beállítva felhasználónév" 

	"username" : "WiGLE felhasználónév" 

	"auth_username" : "Autorizovat uživatele" 

	"crypto_password" : "Heslo" 

	"crypto_show_password" : "Ukázat heslo" 

	"password" : "Heslo WiGLE" 

	"setting_show_password" : "Ukázat heslo" 

	"status_no_user" : "Nevyplněno uživatelské jméno, jdu do nastavení" 

	"username" : "Uživatelské jméno WiGLE" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.BLUETOOTH_ADMIN
	正常
	蓝牙管理
	允许应用程序发现和配对蓝牙设备。 

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.BLUETOOTH_SCAN
	未知
	Unknown permission
	Unknown permission from android reference

	BLUETOOTH_ADVERTISE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	net.wigle.wigleandroid.permission.MAPS_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.providers.gsf.permission.READ_GSERVICES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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