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XY VPN（ 4.7.018版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	XY VPN

	版本
	4.7.018

	包名
	com.mate.vpn

	域名线索
	34条

	URL线索
	37条

	APP图标
	

	分析日期
	2025年4月19日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	XY VPN v4.7.018 (ViP).apk

	文件大小
	22.16MB

	MD5值
	14efe6edffd8afcf8ee581d2f169de34

	SHA1值
	4e25b9e0ef23466b9857a4b9ad1e6f08186194d3

	SHA256值
	40b8b6b313948352d7df5afe5692dcd82ffb7509fdbb70f7cccc5b4330de6049



3. APP基本信息
	类别
	内容

	App名称
	XY VPN

	包名
	com.mate.vpn

	主活动Activity
	com.mate.vpn.tool.SplashActivity

	安卓版本名称
	4.7.018

	安卓版本
	47018



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	shadowsocks.org
	IP: 8.7.198.45 
所属国家: United States of America 
地区: Louisiana 
城市: Monroe 

	play.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	ns.adobe.com
	没有服务器地理信息. 

	smonitorsdk.s
	没有服务器地理信息. 

	mate-vpn.firebaseio.com
	IP: 34.120.160.131 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sconversions.s
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	mate.matrixmobile.net
	IP: 3.221.215.116 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	sattr.s
	没有服务器地理信息. 

	sadrevenue.s
	没有服务器地理信息. 

	sstats.s
	没有服务器地理信息. 

	slaunches.s
	没有服务器地理信息. 

	sviap.s
	没有服务器地理信息. 

	sdlsdk.s
	没有服务器地理信息. 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	storage.googleapis.com
	IP: 142.251.43.27 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	sregister.s
	没有服务器地理信息. 

	sinapps.s
	没有服务器地理信息. 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Zurich 
城市: Zurich 

	cp.cloudflare.com
	IP: 104.16.133.229 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sars.s
	没有服务器地理信息. 

	sonelink.s
	没有服务器地理信息. 

	api.yolobase.net
	IP: 44.207.55.72 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	scdn-ssettings.s
	没有服务器地理信息. 

	ssdk-services.s
	没有服务器地理信息. 

	simpression.s
	没有服务器地理信息. 

	cdn.business-color.com
	IP: 23.56.4.32 
所属国家: United States of America 
地区: California 
城市: San Jose 

	us-central1-yolocommon.cloudfunctions.net
	IP: 216.239.36.54 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	gss3.bdstatic.com
	IP: 1.193.146.31 
所属国家: China 
地区: Henan 
城市: Luoyang 

	sapp.s
	没有服务器地理信息. 

	scdn-stestsettings.s
	没有服务器地理信息. 

	docs.google.com
	IP: 31.13.95.17 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	svalidate.s
	没有服务器地理信息. 

	sgcdsdk.s
	没有服务器地理信息. 


4.2 URL线索
	URL信息
	Url所在文件

	http://ns.adobe.com/xap/1.0/\u0000 
	PenObserveCommenting/SuperLongerIndonesian/RingAdapterDecrypted/RingAdapterDecrypted.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/LoggerFactory.java 

	http://www.slf4j.org/codes.html 
	org/slf4j/MDC.java 

	https://api.yolobase.net/cfg 
	DcObtainRenaming/PacedUnlockRetained/RingAdapterDecrypted/ByAccessCentiliters/RingAdapterDecrypted.java 

	https://shadowsocks.org/acl/android/v1/ 
	com/github/shadowsocks/acl/AclSyncer.java 

	https://shadowsocks.org/acl/android/v1/$route.acl\ 
	com/github/shadowsocks/acl/AclSyncer.java 

	https://cp.cloudflare.com 
	com/github/shadowsocks/net/HttpsTester.java 

	https://mate.matrixmobile.net/privacy_policy 
	com/mate/vpn/HomeActivity.java 

	https://docs.google.com/forms/d/e/1FAIpQLSc7GKhRa4s2TCA7gC0S2YQt4q2JV9wSvH3bPCn4WOq8p5Is4A/viewform?usp=pp_url 
	com/mate/vpn/BondPhonesYoungest.java 

	https://docs.google.com/forms/d/e/1FAIpQLSc7GKhRa4s2TCA7gC0S2YQt4q2JV9wSvH3bPCn4WOq8p5Is4A/viewform?usp=pp_url 
	com/mate/vpn/tool/RateDialogFragment.java 

	https://mate.matrixmobile.net/privacy_policy 
	com/mate/vpn/tool/WelcomeActivity.java 

	http://xmlpull.org/v1/doc/features.html 
	com/mate/vpn/regions/newlocation/RingAdapterDecrypted/RingAdapterDecrypted.java 

	http://cdn.business-color.com 
	com/mate/vpn/RedoLoggedDifference/SuperLongerIndonesian/DcObtainRenaming.java 

	https://api.yolobase.net 
	com/mate/vpn/RedoLoggedDifference/SuperLongerIndonesian/DcObtainRenaming.java 

	https://mate.matrixmobile.net 
	com/mate/vpn/RedoLoggedDifference/SuperLongerIndonesian/DcObtainRenaming.java 

	https://mate.matrixmobile.net/privacy_policy 
	com/mate/vpn/common/more/AboutActivity.java 

	https://play.google.com/store/apps/details?id= 
	com/mate/vpn/common/more/share/NorthGuidesSpecifier.java 

	https://docs.google.com/forms/d/e/1FAIpQLSc7GKhRa4s2TCA7gC0S2YQt4q2JV9wSvH3bPCn4WOq8p5Is4A/viewform?usp=pp_url 
	com/mate/vpn/common/more/faq/FAQActivity.java 

	https://play.google.com/store/apps/details?id=com.mate.vpn 
	com/mate/vpn/common/bean/UpgradeConfigBean.java 

	https://mate.matrixmobile.net/privacy_policy 
	com/mate/vpn/vip/PlanFragment.java 

	https://mate.matrixmobile.net/privacy_policy 
	com/mate/vpn/vip/SubscriptionFestivalActivity.java 

	https://play.google.com/store/account/subscriptions?product=%s&package=%s 
	com/yolo/iap/IapManager.java 

	https://play.google.com/store/account/subscriptions 
	com/yolo/iap/IapManager.java 

	https://us-central1-yolocommon.cloudfunctions.net/timestamp 
	com/yolo/base/network/StartSpeakerTebibits/PenObserveCommenting.java 

	https://api.yolobase.net 
	com/yolo/yolohttp/ByAccessCentiliters/RingAdapterDecrypted.java 

	https://us-central1-yolocommon.cloudfunctions.net/timestamp 
	com/yolo/yolohttp/ByAccessCentiliters/RingAdapterDecrypted.java 

	https://gss3.bdstatic.com/7Po3dSag_xI4khGkpoWK1HF6hhy/baike/w%3D268%3Bg%3D0/sign=56526c5bdca20cf44690f9d94e322c0b/79f0f736afc3793105856df5e7c4b74542a91178.jpg 
	com/yoadx/yoadx/server/CrFixtureCombined/RingAdapterDecrypted.java 

	https://github.com/shadowsocks/shadowsocks-android/blob/master/.github/faq.md 
	Mogua Engine V1 

	https://mate-vpn.firebaseio.com 
	Mogua Engine V1 

	https://storage.googleapis.com/yolobase-dash/creative/55520f72348f45e5e804d40ee5d5d1b5db13d10e.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolobase-dash/creative/b0685a747f7caef8973369f6e6db82c4d57d6c5c.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolobase-dash/creative/c465896f77269ecd17e3365fc85fdd7ce67c65bc.jpeg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolobase-dash/creative/ee2042e66ff5fe69b194ac3f9e20b37c077970ee.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Aria.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Aria-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Aria-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Aria_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Aria.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Aria.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Aria_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Claire.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Claire-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Claire-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Claire_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Claire.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Claire.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Claire_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Emma.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Emma-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Emma-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Emma_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Emma.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Emma.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Emma_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Mia.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Mia-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Mia_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Mia.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Mia.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Mia-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Mia_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Miky.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Miky-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Miky-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Miky_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Miky.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Miky.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Miky_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Elizabeth.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Elizabeth-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Elizabeth-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Elizabeth_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Elizabeth.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Elizabeth.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Elizabeth_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Lily.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Lily-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Lily_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Lily.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Lily.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Crystal.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Crystal-looking.mp4?t\u003d1 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Crystal_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Crystal.png?t\u003d1 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Crystal.jpg?t\u003d1 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Crystal_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Clara.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Clara-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Clara-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Clara_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Clara.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Clara.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Clara_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Grace.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Grace-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Grace-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Grace_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Grace.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Grace.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Grace_vip_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Bella.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Bella-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Bella-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Bella_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Bella.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Bella.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Bella_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Ava.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ava-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ava-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ava_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Ava.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ava.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ava_vip_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Angela.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Angela_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Angela.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Angela.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Angela-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Angela-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Angela_vip_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Caroline.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Caroline-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Caroline-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Caroline_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Caroline.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Caroline.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Caroline_vip_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Julia.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Julia-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Julia-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Julia_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Julia.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Julia.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Julia_vip_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Maya.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Maya_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Maya.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Maya.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Maya-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Maya-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Maya_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Nora.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Nora-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Nora-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Nora_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Nora.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Nora.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Nora_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Ruby.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ruby-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ruby-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ruby_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Ruby.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ruby.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Ruby_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Victoria.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Victoria-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Victoria-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Victoria_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Victoria.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Victoria.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Victoria_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Zoe.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Zoe_vip_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Zoe.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Zoe.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Zoe-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Zoe-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Zoe_vip_2.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_avatar/Vivian.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Vivian_1.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Avatar_Vivian.png 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Vivian.jpg 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Vivian-looking.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Vivian-looking-2.mp4 
	Mogua Engine V2 

	https://storage.googleapis.com/yolo_chat/role_settings_1_5_60/Vivian_2.jpg 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	matevpn2020@gmail.com 
	com/mate/vpn/common/more/faq/PenObserveCommenting.java 


4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=IN 签名算法: rsassa_pkcs1v15 有效期自: 2020-11-01 10:49:08+00:00 有效期至: 2045-10-26 10:49:08+00:00 发行人: C=IN 序列号: 0x47723c30 哈希算法: sha1 md5值: 0ea9ea7bd967b60eff29ab7746d8bfbc sha1值: 2412f88ac73778c3d659d47a3112e27898f953b9 sha256值: 3b61c2a82aff9f7652ffe0b04be3c8f248b5e1aa7063f1a3846f0cf5c778628a sha512值: 1c077d27a069939e563a8e959aeb767231a94eb6f2a9e7cbc1538f095956000586ffab52ab2a9908447e54bfbfb8995f035eecc243df99f16d1ce9160d275fa2 公钥算法: rsa 密钥长度: 1024 指纹: 74b4db306b8cd921cbfac0e876ef0a9a8574cb987da1221aa430bd56dc1d83df

6. 硬编码敏感信息
	可能的敏感信息

	"firebase_database_url" : "https://mate-vpn.firebaseio.com" 

	"forbidden_user" : "Your account has been blocked due to abnormal behavior, please contact if you have any doubts" 

	"google_api_key" : "AIzaSyBaZZQkLVDPfUMHRHpadS4rkvmGBoIt3ic" 

	"google_crash_reporting_api_key" : "AIzaSyBaZZQkLVDPfUMHRHpadS4rkvmGBoIt3ic" 

	"sitekey" : "Password" 

	"token_expired" : "Your login session has expired. Please sign in again" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.mate.vpn.SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.mate.vpn.vip.VipActivity
	Schemes: yolo://, 
Hosts: xy.vip, 
Path Prefixes: /vipbuy/fb, 


	com.github.shadowsocks.UrlImportActivity
	Schemes: ss://, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
image1.png




