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优优助播（ 3.5.1.7版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	优优助播

	版本
	3.5.1.7

	包名
	com.zhibozhushou.android

	域名线索
	6条

	URL线索
	3条

	APP图标
	

	分析日期
	2025年5月28日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	ceb3daab9dd33729fc56f40d74dad79e-100131-3.5.1.7-2698.apk

	文件大小
	116.03MB

	MD5值
	147736b64d6ebb09551c62a9e805f853

	SHA1值
	e06a088d9a7107d7a542b3744cbc97295b7c4d8b

	SHA256值
	eddc0fb22143a3cc21daeb6816aa5348d8b905fdd5aa8d71d45336a1fc7cdc1b



3. APP基本信息
	类别
	内容

	App名称
	优优助播

	包名
	com.zhibozhushou.android

	主活动Activity
	com.yunbo.android.livehelper.ui.SplashActivity

	安卓版本名称
	3.5.1.7

	安卓版本
	2698



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	journeyapps.com
	IP: 18.65.168.3 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	p4-live.a.yximgs.com
	IP: 125.39.165.89 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	p5-live.a.yximgs.com
	IP: 202.108.29.244 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.jsdelivr.com
	IP: 104.21.23.24 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	p2-live.a.yximgs.com
	IP: 60.9.1.106 
所属国家: China 
地区: Hebei 
城市: Hengshui 


4.2 URL线索
	URL信息
	Url所在文件

	https://journeyapps.com/ 
	摸瓜V1引擎 

	https://github.com/journeyapps/zxing-android-embedded 
	摸瓜V1引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/01/13/10/BMjAyMDAxMTMxMDE5MTZfMF9nMV9sdg==.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/08/22/15/BMjAxOTA4MjIxNTM4NDdfMF9nMl9sdg==.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/01/13/10/BMjAyMDAxMTMxMDIwMzlfMF9nM19sdg==.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/07/31/15/BMjAyMDA3MzExNTM1MjlfMF9nN19sdg==.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2019/01/03/15/BMjAxOTAxMDMxNTU4NTdfMF9nOV9sdg==.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/01/15/15/BMjAyMDAxMTUxNTU5MTdfMF9nMTRfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2022/07/06/12/BMjAyMjA3MDYxMjAzNTlfMF9nMTZfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/02/24/01/BMjAyNDAyMjQwMTMwMzdfMF9nMzNfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjA1MjhfMF9nNDFfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjAyMDFfMF9nMTEzX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/01/11/15/BMjAxOTAxMTExNTAyMzdfMF9nMTE0X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/07/31/15/BMjAyMDA3MzExNTMyMzFfMF9nMTQ3X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/02/11/14/BMjAyMDAyMTExNDAxNDlfMF9nMTU2X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/10/09/14/BMjAxOTEwMDkxNDQ5NDZfMF9nMTYzX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2023/11/01/15/BMjAyMzExMDExNTQxNDBfMF9nMTY0X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2022/10/19/16/BMjAyMjEwMTkxNjA0MDJfMF9nMTY1X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2022/07/06/11/BMjAyMjA3MDYxMTU5NDNfMF9nMTk3X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2019/05/22/10/BMjAxOTA1MjIxMDUxNDNfMF9nMTk4X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2019/05/22/10/BMjAxOTA1MjIxMDUzMzZfMF9nMTk5X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/05/22/10/BMjAxOTA1MjIxMDU1NDFfMF9nMjAxX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjAxMTlfMF9nMjE5X2x2.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjAyMTFfMF9nMjIzX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjA0MzlfMF9nMjI0X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/02/11/14/BMjAyMDAyMTExNDA0MjJfMF9nMjI1X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/10/24/11/BMjAxOTEwMjQxMTI0MDFfMF9nMjI2X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/01/02/11/BMjAyMDAxMDIxMTQ4MzdfMF9nMjM2X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/11/06/10/BMjAxOTExMDYxMDU2MDlfMF9nMjM4X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/10/19/11/BMjAyMTEwMTkxMTMwMTJfMF9nMjM5X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/11/19/10/BMjAxOTExMTkxMDE2MDVfMF9nMjQ2X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2019/11/19/10/BMjAxOTExMTkxMDE1NDdfMF9nMjQ3X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2019/11/19/10/BMjAxOTExMTkxMDE2MjVfMF9nMjQ4X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2019/11/19/10/BMjAxOTExMTkxMDE0NThfMF9nMjQ5X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTA2MjhfMF9nMjU3X2x2.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTE4MTBfMF9nMjU4X2x2.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2020/03/03/10/BMjAyMDAzMDMxMDUxMjhfMF9nMjU5X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTI4MzRfMF9nMjYwX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTM0NTJfMF9nMjYxX2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTQ0MDJfMF9nMjYyX2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTQ5MDNfMF9nMjYzX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/03/02/11/BMjAyMDAzMDIxMTUyMzFfMF9nMjY0X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2023/04/28/14/BMjAyMzA0MjgxNDA2MzhfMF9nMjY2X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjQzMTVfMF9nMjY4X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/07/25/11/BMjAyMDA3MjUxMTI2NTFfMF9nMjY5X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/03/31/12/BMjAyMDAzMzExMjU4MTlfMF9nMjcyX2x2.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2024/07/30/20/BMjAyNDA3MzAyMDE4NTRfMF9nMjc1X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2024/07/30/20/BMjAyNDA3MzAyMDE5MjBfMF9nMjc3X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/04/29/16/BMjAyMDA0MjkxNjQwMjNfMF9nMjgyX2x2.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2022/07/06/14/BMjAyMjA3MDYxNDA2MTdfMF9nMjg3X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2022/07/06/12/BMjAyMjA3MDYxMjAyMDFfMF9nMjg5X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjA2MjhfMF9nMjk3X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2022/07/06/14/BMjAyMjA3MDYxNDQyMjZfMF9nMzA2X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2022/07/06/14/BMjAyMjA3MDYxNDA1MDlfMF9nMzExX2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/07/30/15/BMjAyMDA3MzAxNTI2MTlfMF9nMzE4X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2022/07/06/12/BMjAyMjA3MDYxMjAwMTZfMF9nMzIyX2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/08/21/17/BMjAyMDA4MjExNzQ5NTdfMF9nMzI3X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/09/08/14/BMjAyMDA5MDgxNDA0MDNfMF9nMzMyX2x2.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2020/09/11/12/BMjAyMDA5MTExMjExMzJfMF9nMzM0X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/08/06/16/BMjAyNDA4MDYxNjA1NTZfMF9nMzM2X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/09/22/18/BMjAyMDA5MjIxODMyMDdfMF9nMzQyX2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/10/22/15/BMjAyMDEwMjIxNTQ3MTJfMF9nMzU0X2x2.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/10/24/17/BMjAyMDEwMjQxNzQzMzNfMF9nMzU4X2x2.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2020/11/05/14/BMjAyMDExMDUxNDM5MDBfMF9nMTAwMDRfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/01/13/19/BMjAyMTAxMTMxOTAwNTBfMF9nMTAwMDVfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2020/11/06/13/BMjAyMDExMDYxMzU5NDNfMF9nMTAwMDZfbHY=.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2020/11/20/18/BMjAyMDExMjAxODI5MDVfMF9nMTAwMTJfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2023/08/21/20/BMjAyMzA4MjEyMDUzMDNfMF9nMTAwNDJfbHY=.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2021/03/04/11/BMjAyMTAzMDQxMTUzMzVfMF9nMTAwODZfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/03/10/15/BMjAyMTAzMTAxNTA0MzRfMF9nMTAwODlfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2023/04/28/14/BMjAyMzA0MjgxNDA3MTJfMF9nMTAxMDBfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/03/11/14/BMjAyMTAzMTExNDIzMTRfMF9nMTAxMDFfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/03/19/11/BMjAyMTAzMTkxMTIxNDFfMF9nMTAxMDNfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/03/30/10/BMjAyMTAzMzAxMDQ0NTVfMF9nMTAxMDVfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/03/25/15/BMjAyMTAzMjUxNTU1MDRfMF9nMTAxMTZfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/03/25/15/BMjAyMTAzMjUxNTU5MzZfMF9nMTAxMTdfbHY=.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2021/04/06/11/BMjAyMTA0MDYxMTExNTVfMF9nMTAxMzBfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/04/29/11/BMjAyMTA0MjkxMTA0MjBfMF9nMTAxNDZfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/04/30/16/BMjAyMTA0MzAxNjE2NTRfMF9nMTAxNTBfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/04/30/16/BMjAyMTA0MzAxNjE3MTFfMF9nMTAxNTFfbHY=.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2021/04/30/16/BMjAyMTA0MzAxNjM0MjlfMF9nMTAxNTJfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/04/30/16/BMjAyMTA0MzAxNjM0NDRfMF9nMTAxNTNfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/05/21/14/BMjAyMTA1MjExNDQ3MDNfMF9nMTAxNThfbHY=.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2021/06/09/15/BMjAyMTA2MDkxNTQ3MTZfMF9nMTAxNTlfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/07/14/BMjAyMTA2MDcxNDQwMzlfMF9nMTAxNjBfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/07/14/BMjAyMTA2MDcxNDM5MDZfMF9nMTAxNjFfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/07/14/BMjAyMTA2MDcxNDM3MzhfMF9nMTAxNjJfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/07/11/BMjAyMTA2MDcxMTUzMjRfMF9nMTAxNjNfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2021/06/07/11/BMjAyMTA2MDcxMTUxNTFfMF9nMTAxNjRfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2021/06/09/15/BMjAyMTA2MDkxNTQ4MzhfMF9nMTAxNjVfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2021/05/13/15/BMjAyMTA1MTMxNTE1NDNfMF9nMTAxNjdfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/05/21/15/BMjAyMTA1MjExNTQxMThfMF9nMTAxNzNfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/07/11/BMjAyMTA2MDcxMTQ5NThfMF9nMTAxOTRfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/18/15/BMjAyMTA2MTgxNTI2NDZfMF9nMTAxOTVfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/06/10/17/BMjAyMTA2MTAxNzAzMDFfMF9nMTAxOThfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/08/09/14/BMjAyMTA4MDkxNDI2MjVfMF9nMTAyMTdfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2024/05/24/09/BMjAyNDA1MjQwOTQwNTdfMF9nMTAyMzBfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/07/21/11/BMjAyMTA3MjExMTQ5NDdfMF9nMTAyNDNfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/07/30/14/BMjAyMTA3MzAxNDQ5NDdfMF9nMTAyNDRfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2021/07/30/14/BMjAyMTA3MzAxNDU1MTJfMF9nMTAyNTRfbHY=.jpg 
	摸瓜V2引擎 

	http://p4-live.a.yximgs.com/uhead/AB/2023/02/06/15/BMjAyMzAyMDYxNTE1MTFfMF9nMTAyNzVfbHY=.jpg 
	摸瓜V2引擎 

	http://p2-live.a.yximgs.com/uhead/AB/2021/08/23/16/BMjAyMTA4MjMxNjQzNDdfMF9nMTAzMDFfbHY=.jpg 
	摸瓜V2引擎 

	http://p5-live.a.yximgs.com/uhead/AB/2021/08/23/16/BMjAyMTA4MjMxNjQ0MDhfMF9nMTAzMDJfbHY=.jpg 
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4.3 邮箱线索
4.4 手机号线索

5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=*, ST=*, L=*, O=*, OU=*, CN=* 签名算法: rsassa_pkcs1v15 有效期自: 2023-12-20 03:49:00+00:00 有效期至: 2048-12-13 03:49:00+00:00 发行人: C=*, ST=*, L=*, O=*, OU=*, CN=* 序列号: 0x72586bad 哈希算法: sha256 md5值: eb20f17ee16809a2d5b618b24c1a9e68 sha1值: 30f9e9c3210163dadd735b45e7a232b44f139978 sha256值: 0f6062cc658bb68668429be81905332a3e4e9852c844450ec8d2917b6a736059 sha512值: 747af4c9f9efd83548133e9ed7fd58f946f39673c90de8ea995c80e4ae0add95c19102f1b311bad430aef574604c3afca1c0349137b0c7ddb1e8aab1cbad06f0 公钥算法: rsa 密钥长度: 2048 指纹: ffbff0e4dda205763c36420600d0a285c36fb850cdd2bb84ada3fc68db4d8108

6. 硬编码敏感信息
	可能的敏感信息

	"xp_back_auth_login_type" : "返回手机号一键登录" 

	"xp_local_number_auth_login_or_register" : "本机号码一键登录/注册" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.RESTART_PACKAGES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	com.zhibozhushou.android.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference
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