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京东到家（ 8.25.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	京东到家

	版本
	8.25.0

	包名
	com.jingdong.pdj

	域名线索
	143条

	URL线索
	164条

	APP图标
	

	分析日期
	2025年7月1日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	com.jingdong.pdj.apk

	文件大小
	51.9MB

	MD5值
	1454863849bfca8e636d31b65c589a8f

	SHA1值
	97e92ab902f82a57e918bd9c71330787c70b0ca0

	SHA256值
	e47ad5d99909dfdb736fc634aaccbaf6023d56a3f0c48395abcd0f77d94aa36b



3. APP基本信息
	类别
	内容

	App名称
	京东到家

	包名
	com.jingdong.pdj

	主活动Activity
	pdj.start.NewStartActivity

	安卓版本名称
	8.25.0

	安卓版本
	8250001



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	beta-api.m.jd.com
	IP: 172.28.50.39 
所属国家: - 
地区: - 
城市: - 

	grs.dbankcloud.com
	IP: 49.4.41.160 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jdpaycert.jd.com
	IP: 106.39.169.146 
所属国家: China 
地区: Beijing 
城市: Beijing 

	apis.map.qq.com
	IP: 109.244.244.223 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mllog.jd.com
	IP: 116.198.22.1 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ue.indoorloc.map.qq.com
	IP: 109.244.173.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hostname.com
	IP: 194.42.98.134 
所属国家: Luxembourg 
地区: Luxembourg 
城市: Luxembourg 

	testpdjm.jd.com
	IP: 36.110.180.143 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	appcashier.95516.com
	IP: 222.79.76.149 
所属国家: China 
地区: Fujian 
城市: Xiamen 

	pre-eidv2.ochama.com
	IP: 1.118.32.58 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img30.360buyimg.com
	IP: 42.81.118.106 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grs.dbankcloud.asia
	没有服务器地理信息. 

	schemas.android.com
	没有服务器地理信息. 

	sdkfp.jd.com
	IP: 192.144.251.108 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img13.360buyimg.com
	IP: 106.38.242.116 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h5.360buyimg.com
	IP: 42.81.249.131 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	metrics1.data.hicloud.com
	IP: 114.115.188.159 
所属国家: China 
地区: Beijing 
城市: Beijing 

	c-hzgt2.getui.com
	IP: 183.131.7.107 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	imonlinetest.corp.imdada.cn
	IP: 116.196.95.96 
所属国家: China 
地区: Beijing 
城市: Beijing 

	passport.m.jd.com
	IP: 106.39.169.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	beta-wlogin.jd.co.th
	IP: 202.77.132.231 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	eid-ida.jd.com
	IP: 103.208.163.150 
所属国家: Indonesia 
地区: Jakarta Raya 
城市: Jakarta 

	debugtbs.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	astat.bugly.qcloud.com
	IP: 150.109.27.253 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	imgcache.qq.com
	IP: 61.49.23.151 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openmobile.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	maplbs-40171.sh.gfp.tencent-cloud.com
	IP: 43.137.156.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	identify-pre.jd.com
	IP: 124.250.16.71 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	jrtdcert.jd.com
	IP: 124.250.18.193 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cltm.jd.com
	IP: 111.13.28.110 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wqs.jd.com
	IP: 116.177.242.227 
所属国家: China 
地区: Qinghai 
城市: Xining 

	wlmonitor.jd.co.th
	IP: 202.77.132.231 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	cgi.qplus.com
	没有服务器地理信息. 

	cc.map.qq.com
	IP: 175.27.9.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	appgallery.cloud.huawei.com
	IP: 49.4.35.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn.register.xmpush.xiaomi.com
	IP: 118.26.252.220 
所属国家: China 
地区: Beijing 
城市: Beijing 

	facegw-pre.jd.com
	IP: 106.38.239.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-push.meizu.com
	IP: 125.94.213.129 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	confinfo.map.qq.com
	IP: 175.27.9.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 109.244.244.61 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bata-hybrid.jd.care
	没有服务器地理信息. 

	data-drcn.push.dbankcloud.com
	IP: 121.36.117.8 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	beta-jcap.m.jd.com
	IP: 172.28.50.39 
所属国家: - 
地区: - 
城市: - 

	tbsrecovery.imtt.qq.com
	IP: 109.244.244.237 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	plogin.m.jd.com
	IP: 36.110.181.150 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	norma-external-collect.meizu.com
	IP: 113.106.27.98 
所属国家: China 
地区: Guangdong 
城市: Zhongshan 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	cs.map.qq.com
	IP: 175.27.8.51 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appsupport.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mgate.jd.com
	IP: 106.39.169.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aks.jdpay.com
	IP: 211.151.11.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	storage.360buyimg.com
	IP: 36.156.39.100 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	cgi.connect.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	storage.jd.com
	IP: 42.81.249.133 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	beta-wlmonitr.m.jd.com
	IP: 172.28.50.39 
所属国家: - 
地区: - 
城市: - 

	open.e.189.cn
	IP: 42.123.76.52 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	lstest.map.qq.com
	IP: 109.244.173.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.135.32 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	perf.m.jd.com
	IP: 36.110.181.226 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	s.jddj.com
	IP: 106.39.170.162 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log-o2o.jd.com
	IP: 106.39.164.185 
所属国家: China 
地区: Beijing 
城市: Beijing 

	identify.jd.com
	IP: 192.144.251.100 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mqqad.html5.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	othstr.beacon.qq.com
	IP: 109.244.218.249 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	ds.jddj.com
	IP: 36.110.181.234 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	idauth.jd.com
	IP: 49.7.27.241 
所属国家: China 
地区: Beijing 
城市: Beijing 

	daojia.jd.com
	IP: 36.110.180.129 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugx5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oriondm.jd.com
	IP: 106.39.169.59 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jdfile.open.jd.com
	IP: 111.13.28.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	service.vapp.jd.com
	IP: 111.13.28.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.m.jd.com
	IP: 106.39.164.61 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mp.vapp.jd.com
	IP: 111.13.28.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sobot-test.oss-cn-beijing.aliyuncs.com
	IP: 49.7.22.23 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nlp.map.qq.com
	IP: 109.244.244.119 
所属国家: China 
地区: Beijing 
城市: Beijing 

	developer.android.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	jcap.jd.co.th
	IP: 202.77.132.231 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	eid.jd.com
	IP: 36.110.180.129 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	beta-wlogin.m.jd.com
	IP: 172.28.50.39 
所属国家: - 
地区: - 
城市: - 

	facegw.jd.com
	IP: 211.151.14.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.cn
	IP: 121.36.119.243 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	zxid-m.mobileservice.cn
	IP: 115.231.163.66 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	aid.mobileservice.cn
	IP: 114.115.139.228 
所属国家: China 
地区: Beijing 
城市: Beijing 

	eid-th.jd.com
	IP: 202.77.132.231 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	hybrid.m.jd.com
	IP: 172.20.230.25 
所属国家: - 
地区: - 
城市: - 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	eidv2.jd.com
	IP: 106.39.171.70 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log-o2o.jddj.com
	IP: 36.110.180.172 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	pre-ds.jddj.com
	IP: 36.110.181.185 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	android.bugly.qq.com
	IP: 109.244.244.137 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aks-mini.jdpay.com
	IP: 124.250.16.50 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pre-eidserver.ochama.com
	IP: 1.118.32.58 
所属国家: China 
地区: Beijing 
城市: Beijing 

	in.m.jd.com
	IP: 106.39.169.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imonline.corp.imdada.cn
	IP: 116.196.95.96 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wlmonitor.m.jd.com
	IP: 106.39.169.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sdk-open-phone.getui.com
	IP: 183.131.7.103 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	wlmonitorint.m.jd.care
	没有服务器地理信息. 

	play.google.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	cfg.imtt.qq.com
	IP: 109.244.173.227 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log-o2op.jddj.com
	IP: 111.202.8.45 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qiye.jd.com
	IP: 211.151.19.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img12.360buyimg.com
	IP: 117.92.44.45 
所属国家: China 
地区: Jiangsu 
城市: Lianyungang 

	img.sobot.com
	IP: 42.81.22.242 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	d-gt.getui.com
	没有服务器地理信息. 

	metrics-dra.dt.hicloud.com
	IP: 94.74.80.173 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	issuetracker.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	long.open.weixin.qq.com
	IP: 109.244.216.15 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	resolver.msg.xiaomi.net
	IP: 120.92.96.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	testdatalbs.sparta.html5.qq.com
	IP: 175.27.37.184 
所属国家: China 
地区: Beijing 
城市: Beijing 

	eidv2.ochama.com
	IP: 1.118.32.25 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 175.24.219.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mini-app-static.jd.com
	IP: 106.39.169.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jdfile.open.vapp.jd.com
	IP: 111.13.28.191 
所属国家: China 
地区: Beijing 
城市: Beijing 

	analytics.map.qq.com
	IP: 175.27.9.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wlogin.jd.co.th
	IP: 202.77.132.231 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	tbs.imtt.qq.com
	IP: 182.254.48.74 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	static-o2o.360buyimg.com
	IP: 42.81.249.131 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	map.jd.com
	IP: 111.13.29.149 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ccf.m.jd.care
	没有服务器地理信息. 

	msjdpay.jd.com
	IP: 106.39.169.146 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wlogin.m.jd.com
	IP: 106.39.169.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log.tbs.qq.com
	IP: 109.244.244.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xmlpull.org
	IP: 74.50.61.58 
所属国家: United States of America 
地区: Texas 
城市: Dallas 

	ccf.m.jd.com
	IP: 106.39.169.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	rttgpsreport.map.qq.com
	IP: 109.244.244.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pms.mb.qq.com
	IP: 175.27.12.246 
所属国家: China 
地区: Beijing 
城市: Beijing 

	eidserver.ochama.com
	IP: 1.118.32.25 
所属国家: China 
地区: Beijing 
城市: Beijing 

	otheve.beacon.qq.com
	IP: 109.244.244.53 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://daojia.jd.com/html/agreementApp.html?type=95 
	pdj/agree/ConcealDialog.java 

	https://daojia.jd.com/html/agreementApp.html?type=11 
	pdj/agree/ConcealDialog.java 

	https://daojia.jd.com/html/agreementApp.html?type=87 
	pdj/agree/ConcealDialog.java 

	https://daojia.jd.com/html/agreementApp.html?type=88 
	pdj/agree/ConcealDialog.java 

	https://daojia.jd.com/html/agreementApp.html?type=96 
	pdj/agree/ConcealDialog.java 

	https://daojia.jd.com/html/agreementApp.html?type=97 
	pdj/agree/ConcealDialog.java 

	https://daojia.jd.com/html/agreementApp.html?type=98 
	pdj/agree/ConcealDialog.java 

	https://imonlinetest.corp.imdada.cn/ 
	pdj/main/MainActivity.java 

	https://imonline.corp.imdada.cn/ 
	pdj/main/MainActivity.java 

	http://127.0.0.1 
	org/mozilla/javascript/tools/debugger/Dim.java 

	http://www.w3.org/2000/xmlns/ 
	org/mozilla/javascript/xmlimpl/XmlNode.java 

	https://log-o2o.jd.com/v1/logging 
	base/net/c.java 

	https://log-o2o.jddj.com/v1/logging 
	base/net/DaojiaNetUtils.java 

	https://eid-ida.jd.com 
	logo/d.java 

	https://eid-th.jd.com 
	logo/d.java 

	https://pre-eidserver.ochama.com 
	logo/d.java 

	https://eidserver.ochama.com 
	logo/d.java 

	https://pre-eidv2.ochama.com 
	logo/d.java 

	https://eidv2.ochama.com 
	logo/d.java 

	https://eid.jd.com 
	logo/d.java 

	https://eidv2.jd.com 
	logo/d.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/rxjava3/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/rxjava3/exceptions/OnErrorNotImplementedException.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Observable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Single.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Completable.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Maybe.java 

	https://github.com/ReactiveX/RxJava/wiki/Plugins 
	io/reactivex/rxjava3/core/Flowable.java 

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/PlatformPlugin.java 

	https://github.com/flutter/flutter/issues/2897).It 
	io/flutter/plugin/platform/PlatformViewsController.java 

	https://github.com/flutter/flutter/wiki/Upgrading-pre-1.12-Android-projects 
	io/flutter/view/FlutterView.java 

	https://testdatalbs.sparta.html5.qq.com/tr?wf4 
	c/t/m/g/h.java 

	https://analytics.map.qq.com/?wf4 
	c/t/m/g/h.java 

	https://ue.indoorloc.map.qq.com/?wl 
	c/t/m/g/da.java 

	https://cc.map.qq.com?desc_c 
	c/t/m/g/eq.java 

	https://maplbs-40171.sh.gfp.tencent-cloud.com/modules/ 
	c/t/m/g/ev.java 
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	https://openmobile.qq.com/v3/user/get_info 
	com/tencent/connect/auth/AuthAgent.java 

	https://appsupport.qq.com/cgi-bin/qzapps/mapp_addapp.cgi 
	com/tencent/connect/auth/AuthAgent.java 

	https://imgcache.qq.com/ptlogin/static/qzsjump.html? 
	com/tencent/connect/auth/a.java 

	https://cgi.qplus.com/report/report 
	com/tencent/connect/avatar/ImageActivity.java 

	https://imgcache.qq.com/open/mobile/request/sdk_request.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com/open/mobile/invite/sdk_invite.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com/open/mobile/sendstory/sdk_sendstory_v1.3.html? 
	com/tencent/open/SocialApiIml.java 

	https://imgcache.qq.com 
	com/tencent/open/SocialApiIml.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/unbind 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/cgi-bin/qunopensdk/check_group 
	com/tencent/open/SocialOperation.java 

	https://openmobile.qq.com/ 
	com/tencent/open/utils/HttpUtils.java 

	https://cgi.connect.qq.com/qqconnectopen/openapi/policy_conf 
	com/tencent/open/utils/i.java 

	https://appsupport.qq.com/cgi-bin/appstage/mstats_batch_report 
	com/tencent/open/b/h.java 

	https://h.trace.qq.com/kv 
	com/tencent/open/b/b.java 

	https://open.weixin.qq.com/connect/sdk/qrconnect?appid=%s&noncestr=%s&timestamp=%s&scope=%s&signature=%s 
	com/tencent/mm/opensdk/diffdev/a/b.java 

	https://long.open.weixin.qq.com/connect/l/qrconnect?f=json&uuid=%s 
	com/tencent/mm/opensdk/diffdev/a/c.java 

	https://confinfo.map.qq.com/confinfo? 
	com/tencent/mapsdk/internal/wg.java 

	https://mgate.jd.com/customer/visitAccess 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/customer/open 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/customer/queryPayResult 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/customer/queryVerifyPayWay 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/customer/refreshCode 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/customer/signAgreement 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/customer/stop 
	com/jdpay/membercode/c.java 

	https://mgate.jd.com/paycode/aks/signAgreement 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/close 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/account/certificate/aks/confirmSms 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/entrance 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://jdpaycert.jd.com/service/aks/dealH5Url 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/bannerResource 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/getPayChannels 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/repeatSmsCode 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/open 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/queryPayResult 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/openAfterPause 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/account/certificate/aks/sendSms 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/modifyPayWay 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/password/aks/setPayPassword 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/paycode/aks/getLatestCode 
	com/jdpay/paymentcode/network/ServiceApi.java 

	https://mgate.jd.com/verify/queryPayWay 
	com/jdpay/commonverify/VerifyServiceApi.java 

	https://mgate.jd.com/verify/checkPayWay 
	com/jdpay/commonverify/VerifyServiceApi.java 

	https://oriondm.jd.com/qp/ad 
	com/jdpay/common/bury/contants/BuryContant.java 

	https://appcashier.95516.com/app/api/redirectwapcashierdesk\ 
	com/unionpay/UPPayAssistEx.java 

	http://storage.jd.com/img11/right_corner.png 
	jd/uicomponents/coupon/util/MockDataFactory.java 

	http://storage.jd.com/img11/circle.png 
	jd/uicomponents/coupon/util/MockDataFactory.java 

	http://storage.jd.com/img11/small_white_2.png 
	jd/uicomponents/coupon/util/MockDataFactory.java 

	https://static-o2o.360buyimg.com/activity/images/fe/couponBelt_bgImg.png 
	jd/view/couponCountdown/CouponCountdownView.java 

	https://static-o2o.360buyimg.com/activity/images/fe/couponBelt_leftImg.png 
	jd/view/couponCountdown/CouponCountdownView.java 

	https://beta-wlmonitr.m.jd.com/online_report 
	jd/wjlogin_sdk/util/e0/b.java 

	https://wlmonitor.m.jd.com/online_report 
	jd/wjlogin_sdk/util/e0/b.java 

	https://wlogin.m.jd.com/cgi-bin/wlogin/ 
	jd/wjlogin_sdk/util/e0/b.java 

	https://wlmonitor.m.jd.com/login_report 
	jd/wjlogin_sdk/util/e0/b.java 

	https://wlmonitor.jd.co.th/login_report 
	jd/wjlogin_sdk/util/e0/b.java 

	http://beta-wlogin.m.jd.com/cgi-bin/wlogin/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://wlogin.m.jd.com/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://beta-wlogin.m.jd.com/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://beta-wlmonitr.m.jd.com/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://wlmonitor.m.jd.com/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://ccf.m.jd.com/loginconfig 
	jd/wjlogin_sdk/util/e0/c.java 

	http://ccf.m.jd.care/loginconfig 
	jd/wjlogin_sdk/util/e0/c.java 

	https://wlogin.jd.co.th/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://beta-wlogin.jd.co.th/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://wlmonitor.jd.co.th/ 
	jd/wjlogin_sdk/util/e0/c.java 

	http://wlmonitorint.m.jd.care/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://wlogin.m.jd.com/cgi-bin/wlogin/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://beta-wlogin.m.jd.com/cgi-bin/wlogin/ 
	jd/wjlogin_sdk/util/e0/c.java 

	https://daojia.jd.com/html/index.html 
	jd/config/Constant.java 

	https://daojia.jd.com/activity/memberCard/orderSuccess.html?&businessId= 
	jd/config/Constant.java 

	https://daojia.jd.com/html/agreementApp.html?type=97 
	jd/config/PrivacyConfig.java 

	https://daojia.jd.com/html/agreementApp.html?type=100 
	jd/config/PrivacyConfig.java 

	https://daojia.jd.com/html/agreementApp.html?type=110 
	jd/config/PrivacyConfig.java 

	https://daojia.jd.com/activity/privacy/index.html 
	jd/config/PrivacyConfig.java 

	https://sobot-test.oss-cn-beijing.aliyuncs.com/console/66a522ea3ef944a98af45bac09220861/userImage/20191024164346682.PNG 
	jd/im/ImActivity.java 

	https://storage.jd.com/dj-app-config/ 
	jd/net/ServiceProtocol.java 

	https://pre-ds.jddj.com/getds 
	jd/net/ServiceProtocol.java 

	https://ds.jddj.com/getds 
	jd/net/ServiceProtocol.java 

	https://api.m.jd.com/api?appid= 
	tv/danmaku/ijk/media/example/utils/HttpsUtil.java 

	https://play.google.com/store/apps/details?id= 
	Mogua Engine V1 

	https://appgallery.cloud.huawei.com 
	Mogua Engine V1 

	https://s.jddj.com 
	Mogua Engine V1 

	https://data-drcn.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dra.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-dre.push.dbankcloud.com 
	Mogua Engine V2 

	https://data-drru.push.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.com 
	Mogua Engine V2 

	https://grs.dbankcloud.cn 
	Mogua Engine V2 

	https://grs.dbankcloud.asia 
	Mogua Engine V2 

	https://grs.platform.dbankcloud.ru 
	Mogua Engine V2 

	https://grs.dbankcloud.eu 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.dt.dbankcloud.ru:6447 
	Mogua Engine V2 

	https://github.com/Tencent/vConsole 
	Mogua Engine V2 

	https://github.com/Tencent/vConsole.git 
	Mogua Engine V2 

	http://www.w3.org/2000/svg' 
	Mogua Engine V2 

	https://img13.360buyimg.com/devfe/jfs/t1/40644/29/9303/719/5d2d8c65Eaecc6c84/fb146edc87ddd5d1.png 
	Mogua Engine V2 

	https://img12.360buyimg.com/devfe/jfs/t1/66088/6/4763/3964/5d2d8d54Ee8dd3dfa/e099d71619b53ba2.png 
	Mogua Engine V2 

	https://mp.vapp.jd.com' 
	Mogua Engine V2 

	http://jdfile.open.vapp.jd.com/ 
	Mogua Engine V2 

	http://jdfile.open.jd.com/ 
	Mogua Engine V2 

	https://map.jd.com/api/js?v=2.exp&callback=__map_jssdk_init 
	Mogua Engine V2 

	http://www.w3.org/2000/svg 
	Mogua Engine V2 

	https://service.vapp.jd.com/page-frame.html 
	Mogua Engine V2 

	https://service.vapp.jd.com 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	poi_icon@2x.png 
poi_icon_indoor_ex@2x.png 
icon_indoor_ex_night@2x.png 
	com/tencent/mapsdk/internal/k4.java 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 



5. 签名证书
APK is signed v1 signature: True v2 signature: True v3 signature: True Found 1 unique certificates Subject: C=cn, ST=beijing, L=china, O=jingdong, OU=jingdong, CN=jingdong Signature Algorithm: rsassa_pkcs1v15 Valid From: 2011-03-01 02:45:02+00:00 Valid To: 2038-07-17 02:45:02+00:00 Issuer: C=cn, ST=beijing, L=china, O=jingdong, OU=jingdong, CN=jingdong Serial Number: 0x4d6c5dae Hash Algorithm: sha1 md5: e0d1a70367c58d5d41c4678dfd05f84f sha1: b0b589453fd31bd697a0e99cf8e4c861ac44fb88 sha256: a5fdbfa8a769a9f2041c7f6706a52b8d981c0f12a6f10e989a9f583a43ed217d sha512: 5efa9388c19d1be31e60ca54c3c937202e1aedc9533e19f2fb05e2020ceddfafd07457326dc4c3dbab3b01ed1d97b23f345f24b92be9b2fe1d153d7a21473684 PublicKey Algorithm: rsa Bit Size: 1024 Fingerprint: 936f0c1667e3001e6239df8a9b893ba7dccd4f24d2d00c504d50368d29c6d4ee

6. 硬编码敏感信息
	可能的敏感信息

	"common_pwd_format_tip" : "6–20位字符，须包含：大写字母、小写字母、数字、符号（除空格）至少两种" 

	"common_show_password" : "显示密码" 

	"counter_addcard_check_paypwd" : "为了账户安全，请先输入支付密码" 

	"counter_goto_set_mobile_paypwd_btn" : "去设置" 

	"counter_mobile_paypwd_check" : "输入6位数字密码" 

	"counter_mobile_paypwd_check_info" : "输入卡验证码" 

	"counter_mobile_paypwd_check_title" : "输入数字支付密码" 

	"counter_mobile_paypwd_verify" : "身份验证" 

	"counter_paypwd_check" : "支付密码" 

	"counter_pc_paypwd_check_title" : "输入支付密码" 

	"counter_please_set_mobile_paypwd" : "您还未设置数字支付密码" 

	"counter_please_set_paypwd" : "请先设置支付密码" 

	"counter_to_set_mobile_paypwd_btn" : "立即设置" 

	"counter_unset_paypwd" : "未设置支付密码" 

	"filter_one_key_beauty" : "一键美化" 

	"input_key_account" : "钱包账户" 

	"input_key_amount" : "金额" 

	"input_key_card_num" : "卡号" 

	"input_key_cardnum" : "银行卡" 

	"input_key_cvv2" : "卡验证码" 

	"input_key_id_card" : "身份证号" 

	"input_key_idcard" : "身份证" 

	"input_key_login_pwd" : "登录密码" 

	"input_key_mobile" : "预留手机号" 

	"input_key_pay_pwd" : "支付密码" 

	"input_key_pwd" : "密 码" 

	"input_key_remark" : "备注" 

	"input_key_sms" : "验证码" 

	"input_key_validate" : "有效期" 

	"jdpay_cancel_set_pwd" : "放弃" 

	"jdpay_cancel_set_pwd_continue" : "重新设置" 

	"jdpay_cancel_set_pwd_keep" : "继续设置" 

	"jdpay_cancel_set_pwd_midway" : "中途放弃" 

	"jdpay_cancel_set_pwd_title" : "您要放弃设置数字支付密码？" 

	"jdpay_check_jdLongpwd" : "为确保安全，请您输入支付密码" 

	"jdpay_counter_card_num_key" : "卡号" 

	"jdpay_counter_pay_pwd" : "支付密码" 

	"jdpay_counter_set_mobile_pwd" : "开启6位数字密码" 

	"jdpay_counter_set_mobile_pwd_btn" : "立即开启" 

	"jdpay_counter_set_mobile_pwd_cancel" : "完成" 

	"jdpay_forget_password" : "忘记密码" 

	"jdpay_input_key_cardpromation" : "优惠" 

	"jdpay_input_key_cardtype" : "卡类型" 

	"jdpay_input_key_cert" : "证件号" 

	"jdpay_input_key_certtype" : "证件类型" 

	"jdpay_pay_check_cvv_and_mobile_pwd" : "数字密码" 

	"jdpay_pay_combination_by_cancel_dialog_sure_password" : "输入密码支付" 

	"jdpay_pc_counter_card_num_key" : "卡号" 

	"jdpay_pc_counter_mobile_paypwd_check" : "输入6位数字密码" 

	"jdpay_pc_counter_mobile_paypwd_verify" : "身份验证" 

	"jdpay_pc_counter_paypwd_check" : "支付密码" 

	"jdpay_pc_err_pwd_too_simple" : "密码过于简单" 

	"jdpay_pc_input_key_cardpromation" : "优惠" 

	"jdpay_pc_input_key_cardtype" : "卡类型" 

	"jdpay_pc_key_cvv2" : "卡验证码" 

	"jdpay_pc_key_idcard" : "身份证" 

	"jdpay_pc_key_validate" : "有效期" 

	"jdpay_pc_password" : "密码" 

	"jdpay_pc_set_6_pay_password" : "请设置6位数字密码，用于京东支付" 

	"jdpay_pc_set_pay_password" : "设置数字支付密码" 

	"jdpay_set_mobile_paypwd_desc" : "该密码将适用于京东旗下产品的支付验证" 

	"jdpay_set_mobile_paypwd_first" : "请输入6位数字" 

	"jdpay_set_mobile_paypwd_first_half_screen" : "设置6位数字密码用于京东支付验证" 

	"jdpay_set_mobile_paypwd_second" : "请再次填写以确认" 

	"jdpay_set_pwd_content" : "开启6位数字密码" 

	"jdpay_set_pwd_content_1" : "支付更便捷" 

	"jdpay_set_pwd_later" : "暂不开启" 

	"jdpay_set_pwd_success_content" : "此密码将适用于京东支付的支付验证" 

	"jdpay_set_pwd_success_title" : "数字支付密码设置成功" 

	"jdpay_set_pwd_sure" : "立即设置" 

	"jdpay_tip_face_pay_verify_timeout_tip_input_password" : "输入密码" 

	"jp_pay_one_key_set_exit_dialog_continue_btn" : "继续" 

	"jp_pay_one_key_set_finger_cancel_dialog_downgrading_pwd" : "输入密码" 

	"jp_pay_pre_authorization_title" : "输入信息" 

	"jp_pay_retrieve_pwd_guide_set_title" : "设置支付密码" 

	"jp_pay_retrieve_pwd_guide_temporarily_not_pay" : "暂不支付，去设置密码" 

	"jp_pay_retrieve_pwd_guide_temporarily_not_set" : "暂不设置" 

	"key_common_tag" : "tag_common" 

	"key_mini_cart_recommend" : "tag_mini_cart_recommend" 

	"manto_end_key" : "29ac20a4357ff12f85f572df" 

	"manto_kv_key_suffix" : "++@@@TOTAL@DATA@SIZE@@@" 

	"manto_start_key" : "8d1bc720" 

	"password" : "密码" 

	"privateKeyP2" : "#e$r" 

	"security_desc_six_pwd" : "输入6位支付密码" 

	"security_desc_wallet_pwd" : "输入网银钱包支付密码" 

	"security_forget_pwd" : "忘记密码？" 

	"security_input_long_pwd" : "输入网银钱包支付密码" 

	"set_mobile_pay_pwd_success" : "设置数字支付密码成功" 

	"set_mobile_pay_pwd_success_desc" : "此数字密码适用于京东支付和白条支付。" 

	"sobot_appkey_custom_code_eques" : "appkey或者customCode必须设置一项" 

	"sobot_appkey_is_null" : "您的AppKey为空" 

	"sobot_close_session" : "结束本次对话？" 

	"sobot_ding_cai_sessionoff" : "会话结束，无法反馈" 

	"privateKeyP21" : "d4404b45" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	reportfinishbroadcastreceiver.permission
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	org.simalliance.openmobileapi.SMARTCARD
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	getui.permission.GetuiService.com.jingdong.pdj
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.jingdong.pdj.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.jingdong.pdj.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.jingdong.pdj.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.jingdong.pdj.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.jingdong.pdj.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.permission.ACCESS_HW_KEYSTORE
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.permission.ACCESS_HW_KEYSTORE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.tencent.tauth.AuthActivity
	Schemes: tencent1104357538://, 


	com.pdj.lib.login.thirdapi.InterfaceActivity
	Schemes: jdLogin.openApp.jdMobile://, jdlogin.openapp.jdmobile://, 


	jd.push.OpenPushActivity
	Schemes: opendaojiapush://, 
Hosts: daojia, 
Paths: /detail, 


	jd.open.OpenActivity
	Schemes: openApp.jddj://, openapp.jddj://, opendaojia://, http://, https://, 
Hosts: daojia, s.jddj.com, 
Paths: /, 


	main.qts.QTSOpenActivity
	Schemes: qts.jddj://, 
Hosts: com.tuisong, 
Paths: /daojia, 




报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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