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Block Blast Jewel（ 1.0.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	Block Blast Jewel

	版本
	1.0.1

	包名
	kzcjbs1076644.apk

	域名线索
	116条

	URL线索
	121条

	APP图标
	

	分析日期
	2025年6月24日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	kzcjbs1076644.apk

	文件大小
	33.13MB

	MD5值
	0e0fc2adc668e3d346d71485701c546a

	SHA1值
	02e36b238d9f26f534f3ee3c043598c6cf16da46

	SHA256值
	f6229e9a12aabe69cef112a536bbc4525fadd0f01f539a70ac25bd29a82fff8c



3. APP基本信息
	类别
	内容

	App名称
	Block Blast Jewel

	包名
	kzcjbs1076644.apk

	主活动Activity
	[]

	安卓版本名称
	1.0.1

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	log-mva.isnssdk.com
	IP: 23.44.51.122 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	recsys.tracker.my.com
	IP: 195.211.21.23 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	da.chartboost.com
	IP: 34.86.243.129 
所属国家: United States of America 
地区: District of Columbia 
城市: Washington 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	simpression.s
	没有服务器地理信息. 

	api16-access-sg.pangle.io
	IP: 23.44.51.211 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	schemas.microsoft.com
	IP: 13.107.213.74 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	slaunches.s
	没有服务器地理信息. 

	pangle-global.io
	IP: 103.224.182.252 
所属国家: Australia 
地区: Victoria 
城市: Beaumaris 

	d.applvn.com
	IP: 104.18.226.70 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	unifiedbidding.ad.smaato.net
	IP: 52.220.205.111 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	hg.17taptap.com
	IP: 13.56.91.152 
所属国家: United States of America 
地区: California 
城市: San Jose 

	xmlpull.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	widget.adsfall.com
	IP: 172.67.169.128 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	smonitorsdk.s
	没有服务器地理信息. 

	ads.pubmatic.com
	IP: 23.57.5.102 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	d.applovin.com
	IP: 34.110.179.88 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	www.applovin.com
	IP: 141.193.213.21 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	a.applvn.com
	IP: 104.18.226.70 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	assets.applovin.com
	IP: 34.120.175.182 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	ssdk-services.s
	没有服务器地理信息. 

	vungle.com
	IP: 141.193.213.10 
所属国家: United States of America 
地区: Texas 
城市: Austin 

	a.applovin.com
	IP: 34.117.147.68 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sconversions.s
	没有服务器地理信息. 

	rt.applvn.com
	IP: 104.17.6.24 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sf16-muse-va.ibytedtos.com
	IP: 23.193.97.105 
所属国家: Malaysia 
地区: Selangor 
城市: Cyberjaya 

	chartboo.st
	IP: 34.86.247.41 
所属国家: United States of America 
地区: District of Columbia 
城市: Washington 

	backapi.rustore.ru
	IP: 5.61.236.232 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	t.pubmatic.com
	IP: 207.65.33.74 
所属国家: United States of America 
地区: California 
城市: Redwood City 

	ad.mail.ru
	IP: 95.163.41.56 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	target.my.com
	IP: 5.61.238.3 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	exoplayer.dev
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	scar.unityads.unity3d.com
	IP: 34.110.167.12 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	rt.applovin.com
	IP: 34.117.147.68 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	init.supersonicads.com
	IP: 18.65.185.124 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	hbsdk-config.log.smaato.net
	IP: 52.204.37.23 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	sapp.s
	没有服务器地理信息. 

	log.sgsnssdk.com
	IP: 23.49.98.201 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	play.google.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	outcome-ssp.supersonicads.com
	IP: 108.138.246.74 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sstats.s
	没有服务器地理信息. 

	sdk-hb-cfg.smaato.net
	IP: 13.33.174.128 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	appgallery.huawei.com
	IP: 121.36.119.11 
所属国家: China 
地区: Beijing 
城市: Beijing 

	obplaceholder.click.com
	IP: 207.254.50.216 
所属国家: United States of America 
地区: Georgia 
城市: Atlanta 

	sadrevenue.s
	没有服务器地理信息. 

	p16-sign-sg.tiktokcdn.com
	IP: 23.193.97.123 
所属国家: Malaysia 
地区: Selangor 
城市: Cyberjaya 

	outcome-crash-report.supersonicads.com
	IP: 13.32.50.7 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	beta.ml.tracker.my.com
	IP: 195.211.21.58 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	sonelink.s
	没有服务器地理信息. 

	dash.applovin.com
	IP: 34.111.30.212 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	yandex.com
	IP: 77.88.55.80 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	play.google
	IP: 216.239.32.29 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	maps.yandex.ru
	IP: 213.180.204.242 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	market.android.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	yandex.ru
	IP: 77.88.55.88 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	adlib-mock.yandex.net
	IP: 213.180.193.100 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	adc3-launch-staging.adcolony.com
	IP: 52.6.107.91 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	sites.google.com
	IP: 108.160.169.186 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sf16-scmcdn-sg.ibytedtos.com
	IP: 23.193.97.128 
所属国家: Malaysia 
地区: Selangor 
城市: Cyberjaya 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	hbsdk-event.log.smaato.net
	IP: 52.204.37.23 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	sregister.s
	没有服务器地理信息. 

	monetization-support.applovin.com
	IP: 34.110.151.135 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	ssp-events.chartboost.com
	IP: 107.23.246.21 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	ads.api.vungle.com
	IP: 35.72.119.113 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mobile.maps
	没有服务器地理信息. 

	sinapps.s
	没有服务器地理信息. 

	repo.pubmatic.com
	IP: 204.237.133.249 
所属国家: United States of America 
地区: California 
城市: Redwood City 

	p0.ipstatp.com
	IP: 18.173.121.16 
所属国家: United States of America 
地区: California 
城市: San Jose 

	api.taboola.com
	IP: 146.75.113.44 
所属国家: Sweden 
地区: Vastra Gotalands lan 
城市: Goeteborg 

	sf-tb-sg.ibytedtos.com
	IP: 23.193.97.129 
所属国家: Malaysia 
地区: Selangor 
城市: Cyberjaya 

	live.chartboost.com
	IP: 13.94.30.232 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	ns.adobe.com
	没有服务器地理信息. 

	sattr.s
	没有服务器地理信息. 

	gdpr.adsfall.com
	没有服务器地理信息. 

	mon.isnssdk.com
	IP: 23.44.51.147 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	impact.smaato.net
	IP: 52.0.242.118 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	outcome-arm-ext-med-ext.sonic-us.supersonicads.com
	IP: 18.173.121.27 
所属国家: United States of America 
地区: California 
城市: San Jose 

	svalidate.s
	没有服务器地理信息. 

	developer.android.com
	IP: 142.251.43.14 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	market.android
	没有服务器地理信息. 

	www.smaato.com
	IP: 172.66.41.8 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	gateway.adsfall.com
	IP: 192.240.106.90 
所属国家: United States of America 
地区: Illinois 
城市: Chicago 

	ow.pubmatic.com
	IP: 207.65.33.86 
所属国家: United States of America 
地区: California 
城市: Redwood City 

	sdlsdk.s
	没有服务器地理信息. 

	cdn.aihelp.net
	IP: 119.176.25.41 
所属国家: China 
地区: Shandong 
城市: Weifang 

	lf-hs-sg.ibytedtos.com
	IP: 23.193.97.147 
所属国家: Malaysia 
地区: Selangor 
城市: Cyberjaya 

	corp.aarki.com
	IP: 204.130.244.41 
所属国家: United States of America 
地区: California 
城市: Sunnyvale 

	sgcdsdk.s
	没有服务器地理信息. 

	api.vungle.com
	IP: 52.86.207.172 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	wd.adcolony.com
	IP: 54.85.162.96 
所属国家: United States of America 
地区: Virginia 
城市: Ashburn 

	schemas.android.com
	没有服务器地理信息. 

	api16-endcard-pack-sg.pangle.io
	IP: 23.44.51.123 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	freegeoip.net
	IP: 172.67.75.176 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.moloco.com
	IP: 52.197.0.54 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	www.adjust.com
	IP: 185.151.204.101 
所属国家: Germany 
地区: Berlin 
城市: Berlin 

	cctgames.com
	IP: 172.67.146.27 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	sdk-files.smaato.net
	IP: 18.65.206.106 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	startup.mobile.yandex.net
	IP: 213.180.204.244 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	schemas.applovin.com
	没有服务器地理信息. 

	apps.rustore.ru
	IP: 5.61.236.232 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	appgallery.cloud.huawei.com
	IP: 121.36.118.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	prod-a.applovin.comhttps
	没有服务器地理信息. 

	ms.applvn.com
	IP: 104.18.226.70 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	www.apple.com
	IP: 122.224.34.241 
所属国家: China 
地区: Zhejiang 
城市: Shaoxing 

	mlapi.tracker.my.com
	IP: 195.211.21.59 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	i.isnssdk.com
	IP: 23.44.51.177 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	mobile.yandexadexchange.net
	IP: 87.250.250.120 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	my.com
	没有服务器地理信息. 

	ms.applovin.com
	IP: 34.102.162.219 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	sdk.ad.smaato.net
	IP: 221.123.139.16 
所属国家: China 
地区: Beijing 
城市: Beijing 

	developer.apple.com
	IP: 17.253.107.201 
所属国家: Denmark 
地区: Hovedstaden 
城市: Ballerup 

	adc3-launch.adcolony.com
	IP: 23.45.51.130 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	m.maps
	没有服务器地理信息. 

	vid.applovin.com
	IP: 34.160.64.118 
所属国家: United States of America 
地区: Missouri 
城市: Kansas City 

	twitter.com
	IP: 104.244.42.193 
所属国家: United States of America 
地区: California 
城市: San Francisco 


4.2 URL线索
	URL信息
	Url所在文件

	https://play.google.com/store/apps/details?id= 
	h/f/a/a/a/a/b.java 

	https://obplaceholder.click.com/ 
	h/j/a/d/k/b.java 

	https://obplaceholder.click.com/ 
	h/j/a/d/k/c.java 

	https://obplaceholder.click.com/ 
	h/j/a/d/i/c.java 

	https://obplaceholder.click.com/ 
	h/j/a/d/i/d.java 

	https://ow.pubmatic.com/openrtb/2.5 
	h/j/a/d/i/f.java 

	http://ow.pubmatic.com/openrtb/2.5 
	h/j/a/d/i/f.java 

	https://repo.pubmatic.com/artifactory/public-repos/apis/android/ow-sdk/release.json 
	h/j/a/a/g.java 

	https://ads.pubmatic.com/AdServer/js/pwt/%s/%d/%d/config.json 
	h/j/a/a/l/b.java 

	https://ads.pubmatic.com/AdServer/js/pwt/%s/%d/config.json 
	h/j/a/a/l/b.java 

	https://play.google.com/store/apps/details?id= 
	h/j/a/a/p/d.java 

	https://t.pubmatic.com/wl 
	h/j/a/b/b/g.java 

	https://ow.pubmatic.com/openrtb/2.5 
	h/j/a/b/b/q.java 

	http://ow.pubmatic.com/openrtb/2.5 
	h/j/a/b/b/q.java 

	https://ow.pubmatic.com/openrtb/2.5 
	h/j/a/b/b/l.java 

	http://ow.pubmatic.com/openrtb/2.5 
	h/j/a/b/b/l.java 

	http://schemas.android.com/apk/res/android 
	g/g/e/e/i.java 

	https://adc3-launch-staging.adcolony.com/v4/launch 
	com/adcolony/sdk/g.java 

	https://wd.adcolony.com/logs 
	com/adcolony/sdk/w.java 

	https://adc3-launch.adcolony.com/v4/launch 
	com/adcolony/sdk/f0.java 

	https://play.google.com/store/apps/details?id= 
	com/ivy/i.java 

	https://widget.adsfall.com/assets/twp/index.html?tiledesk_projectid=%s&tiledesk_userFullname=%s&tiledesk_fullscreenMode=true&tiledesk_hideHeaderCloseButton=false&tiledesk_isOpen=true&extra=%s 
	com/ivy/help/TiledeskActivity.java 

	https://play.google.com/store/apps/details?id= 
	com/ivy/j/c/q.java 

	https://scar.unityads.unity3d.com/v1/capture-scar-signals 
	com/unity3d/services/ads/gmascar/utils/ScarConstants.java 

	https://hbsdk-event.log.smaato.net 
	com/smaato/sdk/core/BuildConfig.java 

	https://hbsdk-config.log.smaato.net 
	com/smaato/sdk/core/BuildConfig.java 

	https://sdk-hb-cfg.smaato.net 
	com/smaato/sdk/core/BuildConfig.java 

	https://sdk.ad.smaato.net/oapi/v6/ad 
	com/smaato/sdk/core/BuildConfig.java 

	https://unifiedbidding.ad.smaato.net/oapi/unifiedbidding 
	com/smaato/sdk/core/BuildConfig.java 

	https://impact.smaato.net/pingback.php 
	com/smaato/sdk/core/BuildConfig.java 

	https://sdk-files.smaato.net/smaato_sdk_remote_config.json 
	com/smaato/sdk/core/remoteconfig/generic/GenericConfigResourceCache.java 

	https://www.smaato.com/privacy/ 
	com/smaato/sdk/core/ui/WatermarkImageButton.java 

	https://sdk-files.smaato.net/smaato_outstream_ad_template.txt 
	com/smaato/sdk/richmedia/util/OutstreamAdTemplateResourceCache.java 

	https://ads.api.vungle.com/ 
	com/vungle/warren/VungleApiClient.java 

	https://api.vungle.com/ 
	com/vungle/warren/VungleApiClient.java 

	https://vungle.com/privacy/ 
	com/vungle/warren/ui/presenter/LocalAdPresenter.java 

	http://schemas.applovin.com/android/1.0 
	com/applovin/adview/AppLovinAdView.java 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	com/applovin/exoplayer2/aw.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	com/applovin/exoplayer2/d/p.java 

	https://x</LA_URL> 
	com/applovin/exoplayer2/d/o.java 

	https://x 
	com/applovin/exoplayer2/d/o.java 

	https://exoplayer.dev/issues/cleartext-not-permitted 
	com/applovin/exoplayer2/k/t.java 

	http://www.w3.org/ns/ttml 
	com/applovin/exoplayer2/i/g/c.java 

	https://developer.apple.com/streaming/emsg-id3 
	com/applovin/exoplayer2/g/b/a.java 

	http://ns.adobe.com/xap/1.0/ 
	com/applovin/exoplayer2/e/d/a.java 

	https://ms.applovin.com/1.0/sdk/error 
	com/applovin/impl/sdk/t.java 

	http://developer.android.com/google/play-services/setup.html. 
	com/applovin/impl/sdk/utils/d.java 

	https://ms.applovin.com/ 
	com/applovin/impl/sdk/c/a.java 

	https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/a.java 

	https://assets.applovin.com/gdpr/flow_v1/gdpr-flow-1.html 
	com/applovin/impl/sdk/c/b.java 

	https://vid.applovin.com/,https://stage-vid.applovin.com/,https://pdn.applovin.com/,https://stage-pdn.applovin.com/,https://img.applovin.com/,https://stage-img.applovin.com/,https://d.applovin.com/,https://assets.applovin.com/,https://stage-assets.applovin.com/,https://cdnjs.cloudflare.com/,http://vid.applovin.com/,http://stage-vid.applovin.com/,http://pdn.applovin.com/,http://stage-pdn.applovin.com/,http://img.applovin.com/,http://stage-img.applovin.com/,http://d.applovin.com/,http://assets.applovin.com/,http://stage-assets.applovin.com/,http://cdnjs.cloudflare.com/,http://u.appl.vn/,https://u.appl.vn/,https://res.applovin.com/,https://res1.applovin.com/,https://res2.applovin.com/,https://res3.applovin.com/,http://res.applovin.com/,http://res1.applovin.com/,http://res2.applovin.com/,http://res3.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://prod-a.applovin.com,https://rt.applovin.com/4.0/pix, 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applvn.com/4.0/pix,https://ms.applovin.com/,https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://a.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://a.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://d.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://d.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applovin.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://rt.applvn.com/ 
	com/applovin/impl/sdk/c/b.java 

	https://ms.applovin.com/1.0/sdk/error 
	com/applovin/impl/sdk/c/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/sdk/c/b.java 

	https://dash.applovin.com/documentation/mediation/unity/getting-started/integration 
	com/applovin/impl/sdk/c/b.java 

	https://corp.aarki.com/privacy,https://www.adcolony.com/consumer-privacy/,https://www.adikteev.com/privacy-policy-eng,https://advertising.amazon.com/resources/ad-policy/eu-data-protection-and-privacy,https://www.appier.com/privacy-policy/,https://www.appnexus.com/en/company/privacy-policy,https://www.beeswax.com/privacy.html,https://bidease.com/privacy-policy,https://www.bigabid.com/Legal/,https://www.pangleglobal.com/privacy,https://answers.chartboost.com/en-us/articles/200780269,https://clearpier.com/privacy-policy/,https://www.criteo.com/privacy/,https://www.criteo.com/privacy/,https://dataseat.com/privacy-policy,https://nend.net/privacy/sdkpolicy,https://www.fyber.com/services-privacy-statement/,https://privacy-policy.cyberagent.ai/,https://policies.google.com/privacy,https://www.inmobi.com/privacy-policy/,https://www.is.com/privacy-policy/,https://www.jampp.com/privacy-policy-terms-and-conditions,https://www.lifestreet.com/privacy/,https://liftoff.io/privacy-policy/,https://terms2.line.me/creators_privacy_policy,https://www.linkedin.com/legal/privacy-policy?src=or-search&veh=www.google.comLiqui,https://loopme.com/end-user-privacy-policy/,https://mediasmart.io/privacy-policy/,https://www.facebook.com/privacy/explanation/,https://www.mintegral.com/en/privacy/ 
	com/applovin/impl/sdk/c/b.java 

	https://www.moloco.com/privacy-policy,https://www.motiv-i.com/en/privacy/,https://ogury.com/privacy-policy/,https://persona.ly/privacy_dsp,https://www.opera.com/privacy,https://pubmatic.com/legal/privacy/,https://kayzen.io/data-privacy-policy,https://www.remerge.io/privacy-policy.html,https://revx.io/privacy-policy,https://www.rtbhouse.com/privacy-center/services-privacy-policy/,https://simpli.fi/simpli-fi-services-privacy-policy/,https://www.smaato.com/privacy/,https://smadex.com/end-user-privacy-policy,https://snap.com/en-US/privacy/privacy-policy,https://www.stackadapt.com/privacy,https://www.start.io/policy/privacy-policy-site/,https://www.tapjoy.com/legal/general/privacy-policy/,https://taurusx.com/privacy-policy.html,https://rubiconproject.com/privacy-policy/,https://www.thetradedesk.com/general/privacy-policy,https://appreciate.mobi/page.html 
	com/applovin/impl/sdk/c/b.java 

	https://twitter.com/privacy,https://uni-corn.net/privacy.html,https://unity3d.com/legal/privacy-policy,https://www.valassis.com/legal/privacy-policy/,https://pubnative.net/privacy-notice/,https://vungle.com/privacy/,https://wildlifestudios.com/policy-center/privacy-policy/wildlife-studios-privacy-policy/,https://www.groundtruth.com/privacy-policy/,https://legal.yahoo.com/us/en/yahoo/privacy/index.html,https://yandex.com/legal/confidential/,https://www.youappi.com/privacy-policy 
	com/applovin/impl/sdk/c/b.java 

	https://www.adjust.com/terms/privacy-policy/,https://www.appsflyer.com/legal/privacy-policy/,https://branch.io/policies/privacy-policy/ 
	com/applovin/impl/sdk/c/b.java 

	https://www.applovin.com/privacy/ 
	com/applovin/impl/sdk/nativeAd/AppLovinNativeAdImpl.java 

	https://monetization-support.applovin.com/hc/en-us/articles/236114328-How-can-I-expose-verbose-logging-for-the-SDK> 
	com/applovin/impl/sdk/e/n.java 

	https://play.google.com/store/apps/details?id= 
	com/applovin/impl/mediation/debugger/c/b.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/mediation/debugger/ui/c/b.java 

	https://applovin.com. 
	com/applovin/impl/mediation/debugger/ui/b/a.java 

	https://dash.applovin.com/documentation/mediation/android/getting-started/integration 
	com/applovin/impl/mediation/debugger/ui/b/b.java 

	https://developer.android.com/training/articles/security-config 
	com/applovin/impl/mediation/debugger/b/c/c.java 

	https://api.taboola.com/ 
	com/applovin/impl/mediation/b/b/a.java 

	http://schemas.android.com/apk/res/android 
	com/applovin/mediation/ads/MaxAdView.java 

	https://ads.pubmatic.com/openwrapsdk/omsdk/%s/omid.js 
	com/pubmatic/sdk/omsdk/a.java 

	https://ads.pubmatic.com 
	com/pubmatic/sdk/monitor/POBMonitor.java 

	https://ads.pubmatic.com/openbidsdk/monitor/app.html 
	com/pubmatic/sdk/monitor/POBMonitor.java 

	https://pangle-global.io/ 
	com/bytedance/sdk/openadsdk/TTAdConstant.java 

	https://sf-tb-sg.ibytedtos.com/obj/ad-pattern-sg/renderer/package_sg.json 
	com/bytedance/sdk/openadsdk/l/t.java 

	https://sf16-muse-va.ibytedtos.com/obj/ad-pattern-va/renderer/package_va.json 
	com/bytedance/sdk/openadsdk/l/t.java 

	https://log.sgsnssdk.com/service/2/app_log/ 
	com/bytedance/sdk/openadsdk/l/t.java 

	https://log-mva.isnssdk.com/service/2/app_log/ 
	com/bytedance/sdk/openadsdk/l/t.java 

	https://p0.ipstatp.com/origin/ad-site-i18n-sg/202011255d0d219920adb0fd474eac28\ 
	com/bytedance/sdk/openadsdk/component/reward/e.java 

	https://p0.ipstatp.com/origin/v0201/fd71964ced204df586b63b9d8fa3198a.webp\ 
	com/bytedance/sdk/openadsdk/component/reward/e.java 

	https://p16-sign-sg.tiktokcdn.com/v0201/fd71964ced204df586b63b9d8fa3198a 
	com/bytedance/sdk/openadsdk/component/reward/e.java 

	https://api16-endcard-pack-sg.pangle.io/union/endcard/1695802627329057/?rit=901121365&req_id=68ebda22-9cbd-423f-98ce-78f571b6308bu5599&ad_sdk_version=3.6.0.0&os=android&lang=zh&union_imei=702f89a658bd1f189c6e8e24587cd9ce&app_version=%E8%A1%A5%E5%85%85%E4%B8%AD&app_name=&developer_name=%E8%A1%A5%E5%85%85%E4%B8%AD%EF%BC%8C%E5%8F%AF%E4%BA%8E%E5%BA%94%E7%94%A8%E5%AE%98%E7%BD%91%E6%9F%A5%E7%9C%8B&is_dsp=False&lpt=1&style_id=1535776&comment_num=92&like_num=109&share_num=96\ 
	com/bytedance/sdk/openadsdk/component/reward/e.java 

	https://sf16-scmcdn-sg.ibytedtos.com/obj/goofy-sg/ad/pangle/homepage/_next/static/assets/images/reward.c7cdf2f9.mp4\ 
	com/bytedance/sdk/openadsdk/component/reward/e.java 

	https://p0.ipstatp.com/origin/ad-site-i18n-sg/202011255d0d219920adb0fd474eac28 
	com/bytedance/sdk/openadsdk/component/reward/e.java 

	https://api16-access-sg.pangle.io/api/ad/union/sdk/get_ads/?aid=1371&device_platform=android&version_code=4250 
	com/bytedance/sdk/openadsdk/core/s.java 

	https://api16-access-sg.pangle.io/api/ad/union/sdk/get_ads/?aid=1371&device_platform=android&version_code=4250 
	com/bytedance/sdk/openadsdk/core/r.java 

	https://sf16-scmcdn-sg.ibytedtos.com/goofy/bytecom/resource/tetris/oversea_pi.01f77b3a.js 
	com/bytedance/sdk/openadsdk/core/i/c.java 

	https://lf-hs-sg.ibytedtos.com/obj/union-platform-i18n/union_platform_gdpr_607_en.html 
	com/bytedance/sdk/openadsdk/core/i/f.java 

	http://xmlpull.org/v1/doc/features.html 
	com/bytedance/sdk/openadsdk/core/j/a/a/d.java 

	https://live.chartboost.com 
	com/chartboost/sdk/j.java 

	http://chartboo.st/publishing 
	com/chartboost/sdk/j.java 

	https://ssp-events.chartboost.com/track/sdk 
	com/chartboost/sdk/Model/i.java 

	https://live.chartboost.com 
	com/chartboost/sdk/Model/c.java 

	https://live.chartboost.com 
	com/chartboost/sdk/Tracking/CBAnalytics.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/k0.java 

	https://da.chartboost.com 
	com/chartboost/sdk/impl/f.java 

	https://live.chartboost.com 
	com/chartboost/sdk/impl/i0.java 

	http://market.android.com/ 
	com/chartboost/sdk/Networking/i.java 

	https://ad.mail.ru/ 
	com/my/target/a5.java 

	http://xmlpull.org/v1/doc/features.html 
	com/my/target/x3.java 

	http://play.google.com 
	com/my/target/o3.java 

	https://play.google.com 
	com/my/target/o3.java 

	http://market.android.com 
	com/my/target/o3.java 

	https://market.android.com 
	com/my/target/o3.java 

	https://appgallery.huawei.com/ 
	com/my/target/o3.java 

	https://appgallery.cloud.huawei.com/ 
	com/my/target/o3.java 

	https://apps.rustore.ru 
	com/my/target/o3.java 

	https://backapi.rustore.ru 
	com/my/target/o3.java 

	https://ad.mail.ru/ 
	com/my/target/b0.java 

	https://target.my.com/ 
	com/my/target/u5.java 

	https://ad.mail.ru/sdk/ms/ 
	com/my/target/ka.java 

	https://ad.mail.ru/sdk/log/ 
	com/my/target/u4.java 

	https://ad.mail.ru/mobile/adcontext 
	com/my/target/k9.java 

	https://my.com/? 
	com/my/tracker/obfuscated/e.java 

	https://recsys.tracker.my.com/api/public/v3/rec/item 
	com/my/tracker/recsys/OfferRequest.java 

	https://mlapi.tracker.my.com 
	com/my/tracker/personalize/a.java 

	https://beta.ml.tracker.my.com 
	com/my/tracker/personalize/a.java 

	https://outcome-crash-report.supersonicads.com/reporter 
	com/ironsource/environment/e.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/utils/j.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/utils/a.java 

	https://init.supersonicads.com/sdk/v 
	com/ironsource/mediationsdk/server/ServerURL.java 

	https://outcome-arm-ext-med-ext.sonic-us.supersonicads.com/aemData 
	com/ironsource/mediationsdk/impressionData/a.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=2 
	com/ironsource/mediationsdk/a/e.java 

	https://outcome-ssp.supersonicads.com/mediation?adUnit=3 
	com/ironsource/mediationsdk/a/f.java 

	http://gateway.adsfall.com:8091 
	com/parfka/adjust/sdk/Constants.java 

	https://gdpr.adsfall.com 
	com/parfka/adjust/sdk/Constants.java 

	http://gateway.adsfall.com:8091 
	com/parfka/adjust/sdk/AdjustFactory.java 

	https://gdpr.adsfall.com 
	com/parfka/adjust/sdk/AdjustFactory.java 

	https://startup.mobile.yandex.net/ 
	com/yandex/metrica/impl/ob/C1777kh.java 

	https://yandex.com/dev/appmetrica/doc/mobile-sdk-dg/concepts/android-initialize.html 
	com/yandex/metrica/impl/ob/vo.java 

	http://ns.adobe.com/xap/1.0/ 
	com/yandex/mobile/ads/impl/q50.java 

	http://www.w3.org/ns/ttml 
	com/yandex/mobile/ads/impl/k61.java 

	http://xmlpull.org/v1/doc/features.html 
	com/yandex/mobile/ads/impl/z81.java 

	https://yandex.ru/dev/mobile-ads/doc/android/quick-start/android-ads-component.html 
	com/yandex/mobile/ads/impl/y71.java 

	https://yandex.ru/dev/mobile-ads/doc/intro/changelog-android.html 
	com/yandex/mobile/ads/impl/y71.java 

	https://yandex.ru/appcry 
	com/yandex/mobile/ads/impl/e.java 

	https://yandex.ru 
	com/yandex/mobile/ads/impl/id.java 

	https://market.android 
	com/yandex/mobile/ads/impl/h71.java 

	http://market.android 
	com/yandex/mobile/ads/impl/h71.java 

	https://play.google 
	com/yandex/mobile/ads/impl/h71.java 

	http://play.google 
	com/yandex/mobile/ads/impl/h71.java 

	https://map 
	com/yandex/mobile/ads/impl/h71.java 

	http://map 
	com/yandex/mobile/ads/impl/h71.java 

	https://maps 
	com/yandex/mobile/ads/impl/h71.java 

	http://maps 
	com/yandex/mobile/ads/impl/h71.java 

	http://mobile.maps 
	com/yandex/mobile/ads/impl/h71.java 

	http://m.maps 
	com/yandex/mobile/ads/impl/h71.java 

	http://maps.yandex.ru 
	com/yandex/mobile/ads/impl/h71.java 

	https://exoplayer.dev/issues/cleartext-not-permitted 
	com/yandex/mobile/ads/impl/vy.java 

	https://adlib-mock.yandex.net 
	com/yandex/mobile/ads/impl/iq.java 

	https://mobile.yandexadexchange.net 
	com/yandex/mobile/ads/impl/pf1.java 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	com/yandex/mobile/ads/impl/cr.java 

	https://mobile.yandexadexchange.net 
	com/yandex/mobile/ads/impl/zz.java 

	http://xmlpull.org/v1/doc/features.html 
	com/yandex/mobile/ads/impl/lf1.java 

	https://developer.apple.com/streaming/emsg-id3 
	com/yandex/mobile/ads/exo/metadata/emsg/EventMessage.java 

	https://x</LA_URL> 
	com/yandex/mobile/ads/exo/drm/n.java 

	https://x 
	com/yandex/mobile/ads/exo/drm/n.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	com/yandex/mobile/ads/exo/drm/o.java 

	https://play.google.com/store/apps/details?id= 
	net/aihelp/utils/AppInfoUtil.java 

	https://cdn.aihelp.net/Elva 
	net/aihelp/common/API.java 

	https://github.com/jeromeetienne/microevent.js 
	Mogua Engine V2 

	https://github.com/scottcorgan/tiny-emitter/blob/master/index.js 
	Mogua Engine V2 

	http://www.w3.org/TR/2011/WD-calendar-api-20110419/ 
	Mogua Engine V2 

	https://sites.google.com/site/ivytermsofuse/ 
	lib/arm64-v8a/libMyGame.so 

	https://sites.google.com/site/puzzleprivacypolicy/ 
	lib/arm64-v8a/libMyGame.so 

	https://play.google.com/store/apps/details?id= 
	lib/arm64-v8a/libMyGame.so 

	http://cctgames.com/index.php/2021/09/08/terms-of-use/index.html 
	lib/arm64-v8a/libMyGame.so 

	http://cctgames.com/index.php/2021/08/31/privacy-policy/index.html 
	lib/arm64-v8a/libMyGame.so 

	https://play.google.com/store/apps/dev?id=7235573623159313932 
	lib/arm64-v8a/libMyGame.so 

	http://hg.17taptap.com 
	lib/arm64-v8a/libMyGame.so 

	http://freegeoip.net/json/ 
	lib/arm64-v8a/libMyGame.so 

	http://www.apple.com/DTDs/PropertyList-1.0.dtd 
	lib/arm64-v8a/libMyGame.so 

	https://mon.isnssdk.com/monitor/appmonitor/v2/settings 
	lib/arm64-v8a/libPglmetasec_ov.so 

	https://i.isnssdk.com/monitor/appmonitor/v2/settings 
	lib/arm64-v8a/libPglmetasec_ov.so 

	https://mon.isnssdk.com/monitor/collect/ 
	lib/arm64-v8a/libPglmetasec_ov.so 

	https://i.isnssdk.com/monitor/collect/ 
	lib/arm64-v8a/libPglmetasec_ov.so 

	https://sites.google.com/site/ivytermsofuse/ 
	lib/armeabi-v7a/libMyGame.so 

	https://sites.google.com/site/puzzleprivacypolicy/ 
	lib/armeabi-v7a/libMyGame.so 

	https://play.google.com/store/apps/details?id= 
	lib/armeabi-v7a/libMyGame.so 

	http://cctgames.com/index.php/2021/09/08/terms-of-use/index.html 
	lib/armeabi-v7a/libMyGame.so 

	http://cctgames.com/index.php/2021/08/31/privacy-policy/index.html 
	lib/armeabi-v7a/libMyGame.so 

	https://play.google.com/store/apps/dev?id=7235573623159313932 
	lib/armeabi-v7a/libMyGame.so 

	http://hg.17taptap.com 
	lib/armeabi-v7a/libMyGame.so 

	http://freegeoip.net/json/ 
	lib/armeabi-v7a/libMyGame.so 

	http://www.apple.com/DTDs/PropertyList-1.0.dtd 
	lib/armeabi-v7a/libMyGame.so 

	https://mon.isnssdk.com/monitor/appmonitor/v2/settings 
	lib/armeabi-v7a/libPglmetasec_ov.so 

	https://i.isnssdk.com/monitor/appmonitor/v2/settings 
	lib/armeabi-v7a/libPglmetasec_ov.so 

	https://mon.isnssdk.com/monitor/collect/ 
	lib/armeabi-v7a/libPglmetasec_ov.so 

	https://i.isnssdk.com/monitor/collect/ 
	lib/armeabi-v7a/libPglmetasec_ov.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	babypop.help@gmail.com 
	lib/arm64-v8a/libMyGame.so 

	babypop.help@gmail.com 
	lib/armeabi-v7a/libMyGame.so 


4.4 手机号线索
	手机号
	所在文件

	19700101000 
	h/e/d/a/f/d/e.java 

	18222222222 
	com/appsflyer/internal/ae.java 



5. 签名证书
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6. 硬编码敏感信息
	可能的敏感信息

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> and enter the code shown above." 

	"google_api_key" : "AIzaSyBOdXpMfAb3YTIMd_0x0Epn7ctHfIFZsME" 

	"google_crash_reporting_api_key" : "AIzaSyBOdXpMfAb3YTIMd_0x0Epn7ctHfIFZsME" 

	"yandex_mobileads_age_restricted_user" : "com.yandex.mobile.ads.AGE_RESTRICTED_USER" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> adresini ziyaret et ve yukarıda gösterilen kodu gir." 

	"com_facebook_device_auth_instructions" : "Besøg <b>facebook.com/device</b>, og indtast koden ovenfor." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>にアクセスして、上記のコードを入力してください。" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> 'ਤੇ ਜਾਓ ਅਤੇ ਉੱਤੇ ਦਿੱਤਾ ਕੋਡ ਪਾਓ।" 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>என்ற இணைப்பிற்குச் சென்று, மேலே காட்டப்படும் குறியீட்டை உள்ளிடவும்." 

	"com_facebook_device_auth_instructions" : "Gå til <b>facebook.com/device</b>, og skriv inn koden som vises ovenfor." 

	"com_facebook_device_auth_instructions" : "Kunjungi <b>facebook.com/device</b> dan masukkan kode yang ditampilkan di atas." 

	"com_facebook_device_auth_instructions" : "Gehe zu <b>facebook.com/device</b> und gib den oben angezeigten Code ein." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ని సందర్శించి పైన చూపిన కోడ్‌ను నమోదు చేయండి." 

	"com_facebook_device_auth_instructions" : "Besoek <b>facebook.com/device</b> en voer die kode in wat hierbo gewys word." 

	"com_facebook_device_auth_instructions" : "ไปที่ <b>facebook.com/device</b> แล้วป้อนรหัสที่แสดงด้านบน" 

	"com_facebook_device_auth_instructions" : "Siirry osoitteeseen <b>facebook.com/device</b> ja anna yllä oleva koodi." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> पर जाएँ और ऊपर दिया गया कोड डालें." 

	"com_facebook_device_auth_instructions" : "Truy cập <b>facebook.com/device</b> và nhập mã hiển thị bên dưới." 

	"com_facebook_device_auth_instructions" : "Prejdite na stránku <b>facebook.com/device</b> a zadajte kód, ktorý je zobrazený vyššie." 

	"com_facebook_device_auth_instructions" : "Πηγαίνετε στο <b>facebook.com/device</b> και πληκτρολογήστε τον κωδικό που φαίνεται παραπάνω." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> സന്ദർശിച്ച് മുകളിൽ കാണിച്ചിരിക്കുന്ന കോഡ് നൽകുക." 

	"com_facebook_device_auth_instructions" : "Ga naar <b>facebook.com/device</b> en voer de bovenstaande code in." 

	"com_facebook_device_auth_instructions" : "Odwiedź stronę <b>facebook.com/device</b> i wprowadź kod wyświetlony powyżej." 

	"com_facebook_device_auth_instructions" : "Bisitahin ang <b>facebook.com/device</b> at ilagay ang code na ipinapakita sa itaas." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> -এ যান এবং উপরে দেখানো কোডটি লিখুন৷" 

	"com_facebook_device_auth_instructions" : "Buka <b>facebook.com/device</b> dan masukkan kode yang ditunjukkan di atas." 

	"com_facebook_device_auth_instructions" : "Visit <b>facebook.com/device</b> ಮತ್ತು ಮೇಲೆ ತೋರಿಸಿರುವ ಕೋಡ್ ಅನ್ನು ನಮೂದಿಸಿ." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>를 방문하여 위 코드를 입력하세요." 

	"com_facebook_device_auth_instructions" : "Vizitează <b>facebook.com/device</b> şi introdu codul afişat mai sus." 

	"com_facebook_device_auth_instructions" : "يمكنك زيارة <b>facebook.com/device</b> وإدخال الرمز المعروض أعلاه." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessous." 

	"com_facebook_device_auth_instructions" : "Posjetite stranicu <b>facebook.com/device</b> i unesite gore prikazani kôd." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b> येथे जा आणि वर दाखवलेला कोड प्रविष्ट करा." 

	"com_facebook_device_auth_instructions" : "Tento kód zadejte na webu <b>facebook.com/device</b>." 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e ingresa el código que aparece más arriba." 

	"com_facebook_device_auth_instructions" : "Lawati <b>facebook.com/device</b> dan masukkan kod yang ditunjukkan di atas." 

	"com_facebook_device_auth_instructions" : "Consulta <b>facebook.com/device</b> e inserisci il codice mostrato sopra." 

	"com_facebook_device_auth_instructions" : "Acesse <b>facebook.com/device</b> e insira o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "<b>facebook.com/device</b>ની મુલાકાત લો અને ઉપર બતાવેલો કોડ લખો." 

	"com_facebook_device_auth_instructions" : "Nyisd meg a <b>facebook.com/device</b> oldalt, és add meg a fent látható kódot." 

	"com_facebook_device_auth_instructions" : "Перейдите на <b>facebook.com/device</b> и введите код, указанный выше." 

	"com_facebook_device_auth_instructions" : "Besök <b>facebook.com/device</b> och ange koden som visas ovan." 

	"com_facebook_device_auth_instructions" : "יש לבקר ב-<b>facebook.com/device</b> ולהזין את הקוד המוצג למעלה." 

	"com_facebook_device_auth_instructions" : "Consultez <b>facebook.com/device</b> et entrez le code affiché ci-dessus." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 

	"com_facebook_device_auth_instructions" : "访问<b>facebook.com/device</b>并输入上方显示的验证码。" 

	"com_facebook_device_auth_instructions" : "Visita <b>facebook.com/device</b> e introduce el código que aparece más arriba." 

	"com_facebook_device_auth_instructions" : "Acede a <b>facebook.com/device</b> e insere o código mostrado acima." 

	"com_facebook_device_auth_instructions" : "前往<b> facebook.com/device </b>並輸入上方顯示的代碼。" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	com.google.android.gms.permission.AD_ID
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.c2dm.permission.RECEIVE
	合法
	C2DM 权限
	云到设备消息传递的权限

	com.android.vending.BILLING
	未知
	Unknown permission
	Unknown permission from android reference

	com.google.android.finsky.permission.BIND_GET_INSTALL_REFERRER_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference

	com.applovin.array.apphub.permission.BIND_APPHUB_SERVICE
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.google.firebase.auth.internal.GenericIdpActivity
	Schemes: genericidp://, 
Hosts: firebase.auth, 
Paths: /, 


	com.google.firebase.auth.internal.RecaptchaActivity
	Schemes: recaptcha://, 
Hosts: firebase.auth, 
Paths: /, 


	com.facebook.CustomTabActivity
	Schemes: fbconnect://, 
Hosts: cct.com.block.blast.adventure.blockpuzzle.freegame.master, 
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