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老司机（ 1.1.77版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	老司机

	版本
	1.1.77

	包名
	com.videoplayer111.android

	域名线索
	20条

	URL线索
	20条

	APP图标
	

	分析日期
	2025年9月28日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	lsj_0-26567290.apk

	文件大小
	26.7MB

	MD5值
	0cc392d74f59f9ad145713303d20ecc3

	SHA1值
	f77c6fb69a5d3630940ddc5287edd06401952cff

	SHA256值
	9dac89c1fc333e9612c93f27db353442572ce024e907386f45e3c70016c6f356



3. APP基本信息
	类别
	内容

	App名称
	老司机

	包名
	com.videoplayer111.android

	主活动Activity
	com.videoplayer111.android.MainActivity

	安卓版本名称
	1.1.77

	安卓版本
	1



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	schemas.microsoft.com
	IP: 13.107.246.49 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	aomedia.org
	IP: 185.199.109.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	exoplayer.dev
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	flutter.dev
	IP: 151.101.1.195 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	223.6.6.6
	IP: 223.6.6.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dashif.org
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	huya.com
	IP: 106.15.39.150 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	dns.alidns.com
	IP: 223.6.6.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	schemas.android.com
	没有服务器地理信息. 

	developer.android.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	www.w3.org
	IP: 128.30.52.100 
所属国家: United States of America 
地区: Massachusetts 
城市: Cambridge 

	223.5.5.5
	IP: 223.5.5.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	developer.apple.com
	IP: 17.253.83.201 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	st-cn.meishij.net
	IP: 112.83.37.115 
所属国家: China 
地区: Jiangsu 
城市: Zhenjiang 

	ns.adobe.com
	没有服务器地理信息. 

	doh.360.cn
	IP: 101.198.191.4 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.ibm.com
	IP: 23.73.241.97 
所属国家: United States of America 
地区: New Jersey 
城市: Edison 

	api.flutter.dev
	IP: 199.36.158.100 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	journeyapps.com
	IP: 13.33.174.56 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 


4.2 URL线索
	URL信息
	Url所在文件

	https://)( 
	com/huawei/hms/scankit/p/C0230bd.java 

	http://ns.adobe.com/xap/1.0/ 
	e/h/a/a.java 

	http://schemas.android.com/apk/res/android 
	e/e/k/e/i.java 

	https://exoplayer.dev/issues/player-accessed-on-wrong-thread 
	f/g/a/a/h2.java 

	http://www.w3.org/ns/ttml#parameter 
	f/g/a/a/i4/t/c.java 

	https://aomedia.org/emsg/ID3 
	f/g/a/a/f4/j/a.java 

	https://developer.apple.com/streaming/emsg-id3 
	f/g/a/a/f4/j/a.java 

	http://schemas.microsoft.com/DRM/2007/03/protocols/AcquireLicense 
	f/g/a/a/b4/l0.java 

	https://x 
	f/g/a/a/b4/k0.java 

	http://ns.adobe.com/xap/1.0/ 
	f/g/a/a/d4/i0/a.java 

	https://exoplayer.dev/issues/cleartext-not-permitted 
	f/g/a/a/l4/g0.java 

	http://dashif.org/guidelines/trickmode 
	f/g/a/a/h4/a1/g.java 

	http://dashif.org/guidelines/last-segment-number 
	f/g/a/a/h4/a1/n/d.java 

	http://dashif.org/guidelines/trickmode 
	f/g/a/a/h4/a1/n/d.java 

	https://developer.android.com/reference/javax/net/ssl/SSLSocket 
	j/a/e/i/t.java 

	https://developer.android.com/guide/topics/permissions/overview 
	j/a/d/e/e.java 

	https://journeyapps.com/ 
	Android String Resource 

	https://github.com/journeyapps/zxing-android-embedded 
	Android String Resource 

	http://www.w3.org/XML/1998/namespace 
	lib/armeabi-v7a/libflutter.so 

	http://www.w3.org/2000/xmlns/ 
	lib/armeabi-v7a/libflutter.so 

	https://www.w3.org/Style/CSS/Test/Fonts/Ahem/). 
	lib/armeabi-v7a/libflutter.so 

	https://github.com/flutter/flutter/issues. 
	lib/armeabi-v7a/libflutter.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163551834271708.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_161426873042834.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163266475645639.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_161971349744163.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163266451291711.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/63/134/96063/a96063_155901860982411.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163275316397171.jpg 
	lib/armeabi-v7a/libapp.so 

	https://api.flutter.dev/flutter/dart-ui/ChannelBuffers-class.html 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_162756761394366.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163568955592325.jpg 
	lib/armeabi-v7a/libapp.so 

	http://www.ibm.com/data/dtd/v11/ibmxhtml1-transitional.dtd 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163551675112790.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/41/203/113291/a113291_154087920885454.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_162221705053825.jpg 
	lib/armeabi-v7a/libapp.so 

	http://www.w3.org/1998/Math/MathML 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163290654872134.jpg 
	lib/armeabi-v7a/libapp.so 

	https://huya.com 
	lib/armeabi-v7a/libapp.so 

	http://www.w3.org/2000/svg 
	lib/armeabi-v7a/libapp.so 

	http://www.w3.org/2000/xmlns/ 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163266209190325.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_162955682097096.jpg 
	lib/armeabi-v7a/libapp.so 

	https://api.flutter.dev/flutter/material/Scaffold/of.html 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_161893035270930.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_161935825831668.jpg 
	lib/armeabi-v7a/libapp.so 

	https://doh.360.cn/query 
	lib/armeabi-v7a/libapp.so 

	http://223.5.5.5/resolve 
	lib/armeabi-v7a/libapp.so 

	http://223.6.6.6/resolve 
	lib/armeabi-v7a/libapp.so 

	https://flutter.dev/docs/release/breaking-changes/network-policy-ios-android. 
	lib/armeabi-v7a/libapp.so 

	https://dns.alidns.com/resolve 
	lib/armeabi-v7a/libapp.so 

	https://github.com/flutter/flutter/issues/new. 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/121/39/13134871/a13134871_163551943986022.jpg 
	lib/armeabi-v7a/libapp.so 

	https://st-cn.meishij.net/r/208/102/1025708/a1025708_158472450241679.jpg 
	lib/armeabi-v7a/libapp.so 

	http://www.w3.org/XML/1998/namespace 
	lib/arm64-v8a/libflutter.so 

	http://www.w3.org/2000/xmlns/ 
	lib/arm64-v8a/libflutter.so 

	https://www.w3.org/Style/CSS/Test/Fonts/Ahem/). 
	lib/arm64-v8a/libflutter.so 

	https://github.com/flutter/flutter/issues. 
	lib/arm64-v8a/libflutter.so 

	https://api.flutter.dev/flutter/material/Scaffold/of.html 
	lib/arm64-v8a/libapp.so 


4.3 邮箱线索
	邮箱地址
	所在文件

	_httpparser@13463476.responsepa 
_double@0150898.fromintege 
._future@4048458.immediate 
_growablelist@0150898._literal 
_link@14069316.fromrawpat 
c_growablelist@0150898.withcapaci 
_growablelist@0150898._literal6 
_receiveportimpl@1026248.fromrawrec 
-_list@0150898._ofarray 
z_timer@1026248.periodic 
m_growablelist@0150898._literal2 
g_bigintimpl@0150898.from 
_list@0150898.empty 
lectiontoolbarbutton@616113492.text 
_directory@14069316.fromrawpat 
_casterror@0150898._create 
l_invocationmirror@0150898._withtype 
_colorfilter@16065589.mode 
_colorfilter@16065589.srgbtoline 
i_rawsocket@14069316._writepipe 
erflowindicatormixin@356204652.mixin 
_growablelist@0150898._literal1 
4_uri@0150898.file 
q_imagefilter@16065589.blur 
storationinformation@879124995.fromserial 
_growablelist@0150898._literal4 
bb_growablelist@0150898._ofgrowabl 
x_growablelist@0150898.of 
lectiontoolbarbutton@501392285.text 
i_listconfig@1080282418.frombuildm 
k_colorfilter@16065589.lineartosr 
_nativesocket@14069316.pipe 
_cookie@13463476.fromsetcoo 
authenticationscheme@13463476.fromstring 
_list@0150898.of 
_list@0150898.generate 
n_typeerror@0150898._create 
_list@0150898._ofgrowabl 
_list@0150898._ofefficie 
_growablelist@0150898._ofarray 
_growablelist@0150898._literal3 
u_growablelist@0150898._ofother 
_timer@1026248._internal 
_growablelist@0150898._literal5 
_rawsocket@14069316._readpipe 
_socket@14069316._readpipe 
_list@0150898._ofother 
eo_bytebuffer@7027147._new 
ngstreamsubscription@4048458.zoned 
_assertionerror@0150898._create 
av_nativesocket@14069316.normal 
j_filestream@14069316.forstdin 
_uri@0150898.directory 
qd_growablelist@0150898._literal8 
v_file@14069316.fromrawpat 
gh_growablelist@0150898.generate 
_uri@0150898.notsimple 
7u_growablelist@0150898._literal7 
_future@4048458.zonevalue 
__growablelist@0150898._ofefficie 
_future@4048458.immediatee 
	lib/armeabi-v7a/libapp.so 

	appro@openssl.org 
	lib/arm64-v8a/libflutter.so 


4.4 手机号线索
	手机号
	所在文件

	17512775099 
	f/g/b/c/a.java 



5. 签名证书
APK is signed v1 signature: True v2 signature: True v3 signature: True Found 1 unique certificates Subject: C=123456, ST=123456, L=123456, O=123456, OU=123456, CN=123456 Signature Algorithm: rsassa_pkcs1v15 Valid From: 2021-09-02 07:05:37+00:00 Valid To: 2071-08-21 07:05:37+00:00 Issuer: C=123456, ST=123456, L=123456, O=123456, OU=123456, CN=123456 Serial Number: 0x7aaccffe Hash Algorithm: sha256 md5: feac5181aa20b91ad003d739e28f4e81 sha1: b5f9531488ff1922c0702ec430bd88e8b737c34d sha256: 52c867d91daf19b813e2f44e3c7854f67316aee69469a8cf93f5ca8ea19790fb sha512: 9ed2f0e0049e26f6d3aea0fb1898115bb70f19c088809c9f94be38d1239cbf3efd044cdc2a112b9f69e11e8269e4e0979e8cf3ad3dc7d27eae6ba90f3ac81555 PublicKey Algorithm: rsa Bit Size: 2048 Fingerprint: 0abebc3d3e91f26d8f2ac4be1ecc98af8ab895a9dfd9f3dee1726fc9f7b6a69b

6. 硬编码敏感信息
	可能的敏感信息

	"library_zxingandroidembedded_author" : "JourneyApps" 

	"library_zxingandroidembedded_authorWebsite" : "https://journeyapps.com/" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.RECEIVE_BOOT_COMPLETED
	正常
	开机时自动启动
	允许应用程序在系统完成启动后立即启动。这可能会使启动手机需要更长的时间,并允许应用程序通过始终运行来减慢整个手机的速度

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。



10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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