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未来音（ 1.5.2版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	未来音

	版本
	1.5.2

	包名
	com.imweily.v02

	域名线索
	80条

	URL线索
	88条

	APP图标
	

	分析日期
	2025年7月31日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	base.apk

	文件大小
	105.17MB

	MD5值
	082a701f1b1b1f50d443196fa09313a7

	SHA1值
	8cfe9148b4b09bf06ef2f35ec5cab0b35aaee211

	SHA256值
	df00d71d47a17e80b1665dfa33d5d20bcbcb0518da4cb60f29d2b75e86778751



3. APP基本信息
	类别
	内容

	App名称
	未来音

	包名
	com.imweily.v02

	主活动Activity
	io.dcloud.PandoraEntry

	安卓版本名称
	1.5.2

	安卓版本
	100



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	d-gt.getui.com
	没有服务器地理信息. 

	avc.qcloud.com
	IP: 157.148.32.34 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	lbs-3dtiles-service.amap.com
	IP: 110.253.189.147 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	restsdk.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.next.bspapp.com
	IP: 203.107.60.33 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	oss.carbonstop.com
	IP: 123.125.18.79 
所属国家: China 
地区: Beijing 
城市: Beijing 

	img.alicdn.com
	IP: 119.188.109.92 
所属国家: China 
地区: Shandong 
城市: Jinan 

	wlymi.ptaomd.cn
	没有服务器地理信息. 

	api.deepl.com
	IP: 194.124.204.71 
所属国家: Germany 
地区: Bayern 
城市: Wuerzburg 

	downloadcdn.econextventures.com
	IP: 172.67.172.210 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	maps.testing.amap.com
	IP: 59.82.57.204 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yuntuapi.amap.com
	没有服务器地理信息. 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	er.dcloud.net.cn
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	mst01.is.autonavi.com
	IP: 110.253.189.211 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	lbs.amap.com
	IP: 110.253.188.148 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	bit.ly
	IP: 67.199.248.11 
所属国家: United States of America 
地区: New York 
城市: New York City 

	dualstack-a.apilocate.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ymwly-1348636988.cos.ap-guangzhou.myqcloud.com
	IP: 36.248.13.186 
所属国家: China 
地区: Fujian 
城市: Fuzhou 

	c-hzgt2.getui.com
	IP: 124.160.155.57 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	er.dcloud.io
	没有服务器地理信息. 

	wprd0d.is.autonavi.com
	没有服务器地理信息. 

	apilocate.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	imgcache.qq.com
	IP: 58.251.62.110 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	lame.sf.net
	IP: 104.18.21.237 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	uniapp.dcloud.net.cn
	IP: 123.125.244.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.videolan.org
	IP: 213.36.253.2 
所属国家: France 
地区: Ile-de-France 
城市: Paris 

	gtc.getui.nethttps
	没有服务器地理信息. 

	sdk-open-phone.getui.com
	IP: 101.68.218.175 
所属国家: China 
地区: Zhejiang 
城市: Jiaxing 

	argus.agoralab.co
	IP: 125.38.11.52 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	apistore.amap.com
	IP: 203.119.204.194 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ns.adobe.com
	没有服务器地理信息. 

	msg.cmpassport.com
	IP: 120.232.74.115 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	dldir1.qq.com
	IP: 58.220.72.139 
所属国家: China 
地区: Jiangsu 
城市: Yangzhou 

	m.im2024.top
	没有服务器地理信息. 

	zxid-m.mobileservice.cn
	IP: 101.69.207.69 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mlvbdc.live.qcloud.com
	IP: 182.50.11.236 
所属国家: China 
地区: Beijing 
城市: Beijing 

	s.file.myqcloud.com
	IP: 211.93.211.158 
所属国家: China 
地区: Beijing 
城市: Beijing 

	restapi.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.openssl.org
	IP: 34.49.79.89 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	cgicol.amap.com
	IP: 110.253.189.212 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	mpsapi.amap.com
	IP: 203.119.169.143 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wlyim.s3.ap-southeast-1.amazonaws.com
	IP: 52.219.36.79 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	www.mescroll.com
	IP: 185.199.110.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	imapi1.homesrez.com
	IP: 23.231.135.9 
所属国家: United States of America 
地区: California 
城市: Westlake Village 

	tcdns.myqcloud.com
	IP: 109.244.168.67 
所属国家: China 
地区: Beijing 
城市: Beijing 

	crbug.com
	IP: 216.239.32.29 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	test.tim.qq.com
	IP: 106.55.123.101 
所属国家: China 
地区: Beijing 
城市: Beijing 

	aid.mobileservice.cn
	IP: 101.69.207.68 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.google.com
	IP: 31.13.88.26 
所属国家: Ireland 
地区: Dublin 
城市: Dublin 

	b-gtc.getui.nethttps
	没有服务器地理信息. 

	faas-image.amap.com
	IP: 60.213.135.86 
所属国家: China 
地区: Shandong 
城市: Tai'an 

	m3w.cn
	IP: 116.196.151.14 
所属国家: China 
地区: Zhejiang 
城市: Jinhua 

	www.eaheath.com
	IP: 156.238.236.32 
所属国家: United States of America 
地区: New York 
城市: New York City 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	adiu.amap.com
	IP: 110.253.189.146 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	playvideo.qcloud.com
	IP: 123.125.244.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	feross.org
	IP: 50.116.11.184 
所属国家: United States of America 
地区: California 
城市: Fremont 

	z3.ax1x.com
	IP: 116.202.217.92 
所属国家: Germany 
地区: Bayern 
城市: Gunzenhausen 

	apis.map.qq.com
	IP: 116.130.224.140 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wap.amap.com
	IP: 116.142.235.233 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m5.amap.com
	IP: 106.11.43.74 
所属国家: China 
地区: Beijing 
城市: Beijing 

	abroad.apilocate.amap.com
	IP: 59.82.44.11 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	at.alicdn.com
	IP: 61.240.144.152 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	c-gtc.getui.nethttps
	没有服务器地理信息. 

	1255566655.vod2.myqcloud.com
	IP: 221.204.15.52 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	ask.dcloud.net.cn
	IP: 123.125.244.31 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yun.tim.qq.com
	IP: 60.29.232.78 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	mps.amap.com
	IP: 203.119.169.143 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	schemas.android.com
	没有服务器地理信息. 

	wb.amap.com
	IP: 110.253.189.211 
所属国家: China 
地区: Hebei 
城市: Zhangjiakou 

	apiinit.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nisportal.10010.com
	IP: 124.64.196.20 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.bspapp.com
	IP: 39.96.249.142 
所属国家: China 
地区: Beijing 
城市: Beijing 

	quilljs.com
	IP: 172.66.43.93 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	service.dcloud.net.cn
	IP: 110.40.169.99 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cdn.uviewui.com
	IP: 61.48.83.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	livepull.myqcloud.com
	IP: 116.130.223.85 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dualstack-arestapi.amap.com
	IP: 106.11.43.113 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://adiu.amap.com/ws/device/adius 
	com/amap/api/col/p0003sl/ku.java 

	http://apiinit.amap.com/v3/log/init 
	com/amap/api/col/p0003sl/ij.java 

	http://cgicol.amap.com/collection/collectData?src=baseCol&ver=v74& 
	com/amap/api/col/p0003sl/mp.java 

	http://restsdk.amap.com/v3 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v3 
	com/amap/api/col/p0003sl/fp.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/fp.java 

	http://restsdk.amap.com/v5 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v5 
	com/amap/api/col/p0003sl/fp.java 

	http://yuntuapi.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	https://yuntuapi.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	http://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/rest/me/cpoint 
	com/amap/api/col/p0003sl/fp.java 

	http://apistore.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	https://apistore.amap.com 
	com/amap/api/col/p0003sl/fp.java 

	http://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/p0003sl/fp.java 

	https://m5.amap.com/ws/mapapi/shortaddress/transform 
	com/amap/api/col/p0003sl/fp.java 

	https://restsdk.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003sl/ii.java 

	https://dualstack-arestapi.amap.com/v3/iasdkauth 
	com/amap/api/col/p0003sl/ii.java 

	https://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003sl/ke.java 

	http://restsdk.amap.com/sdk/compliance/params 
	com/amap/api/col/p0003sl/ke.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003sl/is.java 

	http://restsdk.amap.com/v3/place/text? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com/v3/place/around? 
	com/amap/api/col/p0003sl/a.java 

	http://restsdk.amap.com/v3/config/district? 
	com/amap/api/col/p0003sl/a.java 

	https://restapi.amap.com/rest/aaid/get 
	com/amap/api/col/p0003sl/jc.java 

	http://restapi.amap.com/rest/aaid/get 
	com/amap/api/col/p0003sl/jc.java 

	http://restsdk.amap.com/v4/grasproad/driving? 
	com/amap/api/col/p0003sl/ic.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003sl/dg.java 

	http://wprd0%d.is.autonavi.com/appmaptile? 
	com/amap/api/col/p0003sl/df.java 

	http://restsdk.amap.com/v4/gridmap? 
	com/amap/api/col/p0003sl/df.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/t.java 

	http://restsdk.amap.com/v4 
	com/amap/api/col/p0003sl/cs.java 

	http://restsdk.amap.com 
	com/amap/api/col/p0003sl/w.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hw.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hw.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hw.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	com/amap/api/col/p0003sl/hw.java 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/\ 
	com/amap/api/col/p0003sl/m.java 

	https://restapi.amap.com/rest/lbs/geohub/3d/tiles?z=%d&x=%d&y=%d&id= 
	com/amap/api/col/p0003sl/l.java 

	http://wap.amap.com/ 
	com/amap/api/maps/AMapUtils.java 

	https://lbs-3dtiles-service.amap.com/basemap/tiles/staging?compose=building@1669011850923&compose=tree@1668678765481&z=%d&x=%d&y=%d 
	com/amap/api/maps/model/amap3dmodeltile/AMap3DModelTileProvider.java 

	http://lbs.amap.com/api/android-location-sdk/guide/utilities/errorcode/ 
	com/amap/api/location/AMapLocation.java 

	http://restsdk.amap.com/rest/lbs/dem/data?z=%d&x=%d&y=%d&type=2 
	com/autonavi/base/ae/gmap/TerrainOverlayProvider.java 

	http://mst01.is.autonavi.com/appmaptile?z=%d&x=%d&y=%d&lang=zh_cn&size=1&scale=1&style=6 
	com/autonavi/base/ae/gmap/TerrainOverlayProvider.java 

	http://mpsapi.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/ae/gmap/GLMapEngine.java 

	http://m5.amap.com/ 
	com/autonavi/base/amap/mapcore/maploader/AMapLoader.java 

	http://apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://dualstack-a.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/b.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/utils/h.java 

	http://abroad.apilocate.amap.com/mobile/binary 
	com/autonavi/aps/amapapi/trans/a.java 

	http://dualstack-arestapi.amap.com/v3/geocode/regeo 
	com/autonavi/aps/amapapi/trans/c.java 

	http://restsdk.amap.com/v3/geocode/regeo 
	com/autonavi/aps/amapapi/trans/c.java 

	https://c-gtc.getui.net,https://c-gtc.gepush.com 
	com/getui/gtc/c/b.java 

	https://gtc.getui.net,https://gtc.gepush.com 
	com/getui/gtc/c/b.java 

	https://b-gtc.getui.net,https://b-gtc.gepush.com 
	com/getui/gtc/c/b.java 

	https://sdk-open-phone.getui.com/ 
	com/getui/gtc/i/d/b.java 

	http://schemas.android.com/apk/res/android 
	com/hjq/permissions/AndroidManifestParser.java 

	https://sdk-open-phone.getui.com/api.php 
	com/igexin/push/a.java 

	https://c-hzgt2.getui.com/api.php 
	com/igexin/push/a.java 

	https://d-gt.getui.com/api.htm 
	com/igexin/push/a.java 

	https://bi. 
	com/igexin/push/config/b.java 

	https://config. 
	com/igexin/push/config/b.java 

	https://bi. 
	com/igexin/push/config/h.java 

	https://config. 
	com/igexin/push/config/h.java 

	http://%s/%s/%s/timeshift.m3u8?starttime=%s&appid=%s&txKbps=0 
	com/tencent/liteav/i.java 

	http://%s/%s/%s/timeshift.m3u8?delay=0&appid=%s&txKbps=0 
	com/tencent/liteav/i.java 

	http://dldir1.qq.com/hudongzhibo/liteavsvrcfg/serverconfig_en.zip 
	com/tencent/liteav/basic/e/b.java 

	https://avc.qcloud.com/log/appsign.php 
	com/tencent/liteav/basic/log/a.java 

	https://avc.qcloud.com/log/report.php 
	com/tencent/liteav/basic/log/a.java 

	http://playvideo.qcloud.com/getplayinfo/v2 
	com/tencent/liteav/network/f.java 

	https://playvideo.qcloud.com/getplayinfo/v2 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/coverBySnapshot/1513156403_1311093072.100_0.jpg?t=5c08d9fa&us=someus&sign=95f34beb353fe32cfe7f8b5e79cc28b1\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271_00001.jpg?t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/imageSprite/1513156058_533711271.vtt?t=5c08d9fa&us=someus&sign=79449db4e1fb05a3becfa096613659c3\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/ca754badvodgzp1255566655/8f5fbff14564972818519602447/uAnXX0OMLSAA.wmv?t=5c08d9fa&us=someus&sign=659af5dd3f27eb92dc4ed74eb561daa4\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/master_playlist.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f220.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f230.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f240.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f210.m3u8?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f10.mp4?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	http://1255566655.vod2.myqcloud.com/7e9cee55vodtransgzp1255566655/8f5fbff14564972818519602447/v.f20.mp4?t=5c08d9fa&us=someus&sign=66290475b7182c89193f03b8f74a979d\ 
	com/tencent/liteav/network/f.java 

	https://livepull.myqcloud.com/getpulladdr 
	com/tencent/liteav/network/k.java 
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	com/tencent/liteav/network/c.java 
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	com/zx/a/I8b7/v1.java 
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	https://zxid-m.mobileservice.cn/sdk/channel/report 
	com/zx/a/I8b7/p1.java 

	http://ns.adobe.com/xap/1.0/\u0000 
	io/dcloud/common/util/ExifInterface.java 

	https://m3w.cn/s/ 
	io/dcloud/common/util/ShortCutUtil.java 

	https://ask.dcloud.net.cn/article/282 
	io/dcloud/common/constant/DOMException.java 

	https://er.dcloud.io/sc 
	io/dcloud/feature/gg/dcloud/ADHandler.java 

	https://er.dcloud.net.cn/sc 
	io/dcloud/feature/gg/dcloud/ADHandler.java 

	https://ask.dcloud.net.cn/article/283 
	io/dcloud/feature/utsplugin/ProxyModule.java 

	https://ask.dcloud.net.cn/article/35058 
	io/dcloud/feature/audio/AudioRecorderMgr.java 

	http://lbs.amap.com/api/android-sdk/guide/error/ 
	io/dcloud/js/map/amap/adapter/AMapLink.java 

	https://ask.dcloud.net.cn/article/35627 
	io/dcloud/p/r.java 

	https://ask.dcloud.net.cn/article/35877 
	io/dcloud/p/r.java 

	https://ask.dcloud.net.cn/article/283 
	io/dcloud/p/h1.java 

	https://er.dcloud.io/rv 
	io/dcloud/p/d0.java 

	https://er.dcloud.net.cn/rv 
	io/dcloud/p/d0.java 

	https://ask.dcloud.net.cn/article/287 
	io/dcloud/share/IFShareApi.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifViewUtils.java 
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	pl/droidsonroids/gif/GifTextureView.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/GifTextView.java 

	https://ask.dcloud.net.cn/article/36199 
	摸瓜V1引擎 

	https://apis.map.qq.com/uri/v1/routeplan?type=drive&to= 
	摸瓜V2引擎 

	https://www.google.com/maps/?daddr= 
	摸瓜V2引擎 

	https://www.google.com/maps/ 
	摸瓜V2引擎 

	https://wlymi.ptaomd.cn/api 
	摸瓜V2引擎 

	https://wlymi.ptaomd.cn/ws 
	摸瓜V2引擎 

	https://downloadcdn.econextventures.com 
	摸瓜V2引擎 

	https://github.com/crypto-browserify/crypto-browserify 
	摸瓜V2引擎 

	https://github.com/indutny/elliptic/issues 
	摸瓜V2引擎 

	https://github.com/indutny/elliptic 
	摸瓜V2引擎 

	https://wlyim.s3.ap-southeast-1.amazonaws.com/index.html 
	摸瓜V2引擎 

	https://www.eaheath.com 
	摸瓜V2引擎 

	https://ymwly-1348636988.cos.ap-guangzhou.myqcloud.com/common/ymlist.txt 
	摸瓜V2引擎 

	https://imapi1.homesrez.com/sysConfig/getByKey?key=app.api 
	摸瓜V2引擎 

	https://api.deepl.com/v2/translate 
	摸瓜V2引擎 

	https://github.com/facebook/regenerator/blob/main/LICENSE 
	摸瓜V2引擎 

	https://feross.org/opensource> 
	摸瓜V2引擎 

	https://cdn.uviewui.com/uview/swiper/swiper2.png 
	摸瓜V2引擎 

	https://cdn.uviewui.com/uview/swiper/swiper3.png 
	摸瓜V2引擎 

	https://cdn.uviewui.com/uview/swiper/swiper1.png 
	摸瓜V2引擎 

	https://bit.ly/2ZqJzkp 
	摸瓜V2引擎 

	https://api.next.bspapp.com 
	摸瓜V2引擎 

	https://api.bspapp.com 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/secure-network.html 
	摸瓜V2引擎 

	https://uniapp.dcloud.net.cn/uniCloud/faq?id=promise 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/Tee.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/shampoo.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/rice.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/Fatmeat.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/Alcohol.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/lamp.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/water.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/subway.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/lowcar.png 
	摸瓜V2引擎 

	https://oss.carbonstop.com/pe/website/media/computer/air.png 
	摸瓜V2引擎 

	http://feross.org> 
	摸瓜V2引擎 

	https://github.com/emn178/js-md5 
	摸瓜V2引擎 

	https://www.mescroll.com/img/mescroll-totop.png 
	摸瓜V2引擎 

	http://m.im2024.top 
	摸瓜V2引擎 

	https://apis.map.qq.com/jsapi?qt=translate&type=1&points= 
	摸瓜V2引擎 

	https://service.dcloud.net.cn/uniapp/feedback.html 
	摸瓜V2引擎 

	https://z3.ax1x.com/2021/03/31/cAp1jx.png 
	摸瓜V2引擎 

	https://at.alicdn.com/t/font_533566_xd4my5pz5kf.eot?t=1562946883679);src:url(https://at.alicdn.com/t/font_533566_xd4my5pz5kf.eot?t=1562946883679 
	摸瓜V2引擎 

	https://at.alicdn.com/t/font_533566_xd4my5pz5kf.woff?t=1562946883679) 
	摸瓜V2引擎 

	https://at.alicdn.com/t/font_533566_xd4my5pz5kf.ttf?t=1562946883679) 
	摸瓜V2引擎 

	https://at.alicdn.com/t/font_533566_xd4my5pz5kf.svg?t=1562946883679 
	摸瓜V2引擎 

	https://www.eaheath.com 
	摸瓜V2引擎 

	https://imgcache.qq.com/open/qcloud/tim/assets/emoji/emoji_79@2x.png 
	摸瓜V2引擎 

	https://quilljs.com/ 
	摸瓜V2引擎 

	https://quilljs.com 
	摸瓜V2引擎 

	https://wlymi.ptaomd.cn/api 
	摸瓜V2引擎 

	https://wlymi.ptaomd.cn/ws 
	摸瓜V2引擎 

	https://downloadcdn.econextventures.com 
	摸瓜V2引擎 

	https://bit.ly/2ZqJzkp 
	摸瓜V2引擎 

	https://github.com/facebook/regenerator/blob/main/LICENSE 
	摸瓜V2引擎 

	https://github.com/emn178/js-md5 
	摸瓜V2引擎 

	https://crbug.com/v8/8520 
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	http://lame.sf.net 
	lib/armeabi-v7a/liblamemp3.so 

	http://ns.adobe.com/xap/1.0/ 
	lib/armeabi-v7a/libnative-imagetranscoder.so 

	http://s 
	lib/armeabi-v7a/libsaturn.so 

	http://mpsapi.amap.com/ws/mps/vmap/ 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	http://mpsapi.amap.com/ws/mps/rtt/ 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	http://mpsapi.amap.com/ws/mps/smap 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	http://m5.amap.com/ws/transfer/auth/map/indoor_maps 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	http://mpsapi.amap.com/ws/mps/lyrdata/ugc/ 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	http://mpsapi.amap.com/ 
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	http://m5.amap.com 
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	https://mps.amap.com/ws/mps/rtt 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	https://mps.amap.com/ws/mps/vmap 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	https://maps.testing.amap.com/ws/transfer/auth/map/indoor_maps 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	https://mps.amap.com/ws/mps/smap 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	https://mps.amap.com/ws/mps/spot 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 
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	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	https://m5.amap.com/ 
	lib/armeabi-v7a/libAMapSDK_MAP_v10_0_700.so 

	http://www.videolan.org/x264.html 
	lib/armeabi-v7a/libenc.so 

	http://ns.adobe.com/xap/1.0/ 
	lib/armeabi-v7a/libstatic-webp.so 
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	https://nisportal.10010.com:9001 
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	lib/armeabi-v7a/libliteavsdk.so 

	https://yun.tim.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 

	https://test.tim.qq.com 
	lib/armeabi-v7a/libliteavsdk.so 


4.3 邮箱线索
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	摸瓜V2引擎 

	emn178@gmail.com 
	摸瓜V2引擎 
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	lib/armeabi-v7a/libijkplayer.so 


4.4 手机号线索
	手机号
	所在文件

	17179869184 
	com/tencent/ijk/media/player/IjkMediaMeta.java 

	17179869184 
	tv/danmaku/ijk/media/player/IjkMediaMeta.java 

	19919152923 
	摸瓜V2引擎 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: True 找到 1 个唯一证书 主题: C=CN, ST=, L=, O=Android, OU=Android, CN=Gu5wNuD2EfQylz9nJNtLFTm8vtdmK%2FO58jaV1wdGBoMx8NVTcf2jN4ccQaBNEeFaBzj2LX1w6Ih6wFHdQzDD%2FQ%3D%3D 签名算法: rsassa_pkcs1v15 有效期自: 2025-01-05 10:13:11+00:00 有效期至: 2124-12-12 10:13:11+00:00 发行人: C=CN, ST=, L=, O=Android, OU=Android, CN=Gu5wNuD2EfQylz9nJNtLFTm8vtdmK%2FO58jaV1wdGBoMx8NVTcf2jN4ccQaBNEeFaBzj2LX1w6Ih6wFHdQzDD%2FQ%3D%3D 序列号: 0x759dc8b4 哈希算法: sha256 md5值: 72a4cce68cb8ff4d4e7e6e7a66ef8d88 sha1值: ebded6569e38e2408ccfc65a59a3caa116aa8d1a sha256值: 25f89cb491e973f1f795fa77d955ce687a84a5003ed08f9be63a13c366774142 sha512值: 544d0832791e0511f37261ef5598d702721dd3318a34c40b5a79eb54569c42d92e180c351cf922087ab1745a305d8e8d0aff3ebe05a0ec22c1661bde3c76fdb5 公钥算法: rsa 密钥长度: 2048 指纹: d93816f44a8703381c71f883dbf5861d14f2c4591424e43965d263b8b34350fd

6. 硬编码敏感信息
	可能的敏感信息

	"dcloud_common_user_refuse_api" : "the user denies access to the API" 

	"dcloud_io_without_authorization" : "not authorized" 

	"dcloud_oauth_authentication_failed" : "failed to obtain authorization to log in to the authentication service" 

	"dcloud_oauth_empower_failed" : "the Authentication Service operation to obtain authorized logon failed" 

	"dcloud_oauth_logout_tips" : "not logged in or logged out" 

	"dcloud_oauth_oauth_not_empower" : "oAuth authorization has not been obtained" 

	"dcloud_oauth_token_failed" : "failed to get token" 

	"dcloud_permissions_reauthorization" : "reauthorize" 

	"dcloud_tips_certificate" : "certificate" 

	"dcloud_common_user_refuse_api" : "用户拒绝该API访问" 

	"dcloud_io_without_authorization" : "没有获得授权" 

	"dcloud_oauth_authentication_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_empower_failed" : "获取授权登录认证服务操作失败" 

	"dcloud_oauth_logout_tips" : "未登录或登录已注销" 

	"dcloud_oauth_oauth_not_empower" : "尚未获取oauth授权" 

	"dcloud_oauth_token_failed" : "获取token失败" 

	"dcloud_permissions_reauthorization" : "重新授权" 

	"dcloud_tips_certificate" : "证书" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.BLUETOOTH
	正常
	创建蓝牙连接
	允许应用程序连接到配对的蓝牙设备

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.READ_PHONE_STATE
	危险
	读取电话状态和身份
	允许应用访问设备的电话功能。具有此权限的应用程序可以确定此电话的电话号码和序列号,呼叫是否处于活动状态,呼叫所连接的号码等

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	getui.permission.GetuiService.com.imweily.v02
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_PRIVILEGED_PHONE_STATE
	未知
	Unknown permission
	Unknown permission from android reference

	com.imweily.v02.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.QUERY_ALL_PACKAGES
	正常
	
	允许查询设备上的任何普通应用程序,无论清单声明如何

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.SCHEDULE_EXACT_ALARM
	正常
	
	允许应用程序使用精确的警报调度 API 来执行对时间敏感的后台工作

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_BACKGROUND_LOCATION
	危险
	后台访问位置
	允许应用程序在后台访问位置

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.INSTALL_PACKAGES
	系统需要
	直接安装应用程序
	允许应用程序安装新的或更新的 Android 包。恶意应用程序可以使用它来添加具有任意强大权限的新应用程序

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	android.permission.GET_ACCOUNTS
	危险
	列出帐户
	允许访问账户服务中的账户列表

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.READ_LOGS
	危险
	读取敏感日志数据
	允许应用程序从系统读小号各种日志文件。这使它能够发现有关您使用手机做什么的一般信息,可能包括个人或私人信息

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.ACCESS_LOCATION_EXTRA_COMMANDS
	正常
	访问额外的位置提供程序命令
	访问额外的位置提供程序命令，恶意应用程序可能会使用它来干扰 GPS 或其他位置源的操作

	android.permission.MANAGE_EXTERNAL_STORAGE
	危险
	允许应用程序广泛访问范围存储中的外部存储
	允许应用程序广泛访问范围存储中的外部存储。旨在供少数需要代表用户管理文件的应用程序使用



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	io.dcloud.PandoraEntry
	Schemes: unipush://, 
Hosts: io.dcloud.unipush, 
Paths: /, 
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