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得物（ 5.7.1版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	得物

	版本
	5.7.1

	包名
	com.shizhuang.duapp

	域名线索
	173条

	URL线索
	583条

	APP图标
	

	分析日期
	2025年7月1日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	106_a03397937369e79a6191ab229e969508.apk

	文件大小
	76.35MB

	MD5值
	08042bd22ef3620584625cbc4c55066b

	SHA1值
	14aeaeab1465f5715748d4ddb29e14a8eb89705b

	SHA256值
	27a611e60b7b87f974f76e1f98fa19ee1e2a9f6c2e08a38ce1fd871288e7a32e



3. APP基本信息
	类别
	内容

	App名称
	得物

	包名
	com.shizhuang.duapp

	主活动Activity
	com.shizhuang.duapp.modules.home.ui.SplashActivity

	安卓版本名称
	5.7.1

	安卓版本
	576



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	oss.aliyuncs.com
	IP: 118.178.29.5 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	android.googlesource.com
	IP: 64.233.187.82 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	grs.dbankcloud.com
	IP: 121.36.119.243 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	issuetracker.google.com
	IP: 172.217.160.78 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	astat.bugly.cros.wr.pvp.net
	IP: 170.106.135.32 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	config.cmpassport.com
	IP: 120.232.169.180 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	idasc-kyc.tencentcloudapi.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	t1-app-log.dewu.net
	IP: 10.251.82.23 
所属国家: - 
地区: - 
城市: - 

	cdn-api-verify.mob.com
	IP: 42.81.21.241 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	maplbs-40171.sh.gfp.tencent-cloud.com
	IP: 43.137.152.122 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openmobile.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	lstest.map.qq.com
	IP: 109.244.173.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	analytics.map.qq.com
	IP: 175.27.9.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	oss-cn-shanghai.aliyuncs.com
	IP: 106.14.228.220 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobile-test.chinapay.com
	IP: 220.185.183.238 
所属国家: China 
地区: Zhejiang 
城市: Taizhou 

	rqd.uu.qq.com
	IP: 175.27.12.121 
所属国家: China 
地区: Beijing 
城市: Beijing 

	code.google.com
	IP: 172.217.163.46 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	payment-dev.chinapay.com
	没有服务器地理信息. 

	api.verify.mob.com
	IP: 203.107.55.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	confinfo.map.qq.com
	IP: 175.27.9.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics-dra.dt.hicloud.com
	IP: 94.74.80.173 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	resolver.msg.xiaomi.net
	IP: 120.92.96.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drcn.push.dbankcloud.com
	IP: 49.4.40.58 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pre-fast.dewu.com
	IP: 120.26.223.230 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	tdid.m.qq.com
	IP: 109.244.173.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	videocdn.poizon.com
	IP: 123.125.244.102 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.openssl.org
	IP: 104.78.80.102 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	api-push.meizu.com
	IP: 125.94.213.129 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	log-verify.mob.com
	IP: 203.107.55.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugtbs.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	cdn-m.dewu.com
	IP: 42.81.21.239 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	t1-m.dewu.net
	IP: 10.88.22.22 
所属国家: - 
地区: - 
城市: - 

	d2-m.dewu.net
	IP: 10.88.12.117 
所属国家: - 
地区: - 
城市: - 

	mpush-api.aliyun.com
	IP: 106.11.249.99 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api.applink.mob.com
	IP: 203.107.55.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	auth.wosms.cn
	IP: 123.125.99.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	onekey.cmpassport.com
	IP: 120.197.235.28 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	long.open.weixin.qq.com
	IP: 109.244.216.15 
所属国家: China 
地区: Beijing 
城市: Beijing 

	service.weibo.com
	IP: 49.7.40.134 
所属国家: China 
地区: Beijing 
城市: Beijing 

	testdatalbs.sparta.html5.qq.com
	IP: 175.27.37.184 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics1.data.hicloud.com
	IP: 114.115.188.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cs.map.qq.com
	IP: 109.244.244.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	debugx5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	imgcache.qq.com
	IP: 61.49.23.151 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cn-.log.aliyuncs.comor
	没有服务器地理信息. 

	community.dewu.com
	IP: 220.181.158.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	131.252.12.3
	IP: 131.252.12.3 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	a.app.qq.com
	IP: 109.244.173.225 
所属国家: China 
地区: Beijing 
城市: Beijing 

	render.alipay.com
	IP: 124.238.245.244 
所属国家: China 
地区: Hebei 
城市: Langfang 

	t0-app.dewu.net
	IP: 47.100.90.157 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	sns.whalecloud.com
	IP: 203.119.214.125 
所属国家: China 
地区: Beijing 
城市: Beijing 

	live-vod.dewucdn.com
	IP: 42.81.21.238 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	image.cnamedomain.com
	没有服务器地理信息. 

	opencloud.wostore.cn
	IP: 210.22.123.92 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	idasc-kyc-test.tencentcloudapi.com
	IP: 123.207.114.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.cn
	IP: 49.4.41.160 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	metrics2.data.hicloud.com
	IP: 80.158.2.190 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	wiki.eclipse.org
	IP: 198.41.30.195 
所属国家: Canada 
地区: Ontario 
城市: Ottawa 

	fast.dewu.com
	IP: 203.107.55.204 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	kyccdn.tencentcloudapi.com
	IP: 61.54.7.111 
所属国家: China 
地区: Henan 
城市: Anyang 

	cdn-fast.dewu.com
	IP: 42.81.21.244 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	api.weibo.com
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.baidu.com
	IP: 110.242.68.3 
所属国家: China 
地区: Hebei 
城市: Baoding 

	mta.oa.com
	IP: 193.123.33.15 
所属国家: Netherlands 
地区: Noord-Holland 
城市: Amsterdam 

	appgallery.cloud.huawei.com
	IP: 121.36.118.136 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	d1-m.dewu.net
	IP: 10.88.12.117 
所属国家: - 
地区: - 
城市: - 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	oss-cn-.aliyuncs.comor
	没有服务器地理信息. 

	wappaygw.alipay.com
	IP: 124.239.239.237 
所属国家: China 
地区: Hebei 
城市: Langfang 

	h5.m.taobao.com
	IP: 220.181.135.233 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mobilegw.alipaydev.com
	IP: 110.75.132.131 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	mobile.chinapay.com
	IP: 61.129.122.142 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	app.mokahr.com
	IP: 47.93.92.61 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	netty.io
	IP: 172.67.130.186 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	t1-sns-live-analyze-k8s.shizhuang-inc.net
	IP: 10.251.82.23 
所属国家: - 
地区: - 
城市: - 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	open.weibo.cn
	IP: 49.7.37.118 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mdc.html5.qq.com
	IP: 175.27.9.46 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ue.indoorloc.map.qq.com
	IP: 175.27.9.21 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.slf4j.org
	IP: 159.100.250.151 
所属国家: Switzerland 
地区: Vaud 
城市: Lausanne 

	open.e.189.cn
	IP: 42.123.76.87 
所属国家: China 
地区: Beijing 
城市: Beijing 

	t1-app.dewu.com
	IP: 47.100.90.157 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn.poizon.com
	IP: 220.181.158.198 
所属国家: China 
地区: Beijing 
城市: Beijing 

	log1.cmpassport.com
	IP: 36.138.255.61 
所属国家: China 
地区: Beijing 
城市: Beijing 

	loggw-exsdk.alipay.com
	IP: 110.76.6.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	131.252.95.101
	IP: 131.252.95.101 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	play.google.com
	IP: 46.82.174.69 
所属国家: Germany 
地区: Niedersachsen 
城市: Braunschweig 

	cn-hangzhou.log.aliyuncs.com
	IP: 47.97.242.6 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	buried-point-img-online.oss-cn-hangzhou.aliyuncs.com
	IP: 47.110.23.45 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	app.dewu.com
	IP: 203.107.55.204 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	gist.github.com
	IP: 243.185.187.39 
所属国家: - 
地区: - 
城市: - 

	apis.map.qq.com
	IP: 109.244.244.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	d1-app.dewu.net
	IP: 47.103.139.216 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ipv4.dewu.com
	IP: 101.37.83.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	miniprogram-kyc.tencentcloudapi.com
	IP: 193.112.232.253 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pre-m.dewu.com
	IP: 10.240.109.225 
所属国家: - 
地区: - 
城市: - 

	kycwa.tencentcloudapi.com
	IP: 42.193.129.64 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	d1-app.dewu.com
	IP: 47.103.139.216 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	miniprogram-kyc-test.tencentcloudapi.com
	IP: 123.207.114.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	en.wikipedia.org
	IP: 157.240.20.8 
所属国家: Germany 
地区: Hessen 
城市: Frankfurt am Main 

	astat.bugly.qcloud.com
	IP: 150.109.27.253 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	t0-m.dewu.net
	IP: 10.88.22.22 
所属国家: - 
地区: - 
城市: - 

	api.platform.hihonorcloud.com
	IP: 36.110.140.57 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	kycwa-test.tencentcloudapi.com
	IP: 42.194.142.11 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	cache.verify.mob.com
	IP: 203.107.55.19 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pingma.qq.com
	IP: 119.45.78.184 
所属国家: China 
地区: Beijing 
城市: Beijing 

	javax.xml.xmlconstants
	没有服务器地理信息. 

	spucdn.dewu.com
	IP: 220.181.158.192 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xml.org
	IP: 104.239.240.11 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	client-log.poizon.com
	IP: 220.181.158.192 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h.trace.qq.com
	IP: 109.244.244.61 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app-log.dewu.com
	IP: 120.26.46.29 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cgi.connect.qq.com
	IP: 175.27.9.43 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dev.m.poizon.com
	没有服务器地理信息. 

	android.bugly.qq.com
	IP: 109.244.244.137 
所属国家: China 
地区: Beijing 
城市: Beijing 

	norma-external-collect.meizu.com
	IP: 113.106.27.98 
所属国家: China 
地区: Guangdong 
城市: Zhongshan 

	m.dewu.com
	IP: 203.107.55.204 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	124.74.239.211
	IP: 124.74.239.211 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	apk.poizon.com
	IP: 220.181.158.195 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mcgw.alipay.com
	IP: 124.239.239.236 
所属国家: China 
地区: Hebei 
城市: Langfang 

	cdn.dewu.com
	IP: 220.181.158.197 
所属国家: China 
地区: Beijing 
城市: Beijing 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	api.megvii.com
	IP: 123.57.112.143 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	xmlpull.org
	IP: 74.50.61.58 
所属国家: United States of America 
地区: Texas 
城市: Dallas 

	schemas.android.com
	没有服务器地理信息. 

	mobilegw.alipay.com
	IP: 203.209.247.65 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	pre-app.dewu.com
	IP: 10.252.215.44 
所属国家: - 
地区: - 
城市: - 

	mta.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	qiniu.dewucdn.com
	IP: 42.81.156.222 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.eclipse.org
	IP: 198.41.30.198 
所属国家: Canada 
地区: Ontario 
城市: Ottawa 

	stark.dewu.com
	IP: 121.41.104.155 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	grs.dbankcloud.asia
	没有服务器地理信息. 

	172.17.195.37
	IP: 172.17.195.37 
所属国家: - 
地区: - 
城市: - 

	d2-app.dewu.com
	IP: 47.103.139.216 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	dav.dewu.com
	IP: 101.37.83.2 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	open.weixin.qq.com
	IP: 175.24.209.30 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appsupport.qq.com
	IP: 175.27.9.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	squ.re
	IP: 67.199.248.12 
所属国家: United States of America 
地区: New York 
城市: New York City 

	qlbs.map.qq.com
	IP: 0.0.0.1 
所属国家: - 
地区: - 
城市: - 

	131.252.95.109
	IP: 131.252.95.109 
所属国家: United States of America 
地区: Oregon 
城市: Portland 

	t2-m.dewu.net
	IP: 47.100.90.157 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	wap.cmpassport.com
	IP: 120.197.235.27 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	t1-fast.dewu.com
	IP: 10.251.82.23 
所属国家: - 
地区: - 
城市: - 

	client-inf.dewu.com
	IP: 120.55.75.1 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	t1-app.dewu.net
	IP: 47.100.90.157 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	live.dewucdn.com
	IP: 42.81.21.243 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.hihonor.com
	IP: 42.81.22.242 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	adash.m.taobao.com
	IP: 59.82.39.14 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	d2-app.dewu.net
	IP: 47.103.139.216 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.huawei.com
	IP: 103.254.188.50 
所属国家: China 
地区: Beijing 
城市: Beijing 

	manual.sensorsdata.cn
	IP: 221.204.26.157 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	t2-app.dewu.net
	IP: 47.100.90.157 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	nlp.map.qq.com
	IP: 175.27.9.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	m.poizon.com
	IP: 203.107.55.204 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ms.zzx9.cn
	IP: 111.206.169.70 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cc.map.qq.com
	IP: 109.244.173.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mclient.alipay.com
	IP: 124.239.239.236 
所属国家: China 
地区: Hebei 
城市: Langfang 

	oversea-apk.poizon.com
	IP: 220.181.158.192 
所属国家: China 
地区: Beijing 
城市: Beijing 

	rttgpsreport.map.qq.com
	IP: 109.244.244.109 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sensors.dewu.com
	IP: 121.41.72.122 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Moskva 
城市: Moscow 

	github.com
	IP: 20.205.243.166 
所属国家: United States of America 
地区: Washington 
城市: Redmond 

	cgi.qplus.com
	没有服务器地理信息. 

	cn.register.xmpush.xiaomi.com
	IP: 220.181.106.176 
所属国家: China 
地区: Beijing 
城市: Beijing 


4.2 URL线索
	URL信息
	Url所在文件

	https://cdn.poizon.com/node-common/eca57963cf0c7e5c7e4b95a2913296a5.gif 
	nx/n.java 

	http://cn-****.log.aliyuncs.com',or 
	cs/d.java 

	http://image.cnamedomain.com'! 
	cs/d.java 

	http://d2-app.dewu.com/ 
	ae/h.java 

	http://d1-app.dewu.com/ 
	ae/h.java 

	https://m.poizon.com/router/trend/CreatorCenter 
	ae/n.java 

	https://m.poizon.com/router/trend/CreatorCenter 
	ae/m.java 

	https://github.com/ReactiveX/RxJava/wiki/What's-different-in-2.0 
	io/reactivex/exceptions/UndeliverableException.java 

	https://github.com/ReactiveX/RxJava/wiki/Error-Handling 
	io/reactivex/exceptions/OnErrorNotImplementedException.java 

	https://wiki.eclipse.org/Jetty/Feature/NPN 
	io/netty/handler/ssl/JdkNpnApplicationProtocolNegotiator.java 

	http://netty.io/wiki/forked-tomcat-native.html 
	io/netty/handler/ssl/OpenSsl.java 

	https://www.openssl.org/docs/man1.0.2/apps/verify.html. 
	io/netty/handler/ssl/OpenSslCertificateException.java 

	http://www.eclipse.org/jetty/documentation/current/alpn-chapter.html 
	io/netty/handler/ssl/JdkAlpnApplicationProtocolNegotiator.java 

	http://netty.io/wiki/sslcontextbuilder-and-private-key.html 
	io/netty/handler/ssl/PemReader.java 

	http://netty.io/wiki/reference-counted-objects.html 
	io/netty/util/ResourceLeakDetector.java 

	https://apk.poizon.com/duApp/Android_Config/live/filter/ 
	cq0/a.java 

	https://app.dewu.com/ 
	qc/d.java 

	https://m.dewu.com/ 
	qc/d.java 

	https://m.dewu.com/ 
	qc/f.java 

	https://m.poizon.com/router/identification/identifyComDetailEncrypt?contentId= 
	mg0/g.java 

	https://m.poizon.com/ 
	mg0/g.java 

	https://apk.poizon.com/duApp/Android_Config/Assets/resouces/d01376522cfd05afa3674689e8f62405.png\ 
	t81/g.java 

	https://apk.poizon.com/duApp/Android_Config/license/cv/duapp_20210309_20210608_com.shizhuang.duapp_v1.0.2.licbag 
	df1/f.java 

	https://apk.poizon.com/duApp/Android_Config/resource/updatehair.zip 
	df1/f.java 

	https://apk.poizon.com/duApp/Android_Config/live/pk/pkwin.mp4 
	io0/h.java 

	https://testdatalbs.sparta.html5.qq.com/tr?wf4 
	c/t/m/g/h.java 

	https://analytics.map.qq.com/?wf4 
	c/t/m/g/h.java 

	https://cc.map.qq.com?desc_c 
	c/t/m/g/eq.java 

	https://maplbs-40171.sh.gfp.tencent-cloud.com/modules/ 
	c/t/m/g/ev.java 

	https://testdatalbs.sparta.html5.qq.com/tr?utr 
	c/t/m/g/g.java 

	https://analytics.map.qq.com/tr?utr 
	c/t/m/g/g.java 

	https://lstest.map.qq.com/nlpdr?sf 
	c/t/m/g/j.java 

	https://nlp.map.qq.com/?sf 
	c/t/m/g/j.java 

	https://testdatalbs.sparta.html5.qq.com/tr?sf 
	c/t/m/g/j.java 

	https://analytics.map.qq.com/?sf 
	c/t/m/g/j.java 

	https://cc.map.qq.com/?get_c3 
	c/t/m/g/p.java 

	https://cs.map.qq.com/key 
	c/t/m/g/t.java 

	https://qlbs.map.qq.com/android 
	c/t/m/g/dy.java 

	https://analytics.map.qq.com/tr?mllc 
	c/t/m/g/cd.java 

	https://analytics.map.qq.com/tr?mllc 
	c/t/m/g/es.java 

	https://rttgpsreport.map.qq.com/report?type=sdk&key=5e1fe70424035ee83066ac22b24f31dc 
	c/t/m/g/f.java 

	https://ue.indoorloc.map.qq.com/?wl 
	c/t/m/g/cz.java 

	https://m.poizon.com/router/web/BrowserPage?loadUrl=https%3A%2F%2Fm.dewu.com%2Frn-activity%2Fdaily-blind-box%3Fid%3D1%26navControl%3D1 
	ae0/k.java 

	https://apk.poizon.com/duApp/Android_Config/yeezy/useful_res/version_5.7.0.txt 
	gc/c.java 

	https://apk.poizon.com/duApp/Android_Config/Assets/resouces/150892cc40cf771a348e45fac826ac07.zip 
	kf1/b.java 

	https://apk.poizon.com/duApp/Android_Config/license/cv/duapp_20210309_20210608_com.shizhuang.duapp_v1.0.2.licbag 
	kf1/b.java 

	http://www.slf4j.org/codes.html 
	rm1/a.java 

	https://m.poizon.com/router/product/ProductDetail?spuId= 
	m01/t.java 

	https://apk.poizon.com/duApp/Android_Config/live/anchor/ 
	on0/o.java 

	https://apk.poizon.com/duApp/Android_Config/live/user/ 
	on0/o.java 

	https://apk.poizon.com/duApp/Android_Config/live/rank/ 
	on0/o.java 

	https://m.poizon.com/router/mini/open?miniId=customer_service&options= 
	u91/e.java 

	https://m.poizon.com/router 
	u91/c.java 

	https://m.poizon.com/router/web/BrowserPage?loadUrl= 
	u91/c.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/du_mall_seller/dc_histogram_first.png 
	eu0/e.java 

	https://cdn.poizon.com/node-common/eca57963cf0c7e5c7e4b95a2913296a5.gif 
	fc0/p1.java 

	https://fast.dewu.com/nezha-plus/detail/611e057a9407140af86133cf 
	fc0/c4.java 

	https://cdn.poizon.com/node-common/eca57963cf0c7e5c7e4b95a2913296a5.gif 
	fc0/r1.java 

	https://m.dewu.com/hybird/h5other/private-policy 
	fc0/w2.java 

	https://fast.dewu.com/nezha-plus/detail/611e057a9407140af86133cf 
	fc0/n.java 

	https://cdn.poizon.com/node-common/eca57963cf0c7e5c7e4b95a2913296a5.gif 
	fc0/q1.java 

	https://fast.dewu.com/nezha-plus/detail/611e057a9407140af86133cf 
	fc0/v2.java 

	https://m.dewu.com/hybird/h5other/private-policy 
	fc0/d4.java 

	https://m.dewu.com/hybird/h5other/private-policy 
	fc0/o.java 

	https://m.poizon.com/router/product/ProductDetail?spuId= 
	iw/a.java 

	https://m.dewu.com/activity-ssr/welfare-center?navControl=1&toolbarControl=1&sourceName=chengjie 
	wd0/d.java 

	https://cdn-m.dewu.com/h5-growth/original/list?navControl=1&toolbarControl=1&source=chengjie 
	wd0/d.java 

	https://cdn-m.dewu.com/h5-growth/zeroLottery?navControl=1&toolbarControl=1&source=chengjie 
	wd0/d.java 

	https://apk.poizon.com/duApp/Android_Config/yeezy/source/version_ 
	u/d0.java 

	https://apk.poizon.com/poizonX/Android_Config/yeezy/source/version_ 
	u/d0.java 

	https://cdn.poizon.com/node-common/94ce04ef00e21bf56996ca3b7cd0b9c4.webp 
	ex/a.java 

	https://cdn.poizon.com/node-common/b9b6d5058d5de473e2005d94124cd362.png 
	ex/a.java 

	https://cdn.poizon.com/node-common/0f3020d6acf9e21719cca12ab2ebb03e.webp 
	ex/a.java 

	https://cdn.poizon.com/node-common/469ec4da48cc9b8f03a67cc38993f4cd.webp 
	ex/a.java 

	https://cdn.poizon.com/node-common/1e0ef3c0e26ede0c1a4e0477253a4422.png 
	ex/a.java 

	https://cdn.poizon.com/node-common/8a2bafa24dadc391e48ccd678df7718a.png 
	ex/a.java 

	https://cdn.poizon.com/node-common/c054f83cec2166d1fe258a68c3fd803d.png 
	ex/a.java 

	https://cdn.poizon.com/node-common/8fe62213478f20b5bde98c9eb8cc4f97.png 
	ex/a.java 

	https://cdn.poizon.com/node-common/9cb72d3b8be44618124948808e3a5635.png 
	ex/a.java 

	https://cdn.poizon.com/node-common/28e639ac8817d4c5f26fb371c831a968.png 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_title.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_home_list_empty.png 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_looper_item_normal_bg.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_looper_item_special_bg.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_icon_step_one.png 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_icon_step_two.png 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_icon_step_three.png 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_icon_quit_bg.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_detail_bottom.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blinx_box_default.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_detail_count_tips_bg.webp 
	ex/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/blind_box/blind_box_button_black.webp 
	ex/a.java 

	https://m.poizon.com/ 
	jf/n.java 

	https://m.poizon.com/router/trend/details 
	jf/l.java 

	https://m.poizon.com/ 
	jf/l.java 

	https://apk.poizon.com/duApp/Android_Config/resource/updatehair.zip 
	ze1/a.java 

	https://apk.poizon.com/duApp/Android_Config/license/cv/duapp_20210309_20210608_com.shizhuang.duapp_v1.0.2.licbag 
	ze1/a.java 

	https://cn-hangzhou.log.aliyuncs.com 
	tr/a.java 

	https://cdn.poizon.com/node-common/b7de77d19e74232e84e26c816c56af18.ttf 
	ku/a.java 

	https://cdn.poizon.com/node-common/ef524a633553b91eaa2094647903c447.ttf 
	ku/a.java 

	https://m.poizon.com/router/product/ProductDetail 
	xr0/d.java 

	https://m.poizon.com/router/web/BrowserPage?loadUrl= 
	md/p.java 

	https://apk.poizon.com/duApp/Android_Config/Assets/resouces/du_trend_double_click_like.webp 
	s80/d.java 

	https://spucdn.dewu.com/dewu/commodity/homepage/ 
	yr0/e.java 

	https://m.poizon.com/router/trend/LabelGroupPagePage?tagId= 
	rb0/c.java 

	https://apk.poizon.com/duApp/Android_Config/resource/live/vap/qixiMagpieBridgeLantern1a.mp4 
	ii0/g.java 

	http://sns.whalecloud.com/sina2/callback 
	pb1/g.java 

	https://apk.poizon.com/duApp/Android_Config/live/pk/pkbegin.mp4 
	zk0/d.java 

	https://apk.poizon.com/duApp/Android_Config/resource/community/identify_common/image/bg_identify_reality_treasure_card_place_order_page_head.png 
	fh0/j.java 

	http://xml.apache.org/xslt 
	fo/d.java 

	https://m.poizon.com/router/trend/UserHomePage?userId= 
	y20/b0.java 

	https://m.poizon.com/router/trend/FeedDetailsPage?id= 
	y20/b0.java 

	https://m.poizon.com/router/trend/postsPage?id= 
	y20/b0.java 

	https://m.poizon.com/router/trend/videoPage?id= 
	y20/b0.java 

	https://app.dewu.com/static/sdk/verify/url 
	bh1/a.java 

	https://sensors.dewu.com/sa?project=production 
	ec/p.java 

	https://sensors.dewu.com/sa?project=default 
	ec/p.java 

	http://sns.whalecloud.com/sina2/callback 
	ec/w.java 

	https://buried-point-img-online.oss-cn-hangzhou.aliyuncs.com/app/eventList 
	ec/c.java 

	https://client-inf.dewu.com/v3/profile/android 
	ec/x.java 

	https://client-inf.dewu.com/v3/cloudconf 
	ec/x.java 

	https://client-inf.dewu.com/v3/tracker?os=android 
	ec/x.java 

	https://app.dewu.com/ 
	dh1/b.java 

	https://cdn.poizon.com/node-common/eca57963cf0c7e5c7e4b95a2913296a5.gif 
	wh0/d0.java 

	https://m.poizon.com/router/mini/open?miniId=customer_service&options= 
	e60/b.java 

	https://e.189.cn/sdk/agreement/detail.do?hidetop=true&appKey= 
	cn/com/chinatelecom/account/sdk/a/b.java 

	https://open.e.189.cn/openapi/special/getTimeStamp.do 
	cn/com/chinatelecom/account/api/e/g.java 

	https://api-e189.21cn.com/gw/client/accountMsg.do 
	cn/com/chinatelecom/account/api/e/g.java 

	http://oss-cn-shanghai.aliyuncs.com/ 
	gn/o.java 

	https://live.dewucdn.com/live-feed/live-tab-double-v2-release12b430abe29175346769aede9175fbb7 
	gn0/b.java 

	https://live.dewucdn.com/live-feed/live-tab-double-v2-testeecc1209de04bda5f850fa00dbd76734 
	gn0/b.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/du_product/sxs_result_card_bg.png 
	f71/h.java 

	https://apk.poizon.com/duApp/Android_Config/live/pk/pkbegin.mp4 
	di0/e.java 

	http://javax.xml.XMLConstants/feature/secure-processing 
	com/fasterxml/jackson/databind/ext/DOMDeserializer.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SlidingTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/CommonTabLayout.java 

	http://schemas.android.com/apk/res/android 
	com/flyco/tablayout/SegmentTabLayout.java 

	https://github.com/danikula/AndroidVideoCache/issues/43. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues. 
	com/danikula/videocache/HttpUrlSource.java 

	https://github.com/danikula/AndroidVideoCache/issues/88. 
	com/danikula/videocache/HttpUrlSource.java 

	http://%s:%d/%s 
	com/danikula/videocache/Pinger.java 

	https://github.com/danikula/AndroidVideoCache/issues/134. 
	com/danikula/videocache/Pinger.java 

	http://%s:%d/%s 
	com/danikula/videocache/HttpProxyCacheServer.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/fo.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gt.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/gs.java 

	https://%1$s/gslb/?ver=5.0 
	com/xiaomi/push/ct.java 

	http://xmlpull.org/v1/doc/features.html 
	com/xiaomi/push/ga.java 

	https://cn.register.xmpush.xiaomi.com 
	com/xiaomi/push/service/u.java 

	https://resolver.msg.xiaomi.net/psc/?t=a 
	com/xiaomi/push/service/bw.java 

	https://render.alipay.com/p/s/i?scheme=%s 
	com/alipay/sdk/app/OpenAuthTask.java 

	https://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://wappaygw.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/service/rest.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/home/exterfaceAssign.htm 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	http://mclient.alipay.com/cashier/mobilepay.htm 
	com/alipay/sdk/app/PayTask.java 

	https://wappaygw.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://mclient.alipay.com/home/exterfaceAssign.htm? 
	com/alipay/sdk/app/PayTask.java 

	https://h5.m.taobao.com/mlapp/olist.html 
	com/alipay/sdk/m/l/a.java 

	https://mobilegw.alipay.com/mgw.htm 
	com/alipay/sdk/m/k/a.java 

	https://loggw-exsdk.alipay.com/loggw/logUpload.do 
	com/alipay/sdk/m/p/e.java 

	https://mcgw.alipay.com/sdklog.do 
	com/alipay/sdk/m/p/d.java 

	https://mobilegw.alipaydev.com/mgw.htm 
	com/alipay/sdk/m/t/m.java 

	http://get_sdk_version 
	com/onething/xyvod/XYVodSDK.java 

	https://en.wikipedia.org/wiki/Hostname 
	com/sensorsdata/analytics/android/sdk/SensorsDataAPI.java 

	https://manual.sensorsdata.cn/sa/latest/tech_sdk_client_web_use-7545346.html\ 
	com/sensorsdata/analytics/android/sdk/visual/ViewSnapshot.java 

	https://api.weibo.com/oauth2/access_token 
	com/sina/weibo/sdk/a/e.java 

	https://service.weibo.com/share/mobilesdk_uppic.php 
	com/sina/weibo/sdk/a/d.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/WebActivity.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/web/WebActivity.java 

	https://service.weibo.com/share/mobilesdk.php 
	com/sina/weibo/sdk/web/b/d.java 

	https://open.weibo.cn/oauth2/authorize? 
	com/sina/weibo/sdk/auth/a.java 

	https://mpush-api.aliyun.com/v2.0/a/audid/req/ 
	com/ta/a/d/h.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/e.java 

	http://xmlpull.org/v1/doc/features.html 
	com/ta/utdid2/b/a/a.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/common/animation3d_bg_product_detail_3d.webp 
	com/du/animatiom3d/util/ImageComposeUtil.java 

	https://apk.poizon.com/duApp/Android_Config/resource/mall/app/common/animation3d_bg_product_detail_3d.webp 
	com/du/animatiom3d/engine/ModelView.java 

	https://ip. 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/OSSImpl.java 

	http://oss.aliyuncs.com 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://127.0.0.1 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://oss-cn-****.aliyuncs.com',or 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://image.cnamedomain.com'! 
	com/alibaba/sdk/android/oss/internal/InternalRequestOperation.java 

	http://adash.m.taobao.com/rest/sur 
	com/alibaba/sdk/android/tbrest/rest/RestConstants.java 

	https://www.huawei.com/auth/games 
	com/huawei/hms/support/feature/request/AbstractAuthParams.java 

	https://www.huawei.com/auth/account/base.profile 
	com/huawei/hms/support/hwid/HuaweiIdAuthAPIManager.java 

	https://www.huawei.com/auth/account/base.profile/accesstoken 
	com/huawei/hms/support/hwid/request/HuaweiIdAuthParamsHelper.java 

	https://www.huawei.com/auth/account/base.profile/serviceauthcode 
	com/huawei/hms/support/hwid/request/HuaweiIdAuthParamsHelper.java 

	https://www.huawei.com/auth/account/nonincludegranted 
	com/huawei/hms/support/hwid/request/HuaweiIdAuthParamsHelper.java 

	https://www.huawei.com/auth/account/mobile.number 
	com/huawei/hms/support/hwid/request/HuaweiIdAuthParamsHelper.java 

	https://www.huawei.com/auth/account/shipping.address 
	com/huawei/hms/support/hwid/request/HuaweiIdAuthParamsHelper.java 

	https://www.huawei.com/auth/account/shipping.address 
	com/huawei/hms/support/api/entity/hwid/QueryShippingAddressResp.java 

	https://www.huawei.com/auth/account/base.profile/accesstoken 
	com/huawei/hms/support/api/entity/hwid/SignInResp.java 

	https://www.huawei.com/auth/account/country 
	com/huawei/hms/support/api/entity/hwid/SignInResp.java 

	https://www.huawei.com/auth/account/base.profile 
	com/huawei/hms/support/api/entity/hwid/SignInResp.java 

	https://www.huawei.com/auth/account/base.profile/serviceauthcode 
	com/huawei/hms/support/api/entity/hwid/SignInResp.java 

	https://www.huawei.com/auth/account/base.profile/accesstoken 
	com/huawei/hms/support/account/request/AccountAuthParamsHelper.java 

	https://www.huawei.com/auth/account/assisttoken 
	com/huawei/hms/support/account/request/AccountAuthParamsHelper.java 

	https://www.huawei.com/auth/account/base.profile/serviceauthcode 
	com/huawei/hms/support/account/request/AccountAuthParamsHelper.java 

	https://www.huawei.com/auth/account/carrierid 
	com/huawei/hms/support/account/request/AccountAuthParamsHelper.java 

	https://www.huawei.com/auth/account/mobile.number 
	com/huawei/hms/support/account/request/AccountAuthParamsHelper.java 

	https://www.huawei.com/auth/account/carrierid 
	com/huawei/hms/support/account/service/AccountAuthServiceImpl.java 

	https://www.huawei.com/auth/account/shipping.address 
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	Mogua Engine V2 

	https://m.poizon.com/router/live/liveMiddleRequest 
	Mogua Engine V2 

	https://m.poizon.com/router/cashLoan/ClConsumerApplyProcessNodePage 
	Mogua Engine V2 

	https://m.poizon.com/router/dynamic/SingleMainPage 
	Mogua Engine V2 

	https://m.poizon.com/router/financial_stage/TransProcessNodePage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/AddCommentPage 
	Mogua Engine V2 

	https://m.poizon.com/router/order/ExchangeDetailPage 
	Mogua Engine V2 

	https://m.poizon.com/router/order/receiptSheetDetailPage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/crowdfund/home 
	Mogua Engine V2 

	https://m.poizon.com/router/trend/creatorCenterActive 
	Mogua Engine V2 

	https://m.poizon.com/router/seller/merchantTaskDetailPage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/NewReleaseHotNewsList 
	Mogua Engine V2 

	https://m.poizon.com/router/auction/AuctionVenuePage 
	Mogua Engine V2 

	https://m.poizon.com/router/order/BuyerShippingDetailPage 
	Mogua Engine V2 

	https://m.poizon.com/router/auction/AuctionDetailPage 
	Mogua Engine V2 

	https://m.poizon.com/router/home/HomePage?home=trend 
	Mogua Engine V2 

	https://m.poizon.com/router/product/FaceDetect 
	Mogua Engine V2 

	https://m.poizon.com/router/seller/SellerRecommendProductPage 
	Mogua Engine V2 

	https://m.poizon.com/router/financial_stage/UpdateReversePhoneNum 
	Mogua Engine V2 

	https://m.poizon.com/router/auction/center 
	Mogua Engine V2 

	https://m.poizon.com/router/product/BrandCollectionPage 
	Mogua Engine V2 

	https://m.poizon.com/router/account/PaySetting 
	Mogua Engine V2 

	https://m.poizon.com/router/product/newProductListPage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/ipPage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/ipSecondaryPage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/ipEventPage 
	Mogua Engine V2 

	https://m.poizon.com/router/product/series/detail 
	Mogua Engine V2 

	https://m.poizon.com/router/trend/ActualEvaluationHome 
	Mogua Engine V2 

	https://metrics1.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics-dra.dt.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics2.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.data.hicloud.com:6447 
	Mogua Engine V2 

	https://metrics5.dt.dbankcloud.ru:6447 
	Mogua Engine V2 


4.3 邮箱线索
	邮箱地址
	所在文件

	danikula@gmail.com 
	com/danikula/videocache/HttpUrlSource.java 

	con_browsing_records@3x.png 
	com/shizhuang/duapp/modules/depositv2/module/manage/adapter/DepositManageAdapter.java 

	icon_category_line@3x.png 
icon_list_line@3x.png 
	com/shizhuang/duapp/modules/depositv2/module/apply/ApplyDepositActivity.java 

	icon_payment_line@3x.png 
	com/shizhuang/duapp/modules/mall_seller/merchant/margin/SellerSVIPMarginActivity.java 

	img_card1@3x.png 
	com/shizhuang/duapp/modules/mall_seller/merchant/margin/views/SellerMarginHeaderView.java 

	2015129@3x.png 
	com/shizhuang/duapp/modules/mall_seller/merchant/margin/views/SellerSVIPMarginHeadView.java 

	arrow_condensed_line@3x.png 
	com/shizhuang/duapp/modules/mall_seller/merchant/margin/views/SellerSVIPMarginDetailsView.java 

	ic-check-circle-48px@3x.png 
	com/shizhuang/duapp/modules/aftersale/cancel/activity/CancleOrderResultActivityV2.java 

	dewu@shizhuang-inc.com 
	com/shizhuang/duapp/modules/productv2/releasecalendar/util/NewReleaseCalendarReminderUtils.java 

	img_bg@3x.png 
	com/shizhuang/duapp/modules/userv2/setting/mysizev2/MySizeActivityV2.java 

	con_browsing_records@3x.png 
	com/shizhuang/duapp/modules/du_seller_bid/modules/being_sell/view/BeingSellItemView.java 

	rowsing_records_dark@3x.png 
	com/shizhuang/duapp/modules/du_seller_bid/modules/spot_bid/view/SpotBidIcePriceHintView.java 

	con_browsing_records@3x.png 
	com/shizhuang/duapp/modules/du_seller_bid/modules/spot_bid/view/SpotBidPriceGuideView.java 

	rowsing_records_dark@3x.png 
con_browsing_records@3x.png 
	com/shizhuang/duapp/modules/du_seller_bid/modules/deposit_bid/activity/BiddingActivityV4.java 

	dewu@shizhuang-inc.com 
	com/shizhuang/duapp/modules/web/handlers/defaults/CalendarBatchInsertHandler$doPerform$2.java 

	dewu@shizhuang-inc.com 
	com/shizhuang/duapp/modules/web/handlers/defaults/CalendarHandler$getCalendarAccount$2.java 

	026ifjgegnfige.n@gnhhgegehhgf6k.gnfigffg7k 
	com/mob/tools/utils/b.java 

	dh@cgbk.cdefefcddb 
016@cg1h.eecdef 
	com/mob/tools/a/b.java 

	007@dd.gb3cdbdwjg 
	com/mob/tools/network/HttpConnectionImpl.java 

	.apk@classes.dex 
	com/tencent/turingfd/sdk/mfa/BfUKf.java 

	poi_icon@2x.png 
poi_icon_indoor_ex@2x.png 
icon_indoor_ex_night@2x.png 
	com/tencent/mapsdk/internal/pf.java 

	poi_icon_indoor_ex@2x.png 
	com/tencent/mapsdk/internal/mc.java 

	poi_icon_indoor_ex@2x.png 
icon_indoor_ex_night@2x.png 
	com/tencent/mapsdk/internal/pe.java 

	weiquan@shizhuang-inc.com 
	Mogua Engine V1 


4.4 手机号线索
	手机号
	所在文件

	15555215554 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215556 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215558 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215560 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215562 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215564 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215566 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215568 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215570 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215572 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215574 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215576 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215578 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215580 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215582 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	15555215584 
	com/ishumei/O000O00000oO/O000O0000Oo0O.java 

	14222222222 
	com/alipay/mobile/common/logging/LoggerFactoryBinder.java 

	17179869184 
	com/caverock/androidsvg/SVGParser.java 

	17179869184 
	com/caverock/androidsvg/b.java 

	13222222222 
	com/tencent/turingfd/sdk/mfa/sWkeo.java 



5. 签名证书
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6. 硬编码敏感信息
	可能的敏感信息

	"all_session" : "全部场次" 

	"chkpwd_host_name" : "hnid.cloud.hihonor.com" 

	"du_community_at_user" : "@好友" 

	"du_trend_total_light_user" : "%1$d位用户赞了" 

	"forgetPassword" : "忘记密码?" 

	"fs_service_auth_cancel" : "暂不申请" 

	"identify_reality_lay_placee_order_introduce_authority" : "权威鉴别" 

	"identify_reality_lay_treasure_card_placee_order_introduce_authority" : "权威评级" 

	"identify_reality_mail_user" : "寄送须知" 

	"identify_reality_order_address_user_name" : "收货人" 

	"identify_search_user" : "搜索用户" 

	"identify_set_private" : "设为私密动态" 

	"identify_set_private_tips" : "设置后该动态仅自己可见" 

	"identify_user" : "用户鉴别" 

	"key_agreement_image_center" : "liveness_image_center" 

	"key_eye_close" : "liveness_blink_eye_close" 

	"key_eye_open" : "liveness_blink_eye_open" 

	"key_livenessGuideImageSize" : "livenessGuideImageSize" 

	"key_liveness_detect_button_highlight_bg_color" : "livenessDetectButtonHighlightBGColor" 

	"key_liveness_detect_button_normal_bg_color" : "livenessDetectButtonNormalBGColor" 

	"key_liveness_detect_button_selected_bg_color" : "livenessDetectButtonSelectedBGColor" 

	"key_liveness_exit_icon" : "liveness_exit2_icon" 

	"key_liveness_guide_read_color" : "livenessGuideReadColor" 

	"key_liveness_home_background_color" : "livenessHomeBackgroundColor" 

	"key_liveness_home_brand_material" : "liveness_home_brand" 

	"key_liveness_home_closeIcon_material" : "liveness_home_closeicon" 

	"key_liveness_home_loadingIcon_material" : "liveness_home_loadingicon" 

	"key_liveness_home_processBar_color" : "livenessHomeProcessBarColor" 

	"key_liveness_home_ring_color" : "livenessHomeRingColor" 

	"key_liveness_home_validationFailProcessBar_color" : "livenessHomeValidationFailProcessBarColor" 

	"key_liveness_look_mirror" : "liveness_look_mirror" 

	"key_meglive_eye_blink_m4a" : "liveness_blink" 

	"key_meglive_mouth_open_m4a" : "liveness_mouth_open" 

	"key_meglive_pitch_down_m4a" : "liveness_nod" 

	"key_meglive_well_done_m4a" : "liveness_well_done" 

	"key_meglive_yaw_m4a" : "liveness_shakehead" 

	"key_mouth_close" : "liveness_mouth_close" 

	"key_mouth_open" : "liveness_mouth_open" 

	"key_nod_down" : "liveness_nod_down" 

	"key_nod_up" : "liveness_nod_up" 

	"key_shakehead_left" : "liveness_shakehead_left" 

	"key_shakehead_right" : "liveness_shakehead_right" 

	"key_tb_count" : "key_tb_count" 

	"live_solve_3q_username" : "感谢主播" 

	"live_solve_username" : "主 播 " 

	"no_user" : "没有搜到相关用户" 

	"official_auth" : "官方认证" 

	"optional_face_auth" : "可选刷脸认证" 

	"participated_session" : "我参与的场次" 

	"please_input_trade_password" : "请输入交易密码" 

	"please_re_input_trade_password" : "交易密码错误，请重新输入" 

	"private_msg" : "私信" 

	"report_user" : "举报用户" 



7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.READ_CALENDAR
	危险
	读取日历事件
	允许应用程序读取您手机上存储的所有日历事件。恶意应用程序可以借此将您的日历事件发送给其他人

	android.permission.WRITE_CALENDAR
	危险
	添加或修改日历事件并向客人发送电子邮件
	允许应用程序添加或更改日历上的事件,这可能会向客人发送电子邮件。恶意应用程序可以使用它来删除或修改您的日历活动或向客人发送电子邮件

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	com.android.camera.action.CROP
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_CONTACTS
	危险
	读取联系人数据
	允许应用程序读取您手机上存储的所有联系人（地址）数据。恶意应用程序可以借此将您的数据发送给其他人

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.RECORD_AUDIO
	危险
	录音
	允许应用程序访问音频记录路径

	android.permission.RECORD_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.GET_PACKAGE_SIZE
	正常
	测量应用程序存储空间
	允许应用程序找出任何包使用的空间

	android.permission.ACCESS_COARSE_LOCATION
	危险
	粗定位
	访问粗略位置源,例如移动网络数据库,以确定大概的电话位置（如果可用）。恶意应用程序可以使用它来确定您的大致位置

	android.permission.ACCESS_FINE_LOCATION
	危险
	精细定位（GPS）
	访问精细位置源,例如手机上的全球定位系统,如果可用。恶意应用程序可以使用它来确定您的位置,并可能消耗额外的电池电量

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	com.coloros.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.appmarket.service.commondata.permission.GET_COMMON_DATA
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	com.huawei.android.launcher.permission.CHANGE_BADGE 
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACTIVITY_RECOGNITION
	危险
	允许应用程序识别身体活动
	允许应用程序识别身体活动

	com.shizhuang.duapp.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.heytap.mcs.permission.RECIEVE_MCS_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.permission.PUSH
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.flyme.push.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.shizhuang.duapp.push.permission.MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.meizu.c2dm.permission.RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.shizhuang.duapp.permission.C2D_MESSAGE
	未知
	Unknown permission
	Unknown permission from android reference

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.huawei.android.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.oppo.launcher.permission.WRITE_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.android.permission.GET_INSTALLED_APPS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.WRITE_SECURE_SETTINGS
	系统需要
	修改安全系统设置
	允许应用程序修改系统固定好设置数据。不供普通应用程序使用

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	com.shizhuang.duapp.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.shizhuang.duapp.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.alipay.sdk.app.AlipayResultActivity
	Schemes: __de_wu_ali_pay__://, 


	com.shizhuang.duapp.modules.home.ui.ShortCutActivity
	Schemes: dwshort://, 


	com.shizhuang.duapp.modules.home.ui.DeepLinkActivity
	Schemes: duapplauncher://, dewuapp://, dewulink://, https://, 
Hosts: m.dewu.com, 
Paths: /note, /router/product/ProductDetail, 


	com.shizhuang.duapp.modules.home.ui.GameTableShortActivity
	Schemes: dewuhomeshortcut://, 


	com.shizhuang.duapp.modules.home.ui.CalendarDeepLinkActivity
	Schemes: https://, 
Hosts: m.poizon.com, 


	com.shizhuang.duapp.common.certification.AliPayCertifyBridgeActivity
	Schemes: duapp://, 
Hosts: certify, 
Paths: /alipaycertifybridge, 


	com.shizhuang.duapp.libs.messaging.MessagingActivity
	Schemes: duapp://, 
Hosts: com.shizhuang.messaging, 
Paths: /detail, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent1104972716://, 


	com.mob.moblink.MobLinkActivity
	Schemes: duappmoblink://, http://, https://, 
Hosts: dewu.com, ayxb.t4m.cn, 
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