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心响（ 1.2.5.10版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	心响

	版本
	1.2.5.10

	包名
	com.baidu.xinxiang

	域名线索
	364条

	URL线索
	677条

	APP图标
	

	分析日期
	2025年6月21日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	base.apk

	文件大小
	145.59MB

	MD5值
	0347fcd5802de1d6cf95f741420bcda1

	SHA1值
	cf32f3c586cd08b31f120680ed5b630cac40641c

	SHA256值
	766b0d659e8451d0dfcdd3b9407c874b35de4f6e7f58b8f6cd444e00af8a9404



3. APP基本信息
	类别
	内容

	App名称
	心响

	包名
	com.baidu.xinxiang

	主活动Activity
	com.baidu.searchbox.SplashActivity

	安卓版本名称
	1.2.5.10

	安卓版本
	33838336



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	privacy.baidu.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wapmap.baidu.com
	IP: 111.206.209.212 
所属国家: China 
地区: Beijing 
城市: Beijing 

	search-operate.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h2mbd.baidu.com
	IP: 110.242.69.194 
所属国家: China 
地区: Hebei 
城市: Baoding 

	powerful.xdplt.com
	IP: 116.63.89.142 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	client.map.baidu.com
	IP: 111.206.209.119 
所属国家: China 
地区: Beijing 
城市: Beijing 

	h2tcbox.baidu.com
	IP: 110.242.69.208 
所属国家: China 
地区: Hebei 
城市: Baoding 

	novel-fe.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	afdconf.baidu.com
	IP: 110.242.69.185 
所属国家: China 
地区: Hebei 
城市: Baoding 

	m.passport.baidu.com
	没有服务器地理信息. 

	wappass.baidu.com
	IP: 110.242.70.195 
所属国家: China 
地区: Hebei 
城市: Baoding 

	grs.dbankcloud.asia
	IP: 49.4.40.185 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	weathernew.pae.baidu.com
	IP: 110.242.69.146 
所属国家: China 
地区: Hebei 
城市: Baoding 

	su.bcebos.com
	IP: 110.242.70.102 
所属国家: China 
地区: Hebei 
城市: Baoding 

	180.97.36.95
	IP: 180.97.36.95 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	svc.baidu-int.com
	没有服务器地理信息. 

	bjhw-bac-orcp-baiduapp-core-134992.bjhw.baidu.com
	没有服务器地理信息. 

	metrics5.dt.dbankcloud.ru
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	metrics2.data.hicloud.com
	IP: 80.158.38.48 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	live-cecom-image.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hxycmm.baidu.com
	IP: 183.240.99.2 
所属国家: China 
地区: Guangdong 
城市: Dongguan 

	s.bdstatic.com
	IP: 218.68.136.48 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	motion.baidu.com
	IP: 111.206.208.222 
所属国家: China 
地区: Beijing 
城市: Beijing 

	login.imgcache.qq.com
	IP: 42.236.89.188 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	mbd.baidu.com
	IP: 110.242.69.18 
所属国家: China 
地区: Hebei 
城市: Baoding 

	gaokao.baidu.com
	IP: 110.242.69.146 
所属国家: China 
地区: Hebei 
城市: Baoding 

	m.nuomi.com
	IP: 153.3.238.152 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	author.baidu.com
	IP: 110.242.74.222 
所属国家: China 
地区: Hebei 
城市: Baoding 

	cn.register.xmpush.xiaomi.com
	IP: 221.194.179.52 
所属国家: China 
地区: Hebei 
城市: Langfang 

	smartapp.baidu.com
	IP: 110.242.69.247 
所属国家: China 
地区: Hebei 
城市: Baoding 

	openmobile.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	graph.baidu.com
	IP: 111.206.208.222 
所属国家: China 
地区: Beijing 
城市: Beijing 

	auth.baidu.com
	IP: 220.181.107.194 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nj02unm.baidu.com
	IP: 36.152.44.46 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	card.e.189.cn
	IP: 222.93.107.242 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	37.com.cn
	IP: 123.125.46.42 
所属国家: China 
地区: Beijing 
城市: Beijing 

	searchvideo.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wap.cmpassport.com
	IP: 112.33.111.233 
所属国家: China 
地区: Anhui 
城市: Hefei 

	zhengmengmei.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	nj02-vs-health-off03.nj02
	没有服务器地理信息. 

	r.m.baidu.com
	IP: 111.206.209.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ossapi.baidu.com
	IP: 110.242.69.247 
所属国家: China 
地区: Hebei 
城市: Baoding 

	passport.rdtest.baidu.com
	没有服务器地理信息. 

	tts.baidu.com
	IP: 110.242.69.95 
所属国家: China 
地区: Hebei 
城市: Baoding 

	guoruibiao.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	www.lia
	没有服务器地理信息. 

	agent-superapp-web-release.now.baidu.com
	没有服务器地理信息. 

	bzclk.baidu.com
	IP: 111.206.209.6 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gss3.bdstatic.com
	IP: 61.163.9.31 
所属国家: China 
地区: Henan 
城市: Luoyang 

	voice.baidu.com
	IP: 111.206.208.221 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics-dra.dt.hicloud.com
	IP: 94.74.88.100 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	metrics1-drcn.dt.dbankcloud.cn
	IP: 111.202.16.252 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ext.baidu.com
	IP: 110.242.69.247 
所属国家: China 
地区: Hebei 
城市: Baoding 

	cdnrefresh.ctdidcii.cn
	IP: 218.11.0.24 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	alsoffline.baidu-int.com
	没有服务器地理信息. 

	baozhang.baidu.com
	IP: 110.242.68.185 
所属国家: China 
地区: Hebei 
城市: Baoding 

	tcunm.baidu.com
	IP: 110.242.68.9 
所属国家: China 
地区: Hebei 
城市: Baoding 

	10.24.1.155
	IP: 10.24.1.155 
所属国家: - 
地区: - 
城市: - 

	10.12.214.224
	IP: 10.12.214.224 
所属国家: - 
地区: - 
城市: - 

	baidu.com
	IP: 182.61.201.211 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.style
	IP: 75.2.38.108 
所属国家: United States of America 
地区: Washington 
城市: Seattle 

	vp.mbd.baidu.com
	IP: 110.242.69.18 
所属国家: China 
地区: Hebei 
城市: Baoding 

	j.map.baidu.com
	IP: 111.206.209.187 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cover.baidu.com
	IP: 110.242.68.230 
所属国家: China 
地区: Hebei 
城市: Baoding 

	chat.baidu.com
	IP: 110.242.70.131 
所属国家: China 
地区: Hebei 
城市: Baoding 

	gimg1.baidu.com
	IP: 123.117.132.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	als.baidu.com
	IP: 110.242.68.136 
所属国家: China 
地区: Hebei 
城市: Baoding 

	gamenow.baidu.com
	IP: 111.206.209.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	upl-v3.baidu.com
	IP: 110.242.68.241 
所属国家: China 
地区: Hebei 
城市: Baoding 

	bj.bcebos.com
	IP: 119.249.103.5 
所属国家: China 
地区: Hebei 
城市: Baoding 

	tiebac.baidu.com
	IP: 111.206.209.42 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tcbox.baidu.com
	IP: 110.242.69.92 
所属国家: China 
地区: Hebei 
城市: Baoding 

	novel-static-api.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	hlog.bigda.com
	IP: 47.242.251.19 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	cityservice-hb.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	127.0.0.1
	IP: 127.0.0.1 
所属国家: - 
地区: - 
城市: - 

	wn.pos.baidu.com
	IP: 110.242.68.129 
所属国家: China 
地区: Hebei 
城市: Baoding 

	njjsm.baidu.com
	IP: 180.101.51.229 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	yf-wallet-rd-red-dc00.epc.baidu.com
	没有服务器地理信息. 

	wappass.bdimg.com
	IP: 111.7.189.36 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	ffapi.baidu.com
	IP: 163.177.17.197 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	minipro.baidu.com
	IP: 110.242.68.217 
所属国家: China 
地区: Hebei 
城市: Baoding 

	zhidao.baidu.com
	IP: 110.242.69.90 
所属国家: China 
地区: Hebei 
城市: Baoding 

	data-drru.push.dbankcloud.com
	IP: 159.138.202.31 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	s9.pstatp.com
	IP: 221.204.95.143 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	rd-im-server.bcc-szth.baidu.com
	没有服务器地理信息. 

	10.12.212.11
	IP: 10.12.212.11 
所属国家: - 
地区: - 
城市: - 

	ack.tuisong.baidu.com
	IP: 111.63.96.118 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	crazy-agent-dev.now.baidu.com
	没有服务器地理信息. 

	cgi.qplus.com
	没有服务器地理信息. 

	ss0.baidu.com
	IP: 61.163.9.33 
所属国家: China 
地区: Henan 
城市: Luoyang 

	xmlpull.org
	IP: 185.199.108.153 
所属国家: United States of America 
地区: Pennsylvania 
城市: California 

	mobile.baidu.com
	IP: 153.3.238.197 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	aisite.wejianzhan.com
	IP: 111.206.208.81 
所属国家: China 
地区: Beijing 
城市: Beijing 

	info.tuisong.baidu.com
	IP: 112.34.112.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	basis-functions.bj.bcebos.com
	IP: 113.200.2.111 
所属国家: China 
地区: Shaanxi 
城市: Yulin 

	opencloud.wostore.cn
	IP: 116.128.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	shake2019.baidu.com
	IP: 36.110.219.71 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	ada.baidu.com
	IP: 110.242.68.103 
所属国家: China 
地区: Hebei 
城市: Baoding 

	www.c
	没有服务器地理信息. 

	app.navi.baidu.com
	IP: 111.206.209.213 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-drcn.push.dbankcloud.com
	IP: 118.194.33.160 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	hbacm-m.baidu.com
	IP: 39.156.66.95 
所属国家: China 
地区: Beijing 
城市: Beijing 

	service.weibo.com
	IP: 123.125.107.14 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bjyz-mco-searchbox201609-m12xi3-044.bjyz.baidu.com
	没有服务器地理信息. 

	jrws.baidu.com
	IP: 163.177.17.32 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	xinxiang.baidu.com
	IP: 110.242.74.153 
所属国家: China 
地区: Hebei 
城市: Baoding 

	sz-shaheenv-al-b.bcc-szwg.baidu.com
	没有服务器地理信息. 

	bos.box.bdimg.com
	IP: 123.117.132.48 
所属国家: China 
地区: Beijing 
城市: Beijing 

	qingpai.baidu.com
	IP: 111.206.208.222 
所属国家: China 
地区: Beijing 
城市: Beijing 

	opn.baidu.com
	IP: 111.206.209.207 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ug.baidu.com
	IP: 111.206.211.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	eopa.baidu.com
	IP: 111.206.211.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sp0.baidu.com
	IP: 110.242.69.21 
所属国家: China 
地区: Hebei 
城市: Baoding 

	open.weibo.cn
	IP: 123.125.107.13 
所属国家: China 
地区: Beijing 
城市: Beijing 

	nsclick.baidu.com
	IP: 110.242.70.175 
所属国家: China 
地区: Hebei 
城市: Baoding 

	aistudy.baidu.com
	IP: 111.206.208.80 
所属国家: China 
地区: Beijing 
城市: Beijing 

	map.baidu.com
	IP: 111.206.208.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	norma-external-collect.meizu.com
	没有服务器地理信息. 

	tiyu.baidu.com
	IP: 110.242.69.146 
所属国家: China 
地区: Hebei 
城市: Baoding 

	midpf-material.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sz-shaheenv-odprestapi-b.bcc-szwg.baidu.com
	没有服务器地理信息. 

	appc.baidu.com
	IP: 153.3.238.197 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	wapbaike.baidu.com
	IP: 111.206.208.229 
所属国家: China 
地区: Beijing 
城市: Beijing 

	data-dre.push.dbankcloud.com
	IP: 80.158.49.244 
所属国家: Germany 
地区: Schleswig-Holstein 
城市: Kiel 

	opnsearchbox.map.baidu.com
	IP: 111.206.209.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.platform.dbankcloud.ru
	没有服务器地理信息. 

	www.text-decoration
	没有服务器地理信息. 

	ispeed.baidu.com
	IP: 220.181.33.89 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.173.123.18
	IP: 10.173.123.18 
所属国家: - 
地区: - 
城市: - 

	shoubai.m.baidu.com
	IP: 220.181.33.106 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dueros-voice.baidu.com
	IP: 110.242.68.242 
所属国家: China 
地区: Hebei 
城市: Baoding 

	rtc-so.cdn.bcebos.com
	IP: 27.221.38.41 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	beian.miit.gov.cn
	IP: 119.39.205.85 
所属国家: China 
地区: Hunan 
城市: Zhuzhou 

	e.189.cn
	IP: 42.123.76.65 
所属国家: China 
地区: Beijing 
城市: Beijing 

	10.25.70.243
	IP: 10.25.70.243 
所属国家: - 
地区: - 
城市: - 

	mbdp01.bdstatic.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.tuisong.baidu.com
	IP: 110.242.69.51 
所属国家: China 
地区: Hebei 
城市: Baoding 

	rtc2.exp.bcelive.com
	IP: 110.242.70.12 
所属国家: China 
地区: Hebei 
城市: Baoding 

	mokangbo.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	www.years
	没有服务器地理信息. 

	api-push.in.meizu.com
	IP: 206.161.233.191 
所属国家: United States of America 
地区: Virginia 
城市: Herndon 

	passport.qatest.baidu.com
	没有服务器地理信息. 

	10.26.139.34
	IP: 10.26.139.34 
所属国家: - 
地区: - 
城市: - 

	gimg0-9.baidu.com
	没有服务器地理信息. 

	browserkernel.baidu.com
	IP: 110.242.68.206 
所属国家: China 
地区: Hebei 
城市: Baoding 

	cp01-cp01-pad-fe-2.epc.baidu.com
	没有服务器地理信息. 

	itsdata.map.baidu.com
	IP: 111.206.209.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	livec.baidu.com
	IP: 111.206.211.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ms.bdstatic.com
	IP: 123.117.132.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	f12.baidu.com
	IP: 123.117.132.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sp1.baidu.com
	IP: 110.242.69.21 
所属国家: China 
地区: Hebei 
城市: Baoding 

	2019chunwan.baidu.com
	IP: 42.59.17.38 
所属国家: China 
地区: Liaoning 
城市: Dalian 

	app.nuomi.com
	IP: 153.3.238.89 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	www.baifubao.com
	没有服务器地理信息. 

	.jpg
	没有服务器地理信息. 

	bsb.baidu.com
	IP: 110.242.69.158 
所属国家: China 
地区: Hebei 
城市: Baoding 

	pms-zeus-xcdn.bdstatic.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	yq01-ps-beehive-agent197381.yq01.baidu.com
	没有服务器地理信息. 

	dxp.baidu.com
	IP: 110.242.68.94 
所属国家: China 
地区: Hebei 
城市: Baoding 

	grs.dbankcloud.cn
	IP: 121.36.116.8 
所属国家: China 
地区: Beijing 
城市: Beijing 

	dss0.baidu.com
	IP: 101.72.203.33 
所属国家: China 
地区: Hebei 
城市: Langfang 

	qvse.baidu.com
	IP: 182.61.201.105 
所属国家: China 
地区: Beijing 
城市: Beijing 

	app.mi.com
	IP: 123.125.102.202 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.dxmpay.com
	IP: 114.111.26.6 
所属国家: China 
地区: Beijing 
城市: Beijing 

	daup.map.baidu.com
	IP: 110.242.74.236 
所属国家: China 
地区: Hebei 
城市: Baoding 

	ecmb.bdimg.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	seccaptcha.baidu.com
	IP: 157.0.146.238 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	ossunion.baidu.com
	IP: 110.242.70.207 
所属国家: China 
地区: Hebei 
城市: Baoding 

	nj2cmwww.baidu.com
	IP: 36.155.132.3 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	112.34.113.161
	IP: 112.34.113.161 
所属国家: China 
地区: Anhui 
城市: Hefei 

	pic.rmb.bdstatic.com
	IP: 221.204.49.35 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	basic-service.baidu.com
	IP: 110.242.69.146 
所属国家: China 
地区: Hebei 
城市: Baoding 

	gimg0.baidu.com
	IP: 123.117.132.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vop.baidu.com
	IP: 111.206.209.68 
所属国家: China 
地区: Beijing 
城市: Beijing 

	tieba.baidu.com
	IP: 111.206.209.41 
所属国家: China 
地区: Beijing 
城市: Beijing 

	metrics5.data.hicloud.com
	IP: 159.138.203.215 
所属国家: Russian Federation 
地区: Sverdlovskaya oblast' 
城市: Yekaterinburg 

	m.baidu.com
	IP: 110.242.71.103 
所属国家: China 
地区: Hebei 
城市: Baoding 

	cp01-sys-rath3-c32-qa65.cp01.baidu.com
	没有服务器地理信息. 

	ala-rmb-gift.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	pics0.baidu.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	njjs-sys-replace7002.njjs.baidu.com
	没有服务器地理信息. 

	connect-api.cloud.huawei.com
	IP: 49.4.35.54 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	etrade.baidu.com
	IP: 153.3.237.144 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	hbact-m.baidu.com
	IP: 220.181.43.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gamecenter.baidu.com
	IP: 110.242.74.222 
所属国家: China 
地区: Hebei 
城市: Baoding 

	www.recent
	没有服务器地理信息. 

	www.icon
	没有服务器地理信息. 

	xml.apache.org
	IP: 151.101.2.132 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	api.map.baidu.com
	IP: 111.206.208.72 
所属国家: China 
地区: Beijing 
城市: Beijing 

	agent-proxy-ws.baidu.com
	IP: 61.135.162.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	grs.dbankcloud.eu
	没有服务器地理信息. 

	b.bdstatic.com
	IP: 221.204.61.48 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	trade.baidu-int.com
	没有服务器地理信息. 

	ku.baidu-int.com
	没有服务器地理信息. 

	njjs-bac-orcp-c-map-78221.njjs.baidu.com
	没有服务器地理信息. 

	mms-voice.cdn.bcebos.com
	IP: 221.204.49.35 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	otheve.beacon.qq.com
	IP: 113.56.189.125 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	long.open.weixin.qq.com
	IP: 112.65.193.170 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	epay.baidu.com
	IP: 111.206.208.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wspeed.qq.com
	没有服务器地理信息. 

	raq.yy.com
	IP: 123.125.192.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	spcbj.cdn.bcebos.com
	IP: 221.194.161.197 
所属国家: China 
地区: Hebei 
城市: Langfang 

	play.google.com
	IP: 59.24.3.174 
所属国家: Korea (Republic of) 
地区: Gyeonggi-do 
城市: Seongnam 

	pay.baidu-int.com
	没有服务器地理信息. 

	hmma.baidu.com
	IP: 110.242.68.195 
所属国家: China 
地区: Hebei 
城市: Baoding 

	secr.baidu.com
	IP: 111.206.208.222 
所属国家: China 
地区: Beijing 
城市: Beijing 

	open.weixin.qq.com
	IP: 140.207.191.167 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	yanzi.nativeads-render.otp.baidu.com
	IP: 10.91.161.229 
所属国家: - 
地区: - 
城市: - 

	loc.map.baidu.com
	IP: 111.206.209.174 
所属国家: China 
地区: Beijing 
城市: Beijing 

	crash-reporting.yy.com
	IP: 163.177.75.123 
所属国家: China 
地区: Guangdong 
城市: Shenzhen 

	mss0.bdstatic.com
	IP: 101.72.203.41 
所属国家: China 
地区: Hebei 
城市: Langfang 

	pim.baidu.com
	IP: 110.242.68.199 
所属国家: China 
地区: Hebei 
城市: Baoding 

	httpsdns.baidu.com
	IP: 111.206.210.58 
所属国家: China 
地区: Beijing 
城市: Beijing 

	mbrowser.baidu.com
	IP: 163.177.18.43 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	afd.baidu.com
	IP: 110.242.68.136 
所属国家: China 
地区: Hebei 
城市: Baoding 

	10.38.162.35
	IP: 10.38.162.35 
所属国家: - 
地区: - 
城市: - 

	tukuimg.bdstatic.com
	IP: 221.204.61.38 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	nsunm.baidu.com
	IP: 163.177.17.9 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	m.dianying.baidu.com
	IP: 111.202.75.32 
所属国家: China 
地区: Beijing 
城市: Beijing 

	raqweb.yy.com
	IP: 123.125.192.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cartoon.baidu.com
	没有服务器地理信息. 

	pan.baidu.com
	IP: 110.242.69.176 
所属国家: China 
地区: Hebei 
城市: Baoding 

	timgmb.bdimg.com
	没有服务器地理信息. 

	www.baidu.com
	IP: 110.242.69.21 
所属国家: China 
地区: Hebei 
城市: Baoding 

	10.227.21.143
	IP: 10.227.21.143 
所属国家: - 
地区: - 
城市: - 

	cache.baizhanlive.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	sjwssu.baidu.com
	IP: 110.242.68.109 
所属国家: China 
地区: Hebei 
城市: Baoding 

	audiotest.baidu.com
	IP: 180.101.49.122 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	aigc.baidu.com
	IP: 110.242.70.76 
所属国家: China 
地区: Hebei 
城市: Baoding 

	market.android.com
	IP: 142.251.188.118 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	openapi.baidu.com
	IP: 110.242.69.36 
所属国家: China 
地区: Hebei 
城市: Baoding 

	10.35.109.13
	IP: 10.35.109.13 
所属国家: - 
地区: - 
城市: - 

	superapp.cdn.bcebos.com
	IP: 101.72.199.35 
所属国家: China 
地区: Hebei 
城市: Langfang 

	www.w3.org
	IP: 104.18.23.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	thunder-sofiles.myzhiniu.com
	IP: 36.110.220.114 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	cdn00.baidu-img.cn
	没有服务器地理信息. 

	pimlog.baidu.com
	IP: 153.3.237.2 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	cache1.baizhanlive.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	scenter.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	gips2.baidu.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	peng.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	grs.dbankcloud.com
	IP: 60.28.193.195 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	agent-distribute.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api.weibo.com
	IP: 116.133.8.18 
所属国家: China 
地区: Beijing 
城市: Beijing 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	pic1.win4000.com
	IP: 137.220.128.102 
所属国家: Japan 
地区: Tokyo 
城市: Tokyo 

	storage.googleapis.com
	IP: 142.250.217.123 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	miniapp-ad.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	appsupport.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	nj02-imns-nsretrms02-004.nj02.baidu.com
	没有服务器地理信息. 

	bailingniao2.baidu.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.a
	没有服务器地理信息. 

	sptest.baidu.com
	IP: 157.148.69.58 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	ufosdk.baidu.com
	IP: 111.206.209.145 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.hortcut
	没有服务器地理信息. 

	pics6.baidu.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	agent-proxy.baidu.com
	IP: 61.135.162.133 
所属国家: China 
地区: Beijing 
城市: Beijing 

	smartapps.cn
	IP: 124.237.176.122 
所属国家: China 
地区: Hebei 
城市: Baoding 

	activity.baidu.com
	IP: 111.206.211.83 
所属国家: China 
地区: Beijing 
城市: Beijing 

	vd2.bdstatic.com
	IP: 106.39.192.145 
所属国家: China 
地区: Beijing 
城市: Beijing 

	flv-rtc.liveshow.bdstatic.com
	IP: 119.249.102.42 
所属国家: China 
地区: Hebei 
城市: Baoding 

	talos.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	digitman.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openapi.zhihu.com
	IP: 103.41.167.234 
所属国家: China 
地区: Beijing 
城市: Beijing 

	boxnovel.baidu.com
	IP: 110.242.69.247 
所属国家: China 
地区: Hebei 
城市: Baoding 

	video.api.baidu.com
	IP: 111.206.209.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	movies.baidu.com
	IP: 111.63.65.246 
所属国家: China 
地区: Hebei 
城市: Shijiazhuang 

	cpro.baidustatic.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	daohang.map.baidu.com
	IP: 111.206.209.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	thirdlogin.yy.com
	IP: 123.125.192.175 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.css
	没有服务器地理信息. 

	2019.baidu.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	open.e.189.cn
	IP: 42.123.76.87 
所属国家: China 
地区: Beijing 
城市: Beijing 

	package.baidu-int.com
	没有服务器地理信息. 

	psstatic.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.a.com
	没有服务器地理信息. 

	gss0.bdstatic.com
	IP: 61.163.9.31 
所属国家: China 
地区: Henan 
城市: Luoyang 

	nsctm.baidu.com
	IP: 183.2.172.116 
所属国家: China 
地区: Guangdong 
城市: Guangzhou 

	mobads-logs.baidu.com
	IP: 153.3.237.160 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	xbox.m.baidu.com
	IP: 111.206.209.37 
所属国家: China 
地区: Beijing 
城市: Beijing 

	newclient.map.baidu.com
	IP: 111.206.209.170 
所属国家: China 
地区: Beijing 
城市: Beijing 

	fengling-4.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	cp01-searchbbox-andriod-cqa01.epc.baidu.com
	没有服务器地理信息. 

	update.baidu.com
	IP: 153.3.237.231 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	kanzhibo.baidu.com
	IP: 111.206.209.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	flow.app.baidu.com
	没有服务器地理信息. 

	wappass.qatest.baidu.com
	没有服务器地理信息. 

	ufo.baidu.com
	IP: 220.181.107.176 
所属国家: China 
地区: Beijing 
城市: Beijing 

	passport.baidu.com
	IP: 110.242.70.172 
所属国家: China 
地区: Hebei 
城市: Baoding 

	etrade-api.baidu.com
	IP: 153.3.237.144 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	midpf-mp-pub.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-e189.21cn.com
	IP: 222.93.106.185 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	sv.baidu.com
	IP: 111.206.209.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	abymg.baidu.com
	IP: 157.0.146.238 
所属国家: China 
地区: Jiangsu 
城市: Suzhou 

	fetchlog.bj.bcebos.com
	IP: 119.249.103.5 
所属国家: China 
地区: Hebei 
城市: Baoding 

	voiceprint.baidu.com
	IP: 111.206.208.243 
所属国家: China 
地区: Beijing 
城市: Beijing 

	d.pcs.baidu.com
	IP: 110.242.69.44 
所属国家: China 
地区: Hebei 
城市: Baoding 

	pics1.baidu.com
	IP: 101.72.203.38 
所属国家: China 
地区: Hebei 
城市: Langfang 

	cgi.connect.qq.com
	IP: 60.28.215.27 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	dusee.baidu.com
	IP: 110.242.69.100 
所属国家: China 
地区: Hebei 
城市: Baoding 

	efe-h2.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	spcsz.cdn.bcebos.com
	IP: 221.194.161.196 
所属国家: China 
地区: Hebei 
城市: Langfang 

	novelapi.baidu.com
	IP: 110.242.69.4 
所属国家: China 
地区: Hebei 
城市: Baoding 

	luoqin03.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	wise-novel-authority-logo.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ssl.gstatic.com
	IP: 203.208.43.98 
所属国家: China 
地区: Beijing 
城市: Beijing 

	jmz.bcc-szth.baidu.com
	没有服务器地理信息. 

	ala-gift.cdn.bcebos.com
	IP: 61.163.9.35 
所属国家: China 
地区: Henan 
城市: Luoyang 

	id6.me
	IP: 42.123.76.150 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ugc.map.baidu.com
	IP: 111.206.209.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	b0.bdstatic.com
	IP: 221.204.61.48 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	10.208.103.12
	IP: 10.208.103.12 
所属国家: - 
地区: - 
城市: - 

	xml.org
	IP: 104.239.142.8 
所属国家: United States of America 
地区: Texas 
城市: Windcrest 

	voice-proxy.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	data-dra.push.dbankcloud.com
	IP: 119.8.163.189 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	zw-jt-china.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	180.76.76.112
	IP: 180.76.76.112 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.wencodeuricomponent
	没有服务器地理信息. 

	po.baidu.com
	IP: 110.242.68.155 
所属国家: China 
地区: Hebei 
城市: Baoding 

	f10.baidu.com
	IP: 123.117.132.36 
所属国家: China 
地区: Beijing 
城市: Beijing 

	wen.baidu.com
	IP: 111.206.210.70 
所属国家: China 
地区: Beijing 
城市: Beijing 

	openapi.alipay.com
	IP: 110.75.244.202 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	eclick.baidu.com
	IP: 111.206.208.190 
所属国家: China 
地区: Beijing 
城市: Beijing 

	schemas.android.com
	没有服务器地理信息. 

	.css
	没有服务器地理信息. 

	himg.baidu.com
	IP: 111.206.208.248 
所属国家: China 
地区: Beijing 
城市: Beijing 

	boxrd.baidu.com
	没有服务器地理信息. 

	muses.baidu.com
	IP: 153.3.237.41 
所属国家: China 
地区: Jiangsu 
城市: Nanjing 

	xinxiang-proxy.baidu.com
	IP: 110.242.74.153 
所属国家: China 
地区: Hebei 
城市: Baoding 

	alayn.baidu.com
	IP: 110.242.69.4 
所属国家: China 
地区: Hebei 
城市: Baoding 

	senode.baidu.com
	IP: 111.206.210.51 
所属国家: China 
地区: Beijing 
城市: Beijing 

	image.baidu.com
	IP: 110.242.69.132 
所属国家: China 
地区: Hebei 
城市: Baoding 

	huatuocode.huatuo.qq.com
	没有服务器地理信息. 

	njjs-sys-rpm539e0db2.njjs.baidu.com
	没有服务器地理信息. 

	yapi.baidu-int.com
	没有服务器地理信息. 

	aladdin-movies.cdn.bcebos.com
	IP: 123.117.132.38 
所属国家: China 
地区: Beijing 
城市: Beijing 

	bbs.lbsyun.baidu.com
	没有服务器地理信息. 

	test-tts.bj.bcebos.com
	IP: 113.200.2.111 
所属国家: China 
地区: Shaanxi 
城市: Yulin 

	ms.zzx9.cn
	IP: 124.64.196.28 
所属国家: China 
地区: Beijing 
城市: Beijing 

	ss1.baidu.com
	IP: 61.163.9.33 
所属国家: China 
地区: Henan 
城市: Luoyang 

	vse.baidu.com
	IP: 110.242.68.241 
所属国家: China 
地区: Hebei 
城市: Baoding 

	aopgd.cdn.bcebos.com
	IP: 221.204.49.35 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	mo.baidu.com
	IP: 111.206.209.136 
所属国家: China 
地区: Beijing 
城市: Beijing 

	smartprogram.baidu.com
	IP: 110.242.74.125 
所属国家: China 
地区: Hebei 
城市: Baoding 

	www.language
	没有服务器地理信息. 

	wappass.rdtest.baidu.com
	没有服务器地理信息. 

	vassistant.cdn.bcebos.com
	IP: 123.117.132.35 
所属国家: China 
地区: Beijing 
城市: Beijing 

	172.26.13.144
	IP: 172.26.13.144 
所属国家: - 
地区: - 
城市: - 

	safebrowsing.baidu.com
	IP: 39.156.68.75 
所属国家: China 
地区: Beijing 
城市: Beijing 

	api-push.meizu.com
	IP: 221.5.93.66 
所属国家: China 
地区: Guangdong 
城市: Foshan 

	mobads.baidu.com
	IP: 111.206.208.180 
所属国家: China 
地区: Beijing 
城市: Beijing 

	xuezhifang.bcc-bdbl.baidu.com
	没有服务器地理信息. 

	nmtest.bdstatic.com
	IP: 218.68.136.38 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	www.interpretation
	没有服务器地理信息. 

	baijiahao.baidu.com
	IP: 111.206.209.3 
所属国家: China 
地区: Beijing 
城市: Beijing 

	haokan.baidu.com
	IP: 111.206.209.29 
所属国家: China 
地区: Beijing 
城市: Beijing 

	himg.bdimg.com
	IP: 116.114.96.38 
所属国家: China 
地区: Nei Mongol 
城市: Baotou 

	com.baidu.baidumap.applocal.client.map.baidu.com
	没有服务器地理信息. 

	waimai.baidu.com
	没有服务器地理信息. 

	m.wappass.baidu.com
	没有服务器地理信息. 

	ducheap.baidu.com
	IP: 110.242.71.103 
所属国家: China 
地区: Hebei 
城市: Baoding 

	resolver.msg.xiaomi.net
	IP: 110.43.0.169 
所属国家: China 
地区: Beijing 
城市: Beijing 

	www.world
	IP: 75.2.38.108 
所属国家: United States of America 
地区: Washington 
城市: Seattle 


4.2 URL线索
	URL信息
	Url所在文件

	https://mbd.baidu.com/newspage/api/getvideoads 
	af4/a.java 

	https://browserkernel.baidu.com/video 
	aq/a.java 

	https://b.bdstatic.com/searchbox/androidvideo 
	aq/a.java 

	http://\ 
	bi/u0.java 

	https://\ 
	bi/u0.java 

	https://sp1.baidu.com/5b1ZeDe5KgQFm2e88IuM_a/mwb2.gif?\ 
	bi/u0.java 

	https://m.baidu.com/sf? 
	bi/a0.java 

	https://b.bdstatic.com/searchbox/image/gcp/20230202/427670869.png 
	bt5/f.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/38cfde20168b.png\ 
	bw3/a.java 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/f14968956968.png\ 
	bw3/a.java 

	https://dss0.baidu.com/7Ls0a8Sm2Q5IlBGlnYG/sys/portraitn/item/default?t=1655102756\ 
	bw3/a.java 

	https://boxnovel.baidu.com/boxnovel/shortstory?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0\ 
	bw3/a.java 

	https://boxnovel.baidu.com/boxnovel/boy?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0\ 
	bw3/a.java 

	https://boxnovel.baidu.com/boxnovel/girl?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0\ 
	bw3/a.java 

	https://boxnovel.baidu.com/boxnovel/listen?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0\ 
	bw3/a.java 

	https://boxnovel.baidu.com/boxnovel/category?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0\ 
	bw3/a.java 

	https://cpro.baidustatic.com/cpro/ui/noexpire/css/2.1.4/img/mob-adIcon_2x.png 
	bx7/d.java 

	http://ufosdk.baidu.com/?m=Api&a=updateNps 
	bm4/c0.java 

	http://ufosdk.baidu.com/?m=Api&a=postNps 
	bm4/c0.java 

	https://ufosdk.baidu.com/auth/token 
	bm4/j0.java 

	https://www.baidu.com 
	bm4/j0.java 

	http://ufosdk.baidu.com/?m=Api&a=postMsg 
	bm4/j0.java 

	https://s9.pstatp.com/package/apk/news_article/sem_baidu_pz_v7.2.4_18715c8_2019-05-13_16-37-38/%E4%BB%8A%E6%97%A5%E5%A4%B4%E6%9D%A1.apk?v=1557736660 
	com/baidu/android/ext/widget/DownloadPopupWindowUtils.java 

	http://cdn00.baidu-img.cn/timg?vsapp&size=b150_150&imgtype=3&quality=80&er&sec=0&di=17e18c2c9b004c9d50657ae64ec6ef37&src=http%3A%2F%2Fgdown.baidu.com%2Fimg%2F0%2F512_512%2F52ea21acf54a2a8c0a47f6a7e26466a1.png 
	com/baidu/android/ext/widget/DownloadPopupWindowUtils.java 

	https://pimlog.baidu.com/LogService/PushIMLog 
	com/baidu/android/imsdk/upload/action/IMPushUploadConstants.java 

	http://10.227.21.143:8900/LogService/PushIMLog 
	com/baidu/android/imsdk/upload/action/IMPushUploadConstants.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/account/request/IMGetMsgSettingSwitchRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/account/request/IMGetMsgSettingSwitchRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/account/request/IMSetMsgSettingSwitchRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/account/request/IMSetMsgSettingSwitchRequest.java 

	http://180.97.36.95:8080/rest/3.0/im/generate_token 
	com/baidu/android/imsdk/account/request/IMGetTokenByCuidRequest.java 

	http://sz-shaheenv-odprestapi-b.bcc-szwg.baidu.com:8080/rest/3.0/im/generate_token 
	com/baidu/android/imsdk/account/request/IMGetTokenByCuidRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/rest/3.0/im/generate_token 
	com/baidu/android/imsdk/account/request/IMGetTokenByCuidRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/account/request/IMGetTokenByCuidRequest.java 

	http://180.97.36.95:8080/rest/2.0/im/zhidahao 
	com/baidu/android/imsdk/account/request/IMGetUidByUkRequest.java 

	http://sz-shaheenv-odprestapi-b.bcc-szwg.baidu.com:8080/rest/2.0/im/zhidahao 
	com/baidu/android/imsdk/account/request/IMGetUidByUkRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/rest/2.0/im/zhidahao 
	com/baidu/android/imsdk/account/request/IMGetUidByUkRequest.java 

	https://pim.baidu.com/rest/2.0/im/zhidahao 
	com/baidu/android/imsdk/account/request/IMGetUidByUkRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/utils/BaseHttpRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/utils/BaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/utils/HttpHelper.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/utils/HttpHelper.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/utils/RequsetNetworkUtils.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/utils/RequsetNetworkUtils.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/chatmessage/request/IMMediaBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/chatmessage/request/IMAllowScreenRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/chatmessage/request/IMUploadBottomMenuEventRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/chatmessage/request/IMUploadBottomMenuEventRequest.java 

	https://pim.baidu.com/rest/3.0/im/bos/generate_bos_url 
	com/baidu/android/imsdk/chatmessage/request/IMGenBosObjectUrlRequest.java 

	http://180.97.36.95:8080/rest/3.0/im/bos/generate_bos_url 
	com/baidu/android/imsdk/chatmessage/request/IMGenBosObjectUrlRequest.java 

	http://sz-shaheenv-odprestapi-b.bcc-szwg.baidu.com:8080/rest/3.0/im/bos/generate_bos_url 
	com/baidu/android/imsdk/chatmessage/request/IMGenBosObjectUrlRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8111/rest/3.0/im/bos/generate_bos_url 
	com/baidu/android/imsdk/chatmessage/request/IMGenBosObjectUrlRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/chatmessage/request/IMGetBottomMenuRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/chatmessage/request/IMGetBottomMenuRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/chatmessage/request/IMSendMsgRequest.java 

	https://pim.baidu.com/rest/3.0/im/transcode 
	com/baidu/android/imsdk/chatmessage/request/IMAudioTransRequest.java 

	http://180.97.36.95:8080/rest/3.0/im/transcode 
	com/baidu/android/imsdk/chatmessage/request/IMAudioTransRequest.java 

	http://sz-shaheenv-odprestapi-b.bcc-szwg.baidu.com:8080/rest/3.0/im/transcode 
	com/baidu/android/imsdk/chatmessage/request/IMAudioTransRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8111/rest/3.0/im/transcode 
	com/baidu/android/imsdk/chatmessage/request/IMAudioTransRequest.java 

	http://himg 
	com/baidu/android/imsdk/chatuser/ChatUserManagerImpl.java 

	https://himg 
	com/baidu/android/imsdk/chatuser/ChatUserManagerImpl.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/chatuser/request/IMUserBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/chatuser/request/IMUserBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/consult/request/IMConsultBaseRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/consult/request/IMConsultGetDialogueIdRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/pubaccount/request/PaBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/pubaccount/request/PaBaseHttpRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/group/request/GroupBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/group/request/GroupBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/shield/request/IMSubscriptionBaseRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/shield/request/IMSettingBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/shield/request/IMSettingBaseHttpRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/shield/request/IMGetTopicsByPaRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/shield/request/GetUserSendMessagePolicyRequest.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/shield/request/IMForbidRequest.java 

	https://mbd.baidu.com/ 
	com/baidu/android/imsdk/retrieve/RetrieveReportRequest.java 

	http://10.26.139.34:8092/ 
	com/baidu/android/imsdk/retrieve/RetrieveReportRequest.java 

	http://180.97.36.95:8080/ 
	com/baidu/android/imsdk/internal/Constants.java 

	https://pim.baidu.com/ 
	com/baidu/android/imsdk/internal/Constants.java 

	http://sz-shaheenv-odprestapi-b.bcc-szwg.baidu.com:8080/ 
	com/baidu/android/imsdk/internal/Constants.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imsdk/internal/Constants.java 

	http://rd-im-server.bcc-szth.baidu.com:8111/ 
	com/baidu/android/imsdk/internal/Constants.java 

	http://rd-im-server.bcc-szth.baidu.com: 
	com/baidu/android/imsdk/internal/Constants.java 

	https://passport.baidu.com 
	com/baidu/android/app/account/PassportDevelop.java 

	https://auth.baidu.com/thrones-mobile?id= 
	com/baidu/android/app/account/BoxSapiAccountManager.java 

	https://b.bdstatic.com/searchbox/image/cmsuploader/20201223/1608728918768139.zip 
	com/baidu/android/app/account/debug/AccountConfigProvider.java 

	http://bjhw-bac-orcp-baiduapp-core-134992.bjhw.baidu.com:8090/ 
	com/baidu/android/app/account/dispatcher/UnitedSchemePassLoginDispatcher.java 

	http://bjhw-bac-orcp-baiduapp-core-134992.bjhw.baidu.com:8090/autologin/main.html?user=%s&password=%s&business=megep&osName=android 
	com/baidu/android/app/account/dispatcher/UnitedSchemePassLoginDispatcher.java 

	https://info.tuisong.baidu.com 
	com/baidu/android/pushservice/h.java 

	https://ack.tuisong.baidu.com 
	com/baidu/android/pushservice/h.java 

	https://180.76.76.112/v6/0025?type=ipv4,ipv6&dn= 
	com/baidu/android/pushservice/httpapi/j.java 

	https://[240c:4006::6666]/v6/0025?type=ipv4,ipv6&dn= 
	com/baidu/android/pushservice/httpapi/j.java 

	https://api.tuisong.baidu.com/rest/3.0/clientfile/updateconfig 
	com/baidu/android/pushservice/b/d.java 

	https://pim.baidu.com/ 
	com/baidu/android/imrtc/request/HttpConstants.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/ 
	com/baidu/android/imrtc/request/HttpConstants.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/rtc/rest/1.0/room/check_answer_ability 
	com/baidu/android/imrtc/request/BIMRtcAnswerAbilityRequest.java 

	https://pim.baidu.com/rtc/rest/1.0/room/check_answer_ability 
	com/baidu/android/imrtc/request/BIMRtcAnswerAbilityRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/rtc/rest/1.0/room/create 
	com/baidu/android/imrtc/request/BIMRtcCreateRoomRequest.java 

	https://pim.baidu.com/rtc/rest/1.0/room/create 
	com/baidu/android/imrtc/request/BIMRtcCreateRoomRequest.java 

	http://rd-im-server.bcc-szth.baidu.com:8080/rtc/rest/1.0/room/get_rtc_token 
	com/baidu/android/imrtc/request/BIMRtcGetTokenRequest.java 

	https://pim.baidu.com/rtc/rest/1.0/room/get_rtc_token 
	com/baidu/android/imrtc/request/BIMRtcGetTokenRequest.java 

	https://dusee.baidu.com 
	com/baidu/ar/p/u.java 

	http://www. 
	com/baidu/browser/Browser.java 

	https://mbrowser.baidu.com/api/update/kernel?version= 
	com/baidu/browser/sailor/webkit/update/BdZeusUpdate.java 

	https://openapi.zhihu.com/auth/public_key 
	com/baidu/browser/explore/container/o0.java 

	https://m.baidu.com/s?pd=csaitab 
	com/baidu/browser/explore/container/SearchBoxPageView.java 

	https://m.baidu.com 
	com/baidu/browser/explore/container/SearchBoxPageView.java 

	https://m.baidu.com/ 
	com/baidu/browser/explore/container/SearchWebView.java 

	https://m.baidu.com/tc? 
	com/baidu/browser/explore/container/g0.java 

	https://m.baidu.com/tc? 
	com/baidu/browser/explore/jsbridge/TcStatisticJsInterface.java 

	https://m.baidu.com/s?pd=csaitab&word= 
	com/baidu/browser/search/LightSearchProcessTextActivity.java 

	https://m.baidu.com/sf 
	com/baidu/browser/components/videotranscoding/util/l.java 

	https://voice.baidu.com/guide/vsearchguide 
	com/baidu/browser/components/voiceoperation/model/a.java 

	https://novel-static-api.cdn.bcebos.com/tltvooqqq.json 
	com/baidu/browser/components/novel/utils/NovelBlackListUtils.java 

	https://novelapi.baidu.com/novelopenapi/pirated/hdwk?app_code=searchread&coversid=2 
	com/baidu/browser/components/novel/utils/NovelWhiteListUtils.java 

	https://m.baidu.com/suggest?ctl=cpage&action=universal&scene=highlight 
	com/baidu/browser/components/markword/SelectWordSearchComponent.java 

	https://m.baidu.com 
	com/baidu/browser/components/safeurl/SafeUrlComponent.java 

	https://m.baidu.com/tc? 
	com/baidu/browser/jsbridge/TcStatisticJsInterface.java 

	https://m.baidu.com 
	com/baidu/browser/framework/BdWindowWrapper.java 

	https://ug.baidu.com 
	com/baidu/bdtask/framework/service/env/TaskEnv.java 

	http://flow.app.baidu.com/flow/api/flowset? 
	com/baidu/down/utils/Constants.java 

	https://appc.baidu.com/appsrv?action=downflow&native_api=1 
	com/baidu/down/utils/Constants.java 

	http://flow.app.baidu.com/flow/api/flowlog? 
	com/baidu/down/utils/Constants.java 

	http://appc.baidu.com/globalflow/v1/baseflow?action=statistics 
	com/baidu/down/utils/Constants.java 

	http://m.baidu.com 
	com/baidu/down/manage/DownloadConstants.java 

	https://api.map.baidu.com/sdkcs/verify 
	com/baidu/lbsapi/auth/LBSAuthManager.java 

	https://jrws.baidu.com 
	com/baidu/fsg/base/EnvConfig.java 

	https://www.baifubao.com/chanpin_stat 
	com/baidu/fsg/base/statistics/b.java 

	http://yf-wallet-rd-red-dc00.epc.baidu.com:8090/chanpin_stat 
	com/baidu/fsg/base/statistics/b.java 

	https://passport.baidu.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	https://passport.qatest.baidu.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	http://passport.rdtest.baidu.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	http://wappass.baidu.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	http://wappass.qatest.baidu.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	http://wappass.rdtest.baidu.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	https://gss0.bdstatic.com 
	com/baidu/fsg/face/liveness/beans/f.java 

	https://voiceprint.baidu.com/echo.fcgi 
	com/baidu/fsg/face/liveness/beans/f.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/LivePrefer16Ratio9ItemView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/common/blp_recommend_feed_praise.json 
	com/baidu/live/business/LiveMarketItemView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/LiveMarketItemView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/Live16Ratio9TopicView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/common/blp_recommend_feed_praise.json 
	com/baidu/live/business/LiveMarketItemBigView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/LiveMarketItemBigView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/Live4Ratio5ItemView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/Live1Ratio1ItemView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/Live16Ratio9ItemView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/android/liveshow_room_viewing.json 
	com/baidu/live/business/Live4Ratio5TopicView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/common/live_feed_page_tag_live_ani.json 
	com/baidu/live/business/LiveBigCardPlayerView.java 

	https://ala-rmb-gift.cdn.bcebos.com/lottie/common/live_feed_page_tag_live_night.json 
	com/baidu/live/business/LiveBigCardPlayerView.java 

	https://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/custom/v2/getjsonstyle 
	com/baidu/mapsdkplatform/comapi/map/s.java 

	http://api.map.baidu.com/sdkproxy/v2/lbs_androidsdk/custom/v2/getjsonstyle 
	com/baidu/mapsdkplatform/comapi/map/s.java 

	http://bbs.lbsyun.baidu.com/forum.php?mod=viewthread&tid=106461\n=============================================\n 
	com/baidu/mapsdkplatform/comapi/util/PermissionCheck.java 

	https://api.map.baidu.com/lbs_sdkcc/report 
	com/baidu/mapsdkplatform/comapi/a/a/d.java 

	https://pan.baidu.com/rest/2.0/dss/ 
	com/baidu/netdisk/base/network/ServerURL.java 

	https://pan.baidu.com/api/ 
	com/baidu/netdisk/base/network/ServerURL.java 

	https://pan.baidu.com/rest/2.0/membership 
	com/baidu/netdisk/base/network/ServerURL.java 

	http://pan.baidu.com/res/static/thirdparty/connect.jpg?t= 
	com/baidu/netdisk/base/network/ServerURL.java 

	https://d.pcs.baidu.com/rest/2.0/pcs/file 
	com/baidu/netdisk/base/network/ServerURL.java 

	https://pan.baidu.com/shoubai/api/usercenter/baseinfo 
	com/baidu/netdisk/transfer/io/TransferApi.java 

	http://app.navi.baidu.com/mobile/ 
	com/baidu/mapapi/navi/BaiduMapNavigation.java 

	http://daohang.map.baidu.com/mobile/ 
	com/baidu/mapapi/navi/BaiduMapNavigation.java 

	http://map.baidu.com/zt/client/index/?fr=sdk_[ 
	com/baidu/mapapi/utils/OpenClientUtil.java 

	http://api.map.baidu.com/place/detail?uid= 
	com/baidu/mapapi/utils/poi/BaiduMapPoiSearch.java 

	http://api.map.baidu.com/place/search? 
	com/baidu/mapapi/utils/poi/BaiduMapPoiSearch.java 

	http://api.map.baidu.com/direction? 
	com/baidu/mapapi/utils/route/BaiduMapRoutePlan.java 

	https://wen.baidu.com 
	com/baidu/iknow/android/advisorysdk/config/AdvisoryNetConfigProvider.java 

	https://wen.baidu.com/consult/trace/paycallback 
	com/baidu/iknow/android/advisorysdk/config/AdvisoryNetConfigProvider.java 

	http://10.208.103.12:8270/receiver.php 
	com/baidu/iknow/android/advisorysdk/config/debug/ApiChangePayCallBackRequest.java 

	http://www.baidu.com 
	com/baidu/iknow/android/net/request/base/AdRequest.java 

	https://www.baidu.com 
	com/baidu/iknow/android/net/request/base/AdRequest.java 

	https://ufosdk.baidu.com/ufosdk/postview/Ivt1XNNitHCxcXWbrWGDsA%3D%3D/277006 
	com/baidu/mms/voicesearch/voice/SettingActivity.java 

	https://ufosdk.baidu.com/ufosdk/postview/Ivt1XNNitHCxcXWbrWGDsA%3D%3D/277006 
	com/baidu/mms/voicesearch/voice/BroadcastSettingActivity.java 

	http://ufosdk.baidu.com/?m=Client&a=postViewNew&appid=218633&channelId=32929&hasRt=false&appvn= 
	com/baidu/mms/voicesearch/voice/utils/Constant.java 

	http://voice.baidu.com/act/boxguide/voiceintroduce 
	com/baidu/mms/voicesearch/voice/utils/Constant.java 

	https://vse.baidu.com/v2 
	com/baidu/mms/voicesearch/voice/utils/Constant.java 

	http://m.baidu.com/s?tn=zbios&pu=csrc%40app_mainbox_voice 
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	摸瓜V2引擎 

	https://data-dre.push.dbankcloud.com 
	摸瓜V2引擎 

	https://data-drru.push.dbankcloud.com 
	摸瓜V2引擎 

	https://metrics1-drcn.dt.dbankcloud.cn:443 
	摸瓜V2引擎 

	https://metrics-dra.dt.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics2.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.data.hicloud.com:6447 
	摸瓜V2引擎 

	https://metrics5.dt.dbankcloud.ru:6447 
	摸瓜V2引擎 

	https://grs.dbankcloud.com 
	摸瓜V2引擎 

	https://grs.dbankcloud.cn 
	摸瓜V2引擎 

	https://grs.dbankcloud.asia 
	摸瓜V2引擎 

	https://grs.platform.dbankcloud.ru 
	摸瓜V2引擎 

	https://grs.dbankcloud.eu 
	摸瓜V2引擎 

	https://sp1.baidu.com/5b1ZeDe5KgQFm2e88IuM_a/mwb2.gif? 
	摸瓜V2引擎 

	https://vse.baidu.com/v2 
	摸瓜V2引擎 

	https://agent-proxy-ws.baidu.com/agent/phone/conversation 
	摸瓜V2引擎 

	http://xuezhifang.bcc-bdbl.baidu.com:8080/agent/text2audio 
	摸瓜V2引擎 

	https://b.bdstatic.com/boxlib/230613/2fenweitoubux.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/boxlib/230613/2xsmfday3x.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/boxlib/230613/2xsmfdark3x.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/boxlib/230613/2xsmfyejian3x.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230828/1799289847.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230828/3235274088.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230828/3518957882.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230522/3804754970.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230522/2844812676.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230522/2640708077.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/3804754970.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/2844812676.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/2640708077.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/3513499043.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/1789958824.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/2228157272.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/2302585145.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/3094555062.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/1777540092.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/4271930313.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/96028024.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/361905703.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/3771849058.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/4028911041.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/2515287126.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/3771849058.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/4028911041.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/2515287126.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/3263452337.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/1133704570.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/1785932886.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/1018020238.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/416868855.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/1184945187.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/2988623469.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/2769454393.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/2888173889.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/3858658178.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/2556031476.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/1202052448.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/3858658178.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/2556031476.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/1202052448.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/1827923071.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/591155248.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/182290716.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/1825867358.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/2013525086.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/2212933964.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240605/2582283056.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240605/1853525089.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240605/1772326614.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/2302446989.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/1170497250.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230523/3699283264.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/2302446989.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/1170497250.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230625/3699283264.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/3472077746.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/3335805923.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230921/4013261519.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/846502290.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/2947192584.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/1161649353.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/3170606705.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/308345798.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20240522/962361618.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/163562261.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/1801775466.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/3839269521.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20241126/1108223076.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20241126/3904078303.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20241126/604449574.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/731934956.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/1020783258.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/747742235.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/3947180135.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/1749328521.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20250224/2275832863.png 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/category?ncanpulltorefresh=1&openFromOrigin=newbottombar&is_preload=0 
	摸瓜V2引擎 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/bf17f72aefd3.png\ 
	摸瓜V2引擎 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/835435f04473.png\ 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/shortstory?ncanpulltorefresh=1&openFromOrigin=newbottombar&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/listen?ncanpulltorefresh=1&openFromOrigin=newbottombar&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/boy?ncanpulltorefresh=1&openFromOrigin=newbottombar&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/girl?ncanpulltorefresh=1&openFromOrigin=newbottombar&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/category?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/bf17f72aefd3.png\ 
	摸瓜V2引擎 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/835435f04473.png\ 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/shortstory?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/welfarecenter?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/listen?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/boy?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/girl?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/category?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/bf17f72aefd3.png\ 
	摸瓜V2引擎 

	https://wise-novel-authority-logo.cdn.bcebos.com/wise-novel-authority-logo/835435f04473.png\ 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/shortstory?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/listen?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/boy?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/girl?ncanpulltorefresh=1&openFromOrigin=newfeedtab&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/category?ncanpulltorefresh=1&openFromOrigin=feedtabnovel_new_youngversion&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/boy?ncanpulltorefresh=1&openFromOrigin=feedtabnovel_new_youngversion&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/girl?ncanpulltorefresh=1&openFromOrigin=feedtabnovel_new_youngversion&is_preload=0 
	摸瓜V2引擎 

	https://boxnovel.baidu.com/boxnovel/shortstory?ncanpulltorefresh=1&openFromOrigin=feedtabnovel_new_youngversion&is_preload=0 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230928/1623936788.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230928/113393750.png 
	摸瓜V2引擎 

	https://b.bdstatic.com/searchbox/image/gcp/20230928/790862202.png 
	摸瓜V2引擎 

	http://map.baidu.com/mobile/webapp/search/search/qt=s&wd= 
	摸瓜V2引擎 

	http://api.map.baidu.com/direction?destination= 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333797621.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332965794.png 
	摸瓜V2引擎 

	http://tieba.baidu.com/;S.from=searchbox:navigationbar;S.loading=1;S.use_new_window=0;end 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170615/1497502251840814.png 
	摸瓜V2引擎 

	https://mbd.baidu.com/webpage?type=star&action=square&source=box_nav&action=square;end 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333526676.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332133067.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332240041.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332806199.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333504448.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332822734.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332662960.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333459937.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333390842.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332249291.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333551897.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332856620.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253333895284.png 
	摸瓜V2引擎 

	http://bos.box.bdimg.com/searchbox/image/cmsuploader/20170612/1497253332649464.png 
	摸瓜V2引擎 


4.3 邮箱线索
	邮箱地址
	所在文件

	this@aibotrecyclercomp.viewmodel 
	com/baidu/searchbox/aisearch/comps/conversationmanager/dependents/AIBotRecyclerComp.java 

	this@inspirationtabcomp.view 
	com/baidu/searchbox/aisearch/comps/inspiration/InspirationTabComp.java 

	this@hotboardlistcomp.recyclervi 
	com/baidu/searchbox/hissug/recommend/board/HotBoardListComp.java 

	this@openwidgetprovider.javaclass 
	com/baidu/searchbox/openwidget/OpenWidgetProvider.java 

	this@toaudiotextmsg.text 
	mt4/g.java 

	this@tolivemessage.msgkey 
	gu4/e.java 

	this@apply.tostring 
	qi7/e.java 

	矩形@1x.png 
	摸瓜V2引擎 

	15@1x.png 
	摸瓜V2引擎 

	4@1x.png 
	摸瓜V2引擎 

	4@1x.png 
	摸瓜V2引擎 

	直播图标@3x.png 
logo9@1x.png 
18@1x.png 
3@3x.png 
	摸瓜V2引擎 

	小程序未开启-上滑态@3x.png 
	摸瓜V2引擎 


4.4 手机号线索
	手机号
	所在文件

	14968956968 
	bw3/a.java 

	19222222222 
	com/baidu/android/imsdk/chatmessage/request/IMMediaGetChatSessionRequest.java 

	18345352118 
	com/baidu/mapsdkplatform/comapi/util/b.java 

	15552000000 
	com/baidu/searchbox/feed/widget/e.java 

	14159265359 
	com/baidu/searchbox/lib/LocationManager.java 

	17179869184 
	com/caverock/androidsvg/SVGParser.java 

	17179869184 
	com/caverock/androidsvg/f.java 

	13056368696 
	vp/b.java 

	13778179200 
	摸瓜V2引擎 

	13009478400 
	摸瓜V2引擎 

	13778179200 
	摸瓜V2引擎 

	13009478400 
	摸瓜V2引擎 

	13778179200 
	摸瓜V2引擎 

	13009478400 
	摸瓜V2引擎 

	13778179200 
	摸瓜V2引擎 

	18431372549 
	摸瓜V2引擎 



5. 签名证书
APK已签名 v1 签名: True v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=CN, ST=Shanghai, L=Shanghai, O=Baidu Inc., OU=Baidu Inc., CN=Baidu 签名算法: rsassa_pkcs1v15 有效期自: 2010-03-15 06:51:19+00:00 有效期至: 2064-12-16 06:51:19+00:00 发行人: C=CN, ST=Shanghai, L=Shanghai, O=Baidu Inc., OU=Baidu Inc., CN=Baidu 序列号: 0x4b9dd8e7 哈希算法: sha1 md5值: c2b0b497d0389e6de1505e7fd8f4d539 sha1值: ea26372515dca30a142e3f4d36db19337abc7454 sha256值: a6ef817bfd6c083442a149856e51036f6912c2db6b6009db8127cdd641e295a9 sha512值: b9842cc1b3c9893ae3238a384381713df3929ce9943ff22c109f9c797e854541bc66f6442afc9bc9a250afb2c94a8425c16bdf40ae3a10a96fa239bfa0adc73b 公钥算法: rsa 密钥长度: 1024 指纹: 0c91200a0326be79234dd918cd38bb17b943732097f7f2ef477e6b2d167af226

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作
	向手机申请的权限
	是否危险
	类型 
	详细情况

	android.permission.FOREGROUND_SERVICE
	正常
	
	允许常规应用程序使用 Service.startForeground。

	android.permission.CAMERA
	危险
	拍照和录像
	允许应用程序用相机拍照和录像。这允许应用程序收集相机随时看到的图像

	android.permission.FLASHLIGHT
	正常
	控制手电筒
	允许应用程序控制手电筒

	com.baidu.xinxiang.permission.DOWNLOAD_STORY
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.xinxiang.permission.APS_INSTALL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.ACCESS_NETWORK_STATE
	正常
	查看网络状态
	允许应用程序查看所有网络的状态

	android.permission.INTERNET
	正常
	互联网接入
	允许应用程序创建网络套接字

	android.permission.ACCESS_WIFI_STATE
	正常
	查看Wi-Fi状态
	允许应用程序查看有关 Wi-Fi 状态的信息

	android.permission.WRITE_EXTERNAL_STORAGE
	危险
	读取/修改/删除外部存储内容
	允许应用程序写入外部存储

	android.permission.WAKE_LOCK
	正常
	防止手机睡眠 
	允许应用程序防止手机进入睡眠状态

	com.android.launcher.permission.INSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.UNINSTALL_SHORTCUT
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.android.launcher3.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.oppo.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在oppo手机的应用程序启动图标上显示通知计数或徽章。

	com.huawei.android.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章

	com.meizu.flyme.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.lenovo.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.htc.launcher.permission.READ_SETTINGS
	正常
	在应用程序上显示通知计数
	在 htc 手机的应用程序启动图标上显示通知计数或徽章。

	com.qiku.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.zte.mifavor.launcher.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	com.bbk.launcher2.permission.READ_SETTINGS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.GET_TASKS
	危险
	检索正在运行的应用程序
	允许应用程序检索有关当前和最近运行的任务的信息。可能允许恶意应用程序发现有关其他应用程序的私人信息

	android.permission.CHANGE_WIFI_STATE
	正常
	更改Wi-Fi状态
	允许应用程序连接和断开 Wi-Fi 接入点,并对配置的 Wi-Fi 网络进行更改

	android.permission.SYSTEM_ALERT_WINDOW
	危险
	显示系统级警报
	允许应用程序显示系统警报窗口。恶意应用程序可以接管手机的整个屏幕

	android.permission.DISABLE_KEYGUARD
	正常
	
	如果键盘不安全,允许应用程序禁用它。

	android.permission.REQUEST_INSTALL_PACKAGES
	危险
	允许应用程序请求安装包。
	恶意应用程序可以利用它来尝试诱骗用户安装其他恶意软件包。

	android.permission.WRITE_SETTINGS
	危险
	修改全局系统设置
	允许应用程序修改系统设定数据。恶意应用可能会损坏你的系统的配置。

	android.permission.USE_CREDENTIALS
	危险
	使用帐户的身份验证凭据
	允许应用程序请求身份验证令牌

	android.permission.MANAGE_ACCOUNTS
	危险
	管理帐户列表
	允许应用程序执行添加和删除帐户以及删除其密码等操作

	android.permission.CHANGE_NETWORK_STATE
	正常
	更改网络连接
	允许应用程序更改网络连接状态。

	com.huawei.android.launcher.permission.CHANGE_BADGE
	正常
	在应用程序上显示通知计数
	在华为手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.READ
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	com.sec.android.provider.badge.permission.WRITE
	正常
	在应用程序上显示通知计数
	在三星手机的应用程序启动图标上显示通知计数或徽章。

	android.permission.VIBRATE
	正常
	可控震源
	允许应用程序控制振动器

	android.permission.EXPAND_STATUS_BAR
	正常
	展开/折叠状态栏
	允许应用程序展开或折叠状态栏

	android.permission.READ_EXTERNAL_STORAGE
	危险
	读取外部存储器内容
	允许应用程序从外部存储读取

	com.baidu.appsearch.permission.LAUNCH
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MODIFY_AUDIO_SETTINGS
	正常
	更改您的音频设置
	允许应用程序修改全局音频设置,例如音量和路由

	android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS
	正常
	
	应用程序必须持有的权限才能使用 Settings.ACTION_REQUEST_IGNORE_BATTERY_OPTIMIZATIONS。

	android.permission.RESTART_PACKAGES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.READ_MEDIA_VISUAL_USER_SELECTED
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.RECEIVE_USER_PRESENT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FULL_SCREEN_INTENT
	正常
	
	针对想要使用通知全屏意图的 Build.VERSION_CODES.Q 的应用程序是必需的

	android.permission.SYSTEM_OVERLAY_WINDOW
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.systemui.permission.STATUS_BAR_EXPAND_OR_CLOSE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.USE_FINGERPRINT
	正常
	allow use of指纹
	该常量在 API 级别 28 中已被弃用。应用程序应改为请求 USE_BIOMETRIC

	com.baidu.xinxiang.permission.MATRIX_PRODUCT_CONFIG
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_VIDEO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.BLUETOOTH_CONNECT
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.KILL_BACKGROUND_PROCESSES
	正常
	杀死后台进程
	允许应用程序杀死其他应用程序的后台进程,即使内存不低

	android.permission.READ_MEDIA_IMAGES
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_MEDIA_AUDIO
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.REORDER_TASKS
	正常
	重新排序正在运行的应用程序
	允许应用程序将任务移动到前台和后台。恶意应用程序可以在不受您控制的情况下将自己强加于前

	android.permission.POST_NOTIFICATIONS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.FOREGROUND_SERVICE_MEDIA_PLAYBACK
	未知
	Unknown permission
	Unknown permission from android reference

	com.miui.home.launcher.permission.INSTALL_WIDGET
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.PACKAGE_USAGE_STATS
	合法
	更新组件使用统计
	允许修改收集的组件使用统计。不供普通应用程序使用

	com.vivo.notification.permission.BADGE_ICON
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.READ_SYNC_SETTINGS
	正常
	读取同步设置
	允许应用程序读取同步设置,例如是否为联系人启用同步

	android.permission.WRITE_SYNC_SETTINGS
	正常
	写入同步设置
	允许应用程序修改同步设置,例如是否为联系人启用同步

	android.permission.DETECT_SCREEN_CAPTURE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.DOWNLOAD_WITHOUT_NOTIFICATION
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.xinxiang.permission.PROCESS_PUSH_MSG
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.xinxiang.permission.PUSH_PROVIDER
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MOUNT_UNMOUNT_FILESYSTEMS
	危险
	装载和卸载文件系统
	允许应用程序为可移动存储安装和卸载文件系统

	baidu.push.permission.WRITE_PUSHINFOPROVIDER.com.baidu.xinxiang
	未知
	Unknown permission
	Unknown permission from android reference

	com.vivo.abe.permission.launcher.notification.num
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.xinxiang.permission.MIPUSH_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERACT_ACROSS_USERS_FULL
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.INTERACT_ACROSS_USERS
	未知
	Unknown permission
	Unknown permission from android reference

	android.permission.MANAGE_USERS
	未知
	Unknown permission
	Unknown permission from android reference

	com.hihonor.push.permission.READ_PUSH_NOTIFICATION_INFO
	未知
	Unknown permission
	Unknown permission from android reference

	com.baidu.xinxiang.permission.sofire.SOFIRE_RECEIVE
	未知
	Unknown permission
	Unknown permission from android reference

	com.asus.msa.SupplementaryDID.ACCESS
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa
	未知
	Unknown permission
	Unknown permission from android reference

	freemme.permission.msa.SECURITY_ACCESS
	未知
	Unknown permission
	Unknown permission from android reference



10. 应用内通信
	活动(ACTIVITY)
	通信(INTENT)

	com.baidu.searchbox.MainActivity
	Schemes: widgetid://, http://, https://, 


	com.baidu.searchbox.BoxBrowserActivity
	Schemes: https://, 
Hosts: s.bdstatic.com, 
Paths: /common/agreement/android.html, /common/agreement/privacy.html, 


	com.baidu.searchbox.schemedispatch.BdBoxSchemeDispatchActivity
	Schemes: bdbox://, baiduagentapp://, 


	com.baidu.searchbox.speech.SpeechActivity
	Schemes: widgetid://, 


	com.baidu.searchbox.BarcodeScanner
	Schemes: widgetid://, 


	com.alipay.sdk.app.AlipayResultActivity
	Schemes: com_baidu_searchbox_thirdparty_alipay://, com_baidu_poly_cashier_for_ali_pay_result_activity://, 


	com.tencent.tauth.AuthActivity
	Schemes: tencent100784518://, 


	com.baidu.searchbox.getuiwakeup.GetuiWakeupActivity
	Schemes: qts://, 
Hosts: com.baidu.xinxiang, 


	com.baidu.talos.core.scheme.TalosSchemeProxyActivity
	Schemes: default_value://, 
Hosts: default_value, 


	com.baidu.sapi2.activity.GrantWebActivity
	Schemes: openapp://, 
Hosts: com.baidu.xinxiang, 
Paths: /passport/grantweb, 


	com.baidu.android.pushservice.honorproxy.HonorProxyActivity
	Schemes: baidupush://, 
Hosts: bdpush, 
Paths: /honornotify, 
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