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@7F100345（ 1.0版本） 
APK分析报告 

1. 分析结果概述
说明：本分析结果由摸瓜网站自动生成，一共包含以下10类内容：（1）分析结果概述（2）APK文件基本信息（3）APP基本信息（4）线索情况（5）签名证书（6）硬编码敏感信息（7）加壳分析（8）第三方插件（9）此APP的危险动作（10）应用内通信。
*此分析结果仅供参考，请勿商用。*。 
	类别
	内容

	APP名称
	@7F100345

	版本
	1.0

	包名
	

	域名线索
	23条

	URL线索
	20条

	APP图标
	

	分析日期
	2025年7月7日

	分析平台
	摸瓜APK反编译平台







2. APK文件基本信息
	类别
	内容

	文件名
	x4zb2px2.apk

	文件大小
	87.95MB

	MD5值
	0116ea40843173192a605a945fbdf73a

	SHA1值
	664b6e548e01d0d3c1f7bb02bb892a9ac7d3de2d

	SHA256值
	a49e13e34be64d82014d955efdd847c0f485e5a8e5e75dc43e70f19ac7a28b74



3. APP基本信息
	类别
	内容

	App名称
	@7F100345

	包名
	

	主活动Activity
	[]

	安卓版本名称
	1.0

	安卓版本
	[]



4. 线索情况
4.1 域名线索
	域名
	服务器信息

	othstr.beacon.qq.com
	IP: 140.206.162.29 
所属国家: China 
地区: Shanghai 
城市: Shanghai 

	privacy.qq.com
	IP: 27.221.71.82 
所属国家: China 
地区: Shandong 
城市: Jinan 

	apilocate.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	snowflake.qq.com
	IP: 125.36.181.166 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	im.sdk.qcloud.com
	IP: 124.163.195.253 
所属国家: China 
地区: Shanxi 
城市: Taiyuan 

	logs.amap.com
	IP: 27.222.18.244 
所属国家: China 
地区: Shandong 
城市: Jinan 

	developer.android.com
	IP: 142.251.42.238 
所属国家: United States of America 
地区: California 
城市: Mountain View 

	wb.amap.com
	IP: 59.82.60.45 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	debugtbs.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	otheve.beacon.qq.com
	IP: 113.56.189.125 
所属国家: China 
地区: Hubei 
城市: Huangshi 

	apiinit.amap.com
	IP: 203.119.169.174 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	test.snowflake.qq.com
	IP: 221.198.69.15 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	intl.cloud.tencent.com
	IP: 123.6.40.212 
所属国家: China 
地区: Henan 
城市: Zhengzhou 

	github.com
	IP: 20.205.243.166 
所属国家: Singapore 
地区: Singapore 
城市: Singapore 

	apilocatesrc.amap.com
	IP: 59.82.31.183 
所属国家: China 
地区: Zhejiang 
城市: Hangzhou 

	www.tencentcloud.com
	IP: 43.175.52.213 
所属国家: Hong Kong 
地区: Hong Kong 
城市: Hong Kong 

	mdc.html5.qq.com
	IP: 60.29.240.122 
所属国家: China 
地区: Tianjin 
城市: Tianjin 

	schemas.android.com
	没有服务器地理信息. 

	web.sdk.qcloud.com
	IP: 119.167.147.251 
所属国家: China 
地区: Shandong 
城市: Qingdao 

	www.w3.org
	IP: 104.18.22.19 
所属国家: United States of America 
地区: California 
城市: San Francisco 

	android.bugly.qq.com
	IP: 124.95.225.169 
所属国家: China 
地区: Liaoning 
城市: Shenyang 

	mqqeve.beacon.qq.com
	IP: 182.50.13.56 
所属国家: China 
地区: Beijing 
城市: Beijing 

	cloud.tencent.com
	IP: 60.28.220.199 
所属国家: China 
地区: Tianjin 
城市: Tianjin 


4.2 URL线索
	URL信息
	Url所在文件

	https://developer.android.com/guide/topics/permissions/overview 
	io/flutter/plugin/platform/f.java 

	https://cloud.tencent.com/document/product/269/32458 
	com/tencent/qcloud/tuikit/tuichat/TUIChatConstants.java 

	https://intl.cloud.tencent.com/document/product/1047/36021?lang=en&pg= 
	com/tencent/qcloud/tuikit/tuichat/TUIChatConstants.java 

	https://cloud.tencent.com/document/product/269/75979 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/community-cover/community_cover_%s.png 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/community-cover/community_cover_default.png 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_default.png 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://cloud.tencent.com/document/product/269/36852 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://cloud.tencent.com/act/pro/imnew?from=17971 
	com/tencent/qcloud/tuikit/tuicommunity/utils/CommunityConstants.java 

	https://cloud.tencent.com/product/im 
	com/tencent/qcloud/tuikit/tuicontact/TUIContactConstants.java 

	https://www.tencentcloud.com/products/im?lang=en&pg= 
	com/tencent/qcloud/tuikit/tuicontact/TUIContactConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuikit/tuigroup/TUIGroupConstants.java 

	http://debugtbs.qq.com 
	com/tencent/qcloud/tim/demo/main/MainNormalActivity.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/avatar/avatar_%s.png 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://cloud.tencent.com/product/im 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://privacy.qq.com/document/preview/c63a48325d0e4a35b93f675205a65a77 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://privacy.qq.com/document/preview/1cfe904fb7004b8ab1193a55857f7272 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://privacy.qq.com/document/preview/45ba982a1ce6493597a00f8c86b52a1e 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://privacy.qq.com/document/preview/dea84ac4bb88454794928b77126e9246 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://web.sdk.qcloud.com/document/Tencent-IM-User-Agreement.html 
	com/tencent/qcloud/tim/demo/utils/Constants.java 

	https://cloud.tencent.com/document/product/269/32458 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://intl.cloud.tencent.com/document/product/1047/36021?lang=en&pg= 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://cloud.tencent.com/document/product/269/11673?from=17219 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://www.tencentcloud.com/document/product/1047/34349 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/conversation-backgroundImage/backgroundImage_%s.png 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/conversation-backgroundImage/backgroundImage_%s_full.png 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://im.sdk.qcloud.com/download/tuikit-resource/group-avatar/group_avatar_%s.png 
	com/tencent/qcloud/tuicore/TUIConstants.java 

	https://snowflake.qq.com/ola 
	com/tencent/qimei/h/b.java 

	https://test.snowflake.qq.com/ola 
	com/tencent/qimei/h/b.java 

	https://mdc.html5.qq.com/d/directdown.jsp?channel_id=50079 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://mdc.html5.qq.com/mh?channel_id=50079&u= 
	com/tencent/smtt/sdk/stat/MttLoader.java 

	https://otheve.beacon.qq.com/analytics/v2_upload 
	com/tencent/beacon/base/net/b/b.java 

	https://othstr.beacon.qq.com/analytics/v2_upload 
	com/tencent/beacon/base/net/b/b.java 

	https://mqqeve.beacon.qq.com/analytics/v2_upload 
	com/tencent/beacon/base/net/b/b.java 

	https://android.bugly.qq.com/rqd/async 
	com/tencent/bugly/crashreport/common/strategy/StrategyBean.java 

	https://web.sdk.qcloud.com/component/tuiroom/index.html 
	com/tencent/cloud/tuikit/roomkit/viewmodel/RoomInfoViewModel.java 

	http://www.w3.org/2001/XMLSchema-instance 
	com/tencent/cos/xml/transfer/XmlBuilder.java 

	http://apilocate.amap.com/mobile/binary 
	i3/f4.java 

	http://apilocatesrc.amap.com/mobile/binary 
	i3/f4.java 

	http://logs.amap.com/ws/log/upload?product=%s&type=%s&platform=%s&channel=%s&sign=%s 
	i3/j4.java 

	http://wb.amap.com/?r=%f,%f,%s,%f,%f,%s,%d,%d,%d,%s,%s,%s&sourceapplication=openapi/0 
	i3/t3.java 

	http://wb.amap.com/?q=%f,%f,%s&sourceapplication=openapi/0 
	i3/t3.java 

	http://wb.amap.com/?n=%f,%f,%f,%f,%d&sourceapplication=openapi/0 
	i3/t3.java 

	http://wb.amap.com/?p=%s,%f,%f,%s,%s&sourceapplication=openapi/0 
	i3/t3.java 

	http://apiinit.amap.com/v3/log/init 
	i3/y3.java 

	https://github.com/Baseflow/flutter-permission-handler/issues 
	o3/p.java 

	http://schemas.android.com/apk/res/android 
	pl/droidsonroids/gif/f.java 


4.3 邮箱线索
	邮箱地址
	所在文件

	xxx@email.elided 
	com/tencent/liteav/base/PiiElider.java 


4.4 手机号线索
	手机号
	所在文件

	13115842115 
	io/flutter/plugins/webviewflutter/i.java 

	14001545681 
	com/tencent/qcloud/tuikit/timcommon/minimalistui/widget/message/MessageBaseHolder.java 

	16451152505 
	com/tencent/qcloud/tuikit/tuicallengine/a.java 

	16451157585 
	com/tencent/qcloud/tuikit/tuichat/presenter/ChatPresenter.java 

	16451157585 
	com/tencent/qcloud/tuikit/tuicommunity/ui/page/TUICommunityFragment.java 

	17179869184 
	com/tencent/qcloud/tuikit/tuigroupnoteplugin/f/f.java 

	17179869184 
	com/tencent/qcloud/tuikit/tuigroupnoteplugin/f/c.java 

	16451157585 
	com/tencent/qcloud/tuicore/ServiceManager.java 

	16451157585 
	com/tencent/qcloud/tuicore/ObjectManager.java 

	16115750585 
	com/tencent/smtt/export/external/DexLoader.java 

	18114354450 
	com/tencent/smtt/sdk/QbSdk.java 

	16451159545 
	com/tencent/smtt/sdk/QbSdk.java 

	16455449451 
	com/tencent/smtt/sdk/WebView.java 

	16606073435 
	com/tencent/smtt/sdk/WebView.java 

	17584207050 
	com/tencent/smtt/sdk/ui/dialog/d.java 

	19181141435 
	com/tencent/smtt/utils/Apn.java 

	18115750585 
	com/tencent/smtt/utils/o.java 

	16451147505 
	com/tencent/beacon/a/b/h.java 

	16421147505 
	com/tencent/beacon/base/net/b/d.java 

	19190319046 
	com/tencent/beacon/base/net/b/b.java 

	14421145585 
	com/tencent/bugly/proguard/ag.java 

	17415043505 
	com/tencent/bugly/proguard/ag.java 

	14421157435 
	com/tencent/bugly/proguard/ag.java 

	14421144415 
	com/tencent/bugly/proguard/ag.java 

	16451146505 
	com/tencent/bugly/proguard/at.java 

	14421147505 
	com/tencent/bugly/proguard/aa.java 

	16451144415 
	com/tencent/bugly/proguard/bd.java 

	14421157585 
	com/tencent/bugly/proguard/ay.java 

	13114558550 
	com/tencent/bugly/proguard/ay.java 

	16451159505 
	com/tencent/bugly/proguard/as.java 

	14421144520 
	com/tencent/bugly/proguard/as.java 

	14531158427 
	com/tencent/bugly/proguard/as.java 

	14551162750 
	com/tencent/bugly/proguard/as.java 

	14421152505 
	com/tencent/cos/xml/model/tag/eventstreaming/ValidationUtils.java 

	19594545414 
	com/tencent/liteav/base/PiiElider.java 

	18115842115 
	com/tencent/liteav/base/http/HttpClientAndroid.java 

	16451142595 
	com/tencent/liteav/trtc/TrtcCloudJni.java 

	16451157585 
	com/tencent/liteav/videobase/a/k.java 

	16451174767 
	com/tencent/liteav/videobase/egl/EGLCore.java 

	16451157585 
	com/tencent/liteav/videoconsumer/decoder/t.java 

	16451157585 
	com/tencent/liteav/videoproducer/producer/e.java 

	16451159505 
	com/yalantis/ucrop/util/ImageHeaderParser.java 

	17078564145 
	com/aigpt/api/AIgpt.java 

	14421143545 
	com/aigpt/sdk/aj.java 

	16455449451 
	com/pichillilorenzo/flutter_inappwebview_android/webview/in_app_webview/InAppWebView.java 

	16451157585 
	d2/a.java 

	19424554410 
	demo/sample/txcode/addfile/bean/LaunchStepBean.java 

	19444254435 
	demo/sample/txcode/addfile/bean/ForgetPwdReqBean.java 

	18117041415 
	demo/sample/txcode/addfile/ui/acitivity/MyFlutterWebviewActivity.java 

	18117259435 
	demo/sample/txcode/addfile/ui/acitivity/MyFlutterWebviewActivity.java 

	16435455160 
	demo/sample/txcode/addfile/ui/acitivity/MySignActivity.java 

	18115842115 
	e1/f.java 

	14421143545 
	fe/k.java 

	16451157585 
	g6/e.java 

	18114659545 
	g7/c.java 

	18222222222 
	h6/e.java 

	19222222222 
	h6/e.java 

	17525845480 
	i3/f3.java 

	17544945545 
	i3/f3.java 

	17525845480 
	i3/a2.java 

	17544945545 
	i3/a2.java 

	17525845480 
	i3/b2.java 

	17544945545 
	i3/b2.java 

	17454841540 
	i3/a3.java 

	17525845480 
	i3/g3.java 

	17544945545 
	i3/g3.java 

	14421741435 
	i3/g1.java 

	17415056540 
	i3/i2.java 

	17544945545 
	i3/i2.java 

	14421741435 
	i3/c2.java 

	17525845480 
	i3/k2.java 

	17544945545 
	i3/j2.java 

	17465048415 
	i3/j2.java 

	17525845480 
	i3/f2.java 

	17415056540 
	i3/f2.java 

	17525845480 
	i3/l2.java 

	17454841540 
	i3/l2.java 

	17525845485 
	i3/l2.java 

	14421742584 
	i3/i0.java 

	13415043505 
	i3/i5.java 

	13555844130 
	i3/k6.java 

	13455855130 
	i3/k6.java 

	14421741435 
	i3/j7.java 

	16415043505 
	i3/e3.java 

	17544945545 
	i3/u2.java 

	17525845480 
	i3/v2.java 

	17415056540 
	i3/v2.java 

	17544945545 
	i3/v2.java 

	17525845485 
	i3/v2.java 

	13555844130 
	i3/s4.java 

	17544945545 
	i3/z2.java 

	14421741435 
	i3/z1.java 

	14421741435 
	i3/z5.java 

	19140015421 
	k7/c.java 

	14001542180 
	k7/c.java 

	16115842115 
	lg/g2.java 

	18414911196 
	m7/c.java 

	14505352551 
	m9/d.java 

	15525950585 
	mb/q.java 

	14421143545 
	n3/l.java 

	14427114426 
	a3/e.java 

	14427114426 
	a3/c.java 

	19455958421 
	okio/Okio__JvmOkioKt.java 

	14554914556 
	a4/c.java 

	16451159505 
	a4/l.java 

	19624543585 
	af/i.java 

	18115842115 
	af/m.java 

	19624543585 
	af/u.java 

	16115842115 
	pg/k.java 

	16115842115 
	pl/droidsonroids/gif/GifTextureView.java 

	19181142595 
	q/s1.java 

	19181158565 
	q/g0.java 

	19624543585 
	rf/n.java 

	19415043505 
	sc/a.java 

	19435442445 
	tf/a0.java 

	19435442445 
	tf/y.java 

	16451152505 
	v0/d.java 

	16451152505 
	v0/f.java 

	19706475787 
	c7/j.java 

	19617063654 
	c7/j.java 

	13115842115 
	ce/l.java 

	16451141435 
	w/h2.java 

	19181142595 
	w/v.java 



5. 签名证书
APK已签名 v1 签名: False v2 签名: True v3 签名: False 找到 1 个唯一证书 主题: C=1hQwX9Rhfm6vsdzw3S99, ST=gTd7L6DvFslvyumU2v2C, L=h6sQ8H6KCIMBJFEzJfOx, O=bLb7ni4bFbtvPjFh61fR, OU=BxFo2TNDdzGmfkSngPj8, CN=cto17MxbanevDEUpacAV 签名算法: rsassa_pkcs1v15 有效期自: 2024-06-19 00:57:26+00:00 有效期至: 2051-11-05 00:57:26+00:00 发行人: C=1hQwX9Rhfm6vsdzw3S99, ST=gTd7L6DvFslvyumU2v2C, L=h6sQ8H6KCIMBJFEzJfOx, O=bLb7ni4bFbtvPjFh61fR, OU=BxFo2TNDdzGmfkSngPj8, CN=cto17MxbanevDEUpacAV 序列号: 0x1b9a19a 哈希算法: sha256 md5值: c23031545b508defa60447ff93b84638 sha1值: 2d8b18774b36e5022775e946a53969fe34aff30c sha256值: 2d64c31205f73476c0ad21e47edd95c644a0062367c5d4e6fc634c35d1821d5e sha512值: bb9c3f7fd242b9fb687606b242e8532095b266dfc96c415e199060a5ce43526e229260d412e6fb3878e7fe7da11aa3ea216f01bd5ab21df755307dd7427eaeea 公钥算法: rsa 密钥长度: 2048 指纹: d21736e9d4ef0d2d8dd3edec29bc6e1bd24edb543c45efcb29dc475c8a3e1cf3

6. 硬编码敏感信息

7. 加壳分析
	加壳类型
	所属文件

	登陆摸瓜网站后查看 
	



8. 第三方插件
	名称
	分类
	URL链接

	登陆摸瓜网站后查看 
	
	



9. 此APP的危险动作

10. 应用内通信


报告由  摸瓜APK反编译平台  自动生成，并非包含所有检测结果，有疑问请联系管理员。 
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